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ABSTRACT 
 

Crime is a cancer that is costing most governments around the world billions of dollars every 

year. The situation is worse in developing countries largely due to weaker democracy and lack of 

adequate resources to fight the scourge. In Zambia, there are a number of agencies that have been 

mandated by law to fight crime. Some of these agencies include Zambia Police, Drug 

Enforcement Commission (DEC), Anti-Corruption Commission (ACC), Immigration 

Department etc. Currently most Law Enforcement Agencies (LEAs) are handling cases manually 

which comes with a lot of challenges. The ACC for example is in the process of migrating to a 

Commercial Off-The-Shelf (COTS) case flow management electronic system called GOCASE. 

This system comes with its own challenges as well. This project reviewed the manual system as 

well as off-the-shelf electronic case flow management systems in order to identify their 

limitations. It was discovered that the manual system has challenges such as lack of centrality, 

vetting and searching for data is tedious, limited security, no redundancy and recovery 

mechanism and lack of link analysis of events, suspects, witnesses and crime types. The 

Commercial Off-The-Shelf (COTS) comes with challenges such as high purchase and license 

costs as well as lack of adaptability to the local environment. 

Based on these limitations, we developed a home grown solution of the case flow management 

system that will address the problems of the manual system and the off the shelf systems and has 

features such as two factor authentication, case file creation (electronic docket), event 

scheduling, exhibit tracking and multimedia storage, audit trail tracking and report generation. 

 

 

KEYWORDS: Case, Electronic Web based, Law enforcement agency, Crime, 
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CHAPTER ONE 

INTRODUCTION TO THE RESEARCH 
 

1.1 Introduction 

A case is any project, transaction, service or response that is opened and closed over a period of 

time to achieve resolution of a problem, claim, request, proposal, development or other complex 

activity. It is likely to involve multiple persons inside and outside of the organization, with 

varying relationships to each other, as well as multiple documents and messages [1] . 

A case management system is software that allows you to minimise the use of physical 

documents and storage locations by tracking a great deal of client information right on the 

computer, and then using that information to help you run your exercise [2]. Although different 

systems have different levels of functionality, there are certain functions that are dominant to 

virtually all case management systems. 

The central element of all case management systems is a database of all client information. This 

information is stored in a common location so that it is accessible to all the people who have 

need for it. The information stored varies by system, but typically includes anywhere from a few 

dozen to several thousand fields of information about your cases and contacts. Aside from basic 

biographical information (names, addresses, phone numbers, etc.) many systems also allow you 

to view and instantly retrieve any document related to a specific case. 

Document handling and document generation capability are very important defining factors of a 

case management system [3] [4]. 

Having documents and case data integrated into a single system gives you several significant 

advantages over doing things the old-fashioned manual way. The first is communal access – If 

you’re relying on hardcopy files you have to deal with the physical reality of possession. That is 

to say, if one person has the file, it means by definition that nobody else has it, and thus nobody 

else can work on that file. A case management system eliminates this problem by allowing all 

users who have need for it on a network to share the same information at the same time [5]. 
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Information technologies appear as important instruments of criminal investigations because they 

facilitate creation, storage, retrieval, transfer, and application of investigation-related information 

[6]. 

Another important advantage of a computerized case management system is the ability to work 

remotely. Once the information you need to work on is centrally stored on your office network, 

you can easily access that network from home or anywhere else where you have internet access. 

You no longer need to take a stack of files home with you if you want to work at home – all you 

need is a way to connect to your office network. This capability is built into most Windows’ 

Servers. On other operating systems the solution can be as simple as setting up an account with 

Logmein.com.  

 

1.2 Motivation and Significance of the Thesis  

Currently law enforcement agencies in Zambia are predominantly using manual ways of 

handling cases. With crime rate on the rise and the population ever increasing, it is vital that a 

system that will be able to accelerate the whole process of handling case from complaint 

handling up until the case is disposed is implemented. It is for this reason that a home grown 

Electronic Case Management system is needed to overcome the challenges of the manual system 

of handling cases. The home grown system will also overcome the barrier of off the shelf Case 

Management Systems which come with prohibitive costs and lack of flexibility to adopt the 

Zambian jurisdiction. 

 

1.3 Scope  

The scope of this system is tailored in such a way as to handle all the processes that the manual 

system employs in a more efficient and secure manner. It also adds a few features which will 

make the system more robust and scalable. The research will look at four major areas starting 

with a review of the current manual system. Thereafter, a review of the off-the-shelf case 

management systems will be done and finally a design of a home grown case management 

system. 

To come up with a case management, the first module developed was the database. We designed 

an entity-relationship schema (ER diagram) for our database. The ER diagram helped us design a 
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stable and efficient database. Based on our ER diagram, we used MySQL to develop the actual 

database. 

After the Database was designed, we then developed a design of an application with the 

following components: case flow management, two factor authentication mechanism, documents 

upload and analysis, report generation, Scheduling of events, Access control mechanisms, 

Relationship analysis and audit trail tracking. 

We then developed a home grown case management system with the components described 

above. One important aspect of information technology for law enforcement is its ability to be used at 

the different levels of organization and this will be implemented via a web based application [7]. 

 

1.4 Problem Background  

Currently most law enforcement agencies have a manual system of handling cases which have a 

lot of challenges such as lack of centrality i.e., it’s not possible for two or more officers to access 

the same file at the same time. Further, the manual system lacks efficiency and security when the 

file is moving from one place to another. 

Acquiring and migrating to an off- the-shelf electronic case flow management system comes 

with the challenge of high procurement and licensing costs as well as lack of adaptability to the 

local needs [8] [9]. 

 

1.5 Problem Statement 

Currently most law enforcement agencies have a manual system of handling cases which have a 

lot of challenges such as lack of centrality i.e., it’s not possible for two or more officers to access 

the same file at the same time. Further, the manual system lacks efficiency and security when the 

file is moving from one place to another. 

Acquiring and migrating to an off- the-shelf electronic case flow management system comes 

with the challenge of high procurement and licensing costs as well as lack of adaptability to the 

local needs. 
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1.6 Aim of Study 

The major aim of this research is to find a way to automate the current operation of law 

enforcement agencies in Zambia using home grown solutions hence serving the government of 

Zambia huge sums of money that come with commercial off-the-shelf case management 

systems. 

 

1.7 Research Questions  

To address the problem, this research will attempt to answer the following research questions: 

1. What are the major challenges faced by the current manual way of handling cases? 

2. Some law enforcement agencies are migrating to off-the-shelf electronic case 

management        systems; what are the challenges that can be faced by such an off the 

shelf system? 

3. Is it possible to design and develop a home grown electronic system that can be able to 

address the major functions of law enforcement agencies? 

 

1.8 Objectives 

The main objective of the research is to automate the operations of law enforcement agencies by 

creating a case flow management system that will help them meet their needs. 

The specific objectives are as follows: 

1. Carry out a comprehensive review of the challenges of the law enforcement agencies’ 

manual system of handling cases. 

2. Review of the off the shelf Case Management Systems and their advantages and 

disadvantages. 

3. Design and develop an electronic Case Management System that will be able to address 

the major functions of the law enforcement agencies in Zambia. 

1.9 Research contributions  

After implementation, the Law Enforcement Agencies in Zambia will become more efficient in 

the way they handle cases from initiation up to disposal. The research has contributed to the 

body of knowledge through our publication to the International Journal of Advanced Studies in 

Computer Science and Engineering (IJASCSE) Volume 6, Issue 10. 

http://www.ijascse.org/home
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1.10  Organization of the Thesis  

The research presented in this thesis has been divided and organised into five chapters. The first 

chapter being Chapter 1 is the Introduction to the Research. In this chapter, we outline the 

synopsis of the work done in the research as presented in this thesis. It is in this chapter that we 

give the problem statement, aims and motivation of this thesis. This chapter concludes by the 

giving an organisation of the thesis.  

Chapter 2 looks at the background theory of literature review and related works. In this chapter, 

we begin by providing a comprehensive review and the background theory of case management 

systems, both manual and electronic. We further look at the work of Law Enforcement Agencies 

and their challenges in general. We then look at challenges of the manual system which is the 

dominant method of case management. Further we look at the challenges of off-the-shelf case 

management systems before looking at the related works in electronic case management systems.  

Chapter 3 looks at the Methodology that was used in this research project. In this chapter, we 

look at how the baseline for the study was established including the population of study, the 

sampling methods as well as the data collection instruments. Next we looked at the system 

design process which consisted of data design, entity relationship diagram of the database, 

sequence diagram as well as algorithms, use case diagrams and network diagram. 

 In Chapter 4, we discuss the results of the baseline study as well as the developed system with 

its features and conclusions.  

In chapter 5 which is the final chapter, we look at discussion and conclusion in which we discuss 

the project and state the application of the system as well as future works. 

 

1.11    Summary  

In this chapter, we looked at the introduction of the work in this thesis. We began by looking at 

the basic understanding of Case Management Systems and various aspects associated with case 

management which is a key aspect of this research. We then went further to outline the 

motivation and significance of this thesis and then we outlined its scope of work. Further we 

gave the problem background and the problem statement from which we drew our objectives 
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which led us to the research contributions and we close this chapter with the organisation of the 

thesis.   
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CHAPTER TWO 

LITERATURE REVIEW 

 

2.1  Introduction 

According to E. J. Rose, basic electronic case management systems do have a positive effect on 

Law Enforcement Agencies  by providing a reliable administration that makes it better possible 

to track cases, introduce process improvements based on facts, communicate better with other 

authorities and be better accountable to society. At present, advanced electronic case 

management systems are being implemented in more and more Law Enforcement Agencies 

(LEA) and make it possible to support case management at different levels [10].  

A good Case Management system can have a substantial impact on the rule of law. With this 

understanding, LEA officers can work efficiently and provide good service to the public and 

ultimately curb crime. 

2.2  Review of the Literature 

 This chapter reviews the literature which forms the baseline for this study. It starts by defining a 

case from the Law enforcement agency (LEA) point of view and the challenges faced by LEA in 

its handling and storage. The chapter further goes on to review the challenges of the manual 

system of handling cases. Furthermore, the chapter discusses the challenges of off-the–shelf case 

management systems.   

2.2.1   Theoretical Framework 

Many law enforcement agencies currently still practice manual investigative methods to 

conduct criminal investigations. Manual investigative techniques comprise of investigators 

having to collect many documents by hand, or manually, to put it the other way. Thereafter, the 

collected documents are then sorted out, analysed and arranged accordingly based on the 

relationship to the case. Usually these documents are put in paper folders, which folders form 

case files when grouped together. It is the case files which are managed by the investigators and 

often referred to as cases. Each case file will have identification marks such as the unique 

identification number, Case Officer, Station (location), offence type, summary of allegation and 
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other details dimmed necessary by the Law enforcement agency. This file will contain the 

transcribed documents of complainant and witness statements, an evidence list of things 

collected from the crime scene, documentation, sketches and photos of the crime scene, a list of 

suspect(s), and diverse information that may later prove to be relevant to an investigation. The 

process described above is what is referred to as Case Management and the methods and rules 

used in this process is what is called Case Management System. Case management runs from 

the time a case is initiated to the time a case is disposed. Case management can be manual or 

electronic. 

Numerous challenges do arise from the manual way of handling cases. The challenges can have 

serious consequences on the result of an investigation. Investigations at times require extensive 

hours of manual labour to investigate a crime. The extensive hours of manual labour in due 

course will cause investigators to become fatigued and become prone to errors. [11]. 

2.2.2   Law Enforcement Agencies Mandate 

Law Enforcement agencies are usually government bodies that are mandated by law to maintain 

law and order. Law enforcement agencies differ in structure and mandate but the common 

ground of all law enforcement agencies is administering the law. Some of the generic functions 

of law enforcement agencies are as described below. 

One of the roles is patrol services. Law Enforcement agencies usually designate their officers to 

patrol a definite area within their jurisdiction to guarantee proper law enforcement. Patrol 

officers dress in uniforms to allow the community to identify them but if it is a clandestine 

operation, they usually dress in civilian wear. In the way of their patrols they look out for any 

illegal actions. Patrol officers have the powers to apprehend and arrest suspected criminals and 

carry out searches and examinations on individuals or places that they judiciously suspect to 

have a connection in criminal matters. During patrols, the officers respond to emergency calls 

and offer any necessary assistance such as first aid, advice and alerts. 

Local law enforcement officers are in charge of investigating any complaints received in their 

respective agencies. The investigation process includes interrogating suspects, interviewing 

suspects, witnesses and complainants, collecting evidence and exhibits on an accident or crime 

scene; conducting surveillance of suspects; examining relevant documents and analysing them; 
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conducting searches; and arresting suspects. After arresting suspects, the officer in charge of the 

investigation writes reports and files the required paperwork. He or she might have to appear in 

court as a main witness for the case. Law enforcement cases differ, some require working in 

units, and others require working as individuals. Some operations require a lot of caution to 

safeguard the life of the officer while others are relatively low risk but all in all, the safety of the 

law enforcement officer is always important [12]. 

Local law enforcement agencies organize and supervise community watching programs aimed at 

creating a relationship between the community and law enforcing agencies. This allows them to 

work together to inhibit criminal activities. An example is the Neighbourhood Watch program, 

which advises citizens on how to keep an eye out for suspicious activity and report it to the 

police. City agencies usually encourage such programs to the public and teach citizens about 

crime and the law. 

In Zambia, there are a number of Law Enforcement Agencies mandated by law to handle crime. 

Some of the agency include the Zambia Police which is the main Law enforcement agency 

mandated to handle all general crime. The Anti-Corruption commission of Zambia is mandated 

to handle cases of corruption and abuse of authority of office. There is also the Drug 

Enforcement Commission mandated to handle narcotic drug related crimes as well money 

laundering cases. There is also the Immigration department mandated to handle crimes related to 

illegal immigrants as well as all immigration case. These are among many other law enforcement 

agencies in Zambia. The central and common element among them all is that they handle cases 

and they have a system in which cases are handled. 

2.2.3   General Challenges faced by Law Enforcement Agencies 

Law enforcement agencies face numerous challenges in their day to day activities. These 

challenges range from critical to less critical. One of the major challenges is that of Recruiting 

and retaining officers. Usually the conditions for law enforcement agencies are deemed to be 

poor compared to many other private or public organizations and as a result, new entrants are 

usually sceptical to join law enforcement agencies while those already in the system are always 

on the lookout for greener pastures. Limited resources are also one of the greatest challenges in 
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Law Enforcement Agencies. Every citizen is a potential law breaker and as such, resources ought 

to be budgeted in such a way as to carter the whole jurisdiction which is rarely feasible. 

The other challenge is the wide use of technology and how it is transforming the world, both in 

how law enforcement conducts their jobs and how criminals function today. Access to new 

technologies can be puzzling for law enforcement agencies because they may lack the necessary 

resources to purchase new equipment, the technical background and training to assess product 

options, and the means to thoroughly explain technology needs to relevant government officials. 

While the national trend may be to place more technology in law enforcement agencies, 

sometimes the new technologies may be more than a small community really needs. Only in the 

past 10-15 years have body cameras, dashboard cameras, and electro-muscular disruption 

technology seen typical adoption in law enforcement. Law enforcement agencies must be very 

careful when buying new technology and not fall into the trap of purchasing the latest and 

greatest device before it has been tested and examined [13].  

The most recent challenge for law enforcement agencies is the advent of social media were 

Police cases are being tried in the court of public opinion on social media. The favourite media 

buzz phrase is, “officer caught on video” which directly translates that an officer was doing 

something wrong. In some cases, law enforcement has taken to social media as a means to 

defend and counter the actions of officers under analysis. This can be a double-edged sword. 

Here again, consistency is essential. If you comment on one case and not another, it suggests that 

there may be something disreputable to hide.  

According to a study carried by the Institute for Security Studies (ISS), an African non-profit 

organisation with offices in South Africa, Kenya, Ethiopia and Senegal whose work covers 

transnational crimes, migration, peacekeeping, crime prevention and criminal justice, peace 

building, and the analysis of conflict and governance, on Sierra Leone, Tanzania and Zambia, a 

number of challenges were observed within the law enforcement agencies with emphasis on the 

Zambia police, the Sierra Leone Police (SLP) and the Tanzanian Police Force (TPF) [14]. 

The challenges faced by the Sierra Leone Police (SLP) are a straight consequence of the country 

emerging from conflict: offences are still dominated by those in the West, arising from migration 

to urban areas and the growth of urban shantytowns. Assault accounts for 50 per cent of all 
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crime, and fraud and theft for about 30 per cent; while crime rates have risen in recent years it is 

unclear if this is a real trend or the result of greater recording arising from more effective 

policing. New crimes including terrorism, cybercrime, human trafficking and the drug trade 

continue to challenge the SLP. Associations between the police and the community do not 

support effective community policing. Corporations have been formed with local communities, 

but the success of community policing depends on the application of a hands-on and problem 

solving policing method.  

There is a prevalent belief that the SLP needs to be decentralised, permitting local managers and 

divisional commanders to take more control. The Police Act is a web of out-dated legislation, 

now four decades old, which fails to meet the challenges of modern policing. Budget restraints 

hinder the SLP of becoming the modern force it seeks to be: while the force is expanding, 

vehicles remain grounded. Resource administration, financial sustainability and feasibility of the 

SLP are major areas of worry. Budget provisions for the years 2002 to 2004 only partially reflect 

the main aspect of the security sector reform program of more police. 

The Tanzania Police Force (TPF) is established by the Police Force and Auxiliary Services Act, 

and many of its authorities defined in the Criminal Procedure Act. The TPF does not enjoy a 

domination of law enforcement duties, the people’s militia, or Sungusungu, emerged in the 

1980s as a supplementary tool of the authorities with powers of arrest. The local militia lacks 

training and has in the past both dishonoured the rights of those it has targeted and has sometime 

dashed itself into law-breaking. 

The investigation and deterrence of crime by the TPF is compromised by lowly investigation 

systems, a lack of both forensic capability and expertise at management of evidence. Further, no 

systematic case management systems exist. Resources are insufficient, with one officer for every 

1183 persons, inadequate transport and communication services exist, and officers suffer from 

low pay and poor conditions. The resulting low morale in the force gives rise to corruption, 

through abuse of powers and manufacturing of cases against the guiltless. Public pressure and 

unawareness of the law allows ‘mob rule’ to influence police conduct, while Ministers and other 

senior figures put force on the police to evade normal procedure to satisfy their agendas. The 
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TPF lacks dedicated services that can support their work, such as the Victims Support Unit and 

Public Police Complaints Authority that exist in Zambia [14].  

Similarly, specialization within the force is limited, with the Criminal Investigations Department 

responsible for investigation of all cases, regardless of seriousness or type. The lack of current 

recordkeeping of criminal records has subdued criminal control instruments and the slowness of 

criminal trials impacts adversely on police work. There is no electronic case management system 

and all processes are done manually. 

The Zambia Police Service (ZPS) is provided for by the Constitution of 1991 and the Police Act 

of 1965, which has been amended several times. [15] In addition to the ZPS a volunteer Police 

Reserve exists. Whilst the legislative framework is largely adequate, emergency legislation exists 

that allows the President to detain indefinitely, rendering redundant many legal safeguards. 

Special units to support the Police, a paramilitary police battalion and a Mobile Unit provide 

backup in exceptional situations. Both however have independent command structures that 

alienate them from day to day policing.  

According to the Director of Public Prosecutions, some crimes are not prosecuted because of a 

lack of reliable evidence, mainly as a result of poor investigation methods coupled with a limited 

forensic capacity, but a forensic laboratory is under construction. The manual way of case 

management makes investigations a less efficient process. 

To support the above paragraph, a survey in 2003 revealed that over fifty percent of the public 

are displeased with the performance of the police; the research conducted for this study found 

that eighty per cent rated the ZPS as only ‘somewhat effective’. It was understood by the public 

however that much of this failure was due to logistical deficits, a shortage of officers and alleged 

corruption in the service: more than 50 per cent of the public believe the police is the institution 

in which bribery is most predominant. The Zambia Police has a manual system of handling cases 

in which all documentation is kept in physical files. No case management system exists and as 

such; the processes are slow and inefficient.  
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2.2.4   Challenges of the Current System of Case Management 

In this section, the concept of case management refers to how law enforcement Agencies store 

and retrieve records. The idea of manual case management system is one where records are kept 

in physical files. Therefore, records and cases will be used interchangeably in this section. The 

following are some of the challenges that come with the manual way of handling cases. 

There are several types of costs associated with manual records. One type, duplication of the 

record, requires paper and copying supplies, as well as the staff to create and distribute the 

copies. Staff hired to assemble, file, retrieve, or distribute the hard copies is a costly expense. 

Storage of the paper record necessitates the use of valuable space that could be better utilized. 

The records also need to be protected from water, fire, or mishandling of the paper to preserve 

their physical integrity [16]. 

The manual way of handling cases comes with a challenge of single access and lacks the ability 

of multiple simultaneous accesses. If a physical file is being worked on by a particular Law 

enforcement agency officer, no other officer will have access to it. This limits the efficiency of 

Law Enforcement Agencies in concluding cases. 

The other challenge with the manual way of handling cases comes about when carrying out 

vetting and searching for data. The manual way of searching for data is tedious and takes a lot 

of time and physical effort. Furthermore, it is very prone to omission depending with the 

quantity of data being searched.  

The manual system has a challenge of limited security. Document security is defined as the 

means in which important documents are filed, stored, processed, backed up, delivered, and 

eventually disposed of [17] . Security is paramount when it comes to case management as any 

slight mistake may lead to injustice in the system. Loss in evidence or any documents may 

jeopardize the entire case. The only form of security offered by the manual case management 

system is that of providing physical security by using features such as cabinets, locks, safe, seals 

and so on;  all of which are prone to penetration by the use of force. 

It is also hard to implement backup and redundancy when dealing with the manual case 

management system. Data redundancy is a condition created within a data storage in which the 

same piece of data is held in multiple separate places. Whenever data is repeated, this basically 
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constitutes data redundancy and is usually done for backup and recovery purposes. With the 

manual system, redundancy is a costly and space consuming measure as it entails making two or 

more copies of each physical document. This also means having multiple physical locations of 

similar storage size and facilities. 

The other challenge that comes with the manual way of managing cases is that link analysis of 

events, suspects, witnesses, crime types etc. is almost impossible as each officer/unit handle 

cases independently and it has to take a lot of consultation and communication to know that the 

case being handled by a particular officer is related to another case being handled by a different 

officer. This becomes even more difficult if the geographical location between these two 

officers spans over a large area. 

Report generation using the manual way of handling cases is a tedious process and prone to 

error. For example, if a senior officer wants to know how many cases are being handled by his 

subordinates at a given stage of investigation, he has to approach all of them and collect that 

data. Further, data cannot easily be put in form of diagrams or chats without extra work and 

effort. 

2.2.5  Challenges of Off-the–Shelf Case Management Systems 

Commercial Off-The-Shelf software has a lot of advantages as it incorporates newer technology 

and newer standards, and can be updated faster than custom-built software. Maintenance cost is 

substantially reduced since COTS software is widely used by a large population. However, 

COTS software has some disadvantages.  

We have diverse types of Commercial Off-The-Shelf case management system, leading to 

different effects for business, engineering, and organisation practices. At one end of the range 

are COTS-solution systems. These systems contain a single product or product collection, 

provided one vendor that may be tailored to provide the system’s functionality. The amount of 

modifying, data conversion, and reengineering is often significant. These systems may be found 

in application areas with general accord on application practices. At the other end of the range 

are COTS-aggregate systems. These systems comprise of many products, usually from different 

vendors, and other OTS components that are unified to provide the system’s functionality. 

Often the use of the particular set of components is unique and requires substantial resources to 
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select and integrate a cohesive set of components. These systems may be found where the needs 

of the system cannot be satisfied by a single product or product suite or when the system’s 

operational procedures are unique [18] [19]. 

One of the major challenges of the COTS is lack of flexibility. As these systems are built to be 

used by different organisations, the developers aim is to develop software that will carter for the 

general needs of different organisations. This may not always work well as different 

organisations have different requirements and needs [20]. 

The costs of most of these commercial off the shelf case management systems is highly 

prohibitive as they come with extra costs like licensing costs usually periodically like yearly 

licenses. Secondly there are also installation costs that may come with the software. Higher 

customization fees (proprietary software vendors often charge ridiculous hourly fees unless they 

provide an open API, which is rare). 

Off the shelf systems are usually not flexible as they are made with a wider customer base in 

mind. Future request to the developers may get ignored if they don't benefit the larger customer 

base. It also takes time to customise them to meet the local needs of Law Enforcement 

Agencies. 

In any Law Enforcement process, security of the officers and the operations and processes is the 

most important aspect to be considered. Security failures can have austere consequences. This, 

coupled with the ubiquity of Commercial-Off-The-Shell software, makes it a critical and 

difficult problem that an organization overlooks at its own extreme jeopardy, however 

expedient that is to do. 

The most important resource for implementing access is gaining access. Access, however, 

means two different things. Firstly, there should be access to the actual system being attacked. 

The resources for exploring these possibilities are well documented elsewhere. The other aspect 

of access is the skill to discover the functionality or non-functionality of the source code. This 

can be done on the system being attacked, but this is not usually necessarily the case. Another 

version on any system can be used for testing and trying. The attacker can use a locally 

available version, possibly with genuine access, to conduct try-outs, do reverse engineering, and 
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test attacks. In other instances, it is probable to download a demo version or purchase an 

inexpensive, feature- or time-limited version that contains much of the same code. 

Because COTS packages are readily available on the market, the black hat community readily 

shares this information such as possible attack patterns, among its members. For example, 

Microsoft software is the supreme prevalent point of attacks for the reason that Microsoft’s 

market supremacy and the complication of the products. PowerPoint and Excel in particular 

have in recent times become public objectives of attack. The unending clash between hackers 

and Microsoft has become so ritualized that the calendar of attacks has fallen into a regular 

pattern. For the convenience of systems managers Microsoft has developed a routine of 

releasing patches on the second Tuesday of the month (“Patch Tuesday”). Hackers have answer 

back by releasing their attacks in the following days to allow them the maximum time to act 

unhindered [21]. 

The other challenge of COTS Software vendors is that they have very limited obligation and 

liability. Among many product classes, there is established legal precedence for product vendors 

being held liable for the direct and even consequential harms occasioning from the failure of 

their products and sometimes even damages resulting from ill use, mainly when that ill use is 

not explicitly prohibited. This is not the situation with software. Virtually all software comes 

with a user agreement that explicitly absolves the software vendor of any liability, direct or 

consequential, even if that failure is a consequence of a known fault in the product. To use the 

software, the customer must agree to these terms, and, in general, affected clients have not 

followed legal remedies when software has failed. The language below is extracted from an 

online legal document provided as a model for software product liability. It is consistent with 

the agreements from several major vendors: 

The vendor is not liable for any direct, indirect, punitive, special, incidental, consequential, or 

exemplary damages arising out of or in connection with the website. [22]. 

The result of this sort of restraint and a general business and legal environment that absolves 

software providers from the liability of other product providers is that a level of failure 

unmatched in any other product category is accepted and generally considered the custom. 

COTS software is a target-rich environment for mischievous attack because it is huge, complex, 
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and built with delicate and varying technology operating in complex environments that are also 

constantly changing, and because the liability of its developers is limited by law and by the low 

expectations of the clients. 

2.3   Related Works to the Study 

There are a number of systems that were looked at in our bid to relate with our system. These 

systems ranged from those implemented in North America, west Africa, East Africa and 

Southern African. These systems have different features such as desktop based, web based, 

mobile based as well as a hybrid of the above. The most prominent feature of these systems is a 

centralised database where data is stored and can allow multiple concurrent accesses to this 

data. Below we outline different related systems which were reviewed. 

2.3.1    Enugu Public Prosecution Department, Case Management 

System 

In Enugu State, a Process Improvement Review (PIR) of the Public Prosecution Department 

(PPD) of the Enugu state Ministry of Justice piloted in 2003 acknowledged the lack of a 

structured case management system (CMS) in the PPD as a major restraint to effective and 

proficient performance of the department. In reply to the finding, SJG supported the formation 

of a structured CMS in the PPD.  

This project was meant to improve the management of criminal cases by the Public Prosecution 

Department of the Ministry of Justice, Enugu State, Nigeria [23]. 

The main focus was the creation of an electronic case management system that uses MS Excel 

computer software and runs on a solo computer located in the Registry of the PPD, Ministry of 

Justice, and Enugu State.  

The purpose of the project was to implement and maintain a case management system in Enugu 

state Ministry of Justice as part of the plan to ensure a more well-organized criminal justice 

system and also to enhance flow of casework through the ministry and spotting of bottlenecks 

and delays eventually leading to reduction in the probability of missing case files and 

simplification of the method of finding them.  
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A fully functioning case management system has been established in the department for 

tracking cases throughout the entire process. Attaining this has required substantial upgrading of 

facilities in the minis-try include renovating the registry, installation of workstations, ICT 

equipment, provision of a generator and generator house, filing cupboards, front desk, pigeon 

holes and air conditioners.  

 The system has been effectively producing periodic statistical data on performance in respect of 

issuance of legal opinions and prosecuting cases. Both legal and administrative staffs of the 

PPD have been trained in the use of MS Excel spread sheets broadly and on the use of the case 

management system in particular.  

A Document Production Centre has been set up with better-quality production in producing 

legal opinions, letters and out documents submitted by lawyers.  

 The system has impacted considerably on the work of the PPD in particular and the criminal 

justice process in general. In the PPD there is now more efficient and effective filing of cases, 

and significant improvement in managing case files. The chaotic situation of case files within 

the PPD has been significantly fixed; every case is now given a distinctive number and captured 

by the CMS. Incidents of loss of case files no longer exist. The performance of lawyers with 

respect to issuance of legal advice is now easily monitored through data generated by the CMS. 

The impact of the intervention is indeed extensive.  

 Improved harmonisation of the criminal justice system has been achieved through the work of 

the criminal justice committee which had been inactive, but was revitalized in 2008 to serve as 

steering committee for this project. It meets four times a year to review re-ports from the CMS 

and take resolutions on speeding up the movement of cases through the system. It also 

supervises the expansion of the CMS into the judiciary and the police. 

Before the introduction of the case management system it took about three years for case files 

referred in by the police to go through the Ministry of Justice. This has reduced to less than one 

year since the introduction of the system in the Ministry of Justice. 

The sponsorship of the heads of the justice institutions, such as AGs and CJs, both in word and 

deed from the very outset and to the end was a crucial driver. For example, support for the 
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introduction of the CAIS and CTS from the high level authorities in the state and within the in-

situations was crucial to the acceptance and adoption of the system.  

Using an IT system that is simple was an important step in ensuring it was possible to explain 

and deliver it to junior officers and to continue to maintain it using available local expertise. 

Use of good quality local IT capacity to support the implementation and maintenance of the 

system has also proved to be a requirement for sustainability.  

2.3.2    Perspective (Resolver) 

Figure 1 shows the interface for Perspective. Perspective is a versatile case management system 

created by a company called Resolver. It is an end-to end, total solution for reporting and 

investigating occurrences. It’s an invaluable intelligence tool that helps understand what is 

happening and why, so that you can manage resources, minimize impact, and prevent incidents. 

With easy appreciation from incident to investigation and the ability to link related 

investigations into a case file, Perspective offers all-inclusive investigation management, 

complete with lively link analysis [24]. 

 

Figure 1: Perspective resolver home page 
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 Features of Perspective 

Perspective Case Management System has a wide range of features I its implementation such as 

document investigation summaries and interviews , allows to build cases by relating incidents 

and investigations , has a feature for managing officers and organizations information. Further, 

Perspective is able to analyse relationships through Visual Analysis tools, it’s able to Log tasks 

and capture activity and incident details. Perspective case management system allows the officer 

to attach multimedia information such as photos and videos. 

On another level, Perspective goes further to provide capabilities of Email activity and incident 

information, allows for reporting incidents in a Web Portal, it has a Google-like search 

mechanism and has drag and drop functionalities. Perspective also has capabilities to be 

deployed as a mobile app. 

2.3.3    Case Closed  

Figure 2 shows Case Closed software which was created by Case Closed Software; a Texas 

based Crime Technology Solutions, which is focused on creating software solutions for law 

enforcement with unusual attention to criminal investigators. Case Closed software trails 

everything associated to criminal investigations. Figure 2 below shows case closed relationship 

diagrams. 

Case Closed is a Windows based application that is installed on the Law enforcement agency's 

servers (which mean the LEA controls the data). This program was designed by law 

enforcement personnel with investigative experience [25]. 

http://www.crimetechsolutions.com/
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Figure 2: Case closed relationship diagram, shows relationships in a case 

 

Features of Case closed 

Case closed has a number of features as a Case Management System such as tracking cases for 

each investigator including court status, charges, images and defendants. Case closed also 

allows for officers to scan and/or attach any document to the case and these documents can 

range from PDFs, Word, Excel as well as many other common file formats. Apart from 

documents, Case Closed has also ability to store multimedia files such as video, audio and 

photos.  

Case closed has also a search feature which allows for Documents to be searched through with 

specific key words. A couple of clicks and the officer can email the case file. All case 

documents will automatically attach to the email and ready to go. Further, with one-click, Case 

Closed can create a time-line of the case’s incidents, charges, tips and case messages. Case 

closed also tracks all activity related to a particular address. The address history is automatically 
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built by cases, charges, search warrants, incidents and more. Pull up an address and see all 

related activity. It is also integrated with Google Maps which helps to get directions to any case 

related addresses from within Case Closed. Case closed records all incidents in this module 

whether they relate to a case or not. Incidents such as interviews, trash pulls and search 

warrants. 

Case closed also tracks informants and payments for each case/incident. It is able to run reports 

based on your informants’ activities. Case Closed is able to send and receive internal messages 

to and from investigators. On the administrative side, Case Closed is able track time spent on 

Cases, Incidents and Tips/Tasks. 

Case closed also has an exhibit/evidence handling feature that tracks all cases and incident 

related exhibits. It also prints bar-code labels. 

Remote Case Review (RCR) Module is also a prominent feature for Case Closed as it allows 

investigators to grant access on a case by case basis to District Attorneys, Public Defenders or 

other authorized persons for review. No longer does the investigator have to burn files 

(especially audio and video) to a DVD and mail or hand deliver. 

Auto notifications will send an email and/or SMS text message to each investigator, reminding 

them about events such as upcoming court, overdue tasks, aging cases, un-read messages and 

more. Supervisors can also be included. This runs unattended so investigators can receive 

notifications without being in the office. 

Another rare feature found in Case Closed is a Training Module which keeps up with all the 

investigator's training records. It tracks course attendance and when they are due to be re-

certified. Quickly print reports for courses due within the next 30 days or 60 days. 

Report Writer is a Case Closed feature that helps create reports and save then for future use. 

Reports can be exported to a column or layout format, Excel file, CSV file and many other 

output formats. This gives you full control of your data output. Any data that is entered into 

Case Closed can be reported on and exported. 
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Case closed also has a Mobile App that allows investigators to access key elements of the Case 

Closed Software while working in the field. Investigators can create case numbers, incident 

reports, look at their tasks, tips and send and received internal messages. 

 

Users of this system 

Case Closed software is widely deployed at law enforcement, government agencies, and 

commercial organizations. Some users include: One of the largest convenience store operators 

in the United States, A large city police department serving over 800,000 residents, A large state 

Department of Revenue, District Attorney’s offices, County Sheriff’s offices and Agencies of 

all sizes. 

2.3.4    Eforce 

eFORCE Software is a system developed by eFORCE Software Solutions who boast to have 

established themselves as an industry authority and front runner in law enforcement 

technologies by providing simple, up-to-date solutions based on an open architecture. 

eFORCE Records Management Software (RMS) is designed explicitly to make records 

management process easy and correct. As enforce RMS is web-based; you can access your 

police database from any linked tablet, desktop computer, or smartphone. The software adapts 

to law enforcement agency’s needs with the capability to be hosted or locally installed. 

The suppliers and system developers can either host your RMS at their secure data centre or 

install it locally at your agency. The software works seamlessly with any other enforce product 

as well as many of the CAD, Jail, Court or State systems used by multiple agencies. 

eFORCE RMS hooks you up with advanced functionality that empowers you and your co-

workers. One-time data entry saves everybody hours of time.  

It works with Windows Operating Systems, Microsoft SQL Server DB, and is cross-browser 

capable [27]. 
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Features of Eforce 

Eforce has a number of features including Accident Reporting, Case Management, Court 

Management as well as Crime Scene Management. As with all case management systems, 

Eforce has a Criminal Database and Evidence Management features that allows it to link cases 

to suspects and evidence. Field Reporting as well as Incident Management are also features that 

Eforce employs. 

Users of this system 

The town of West Yellowstone, Montana has chosen enforce Software to provide its police 

department with new-age software solutions for its correspondents, records staff and officers. 

The department’s mission is to “work closely with local people, guests and other law 

enforcement agencies to avert and solve crime so that all can enjoy a high quality of life” in 

West Yellowstone. 

America’s farthest north municipal police department, North Slope Borough PD, has chosen 

enforce Software to meet its unique needs. The police department will be using eforce 

Computer-Aided Dispatch, Records Management, Jail Management and Civil Process software 

solutions to help make their jobs easier and their community safer. 

Eforce Software's target markets include sheriffs office's, chiefs of police, deputies, lieutenants, 

dispatch offices, campus police departments, fare transit authorities, jailers and court officials. 

2.3.5    goCASE 

goCASE is a Case Management System developed by the United Nations Office on Drugs and 

Crime (UNODC) which is a worldwide leader in the fight against unlawful drugs and 

international crime. Established in 1997 through a union between the United Nations Drug 

Control Programme and the Centre for International Crime Prevention, UNODC is authorized 

to support Member States in their fight against illicit drugs, crime and terrorism. 

 goCASE is intended to be used inside an organizations' investigation and intelligence 

operations and aims to be the main instrument for initiating and tracing petitions, informant 

reports, legal cases, intelligence packages and other processes, which Law enforcement agency 
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management plans to automate in a centralized information system. The target audience of 

goCASE is basically management and resources involved in different duties and roles along the 

life cycle of investigation and intelligence cases in any organization [28].  

Features of goCASE 

The goCASE portal provides immediate access to information on recent cases, a diary of 

upcoming activities, a message board, search functionality and the tools to initiate and update a 

case. The goCASE portal is clearly visualized with an intuitive user-interface design and tools at 

the user's fingertips. 

The data management module holds all the information relating to the cases. The Electronic Case 

File (ECF) is a structured repository of all Case Objects as shown in Figure 3. The database/file 

structure in goCASE is fairly flexible as it allows you to add your own fields in which to store 

information. It can be modelled to suit the way information is represented in and flows through 

your business. Any object in the ECF can be linked to other objects within the same case file. 

Figure 3 is a snapshot of the goCASE electronic case file. 

 

Figure 3: GoCASE Electronic Case File 
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goCASE’s Message Board allows case officers receive alerts when an action is taken and that 

action has progressed through the case cycle workflow, eliminating the need for a manual paper 

chase and follow up. This speeds up the entire case management process.  

Notifications and alerts are sent to Case Resources (Case Manager, Case Officers, etc.) by email 

and directly to the Message Board in the goCASE portal to ensure that cases are followed 

through quickly and efficiently. Case conclusions are also automatically reported to management 

with links to the case files. 

The goCASE user-interface and all reference tables have been designed to support all major 

languages. 

Investigation and intelligence activities require extensive research that in a non-computerized 

environment consumes valuable time and degrades productivity. This can lead to incomplete 

analysis and investigation and the frustration of investigative goals. The goCASE search form 

provides the capability to quickly and completely run queries on case file records and document 

contents. The full-text search supports MS Office files and also documents scanned and 

processed to text by optical character recognition (OCR) software.  

Query results make direct links to Electronic Case File objects where matching records are 

detected. Further access to those files remains fully controlled by the security schema.  

The reporting module offers a rich list of reports grouped by operational requirements 

(investigative purposes, management, statistics, etc.) Each report has two presentations: a data-

oriented form that enables users to group, reorder and drill-down in the result set as required; and 

formal forms for printing. The graphic representation of data assists analysts/users to further 

analyse and assess the trends and patterns in investigative processes. Figure 4 illustrates the 

reporting feature of goCASE.  
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Figure 4: goCASE graphical representation of data 

 

goCASE's built-in Workflow service drives the case life cycle according to established standard 

operating procedures within the agency and enables case resources to work in a fully 

collaborative environment.  

goCASE implements multiple security layers to eliminate unauthorized access to the application 

and to eforce data integrity. Assignment of different roles in the case investigation processes to 

different groups ensures efficiency in investigation processes. Access to goCASE is based on 

individual and group privileges permitting only authorized users to access different levels of 

information.  

goCASE maintains comprehensive audit trails to track all activities in the Workflow History log 

for each case using timestamps and user IDs, logging the names of individuals who have 

changed any information on the case and the time the changes were made. 
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Users of this system 

goCASE software is widely deployed at law enforcement, government agencies, and commercial 

organizations across the continent. Some users include:Prevention and Combating Corruption 

Bureau of Tanzania PCCB), Anti-Corruption Commission in Zambia, Administrative Control 

Authority of Egypt, Transnational Crime Unit of West Africa Guinea-Bissau and Anti-

Corruption Commission, Namibia. 

 

Summary of Case Studies 

Table 1 below shows a summary of cases studies reviewed. 

Table 1: Review of Case Studies 

 CASE STUDY 

2.3.1 

CASE STUDY 

2.3.2 

CASE STUDY 

2.3.3 

CASE STUDY 

2.3.4 

CASE STUDY 

2.3.5 

PURPOSE To improve the 

management of 

criminal cases by 

the Public 

Prosecution 

Department of the 

Ministry of Justice, 

Enugu State, Nigeria 

 

Be an end-to end, 

total solution for 

reporting and 

investigating 

occurrences 

Designed by law 

enforcement 

investigators, to be 

used as a solution 

for Police 

Departments 

To handle multiple 

investigations with 

mountains of 

evidence in varying 

formats. 

To enhance the 

ability of 

intelligence, 

investigation and 

prosecution agencies 

through the 

employment of an 

integrated IT based 

case management 

system. 

METHODOLOGY Desktop based case 

management system 

based on excel 

spread sheets 

 

 

 

Web based and 

mobile based case 

management system 

Web based and 

mobile based case 

management system 

Web based and 

mobile based case 

management system 

Both desktop and 

web based case 

management system 

TOOLS USED Microsoft Excel 

Spreadsheet 

 

 

Cloud, SaaS, Web 

Installed - Windows 

Mobile - iOS Native 

Cloud, Software As 

A Service (SaaS), 

Web 

Installed - Windows 

 

Cloud, Software As 

A Service (SaaS), 

Web 

Installed - Windows 

Windows based 

running on MSSQL 

Database 

RESULTS The system has 

impacted 

considerably on the 

criminal justice 

Incident 

Management, 

Investigation 

Management and 

Case Closed is an 

advanced investigati

ve case management 

system (ICMS) 

Has provided a 

uniquely flexible 

workflow. The 

solution has 

The system has 

facilitated the 

collection, 

management and 

http://gocase.unodc.org/gocase/en/events/news150202.html
http://gocase.unodc.org/gocase/en/events/news150202.html
http://gocase.unodc.org/gocase/en/events/news141218.html
http://gocase.unodc.org/gocase/en/events/news140901.html
http://gocase.unodc.org/gocase/en/events/news140901.html
https://crimetechsolutions.com/case-closed-workflow/
https://crimetechsolutions.com/case-closed-workflow/
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process in general. 

There is now more 

efficient and 

effective filing of 

cases, and 

significant 

improvement in 

managing case file 

 

 

data collection 

 

and major case 

management (MCM

) software that has 

been designed to 

help investigation 

teams of all 

sizes manage 

investigations from 

start to finish. 

designed to help 

agencies ensure that 

investigations 

follow correct 

practices while still 

remaining accessible 

– and easy to use for 

officers on the front 

line. 

development of 

intelligence and the 

investigation and 

prosecution 

processes that 

constitute the front 

end of most criminal 

justice or regulatory 

systems. 

GAPS Lack of web based 

application 

 

 

 

High license costs 

per user 

High license costs 

per user and not 

flexible to the 

Zambian 

environment 

High license costs 

per user 

High license costs 

per user, no direct 

office in Africa 

 

2.4    Summary 

In this chapter we reviewed various literatures pertaining to the system we have developed. We 

looked at Law Enforcement Agencies in general and how they operate before looking at their 

general challenges. We further went on to look at the challenges of manual and off the shelf case 

management systems. Various related works were also looked at ranging from the one 

implemented in Enugu Nigeria to the one implemented at the Anti-Corruption Commission of 

Zambia. This chapter gave us enough insight into Case Management systems on which we 

develop our system, the Law Enforcement Case Management System (LECMS).  
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CHAPTER THREE 

METHODOLOGY 
3.1  Introduction 

To carry out this research, three methodologies were used. The first methodology was a 

qualitative research methodology that was used to carry out a comprehensive review of the 

challenges of the manual system of handling cases. Interviews and questionnaires were 

employed in this method to come up with a baseline study. 

The next methodology was to carry out a review of a number of off the shelf Case Management 

systems in order to discover the advantages and disadvantages of using off the shelf systems. 

The third methodology was the software design process called the waterfall model that was used 

to design and develop an electronic Case Management System that will be able to address the 

major functions of the Law Enforcement Agencies in Zambia. 

3.2  Baseline Study 

To achieve the first objective of this research referred to under the introduction section; a 

Qualitative research methodology was used to carry out a comprehensive review of the 

challenges of the Law Enforcement manual system of handling. 

 In order to collect data, questionnaires were distributed and verbal interviews were conducted. 

The aim for this activity was to carry out a comprehensive review of the challenges of the law 

enforcement agencies’ manual system of handling cases. 

The sampling method used was a mixture of both random and non-random. The non-random 

sample was used when choosing the institutions to administer the questionnaires while a 

random sample was used when selecting the individual respondents in those institutions. 

3.2.1  Population of the Study and Sample Size 

The population of the study is the entire Law Enforcement operational staff. However, the study 

will only sample a random population and officers were chosen randomly. The sampling frame, 
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which is a listing of the accessible population from which I drew my sample, was the Zambia 

Police, Drug Enforcement Commission and Anti-Corruption Commission of Zambia. 

About one hundred questionnaires were distributed between Zambia Police and Drug 

Enforcement commission while fifteen (15) interviews were conducted at Anti-Corruption 

Commission. 

3.2.2   Sampling Method 

According to Claire Bless, Craig Higson-Smith, and Ashraf Kagee, sampling is abandoning 

certainty in favour of probability [29]. Officers were chosen randomly from various rank 

categories and questionnaires were administered to them, for them to answer. 

3.2.3   Data collection Instruments 

The survey instruments that were used are questionnaires as shown in appendix which consisted 

of fifteen multiple choice questions and one narrative question.  All the information collected 

was on an anonymous basis and no identifiable data was collected in this survey. 

The other instrument that was used was verbal interviews with randomly selected law 

enforcement officers with the aim of identifying what challenges they are facing with the manual 

way of handling cases and consequently what they feel are the solutions to these challenges. 

3.3   System Design Process 

In this process, the waterfall model was used. The waterfall model  shown in Figure 5 is 

a sequential design process, used in software development processes, in which progress is seen 

as flowing steadily downwards (like a waterfall) through the phases of 

requirement  analysis, System design, implementation, testing, deployment and maintenance. 

https://www.google.co.zm/search?tbo=p&tbm=bks&q=inauthor:%22Claire+Bless%22&source=gbs_metadata_r&cad=7
https://www.google.co.zm/search?tbo=p&tbm=bks&q=inauthor:%22Craig+Higson-Smith%22&source=gbs_metadata_r&cad=7
https://www.google.co.zm/search?tbo=p&tbm=bks&q=inauthor:%22Ashraf+Kagee%22&source=gbs_metadata_r&cad=7
https://en.wikipedia.org/wiki/Sequence
https://en.wikipedia.org/wiki/Design
https://en.wikipedia.org/wiki/Software_development_process
https://en.wikipedia.org/wiki/Waterfall
https://en.wikipedia.org/wiki/Analysis
https://en.wikipedia.org/wiki/Software_design
https://en.wikipedia.org/wiki/Implementation
https://en.wikipedia.org/wiki/Software_maintenance


32 
 

 

Figure 5:  The Waterfall Model, diagrammatic representation  

 

 

The waterfall Model illustrates the software development process in a linear sequential flow; 

hence it is also referred to as a linear-sequential life cycle model. This means that any phase in 

the development process begins only if the previous phase is complete. In waterfall model phases 

do not overlap. 

The advantage of waterfall development is that it allows for departmentalization and control. A 

schedule can be set with deadlines for each stage of development and a product can proceed 

through the development process model phases one by one. 

 

3.3.1   Schematic Representation of the System 

Figure 6 is a schematic diagram that summarises the business processes of LECMS. It shows 

how a case is opened and the various stages a case undergoes such as authorisations, 

investigations and case review up to the time the case is closed and disposed.  
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Figure 6: Schematic representation of the system 

 

3.3.2   Database Design 

Data will be stored in a MySQL database which is an open source relational database 

management system (RDBMS) based on Structured Query Language (SQL).The database will 

allow users to enter and store data efficiently. It will also provide integrity check of data to 

ensure consistency and reduce redundancy of the data. The activities of each user will also be 

logged in order to know who has done what and when. The system will prevent records from 

being misplaced since the records are electronically stored and backed up. The data will be 

protected from being lost to natural calamities or theft as it can be easily backed up in other 

centres. Furthermore, the problem of paper wear and tear will be also solved as data stored 

electronically can never wear out.  
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To come up with a database, a number of tables were created and normalised up to third normal 

form to reduce data redundancy and improve data integrity. To prevent SQL injection; which is a 

code injection technique, used to attack data-driven applications, in which malicious 

SQL statements are inserted into an entry field for execution in order to collapse or crush the 

database, the database employs data validation as it checks in each field what can be entered and 

cannot. 

The following are the tables that this database contains: 

 

Attachments Table 

Table 2 is a table that stores information for attachments such as documents, videos, audio and 

pictures. These attachments act as evidence can be linked to each other and/or to other elements 

like cases, suspects and complainants. 

Table 2: Attachments - Database Table to store attachments like pictures, audio and video 

 

 

Audit Trail Table 

Table 3 acts as one of the security and administrator measure in that it tracks what activities have 

been done by a given user at a given time. Activities such as login and case update are logged 

and tracked. 
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Table 3: Audit Trail - Database table to store audit trails of activities done on the system  

 

 

Cases Table 

Table 4 is a very critical table meant to store information about a given case. In the manual 

world, this will be equated to a physical docket. It is this table which stores all necessary 

information about the case. This information ranges from date and time of complaint, complaint 

summary, and the officer raising the complaint and many other fields.  

Table 4: Cases - Database table to store case information 
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Case_Suspects Table 

Table 5 is the table that links suspects to particular cases. It acts as a bridge between cases and 

suspects. 

 

Table 5: Case_Suspects - Database table to link cases and suspects  

 

 

Case_Witness Table 

Table 6 is the table that links cases to particular witnesses. It acts as a bridge between cases and 

witnesses. 

Table 6 : Case_Witnesses - Database table to link cases and witnesses  

 

 

 

Complainants Table 

Table 7 is the table that carries information about complainants in terms of their bio data and 

times and dates of the complainant. 
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Table 7: Complainants - Database table to store complainants’ details 

 

 

Configurations table 

Table 8 is the table that holds information about the system configurations. 

Table 8: Configurations - Database table to store system configurations 

 

 

Entities Table 

Table 9 is the database table that is used to store property and exhibits that are of interest in a 

case. These will range from houses, vehicles, machinery and many other physical exhibits. 
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Table 9: Entities table to store entities like cars, houses and all other exhibits 

 

 

Events Table 

Table 10 is primarily there to store a schedule of activities and events such as appointments and 

meetings. The table stores various attributes of an event such as the date and place the event will 

take place from. It goes further to look at how the case related to this event as well as the 

eventual outcome of this event. 

Table 10: Events - Database table to store appointments and events scheduling activities 

 

 

Event Attendees 

Table 11 is the table that shows the officers who will be in attendance for a given event. It acts as 

a bridge between the events table and the officers table. 

 

 



39 
 

Table 11: Event_Attendees - Database table to show link between events and attendees 

 

 

Officers table 

Table 12 is also one critical table that stores information for law enforcement officers who will 

be able to access the system. The table stores a range of information from bio data to login 

information such as username and password. 

Table 12: Officers - Database table to store officer's information 

 

Stations Table 

Table 13 is the database table that is used to store information about stations. 

Table 13: Stations - Database table to store station information 
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Suspects Table  

Table 14 is the table that is used to store information about suspects 

Table 14: Suspects - Database table to store suspect’s information 

 

 

Witnesses Table 

Table 15 is the table that is used to store information about witnesses 

Table 15: Witnesses - Database table to store witness information 
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3.3.3   Entity Relationship Diagram 

An entity-relationship diagram (ERD) is a graphical demonstration of an information system that 

shows the relationship between people, objects, places, concepts or events within that system. 

Below is the ERD for the LECMS database. Figure 7 and Figure 8 shows the ERD for LECMS. 

 

 

 

Figure 7: LECMS Entity relationship diagram (i) showing relationships between tables  
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Figure 8: LECMS Entity relationship diagram (ii) showing relationships between tables 

 

3.3.4   Sequence Diagram 

Login Sequence Diagram 

Figure 9 is the sequence diagram that shows the process for login using the two factor 

authentication method. 
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Figure 9: Two factor Authentication login process 

 

Add user Sequence Diagram 

Figure 10 is the sequence diagram that demonstrates the process of adding a user to the system. 

 

Figure 10 Add User Sequence Diagram 



44 
 

 

Edit User Sequence Diagram 

Figure 11 is the sequence diagram that shows the timeline of what happens when adding a user 

to the system. 

 

Figure 11 Edit User Sequence Diagram 

 

Delete User Sequence Diagram 

Figure 12 is the sequence diagram that shows the timeline of what happens when deleting a user 

from the system. 
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Figure 12 Delete User Sequence Diagram 

 

3.3.5   Algorithms (Pseudo Codes and Flowcharts)  

Login flowchart 

Figure 13 shows the stages and steps that are taken for a user to successfully log in and have 

access to the system. It shows a two staged process for authentication that is, the user first has to 

log in with a username and password combination which should match with the one stored in the 

database. Upon successful supplying the right username and password, the system generates a 

random code that is sent to the email or phone (as a text message) of the rightful owner. It is this 

randomly generated code that is used in the second process of authentication. 
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Figure 13: Flow chart for LECMS login process 

Create user Flow Chart 

Figure 14 is a chart that shows the process that is involved when creating a user for the system. 

The system basically has three types of users namely Officer, Supervisor and Authoriser. This 

categorisation is based on the roles that each user is able to perform. These three categorisations 

can further be broken down to two categories namely, administrators comprising of authorisers 

and supervisors and users comprising of officers. It is only Administrators who have the 

privilege to create users and assign them the appropriate roles.  
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Figure 14: Create user workflow 

 

Update record flow chart 

The LECMS allows users to create case files in form of records and allows them to edit them or 

update them where necessary. Figure 15 is a flow chat that shows the stages and process of 

updating records sin LECMS.  
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Figure 15: Update record workflow 
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Summary workflow diagram for the whole system 

Figure 16 is a workflow chat that shows all the stages, in summary, of the process of case 

creation to disposal of the LECMS. 

 

Figure 16: LECMS Workflow diagram showing how a case flows from initiation up to 

closure 
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3.3.6   Use Case Diagrams 

The system consists of two user levels technically and three user levels administratively and 

these are Administrator (which includes supervisors and Authorisers) and Officers. The 

administrator extends the officer i.e. the administrator can do everything that an officer can do 

but not vice versa; the administrator has added privileges and the relationship between the two is 

a generalization relationship as shown below in Figure 17: 

      

Figure 17: Administrator-officer Relationship 

 

Law Enforcement Officer 

The law enforcement officer has the following roles: 

a) Adding criminal records, crime events, crimes committed and reminders 

b) Editing criminal records, crime events, crimes committed, and reminders  

c) Deleting criminal records, crime events, crimes committed, and reminders  

d) Viewing criminal records, crime events, crimes committed, users, staff and reminders 

e)  Querying of data (reports). 

 

Administrator 

The administrator is also a law enforcement officer but has more privileges than the law 

enforcement officer.  The following are the roles of the administrator: 
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a) Adding criminal records, crime events, crimes committed, users, staff and reminders 

b) Editing criminal records, crime events, crimes committed, users, staff and reminders  

c) Deleting criminal records, crime events, crimes committed, users, staff and reminders  

d) Viewing criminal records, crime events, crimes committed, users, staff, activity log and 

reminders 

e)  Querying of data. 

1. Login Use Case 

Figure 18 is the use case that describes the actions a user takes when they are about to 

have access to the system. The first step is to log in to the system and this is implemented 

via a two factor authentication mechanism [31]. Table 16 describes the use case in detail. 

 

Figure 18: Login Use Case 

 

Table 16: Login Use Case 

Actor Law enforcement officer 

Precondition No precondition 

Exceptional scenario Authentication fails; repeat logon procedure. 

ACTIONS AND RESPONSES 

Input events from actor System events and responses 

Run application Display log in form 
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Enters username and password Generates a random code which is sent to the 

phone or PC in form of email 

Enters random code generated Authenticate user 

 Direct the user to their user level form 

 

2. Add User Use Case 

Figure 19 is the use case that shows the process of adding a user to the system, this user 

can either be an administrator (authoriser and supervisor) or can be an officer (law 

enforcement officer ). Table 17 describes the use case in detail. 

 

Figure 19: Add User Use Case 

 

Table 17:  Add User Use Case 

Actor administrator 

Precondition logged on, record does not exist in database 

Exceptional scenario adding fails; display error correction options 

and repeat procedure 

ACTIONS AND RESPONSES 

Input events from actor System events and responses 

Select add user option Display add user form 

Enters user details User added to system 

 Display confirmation message 

 

3. Delete User Use Case 

Figure 20 is a use case diagram which demonstrates the process of deleting a user from the 

system; the precondition is that the user already exists in the system. Only administrators 

have the privilege to perform this function. Table 18 describes the use case in detail. 
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Figure 20: Delete user Use Case 

 

Table 18: Delete User Use Case 

Actor Administrator 

Precondition Logged on, record exists in database 

Alternative scenario Use index to search for a specific user  

Exceptional 

ACTIONS AND RESPONSES 

Input events from actor System events and responses 

Select delete user option Display list of all users 

Select user(s) to delete User(s) deleted from system 

 Display confirmation message 

 

4. Edit User Details Use Case 

Figure 21 is the use case diagram that shows the process of editing or updating user details in 

the system. The precondition is that the user to be edited already exists in the system only 

administrators can perform this function. Table 19 describes the use case in detail. 

 

 

Figure 21: Edit User Details Use Case 
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Table 19: Edit User Use Case 

Actor 

 

Administrator 

Precondition 

 

Logged on, record exists in database 

Alternative scenario Use index to search for a specific user  

ACTIONS AND RESPONSES 

Input events from actor System events and responses 

Select edit user option Display list of all users 

Select user to edit Display editing form 

Edit details Save Changes 

 Display Confirmation message 

 

5. View Users List Use Case 

Figure 22 is the use case diagram that outlines the process of viewing users currently in the 

system alongside their user privileges. This privilege is reserved for administrators only. 

Table 20 describes the use case in detail. 

 

Figure 22: View Users Use Case 

 

Table 20: View Users use case 

Actor Administrator 

Precondition Logged on, record exists in database 

Alternative scenario Use defined conditions to search for certain 
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users 

ACTIONS AND RESPONSES 

Input events from actor System events and responses 

Select view users option Display list of all users 

 

 

6. View Activity log User Case 

Figure 23 is the use case that demonstrates the process of viewing the activities of various 

users on the system. It acts as an audit trail tracking feature. It is reserved for administrators 

only. Table 21 describes the use case in detail. 

 

Figure 23: View Activity Log Use case 

 

Table 21: View Activity Log Use Case 

Actor Administrator 

Precondition Logged on 

Alternative scenario Use defined conditions to search for 

events in the log 

ACTIONS AND RESPONSES 

Input events from actor System events and responses 

Select view log option Display log 

 

 

7. Add Crime Event Record Use Case 

Figure 24 is the use case that demonstrates the beginning of a case. A case file is created 

at this stage and anyone registered in the system can create a case which will late be 

authorised by authorisers. Table 22 describes the use case in detail. 
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Figure 24: Add Crime Event Use case 

 

Table 22: Add Crime Event Use Case 

Actor Administrator, Law Enforcement Officer 

Precondition Logged on 

Exceptional scenario adding fails; display error correction options 

and repeat procedure 

ACTIONS AND RESPONSES 

Input events from actor System events and responses 

Select add Crime event option Display add crime event form 

Enters crime details Crime event record added to system 

 Display confirmation message 

   

 

8. Edit Crime Event Record Use Case 

Figure 25 below is the use case that outlines the process of editing a crime record which 

should exist in the system as a precondition. Every user of the system can edit a case 

record for which they are authorised. Table 23 describes the use case in detail. 
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Figure 25: Edit Crime Event Record Use case 

 

Table 23: edit Crime event Record Use Case 

Actor Law Enforcement Officer 

Precondition Logged on, Record exists in database 

ACTIONS AND RESPONSES 

Input events from actor System events and responses 

Select edit crime event record option Display list of all crime event records 

Select record to edit Display editing form 

Edit details Save Changes 

 Display Confirmation message 

 

 

9. Delete Crime Event Record Use Case 

Figure 26 the use case diagram that shows the procedure for deleting a crime record form 

the system. Only administrators have this privilege to prevent abuse. Table 24 describes 

the use case in detail. 

 

Figure 26: Delete Crime Event Record Use Case 
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Table 24: Delete Crime Event Record Use Case 

Actor Administrator 

Precondition Logged on, record exists in database 

Alternative Scenario Use index to search for a specific crime record 

ACTIONS AND RESPONSES 

Input events from actor System events and responses 

Select delete crime event record option Display list of all crime event records 

Select record(s) to delete Record(s) deleted from system 

 Display confirmation message 

 

 

10. View Crime Event Record Use Case 

Figure 27 is the use case that outlines the process of viewing crime record. All users of 

the system can view records for which they are authorised. Table 25 describes the use 

case in detail. 

 

 

Figure 27: View Crime Event Records Use Case 

 

Table 25: View Crime Event Records Use Case 

Actor Law Enforcement Officer 

Precondition Logged on 

Alternative Scenario Use defined conditions to search for specific 

events in the database 

ACTIONS AND RESPONSES 

Input events from actor System events and responses 
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Select view crime events option Display a list of crime events 

 

11. Add a Person’s Criminal Record Use Case 

Figure 28 is the use case that shows the process of adding a person’s criminal record. 

Basically we are talking about adding a suspect’s information. Every user of the system 

has the privilege to perform this function. Table 26 describes the use case in detail. 

 

Figure 28: Add Criminal Record Use Case 

 

Table 26: Add Criminal Record Use Case 

Actor Law Enforcement Officer 

Precondition Logged on, record does not exist in database 

Exceptional scenario  adding fails; display error correction options 

and repeat procedure 

ACTIONS AND RESPONSES 

Input events from actor System events and responses 

Select add person’s crime record option Display add person’s crime record form 

Enter person’s crime record Person’s crime record added to system 

 Display confirmation message 

   

12. Edit Person’s Criminal Record Use Case 

Figure 29 is the use case that outlines the procedure for editing a suspect’s information. 

Only administrators have the privilege to edit. Table 27 describes the use case in detail. 
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Figure 29: Edit Criminal Record Use Case 

 

Table 27: Edit Criminal Record Use Case 

Actor Administrator 

Precondition Logged on, record exist in database 

Exceptional scenario  Editing fails; display error correction options 

and repeat procedure 

ACTIONS AND RESPONSES 

Input events from actor System events and responses 

Select edit Person’s crime record option Display list of all individual crime records 

Select record to edit Display editing form 

Edit details Save Changes 

 Display Confirmation message 

 

 

13. Delete Person’s Criminal Record Use Case 

Figure 30 is the use case that shows the procedure for deleting a criminal record for a 

suspect. Only administrators are privileged to do this. Table 28 describes the use case in 

detail. 

 

Figure 30: Delete Criminal record Use Case 
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Table 28: Delete Criminal Record Use Case 

Actor Administrator 

Precondition Logged on, record exist in database 

Alternative Scenario Use index to search for a specific Person’s 

crime record 

ACTIONS AND RESPONSES 

Input events from actor System events and responses 

Select delete Person’s crime record option Display list of all individual crime records 

Select record(s) to delete Record(s) deleted from system 

 Display confirmation message 

 

 

14. View Individual Criminal Records Use Case 

Figure 31 is the use case that shows the procedure for viewing a criminal record for a 

suspect. Table 29 describes the use case in detail. 

 

 

Figure 31: View Individual Criminal Record Use Case 

 

Table 29: View Individual Criminal Record Use Case 

Actor Administrator, Law Enforcement Officer 

Precondition Logged on 

Alternative Scenario Use defined conditions to search for specific 

people’s records in the database 
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ACTIONS AND RESPONSES 

Input events from actor System events and responses 

Select view individual crime records option Display a list of individual crime records 

 

 

15. Generate Report Use Case 

Figure 32 is the use case that shows the process for generating a report from the system. 

Every user of the system has a privilege to perform this function for those reports for 

which they are authorised. Table 30 describes the use case in detail. 

 

Figure 32: Generate Report Use Case 

 

Table 30: Generate Report Use Case 

Actor Administrator, Law Enforcement Officer 

Precondition Logged on 

Exceptional Scenario Query results not found, display error message 

and allow for entering of different query 

criteria.  

ACTIONS AND RESPONSES 

Input events from actor System events and responses 

Select query option Display list of all possible queries 

Select query to perform Allow user to enter query criteria 

 Display query results 
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16. Add Reminder Use Case 

Figure 33 is the use case which outlines the procedure for scheduling an event such as an 

appointment. Every user of this system is privileged to schedule an event. Table 31 

describes the use case in detail. 

 

Figure 33: Add Reminder Use Case 

 

Table 31: Add Reminder Use Case 

Actor Administrator, Law Enforcement Officer 

Precondition Logged on 

Exceptional Scenario adding fails; display error correction options 

and repeat procedure 

ACTIONS AND RESPONSES 

Input events from actor System events and responses 

Select add reminder option Display add reminder form 

Enter reminder details Reminder added to system 

 Display confirmation message 

   

 

Combined Use Case Diagram 

Figure 34 is the use case diagram that shows the combination of all the use case described above. 

It is a master use case diagram for the whole system. 
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Figure 34: System Use Case Diagram 

 

3.3.7  Class Diagrams 

In software engineering, a class diagram in the Unified Modelling Language (UML) is a type of 

static structure diagram that describes the structure of a system by showing the system's classes, 
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their attributes, operations (or methods), and the relationships among objects. The purpose of 

class diagram is to model the static view of an application. Class diagrams are the 

only diagrams which can be directly mapped with object-oriented languages and thus widely 

used at the time of construction. It is the most popular UML diagram in the coder community 

[32]. Below is a list of some of the classes that the Law Enforcement Case Management System 

web based application utilises. 

Case Servlet Class Diagram 

Table 32 is the servlet class for the cases. A Java servlet is a Java program that extends the 

capabilities of a server. Although servlets can respond to any types of requests, they most 

commonly implement applications hosted on Web servers.  

Table 32: Case Servlet Class Diagram 

 

 

Officer Servlet Class Diagram 

Table 33 is the servlet class for officers. It services requests from the Officers class. 
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Table 33: Officer Servlet Class Diagram 

 

 

Data Access Class Diagram 

Table 34 is a class diagram that helps to establish connection between the application and the 

database. It is the class that contain methods for adding, editing and deleting records. 
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Table 34: Data Access Class diagram 

 

3.3.8   Network Diagram 

The network diagram in Figure 35 shows how data flows from the time the user logs in to the time the 

user receives output. 
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Figure 35: LECMS network diagram showing how data flows 

 

Table 35 below further explains the steps in the network diagram in Figure 38. 

 

Table 35: Table showing flow of information during a successful login 

ITEM ACTION COMMENTS 

1 Login process User puts in login credentials, username 

and password 

2 Information sent via web Information passes through firewall for 

security checks 

3 Information passes through firewall to 

webserver 

The webserver handles the information 

and send s it to the database server 

4 The database server checks the entered 

credentials  

If the credentials are correct, the database 

server generates a random code and sends 

it to the mail server via the cloud 

5 Information passes through the cloud Information passes through the cloud to 
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the mail server 

6 Mail server sends random code to phone or 

pc via email 

The code is sent for second verification 

7 The code is entered and sent  The  code entered is sent via the webmail 

to the webserver  

8 The code entered is then sent through the 

firewall 

The code is checked against the firewall 

rules 

9 The random code is then sent to the 

database server 

The code sent is then checked against the 

code in the database server 

10 When the code generated is equal to the 

code entered, the database server 

communicates to the webserver via a 

firewall 

The fire wall checks the content of the 

traffic being sent 

11 The firewall verifies the contents  The firewall grants access to the contents 

from the database server 

12 The webserver invokes the right web page 

to be sent to the client machine via a 

firewall 

The fire wall checks the content of the 

traffic being sent 

13  The web page is sent to the client machine 

for display and usage by the officer 

The firewall grants access to the contents 

from the database server  

 

3.4 Summary 

In this chapter we have shown how the three major objectives of this research were tackled. We 

have shown how we developed a baseline study through the use of questionnaires and 

interviews administered to a random sample of law enforcement agencies officers. From this 

baseline study, we came to know the major challenges that law enforcement agencies face with 

regards to the manual way of handling cases. It is from the outcome of the baseline study that a 

system design comprising database tables, entity relationship diagrams, algorithms and 

flowcharts as well as use case diagrams , sequence diagrams and network diagrams were 

designed which eventually led to the development of the relational database and web based 

application .  
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CHAPTER FOUR 

RESULTS 

4.1 Introduction 

In an attempt to gather useful and reliable information, a quantitative research was conducted 

using questionnaires and verbal interviews conducted among law enforcement officers. The 

research questions included:  

i. Computer Literacy  

ii. Levels of efficiency, document searching, scheduling events, report generation 

capabilities, audit trail and evidence storage and retention. 

4.2 Baseline Study 

4.2.1   Challenges of Non-Automated System 

In an attempt to gather useful and reliable information, a quantitative research was conducted 

using questionnaires and verbal interviews conducted at Zambia Police (ZP) and Drug 

Enforcement Commission (DEC). Interviews were conducted at Anti-Corruption Commission 

(ACC). Currently ZP and DEC are using manual systems of handling case while ACC is using 

both the manual and electronic system. 

A summary of the findings of the questionnaire with regards to the manual system are as shown 

in Figure 36. 

The results in Figure 36 show that document searching in the manual searching is poor as 

seventy per cent of the respondents indicated poor. Further scheduling of events is very poor 

owing to the large percentage of seventeen four of respondents who indicated poor. Report 

generation, audit trail and evidence storage and retention also had most respondents indicated 

poor. It is from these results that a new system was proposed and developed. 
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Figure 36:  Summary of findings of responses in Percentage form 

4.2.2   Computer Literacy 

The baseline study also looked at the computer literacy of the Law enforcement officers with the 

aim of determining how easy it will be to adapt from the manual system to the electronic case 

management system. Table 36 and Figure 37 show a summary of the knowledge levels of 

officers collected from a sample of 78 respondents.  

Table 36 : Computer Literacy of Officers 
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Figure 37 : ICT knowledge levels for Law Enforcement Officers 

 

 

4.3 System Automation 

4.3.1  Features 

After a baseline study which showed the challenges of the manual system and off the shelf 

systems, a system design was developed and finally a working system was developed with the 

following features. 

Two Factor Authentication  

The developed system has a two factor authentication system which is a system in which the 

user provides dual means of identification. Two-factor authentication (2FA), often referred to as 

two-step verification, is a security process in which the user provides two authentication 

elements to confirm they are who they say they are.  2FA can be contrasted with single-factor 

authentication (SFA), a security procedure in which the user provides only one element -- 

typically a password or passcode. The goal of Multi Factor Authentication is to create a layered 

defence and make it more difficult for an unauthorized person to access a target such as a 

AVERAGE

WORKING KNOWLEDGE

HIGHLY SKILLED

POOR

ICT SKILLS FOR LAW ENFORCEMENT OFFICERS 

http://searchsecurity.techtarget.com/definition/authentication-factor
http://searchsecurity.techtarget.com/definition/authentication-factor
http://searchsecurity.techtarget.com/definition/single-factor-authentication-SFA
http://searchsecurity.techtarget.com/definition/single-factor-authentication-SFA
http://searchsecurity.techtarget.com/definition/password
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physical location, computing device, network or database. If one factor is compromised or 

broken, the attacker still has at least one more barrier to breach before successfully breaking 

into the target system [31] [33]. Multifactor authentication is a system where in two or more 

different factors are used in conjunction to authenticate. 

The ways in which someone can be authenticated usually fall into three categories known as the 

factors of authentication, which include:  

Knowledge Factors  

This refers to something the user knows, such as passwords, shared secrets, passphrases, PINs 

or answers to secret questions. 

These knowledge factors, when implemented alone, offer little security. Not only have 

computer programs been created to hack passwords but also close friends, relatives and 

acquaintances may be in possession of current knowledge of the information required to answer 

secret questions or an individual’s commonly used passwords. 

Possession Factors 

This refers to something the user has. The possession factor, in a security context, is a category 

of user authentication credentials based on items that the user has with them, typically a 

hardware device such as a security token or a mobile phone used in conjunction with software 

token. ID cards also form part of possession factors. 

Inherence factors 

Thirdly we have inherence factors, more commonly called biometrics , that is, something the 

user is. These may be personal attributes mapped from physical characteristics, such 

as fingerprints, face, retina pattern and voice. It also includes behavioural biometrics, such 

as keystroke dynamics, gait or speech patterns. 

 

Systems with more demanding requirements for security may use location and time as fourth 

and fifth factors. For example, users may be required to authenticate from specific locations, or 

during specific time windows. 

Figure 38 illustrates the process of two factor authentication.  

http://searchsecurity.techtarget.com/definition/knowledge-factor
http://searchsecurity.techtarget.com/definition/possession-factor
http://searchsecurity.techtarget.com/definition/inherence-factor
http://searchsecurity.techtarget.com/definition/biometrics
http://searchsecurity.techtarget.com/definition/fingerscanning
http://whatis.techtarget.com/definition/behavioral-biometrics
http://searchsecurity.techtarget.com/definition/keystroke-dynamics
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Figure 38: Two Factor Authentication flow 

 

LECMS Two Factor Authentication 

The LECMS uses a combination of passwords as well as randomly generated codes sent to 

mobile phones and/or email address. The use of cell phones as a second factor in authentication 

has the following advantages: 

No additional tokens are necessary because it uses mobile devices that are (usually) carried all 

the time. Further As they are constantly changed, dynamically generated passcodes are safer to 

use than fixed (static) log-in information. 

Depending on the solution, passcodes that have been used are automatically replaced in order to 

ensure that a valid code is always available; acute transmission/reception problems do not 

therefore prevent logins. 
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The option to specify a maximum permitted number of incorrect entries reduces the risk of 

attacks by unauthorized persons. 

This feature is always user friendly. As the use of mobile phones is widespread, if one knows 

how to operate the phone, then they are able to use this feature. 

Case File Creation  

Just like in goCASE in 2.3.5 [34], the LECMS use the idea of a case file which is a mimic of a 

docket in the manual system. Case file contains all the aspects of the case and can be passed on 

from one person to the other. A case file also has its own security features in that only those 

who have rights to access it will be able to access it. Further, a case file allows for multiple 

concurrent accesses by more than one officer and this removes the challenge of delays in 

moving documents from one office to another. Figure 39 shows the interface for adding and 

creating a case. 

 

Figure 39: Case addition screen 

Event Scheduling 

The developed LECMS has a feature of event handling and schedule. Officers can make 

appointments like interviews and searches and can also include features like date, time, people 
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involved in the event and also reminders for the event. This feature of event handling and 

scheduling can be seen in the above discussed related works such as Enugu public prosecution 

department, case management system, Perspective Resolver, Case Closed and goCASE [23] [2] 

[25] [34]. Figure 40 shows the interface for event scheduling.  

 

 

Figure 40: LECMS Event Scheduling - upcoming events 

Evidence and Multimedia Handling 

With the advent of various media formats being involved in committing different crimes and 

forming part of evidence, the LECMS has implored the ability to store different file formats 

which can be applauded and stored in the database for future retrieval. Videos of different 

formats, audio of different formats, pictures of different formats and documents of various 

formats can be stored in the LECMS. goCASE discussed in literature review also has the ability 

to store various file types and link them to suspects and complainants [34]. Figure 41 shows the 

interface for evidence and multimedia handling. 
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Figure 41: Document and multimedia attachment form 

Exhibit Tracking 

Apart from documentary and multimedia evidence, a crime scene and a crime event comes with 

various forms of evidence such as machinery, vehicles, ICT equipment and the list is endless 

and are usually classified as exhibits. The manner of handling of these exhibits can either make 

or break a case. LECMS has taken care of this aspect by including a component of exhibits 

which are called entities and it captures the details of the exhibits and then associates them to 

cases, suspects and/or complaints. Figure 42 shows the interface for exhibit tracking. 

 

 

Figure 42: LECMS Exhibit handling feature 
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Audit Trail Tracking 

Another salient feature of the LECMS is its ability to track what the user has done on the 

system. User actions such as logins, deletions, edits are able to be tracked and displayed. This 

feature is very cardinal when it comes to the security of the system as Law Enforcement Data is 

always sensitive and thus, it has to be used accordingly and any abuse has to be tracked and 

disciplined. This feature has also been implemented in the goCASE case management system 

[28]. Figure 43 shows the interface for audit trail tracking. 

 

 

Figure 43: LECMS Login History 

Report Generation 

For the purpose of administration as well as decision making, one of the central elements of 

case handling is report generation. Reports will be needed by the officer handling the cases, 

reports will also be needed by supervisors, management will also need reports and finally the 

public also needs report. The importance of reports can never be over emphasised and most 

importantly reports need to be timely and accurate because failure to meet these two qualities 

may render the report irrelevant. The LECMS has ability to generate various reports such as a 

list of cases in the system and at various stages of the workflow system, login details of officers 

such as case progress reports. This aspect of report handling can be seen in all the related works 

that have been discussed in this thesis. Figure 44 shows the interface for report generation and 

case progress. 
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Figure 44: LECMS Case progress report 

Security 

The system has enhanced security to prevent abuse and pilferage of data. The LECMS has 

implemented the following security measures. 

The system provides a two process authentication mechanism by using Username/Passwords 

combination which are stored in encrypted format using MD5 which is an algorithm widely 

used as a hash function for producing a 128bit hash value of the plain text. The second process 

involves entering in a randomly generated system code which is sent to one’s phone or email.  

The other security feature is on the database. The database also can only be administered by the 

administrator with right credentials. Furthermore, data is validated on forms before being sent to 

the database to avoid SQL injection which is a computer attack in which malicious code is 
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implanted in a poorly-designed application and then passed to the backend database. The 

malicious data then produces database query outcomes or actions that should never have been 

performed [35]. 

Furthermore, the case file also has got different levels of security depending with one’s rank and 

access need on the case. Authorisers are able to view all cases and have full access. Supervisors 

are able to have full access to all the cases they are supervising. Officers have full access to all 

the cases they are handling. No officer can access a case for which they have no need to access. 

Backup and Recovery 

In general, backup and recovery refers to the various strategies and procedures involved in 

protecting the database against data loss and reconstructing the database after any kind of data 

loss. Data loss can occur for various reasons such as software corruption, erasures, and natural 

causes such as fire or earthquakes but with a back-up and recovery plan in place, the LECMS 

will be able to be resuscitated to its last known good state before any calamity occurred. 

 

4.3.2   System Implementation  

In this section, we look at the system implementation requirements for the web based case 

management system. We begin with the software and hardware requirements.  

 

Hardware and Software Requirements  

The hardware requirements of the computer on which the system was running are Intel ® Core i5 

with a RAM of 8GB RAM and 500GB Hard drive capacity. We used Windows 7 64-bit 

Operating Systems, but the system is able to work on older versions of windows and can work on 

any other operating system as it is platform independent. The software requirements included the 

MySQL Database Management System For our database, JAVA being the Programming 

language, NetBeans SDK being the Compiler, Adobe Photoshop, and Illustrator for graphic 

design. To run the system, we need Java 1.8 runtime environment, Tomcat 8 webserver, MySQL 

DBMS, Web browser, OS is platform independent. 
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System Architecture  

Computer architecture is a description specifying how a set of software and hardware technology 

principles interrelate to form a computer structure. In short, computer architecture refers to how a 

computer system is designed and what technologies it is compatible with. 

Computer architecture is likened to the art of determining the needs of the 

user/system/technology, and creating a logical design and standards based on those requirements 

[36].  

The system will be implemented on client-server architecture. The client/server network is a 

computer network in which one centralized, powerful computer (called the server) is a hub to 

which many less powerful personal computers or workstations (called clients) are connected. 

The client–server model is a distributed application structure that partitions tasks or workloads 

between the providers of a resource or service, called servers, and service requesters, called 

clients. Often clients and servers communicate over a computer network on separate hardware, 

but both client and server may reside in the same system. A server host runs one or more server 

programs which share their resources with clients. Clients therefore initiate communication 

sessions with servers which await incoming requests.  

Users will be able to access the LECMS system from the server which will be managed by the 

administrator. Users will have different access levels according to their need. 

 

4.3.3  Software testing and validation 

In the waterfall model being used in this research, software testing, and software engineering, 

verification and validation (V&V) is the process of checking that a software system meets 

specifications and that it fulfils its intended purpose. To do this, questionnaires were handed over 

to Law Enforcement Officers and a number of aspects of the system were tested. The population 

sample that tested the system comprised officers from Drug Enforcement Commission and 

Zambia Revenue Authority. The total population was fifteen (15). Figure 45 is the summary of 

the results obtained from the questionnaires: 
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Figure 45: System Testing and Validation Results 

4.4  Summary 

In this chapter, we looked at the results of our research. The results of the baseline study which 

were collected by administering questionnaires to Law Enforcement agencies have been 

discussed. Further, the system developed has been explained and its salient features have been 

outlined. The hardware and software requirements alongside the computer architecture on which 

the system was developed have also been expounded and defined in this chapter.  
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CHAPTER FIVE 

 DISCUSSION AND CONCLUSION 
 

5.1  Introduction 

Electronic case management systems are increasingly being used in law enforcement agencies 

especially in developed countries. Developing countries are also following suit. With the 

increase in the use of ICT equipment and the sophistication of crime, it is imperative that law 

enforcement agencies evolve by using more robust and efficient systems for handling cases right 

from the point cases are initiated up to the time they are disposed. It is necessary that law 

enforcement agencies in Zambia begin to use electronic case management system in order to 

accelerate the rate of handling cases.  

In Chapter One we looked at the problem background and problem statement which has 

indicated that Zambia law enforcement agencies are using the manual way of handling cases 

which come with various challenges such as inefficiency. Chapter Two endeavoured to review 

the literature by looking at duties of law enforcement officers and accompanying challenges in 

general. In Chapter Three we proceeded to look at the methodology for developing the system 

while Chapter Four is the results section which showed us the results of the baseline study as 

well as features of the LECMS that has been developed. 

 

5.2  Challenges of the Non-Automated Systems of Handling Cases 

The first objective of this research was to find out what are the major challenges of the manual 

way of handling cases by the law enforcement agencies in Zambia. Results show that event 

scheduling is one of the most challenging aspects of the manual system as 74.2 per cent of 

respondents graded this aspect as being very poor. Evidence storage and retention also proved to 

be a major challenge with 75.7 per cent of respondents grading this feature as poor. Report 

generation and audit trail tracking of the manual system also proved to be challenging features.  

Research findings recorded 71.4 per cent and 60 per cent of respondents rating them as poor, 

separately. 

This research went further to look at the levels of ICT literacy for Law Enforcement officers. 

The results showed that 52.9 per cent of officers were skilled and comfortable with ICT usage 
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and about 31.4 per cent had working knowledge while 8.6 per cent were highly skilled. Only 

about 7.1 per cent were poor were ICT skills were concerned. This showed that migrating to 

electronic case management system will not require much training. 

 

5.3  Review of the Commercial-Off-The Shelf (Cots) Case 

Management Systems 

The second objective of this research was to review the off the shelf case management systems 

and look at their advantages and disadvantages. One advantage discussed is that they 

incorporate newer technology and newer standards, and can be updated faster than custom-built 

software. Also, maintenance cost is substantially reduced since COTS software is widely used 

by a large population. Despite these advantages, COTS come with their own disadvantages 

which prohibit most law enforcement agencies in Zambia from acquiring them. 

One of the major challenges of the COTS is lack of flexibility. The costs of most of these 

commercial off the shelf case management systems is highly prohibitive as they come with 

extra costs like licensing costs usually periodically like yearly licenses. Future request to the 

developers may get ignored if they don't benefit the larger customer base. It also takes time to 

customise them to meet the local needs of law enforcement agencies. In any law enforcement 

process, security of the officers and the operations and processes is the most important aspect to 

be considered. Security failures can have austere consequences. This, coupled with the ubiquity 

of Commercial-Off-The-Shell software, makes it a critical and difficult problem that an 

organization overlooks at its own extreme jeopardy, however expedient that is to do. 

Furthermore, COTS have high acquisition costs as most of the developers and suppliers of these 

systems are in business and their number one goal is to maximise on profits. This acquisition 

cost is usually coupled with maintenance costs as the developers will have exclusive rights to 

the software and its source code and as such, any maintenance related activities have to be 

sourced from the developers at fees which may be exorbitant.  

It is from these challenges discovered that a home grown case management system, the LECMS 

was developed to overcome the above challenges, remain affordable and meet most of the needs 

of law enforcement agencies. 
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5.4  Design and Develop an Electronic Case Management System 

The third and final objective of this research was to design and develop a home-grown cases 

management system which is based on the first and second objectives discussed above. A model 

was created to alleviate the various challenges discussed in objective one. To do this, various 

data modelling techniques were used which include:  

 

Algorithms and Flowcharts  

An algorithm is a step-by-step recipe for processing data. A computer program can be viewed as 

an elaborate algorithm. Another way to describe an algorithm is a sequence of unambiguous 

instructions. 

 

Data Design Tables 

In relational databases, and flat file databases, a table is a set of data elements (values) using a 

model of vertical columns (identifiable by name) and horizontal rows, the cell being the unit 

where a row and column intersect. A table has a specified number of columns, but can have any 

number of rows. 

A database table has a defined set of inputs it can allow per column e.g., characters, integers, 

variable characters and blobs (images). 

 

Entity Relationship Diagrams  

An entity-relationship diagram (ERD) is a graphical representation of an information system that 

shows the relationship between people, objects, places, concepts or events within that system. It 

shows how the different entities are related one to another and these relationships can be one to 

one, one to many or many to many. 

  

Use Case Diagrams  

Use case diagrams, also known as behaviour diagrams are used to describe a set of actions 

(use cases) that some system or systems (subject) should or can perform in collaboration with 

one or more external users of the system (actors) in object oriented program. A use case diagram 

can identify the different types of users of a system and the different use cases and will often be 

accompanied by other types of diagrams as well. 

http://searchsoftwarequality.techtarget.com/definition/program
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Sequence diagrams  

A sequence diagram is an interaction diagram that shows how objects operate with one another 

and in what order. It is a construct of a message sequence chart. A sequence diagram shows 

object interactions arranged in time. In software engineering, a system sequence diagram (SSD) 

is a sequence diagram that shows, for a particular scenario of a use case, the events that external 

actors generate their order, and possible inter-system events. 

 

Network diagrams 

A network diagram is a visual representation of network architecture or design. It maps out the 

structure of a network with a variety of different symbols and connections. It is the ideal way to 

share the layout of a network because the visual presentation makes it easier for users to 

understand how items are connected. It goes further to show what network equipment are 

interconnected and how they are interconnected. 

 

5.5  System Design Based on the Model 

The research went further to develop the actual system based on the model in 5.4 above. The 

system has the following features and modules such as two factor authentication in which the 

user has to undergo a two-step process before being authenticated to access the system; there is 

also a case file which is an equivalent of a docket in the manual system with ability to handle 

different aspects of a case. Further, the developed system has an event handling module to 

overcome the challenging of scheduling events as identified in the manual system. Evidence 

handling and exhibit tracking is a feature which is prominent in the LECMS to avoid loss of 

evidence due to misplacement, wear and tear or natural causes. Backup and recovery capability 

is also implemented in this system. 

 

5.6 Software testing and Validation 

The results from the testing questionnaires indicate that the system is well vested to handle most 

of the functions of Law Enforcement Agencies in Zambia. Most respondents saw the system to 

be of high efficient and that it has mapped most functions which are found in the current system. 

Most users also indicated that the system is user friendly and does not need much training and 
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this has led to most of them recommending the system to be used by Law Enforcement 

Agencies. This therefore shows that the third objective of this research of developing a home-

grown system to archive most of the functions of Law Enforcement Agencies has been 

successfully handled. 

5.7  Comparison with other Similar Works 

There are a lot of case management systems that are able to compare favourably with the 

LECMS. Most features are central and common to most of these case management systems. One 

central element of almost all case management systems is a dedicated database that stores 

records to be accessed by different officers. Some features such as two factor authentication 

using biometrics are not very common features and are found in only a few on the market. 

Report generation as well as event scheduling mechanism also forms part of most law 

enforcement case management systems. 

The systems that have been reviewed in this research include Enugu law enforcement case 

management system which has been implemented in Nigeria. Unlike the LECMS, this system is 

not web based, it is desktop based and can only be accessed within a limited geographical space. 

Another system reviewed was Perspective case management system developed by a company 

called Resolver and is used mainly in the United States of America. Unlike LECMS, Perspective 

uses a lot of add-ins to allow it to perform certain functions and its cost is very high. 

Further, Case Closed, another case management system was reviewed and is widely deployed at 

law enforcement, government agencies, and commercial organizations in the USA and UK. It 

has almost all the features of LECMS and more. However, the two differ in that Case Closed is 

windows based application and is not web based unlike LECMS which is web based and only 

requires a browser to access it. As with most commercial off the shelf systems, Case Closed has 

huge purchase as well as license costs. 

Another case management system of interest is the Enforce case management system which is 

being used in the town of West Yellowstone in the USA. Also, America’s farthest north 

municipal police department, North Slope Borough PD, has chosen enforce Software to meet its 

unique needs. Enforce has most capabilities in LECMS and above but it also has features which 

may not be relevant to the Zambian jurisdiction such as crime scene management. Further, the 

costs of Enforce are prohibitive to most law enforcement agencies in Zambia. 
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Finally, a versatile law enforcement case management system called goCASE was reviewed. 

goCASE was developed by the United Nations Office on Drugs and Crime (UNODC) which is a 

worldwide leader in the fight against unlawful drugs and international crim. Users of goCASE 

range from  Prevention and Combating Corruption Bureau of Tanzania PCCB), 

Administrative Control Authority of Egypt, Transnational Crime Unit of West Africa Guinea-

Bissau, Anti-Corruption Commission, Namibia and the Anti-Corruption Commission in Zambia. 

GoCASE has a lot of features that a similar to the LECMS and boasts of more other features that 

are not in LECMS. However, goCASE has prohibitive purchase and license costs and also 

require a lot of expertise to administer it. 

 

5.8  Possible Application  

The major use of this Law Enforcement Case Management System (LECMS) is in the process of 

handling cases by law enforcement agencies. There are a number of law enforcement agencies in 

Zambia such as the Zambia Police Service, Drug Enforcement Commission, Anti-Corruption 

commission and Zambia Revenue Authority. It can be used by both large and small units as it is 

scalable. It can be used for low budget institutions as it is affordable and does not require 

intensive training to administer it. It provides all the basic features that are needed by Law 

Enforcement Agencies to perform their functions. It provides adequate security on three levels, 

that is, at the database level, at the application level as well as on the case level. The LECMS 

will also be useful for event scheduling, exhibit and evidence handling, audit trail tracking, 

report generation and case flow management. 

 

5.9  Conclusion  

In conclusion, crime is widespread in many parts of Zambia and the need for more efficient 

methods of handling crime cannot be over emphasized. This research has shown that the manual 

way of handling cases has a lot of deficiency and inefficiencies which has resulted in the 

development of a home-grown case management system, the LECMS, if implemented,  will be 

able to automate most of the manual activities and at the same time provide less cost compared 

to off the shelf electronic case management systems. 
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5.10  Future Works  

Enhanced security will have to be implemented to incorporate biometric authentication such as 

fingerprints. Further enhancements to the system will include telephone records analysis and 

bank record analysis. Toll record analysis is essential to establish various communication 

patterns for suspects such as frequently called/texted numbers, days and times the suspect 

frequent calls, places where the suspect makes calls from etc. On the financial aspects, the 

system will include bank statement analysis to track suspicious transactions as well determine 

the financial position of the suspects. Graphical representation and diagramming of data is also 

another aspect to be considered in the future works. 

Furthermore, The Law Enforcement Case Management System (LECMS) should be 

amalgamated with the criminal justice system to form a single system that spans over all aspects 

of the justice system. This will enhance harmonization and transfer of information between the 

court of law and Law Enforcement Agencies. 

 

5.11  Summary  

In this final chapter, all the three objectives of this research were discussed and we have shown 

how we managed to achieve these objectives. If deployed, the system will make the work of Law 

Enforcement Agencies very efficient and robust.  
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APPENDIX 

 

Appendix A :  Home screen for LECMS 
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Appendix B:  Login code 

/* 

 * To change this license header, choose License Headers in Project Properties. 

 * To change this template file, choose Tools | Templates 

 * and open the template in the editor. 

 */ 

package lecms.controller; 

 

import java.io.IOException; 

import javax.servlet.RequestDispatcher; 

import javax.servlet.ServletException; 

import javax.servlet.http.HttpServlet; 

import javax.servlet.http.HttpServletRequest; 

import javax.servlet.http.HttpServletResponse; 

import lecms.model.Officer; 

import lecms.service.OfficerService; 

 

/** 

 * 

 * @author DAKA KUMBUKANI 

 */ 

@javax.servlet.annotation.MultipartConfig 

public class OfficerServlet extends HttpServlet { 

 

    /** 
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     * Processes requests for both HTTP <code>GET</code> and <code>POST</code> 

     * methods. 

     * 

     * @param request servlet request 

     * @param response servlet response 

     * @throws ServletException if a servlet-specific error occurs 

     * @throws IOException if an I/O error occurs 

     */ 

    protected void processRequest(HttpServletRequest request, HttpServletResponse response) 

            throws ServletException, IOException { 

 

        String nextPage = " "; 

 

        //Get the command string from the calling JSP. Helps to identify the JSP that has called this servlet 

        String buttonClicked = request.getParameter("submit"); 

         

        //Based on the calling JSP, different code will run 

        if (buttonClicked.equalsIgnoreCase("Add Officer")) { 

 

            OfficerService myOfficerService = new OfficerService(); 

 

            Officer myOfficer = new Officer(); 

 

            myOfficer.setTitle(request.getParameter("title")); 

            myOfficer.setFirstName(request.getParameter("firstName")); 

            myOfficer.setLastName(request.getParameter("lastName")); 

            myOfficer.setOtherNames(request.getParameter("otherNames")); 
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            myOfficer.setSupervisorId(Integer.parseInt(request.getParameter("supervisorId"))); 

            myOfficer.setOfficialRank(request.getParameter("officialRank")); 

            myOfficer.setStationId(request.getParameter("stationId")); 

            myOfficer.setUserName(request.getParameter("userName")); 

            myOfficer.setDefaultPassword(); 

            myOfficer.setEmail(request.getParameter("emailAddress")); 

 

            nextPage = request.getParameter("nextPage"); 

            if (myOfficerService.createOfficer(myOfficer)) { 

                request.setAttribute("message", "Officer Created Succesfully"); 

            } else { 

                request.setAttribute("message", "An Error Occured, Officer Creation Failed"); 

            } 

        } else if (buttonClicked.equalsIgnoreCase("UPDATE Officer")) { 

 

            OfficerService myOfficerService = new OfficerService(); 

 

            Officer myOfficer = new Officer(); 

 

            myOfficer.setTitle(request.getParameter("title")); 

            myOfficer.setFirstName(request.getParameter("firstName")); 

            myOfficer.setLastName(request.getParameter("lastName")); 

            myOfficer.setOtherNames(request.getParameter("otherNames")); 

            myOfficer.setSupervisorId(Integer.parseInt(request.getParameter("supervisorId"))); 

            myOfficer.setOfficialRank(request.getParameter("officialRank")); 

            myOfficer.setStationId(request.getParameter("stationId")); 

            myOfficer.setUserName(request.getParameter("userName")); 
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            myOfficer.setDefaultPassword(); 

            myOfficer.setEmail(request.getParameter("emailAddress")); 

 

            nextPage = request.getParameter("nextPage") + request.getParameter("officerCode"); 

            if (myOfficerService.updateOfficer(myOfficer)) { 

                request.setAttribute("message", "Officer Updated Succesfully"); 

            } else { 

                request.setAttribute("message", "An Error Occured, Officer Update Failed"); 

            } 

        } 

 

        RequestDispatcher requestDispatcher = request.getRequestDispatcher(nextPage); 

 

        requestDispatcher.forward(request, response); 

    } 

 

// <editor-fold defaultstate="collapsed" desc="HttpServlet methods. Click on the + sign on the left to edit 

the code."> 

    /** 

     * Handles the HTTP <code>GET</code> method. 

     * 

     * @param request servlet request 

     * @param response servlet response 

     * @throws ServletException if a servlet-specific error occurs 

     * @throws IOException if an I/O error occurs 

     */ 

    @Override 
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    protected void doGet(HttpServletRequest request, HttpServletResponse response) 

            throws ServletException, IOException { 

        processRequest(request, response); 

    } 

 

    /** 

     * Handles the HTTP <code>POST</code> method. 

     * 

     * @param request servlet request 

     * @param response servlet response 

     * @throws ServletException if a servlet-specific error occurs 

     * @throws IOException if an I/O error occurs 

     */ 

    @Override 

    protected void doPost(HttpServletRequest request, HttpServletResponse response) 

            throws ServletException, IOException { 

        processRequest(request, response); 

    } 

 

    /** 

     * Returns a short description of the servlet. 

     * 

     * @return a String containing servlet description 

     */ 

    @Override 

    public String getServletInfo() { 

        return "This is the login servlet, this is where login info is directed to"; 
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    }// </editor-fold> 
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Appendix C : login detailed workflow 

 

 



102 
 

Appendix D: Questionnaire for Baseline Study 

 
UNIVERSITY OF ZAMBIA 

SCHOOL OF ENGINEERING 

 

RESEARCH QUESTIONNAIRE 

Topic:  LAW ENFORCEMENT CASE MANAGEMENT SYSTEM 
 

A CASE STUDY OF: LAW ENFORCEMENT AGENCIES IN ZAMBIA 
 

For more Information, contact the following; 
 

Dean of the School of Engineering, 

Prof. Mundia Muya; BEng, MSc, PhD, FEIZ,MASCE, MCIArb 

Telefax: +260 211 293 792 

Email: mmuya@unza.zm 

 

Assistant Dean Postgraduate. 

Dr. Simon Tembo, Dr.Eng (AU,Japan), M.Eng (UEC, Japan), B.Eng (UNZA), MIEEE, MEIZ 

Tel.: +260 211 290 979 

Email: simon.tembo@unza.zm 

 

Head of Department, Computer Science 

Research Supervisor: Dr. J. Phiri. PhD, MSc, BSc in Computer Science 

Tel.: +260 211 293 901 

Email: Jackson.phiri@unza.zm

mailto:Jackson.phiri@unza.zm
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INFORMED CONSENT FORM 

a. Purpose of the study: 

 This is a study in Masters of Engineering in ICT Security by Kumbukani Daka, a 

MASTER’S STUDENT at The UNIVERSITY OF ZAMBIA, SCHOOL OF 

ENGINEERING. The purpose of the study is to : 

 Carry out a comprehensive review of the challenges of the Law Enforcement Agencies’ 

manual system of handling corruption cases. 

 Review the various forms of Case Management Systems and their advantages and 

disadvantages. 

 Design and develop a home grown electronic Case Management System that will be able 

to address the major functions of the Law Enforcement Agencies in Zambia. 

 

b. What will be done: 

You will complete a survey which will take 10-15 minutes. 

c. Benefits of the study: 

You will be contributing to the knowledge on this subject and consequently this will help in 

identifying the challenges of the Law Enforcement manual system of handling cases. 

d. Risks or discomforts: 

No risks or discomforts are anticipated in this study. 

e. Confidentiality: 

Your responses will be kept completely confidential. All the information will be collected on 

an anonymous basis and no identifiable data will be collected in this survey.  

f. How the findings will be used: 

The results of the study will be used for scholarly purposes only. Kindly note that sensitive 

information will not be disclosed. 

g. Contact Information:  

If you have any concerns or questions about this study, please contact the Dean, School of 

Engineering, Assistant Dean Postgraduate, the Research Supervisor or Kumbukani Daka as 

indicated above. 
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By beginning the survey, you acknowledge that you have read this information and agree to 

participate in this research. 

 

 

Kindly tick the applicable. 

 

I agree:                           I do not agree:    

 

Student Name: Kumbukani Daka 

Phone: +260 977 540058 

Email: dakakumbukanidavid@yahoo.com 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

mailto:dakakumbukanidavid@yahoo.com
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PART A:  PERSONAL INFORMATION 

1. NUMBER OF YEARS SERVED IN THE COMMISSION 

 Less than three years   

 3-6 years 

 7-10 years 

 Above ten years 

 

2. CURRENT APPOINTMENT 

 Officer 

 Senior Officer 

 Chief Officer 

 

3. GENDER 

 Male 

 Female 

 

4. PROVINCE BASED 

 Lusaka 

 Copperbelt 

 Central 

 Eastern 

 Northern 

 Southern 

 Luapula 

 Western 

 North-Western 

 Muchinga 

 

5. EDUCATION LEVEL 

 Diploma 

 Higher diploma 

 Degree 

 Masters Degree 

 PHD 

 Other 

 

6. EDUCATION SPECIALISATION  

 

……………………………………………………………………………………….. 
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7. ICT SKILLS LEVEL 

 Very high 

 High 

 Average 

 Working knowledge 

 Poor 

 Very poor 

 

 

8. AGE GROUPING 

 20-30 

  

 31-40 

  

 41-50 

  

 50 and above 

 

 

PART B ASSESSMENT OF MANUAL SYSTEM OF HANDLING CASES 

9. WHAT ARE SOME OF THE ADVANTAGES OF HANDLING CASES USING THE 

MANUAL WAY (SELECT ALL THAT APPLY) 

 Easy to manage 

 Cheap  

Others (Please specify below) 

………………………………………………………………………………………… 

………………………………………………………………………………………… 

………………………………………………………………………………………… 

 

10. HOW WOULD YOU RATE THE SPEED AT WHICH DOCUMENTS ARE SEARCHED AND 

ACCESSED USING THE MANUAL SYSTEM? 

 

 Very fast 

 Fast 

 Slow 

 Very slow 
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11. WITH THE MANUAL SYSTEM, HOW WOULD YOU RATE THE MECHANISM OF 

SCHEDULING EVENTS (E.G APPOINTS) AND REMINDERS. 

 Very efficient 

 Efficient 

 Poor 

 Very poor 

12. WITH THE MANUAL SYSTEM, HOW WOULD YOU RATE THE MECHANISM OF 

REPORT GENERATION (CASE REPORTS, STATISTICAL REPORTS ETC). 

 

 Very efficient 

 Efficient 

 Poor 

 Very poor 

 

13. ARE THERE ANY SECURITY CONCERNS WHEN DEALING WITH THE MANUAL WAY 

OF HANDLING CASES? 

 

 Yes 

 No 

 Sometimes 

 

 

14. WITH THE MANUAL SYSTEM, HOW WOULD YOU RATE THE MECHANISM OF AUDIT 

TRAIL TRACKING (CHECKING WHO HAS DONE WHAT ON A GIVEN 

CASE/DOCUMENT ETC). 

 

 Very efficient 

 Efficient 

 Poor 

 Very poor 

 

 

15. WITH THE MANUAL SYSTEM, HOW WOULD YOU RATE THE MECHANISM OF 

EVIDENCE STORAGE AND RETENTION (HOW EVIDENCE IS STORED AND 

RETAINED). 

 

 Very efficient 

 Efficient 

 Poor 

 Very poor 
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16. WHAT ARE SOME OF THE CHALLENGES THAT ARE FACED WHEN DEALING WITH 

THE MANUAL WAY OF HANDLING CASES? 

………………………………………………………………………………………… 

………………………………………………………………………………………… 

………………………………………………………………………………………… 

 

THANK YOU FOR YOUR TIME  
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Appendix E: Questionnaire for Software testing and  Validation 

 
UNIVERSITY OF ZAMBIA 

SCHOOL OF ENGINEERING 

 

SOFTWARE TESTING QUESTIONNAIRE 

Topic:  LAW ENFORCEMENT CASE MANAGEMENT SYSTEM 

 
A CASE STUDY OF: LAW ENFORCEMENT AGENCIES IN ZAMBIA 

 

For more Information, contact the following; 
 

Dean of the School of Engineering, 

Prof. Mundia Muya; BEng, MSc, PhD, FEIZ,MASCE, MCIArb 

Telefax: +260 211 293 792 

Email: mmuya@unza.zm 

 

Assistant Dean Postgraduate. 

Dr. Simon Tembo, Dr.Eng (AU,Japan), M.Eng (UEC, Japan), B.Eng (UNZA), MIEEE, MEIZ 

Tel.: +260 211 290 979 

Email: simon.tembo@unza.zm 

 

Head of Department, Computer Science 

Research Supervisor: Dr. J. Phiri. PhD, MSc, BSc in Computer Science 

Tel.: +260 211 293 901 

Email: Jackson.phiri@unza.zm

mailto:Jackson.phiri@unza.zm
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INFORMED CONSENT FORM. 

h. Purpose of the study: 

 This is a study in Masters of Engineering in ICT Security by Kumbukani Daka, a 

MASTER’S STUDENT at The UNIVERSITY OF ZAMBIA, SCHOOL OF 

ENGINEERING. The purpose of the study is to : 

 Carry out a comprehensive review of the challenges of the Law Enforcement Agencies’ 

manual system of handling corruption cases. 

 Review the various forms of Case Management Systems and their advantages and 

disadvantages. 

 Design and develop a home grown electronic Case Management System that will be able to 

address the major functions of the Law Enforcement Agencies in Zambia. 

 

i. What will be done: 

You will complete a survey which will take 10-15 minutes. 

 

j. Benefits of the study: 

You will be contributing to the knowledge on this subject and consequently this will help in 

identifying the challenges of the Law Enforcement manual system of handling cases. 

 

k. Risks or discomforts: 

No risks or discomforts are anticipated in this study. 

 

l. Confidentiality: 

Your responses will be kept completely confidential. All the information will be collected on an 

anonymous basis and no identifiable data will be collected in this survey.  

 

m. How the findings will be used: 

The results of the study will be used for scholarly purposes only. Kindly note that sensitive 

information will not be disclosed. 
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n. Contact Information:  

If you have any concerns or questions about this study, please contact the Dean, School of 

Engineering, Assistant Dean Postgraduate, the Research Supervisor or Kumbukani Daka as indicated 

above. 

By beginning the survey, you acknowledge that you have read this information and agree to 

participate in this research. 

 

 

 

Kindly tick the applicable. 

 

I agree:                           I do not agree:    

 

Student Name: Kumbukani Daka 

Phone: +260 977 540058 

Email: dakakumbukanidavid@yahoo.com 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

mailto:dakakumbukanidavid@yahoo.com
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PART A:  PERSONAL INFORMATION 

1. NUMBER OF YEARS SERVED IN THE COMMISSION 

 Less than three years   

 3-6 years 

 7-10 years 

 Above ten years 

 

2. CURRENT APPOINTMENT 

 Officer 

 Senior Officer 

 Chief Officer 

 

3. GENDER 

 Male 

 Female 

 

4. PROVINCE BASED 

 Lusaka 

 Copperbelt 

 Central 

 Eastern 

 Northern 

 Southern 

 Luapula 

 Western 

 North-Western 

 Muchinga 

 

5. EDUCATION LEVEL 

 Diploma 

 Higher diploma 

 Degree 

 Masters Degree 

 PHD 

 Other 

 

 

 

6. EDUCATION SPECIALISATION  
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……………………………………………………………………………………….. 

 

7. ICT SKILLS LEVEL 

 Very high 

 High 

 Average 

 Working knowledge 

 Poor 

 Very poor 

 

 

8. AGE GROUPING 

 20-30 years old 

 31-40 years old 

 41-50 years old 

 50 and above 

 

PART B ASSESSMENT OF THE LAW ENFORCEMENT CASE 

MANAGEMENT SYSTEM (LECMS) 

Instructions 

Based on your experience with the software, kindly select the box that reflects your immediate 

response to each statement. Don’t think too long about each statement. Make sure you respond to 

every statement.  

 

 

 

Strongly 

disagree 

1 2 3 4 

Strongly 

agree 

5 

1 
I think that I would like to use this software 

frequently 
☐ ☐ ☐ ☐ ☐ 

2 I found the software easy ☐ ☐ ☐ ☐ ☐ 

3 The software is secure ☐ ☐ ☐ ☐ ☐ 

4 
I think that I can use the software without the 

support of a technical person. 
☐ ☐ ☐ ☐ ☐ 

5 
I found the various functions in the software were 

well integrated. 
☐ ☐ ☐ ☐ ☐ 

6 The software is efficient and speeds up the process ☐ ☐ ☐ ☐ ☐ 

7 
I would imagine that most people would learn to 

use the software very quickly. 
☐ ☐ ☐ ☐ ☐ 
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8 
The features of the manual system have been 

captured 
☐ ☐ ☐ ☐ ☐ 

9 The software needs a lot of improvement ☐ ☐ ☐ ☐ ☐ 

10 
I can recommend law enforcement agencies in 

Zambia to use this system. 
☐ ☐ ☐ ☐ ☐ 

 

Comments 

Please provide any comments you have about this software: 

……………………………………………………………………………………………………………………………………………………………… 

……………………………………………………………………………………………………………………………………………………………… 

……………………………………………………………………………………………………………………………………………………………… 

……………………………………………………………………………………………………………………………………………………………… 

 

THANK YOU FOR YOUR TIME.  


