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ABSTRACT 

Risk Management has become key in ensuring stable networks. The greatest risk that service 

Providers (SPs) face is client, revenue and reputation damage. To avoid or mitigate these risks 

a good client management plan is required. With the ever increasing competition in the 

Telecommunication industry customers churn among service providers is common. Service 

Level Agreement (SLAs) are key in managing the contract between Service Providers (SPs) and 

customers as they specify measurable terms of what services an ISP will provide and what 

penalties will exist if the service provider cannot meet the established goals.  

The aim of the study is to analyze how SLAs are being managed with a focus on the use of Key 

Performance Indicator (KPI) metrics which include availability, link utilization, latency, packet 

loss, and mean time to resolve (MTTR). Hence, the focus will be on what is currently being 

done by service provider to ensure that policies and compliance are in place and are constantly 

monitored. This study will help Virtual Private Network (VPN) providers compete favorably 

once SLAs are adhered to and continuous improvement in managing risks is exercised.  

Purposeful or targeted sampling was used for the study. For the client analysis 20 questionnaires 

were administered among all the existing banks and a 65% success rate was achieved. In 

addition internal questionnaires to 7 key Zamtel personnel managing the MPLS Network were 

also administered and 86% success rate was achieved. Lastly, an MPLS network checklist was 

also used for verification of network metrics and risks leading to SLA breaches were also 

analyzed. 

The results of the research are as follows. As per the agreed SLAs the following were the 

achieved result :70ms latency was achieved by 77% and 2% for Packet loss was achieved by 

93% .The agreed MTTR standards for SME and consumers were meet though the target for 

Corporate was not meet. Consumer 9:42mins at threshold 24hrs, Corporate 5:29mins at 

threshold 4hrs and SME 7.32mins at threshold 12hrs. 

Key Words: Multi-Protocol Label Switching, Service Level Agreement, Key Performance 

Indicator, Virtual Private Network 

 

 



 
 

iv 
 

DEDICATION 

I dedicate this academic piece first to the Almighty God, My Company Zamtel of wish I 

believe will one day raise to greater heights and lastly my family who provided the much 

needed patience and support during the period of my research. Thank you all and God richly 

bless each one of you.  

Signed ………………………………. 

Date   ………………………………… 

 

 

 

  

 

 

A

C

K

N

O

W

L

E

G

E

M

E

N 

T 

 



 
 

v 
 

ACKNOWLEDGEMENT 

This academic piece has been completed with the profound contributions of personalities 

who directly and indirectly encouraged me to achieve this aim. My initial reference goes to 

my supportive supervisor, Professor Mbuyu Sumwanyambe who provided so much support 

in spite of being away. Dr Erastus Mwanaumo for the great assistance in research topic 

selection. I unreservedly acknowledge their effective supervision for the successful 

completion of this work.  

 

  

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 



 
 

vi 
 

TABLE OF CONTENTS 

  

DECLARATION ....................................................................................................................................... i 

ABSTRACT ............................................................................................................................................. iii 

LIST OF FIGURES .................................................................................................................................. x 

LIST OF TABLES .................................................................................................................................... x 

ABBREVIATIONS .................................................................................................................................. x 

 

CHAPTER ONE ..................................................................................................................................... 1 

INTRODUCTION ................................................................................................................................... 1 

1.1 Background  ........................................................................................................................................ 1 

1.1.1 Risk Management............................................................................................................................. 1 

1.1.2 Multi-Protocol Label Switching (MPLS) Networks ........................................................................ 2 

1.1.3 Service Level Agreement ................................................................................................................. 2 

1.2    Statement of Problem ....................................................................................................................... 3 

1.3   Objective of study ............................................................................................................................. 3 

1.3.1 Specific objective ............................................................................................................................. 3 

1.4   Research Questions ........................................................................................................................... 3 

1.5 Research Methodology ....................................................................................................................... 4 

1.6 Significance of study ........................................................................................................................... 5 

1.7 Scope and limitation of study .............................................................................................................. 5 

1.8 Chapter organization ........................................................................................................................... 5 

 

CHAPTER TWO .................................................................................................................................... 7 

LITERATURE REVIEW ....................................................................................................................... 7 

2.1 Introduction ......................................................................................................................................... 7 

2.2 Multi-Protocol Label Switching Networks ......................................................................................... 7 

2.2.1 First MPLS working group objectives ............................................................................................. 9 

2.2.2 Advantages of MPLS ....................................................................................................................... 9 

2.2.3 MPLS Operation ............................................................................................................................ 14 

2.2.4 The future of MPLS ....................................................................................................................... 15 

2.2.5 MPLS Labels.................................................................................................................................. 16 

2.2.6 Traffic Engineering in MPLS Network .......................................................................................... 18 

2.3. Risk Management and Risks in MPLS Networks ............................................................................ 21 

2.3.1 Risk Management .......................................................................................................................... 21 



 
 

vii 
 

2.3.2 Types of Risks in IP Networks....................................................................................................... 27 

2.4 Service Level Agreements ................................................................................................................ 31 

2.4.1 Controlling Implementation and Execution ................................................................................... 32 

2.5. Multiprotocol Label Switching Service Level Agreements (SLA) Standards ................................. 35 

2.5.1 The TEQUILA project ................................................................................................................... 35 

2.5.2. The AQUILA project .................................................................................................................... 36 

2.5.3. The SEQUIN project ..................................................................................................................... 37 

2.5.4 MPLS Standards (Sprint Networks)............................................................................................... 38 

2.6 Risk Management by use of SLAs in MPLS Networks .................................................................... 39 

2.7 Related Work .................................................................................................................................... 45 

2.7.1 Service Level Agreement /Service Level Specification Definition and Actors ............................. 46 

2.7.2 SLAs and Quality of Service ......................................................................................................... 48 

2.7.3 Architecture for SLA violation detection ....................................................................................... 51 

2.7.4 QoS parameter measurement ......................................................................................................... 52 

 

CHAPTER THREE .............................................................................................................................. 55 

RESEARCH METHODOLOGY ........................................................................................................ 55 

3.1 Introduction ....................................................................................................................................... 55 

3.2 Type of Research .............................................................................................................................. 55 

3.1.1 Mixed Method Approach ............................................................................................................... 55 

3.2 Sampling Techniques ........................................................................................................................ 56 

3.2.1 Probability Sampling ...................................................................................................................... 57 

3.2.2 Non Probability Sampling .............................................................................................................. 58 

3.3 Data Collection Instrumentation – The Questionnaire design .......................................................... 61 

3.4 Validity and Reliability ..................................................................................................................... 62 

3.5 Methods of Data Analysis ................................................................................................................. 62 

3.6 Ethics …………………………………………………………………………………………………………………………………..……  63 

 

CHAPTER FOUR ................................................................................................................................. 64 

RESULTS & ANALYSIS ..................................................................................................................... 64 

4. Introduction ......................................................................................................................................... 64 

4.1 Quarter 1 MPLS Network Analysis .................................................................................................. 65 

4.3 A Comparison of Availability threshold vs. measured results .......................................................... 67 

4.4 Why SLA Breaches and Revenue Loss? “The Analysis” ................................................................. 70 

 



 
 

viii 
 

CHAPTER 5 .............................................................................................................................. 74 

DISCUSSIONS OF FINDING .................................................................................................... 75 

 

CHAPTER SIX ..................................................................................................................................... 78 

CONCLUSION AND RECOMMENDATION .................................................................................. 79 

6.0. Introduction ...................................................................................................................................... 79 

6.1. Summary .......................................................................................................................................... 79 

6.2. Recommendations and Conclusions ................................................................................................ 80 

REFERENCES ...................................................................................................................................... 81 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

LIST OF FIGURES 

 

Figure 2.1:  Zamtel MPLS Cloud design ……………………………………………………………8 



 
 

ix 
 

Figure 2.2:  Zamtel Client link sample-Barclays …………………………………………………....8 

Figure 2.3:  BGG - Free MPLS Network on Provider Core routers & Provider Edge routers…...…15 

Figure 2.4:  Syntax of an MPLS Label. …………………………………………………………….17 

Figure 2.5:  Label Stack. ……………………………………………………………………………18 

Figure 2.6:  Encapsulation for Labeled Packet. …………………………………….………………18 

Figure 2.7:  Establishment of a virtual circuit ……………………………...……………………….22 

Figure 2.8:  Formula for calculating expected loss………………………………………………….24 

Figure 2.9:  A risk map showing risks 1, 2, 5, 13, and 16 under active management and five more 

                   monitored candidates……………………………………………………………………25 

Figure 2.10:  An action plan becomes an actual task in managing the project, and as such, 

                      It follows these same good management practices as any other task in the project.…26 

Figure 2.11:  Types of Risks in Organizations ………………………………………………….......28 

Figure 2.12:  Service level agreements……………………………………………………………...32 

Figure 2.13:  (a) Conventional operational priorities (b) Service level agreements change  

                     Operational priorities………………………………………………………………….33 

Figure 2.14:  Service level agreements cycle………………………………………………………..34 

Figure 2.15:  MPLS Traffic Classification…………………………………………………………..39  

Figure 2.16:  Customers and Service Providers Involved……………………………….…………..46 

Figure 2.17:  Horizontal and Vertical SLA………………………………………………………….47 

Figure 2.18:  Bottlenecks in an End-to-End Network. ……………………………………………...48 

Figure 2.19:  An architecture for detecting SLA violations………………………………………....51 

Figure 4.1:   MPLS Core Network Availability……………………………………………………...36 

Figure 4.2:  Q1 Achieved Network Availability vs. Availability Threshold graph…………….…...63 

Figure 4.3:  Provider Risk Prioritization chart………………………………………………………64 

Figure 4.4:  Client Risk Prioritization chart……………………………………………………........65 

 

 

 

 

 

 

 

 

 

LIST OF TABLES 

 

Table 2.1:  Aquila Classification…………………………………………………………………….36 

Table 2.2:  Target response/escalation times……………………………..………………………….38 



 
 

x 
 

Table 2.3:  Customer Classification timelines   ……………………………………………………..40 

Table 2.4:  Travel Time…………………………………………………..………………………….41  

Table 2.5:  Packet loss classification…………………………………………………..……………. 42 

Table 2.6:  Latency classification …………………………………………………..……………….43 

Table 2.7:  Credit Limit Specifications for Access Sites…………………………………...……….43 

Table 4.1:  Customer Classification timelines………………………………………………….…....63 

Table 4.2:  Network Metrics Thresholds …………………………………………………………....64 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

ABBREVIATIONS 

 

MPLS          Multiprotocol Label Switching 

ISP               Internet Service provider 

SP                Service Provider 

SEQUIN      Service Quality across Independently Managed Networks 



 
 

xi 
 

AQUILA     Adaptive Resource Control for Quality of Service Using an IP based Layered Architecture 

TEQUILA   Traffic Engineering for Quality of Service in the Internet, at Large Scale 

PCBR          Premium Constant Bit Rate 

PVBR          Premium Variable Bit Rate 

PMM           Premium Multimedia; 

PMC            Premium Mission Critical. 

QoS             Quality of Service 

SLA            Service Level Agreement 

DSCP          Differentiated Services Code Point 

CE              Customer Equipment 

PE              Provider Equipment 

TTL           Time to Leave 

IGP            Interior Gateway Protocol 

VPN          Virtual Private Network 

ECMPs      Equal-Cost Multi-Paths  

IETF          Internet Engineering Task Force  

LSR           Label Switched Router 

LSP           Label Switched Path 

CSPF        Constraint-based Shortest Path First 

 

 

 

 



 
 

1 
 

CHAPTER ONE 

INTRODUCTION 

 

1.1 Background of study 
 

1.1.1 Risk Management 

Every project has risk components. There are high levels of risks associated with high-

tech projects, and these are due to their variability. Risk management is the identification, 

assessment, and prioritization of risks followed by coordinated and economical 

application of resources to minimize, monitor, and control the probability and/or impact 

of unfortunate events or to maximize the realization of opportunities. The risk 

management processes involves the following stages. 

i. Risk identification, the team uses brainstorming and other problem identifying 

techniques to identify potential problems (Larson and Gray, 2009 p. 213).  

ii. Risk Analysis, this mainly involves analysis to understand which risks are 

significant enough to manage actively as a team. To understand risks you’ll need 

to reconvene the same group used for the risk identification to determine the 

formation for each risk (Smith and Merritt, 2002 p. 32). 

iii. Risk response plan, after identifying and assessing the risky events, a decision 

must be made concerning which response is appropriate for the specific event. 

Responses to risk can be classified as mitigating, avoiding, transferring, sharing, 

or retaining (Larson and Gray, 2009 p. 21). 

iv. Risk control plan is the process of implementing risk response plans, tracking 

identified risks, monitoring residual risks, identifying new risks, and evaluating 

risk process effectiveness throughout the project. The key benefit of this process 

is that it improves efficiency of the risk approach throughout the project life cycle 

to continuously optimize risk responses (PMBOK, 2014 pp. 349). Risk 

management should be considered a supporting element of business development 

and operational conduct, regardless of the industry sector or geographic region a 

company might operate in .It should be considered best practice for companies, 

safeguarding both corporate and employee interests through well-developed 
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policies, procedures, and plans (Blyth, 2008 p. 5). Hence realizing the importance 

of risk management in our Multi-Protocol Label Switching (MPLS) networks. 

 

1.1.2 Multi-Protocol Label Switching (MPLS) Networks 

MPLS is a Wide Area Network (WAN) technology that allows service providers to offer 

Layer 3 (L3) Virtual Private Network (VPN) services. MPLS VPN services enable the 

possibility for the service providers to provide a wide variety of additional services to its 

customers e.g. voice, video and data because MPLS VPNs are aware of the Layer 3 

addresses at the customer locations. Additionally, MPLS VPNs can still provide the 

privacy inherent in Layer 2 WAN services (Cisco Press, 2015). Service providers usually 

refer to Layer 3 MPLS VPNs when they say "MPLS VPN." The customer edge (CE) 

routers exchange routes with the provider edge (PE) routers. When you use L3 MPLS 

VPN services, the service provider routers form the core of your WAN backbone. The 

MPLS VPN backbone always uses the Border Gateway Protocol (BGP) as its routing 

protocol. Almost any other routing protocol can be used to connect your sites with the 

MPLS VPN backbone, but many service providers limit the choices to BGP and static 

routing. Each of your edge routers peers with just one router connecting to the provider 

edge router and you get optimum any-to-any connectivity between your sites regardless 

of your network topology (Tech Target, 2015). As seen from the above explanation this 

service is very vital to the clients hence the need to ensure SLAs are well managed to 

enhance customer satisfaction and Service Provider business continuity. 

 

1.1.3 Service Level Agreement 

The SLA is a formal negotiated contract between an Internet Service Provider (ISP) and 

a customer that specifies usually in measurable terms what services an ISP will furnish 

and what penalties will exist if the service provider cannot meet the established goals. 

Therefore, service provider’s differentiation can be driven by the reliability of the SLA 

management and its monitoring during exploitation contributing to the customers trust. 

However, to guarantee customers the proper level of performance, ISPs often offer 

services with SLAs, which provide customers with measurements of network 

availability, throughput, and latency statistics 

http://whatis.techtarget.com/definition/0,,sid9_gci1189082,00.html
http://whatis.techtarget.com/definition/0,,sid9_gci1189082,00.html
http://searchtelecom.techtarget.com/definition/BGP
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1.2    Statement of Problem 

 Information Communication Technology (ICT) facilities are vital communication tools for 

both business and societal development. The growing demand for data and internet 

services has necessitated the increase in communications infrastructure such as MPLS 

networks; which are needed to ensure that there is adequate reliable network coverage for 

business continuity. There are various risks associated with MPLS Networks and how 

such risks are managed during and after implementation of these networks remains a 

thorny issue for most service providers. Hence the focus on the different strategies that 

can be used by MPLS network providers to manage risks which if not well managed may 

lead to loss of clients and revenue. Therefore, this research is essential in filling that 

needed knowledge gap regarding risk management in MPLS Networks in Zambia. 

  

1.3   Objective of study 

The main objective of this dissertation is to evaluate the risk management practices 

being used to ensure business continuity and customer satisfaction in MPLS service 

provision. 

 

1.3.1 Specific objective 

i. Investigate the KPIs in SLA that are currently being used by service providers 

on VPN clients 

ii. Perform an investigation and tests on whether such KPIS in SLAs are being 

meet by service providers 

iii. Provide a comparative analysis on what was measured and what was agreed 

upon 

 

1.4   Research Questions 

i. What KPIs in SLA are currently being used by service providers on VPN 

clients?  

ii. What investigation and tests can be done to verify whether such KPIs are being 

meet by service providers?  
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iii. What analysis can be used to compare the measured results with the agreed 

KPIs?  

iv. What reasons lead to SLA breaches?  

 

1.5 Research Methodology 

The mixed methods approach to research provided researchers with an alternative to 

believing that the quantitative and qualitative research approaches are incompatible. 

Mixed methods Approach: Researchers incorporate methods of collecting or analyzing 

data from the quantitative and qualitative research approaches in a single research study 

(Creswell, 2003; Johnson & Onwuegbuzie, 2003). That is, researchers collect or analyze 

not only numerical data, which is customary for quantitative research, but also narrative 

data, which is the norm for qualitative research in order to address the research 

question(s) defined for a particular research study comprehensively. 

Quantitative Approach: Involves the numerical and statistical approach to the design. 

Collection of data so that information can be quantified and subjected to statistical 

treatment in order to support or refute (Creswell, 2002). 

i. Analysis of network related metrics like availability, latency, packet loss, MTTR 

(mean time to resolve) will be used and an in-depth analysis of primary and 

secondary sources will be used.   

ii. What data is need to answer research questions? Data based on our Service level 

agreements and key performance indicators. 

iii. Methods: Solar winds Network Monitoring tool, Customer KPI metrics reports 

and end to end link tests, preventive and corrective maintenance reports 

iv. How will it be analyzed? Monitoring KPI performance trends for a specific 

period 

Qualitative Approach: This approach builds its premises on observational elements that 

pose questions that the researcher attempts to explain. Strong correlation between the 

observers’ narration and data is very key. 

i. A Case study on ZAMTEL MPLS VPN SLA management will be used to 

answer our research question by the use of questionnaires.   
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1.6 Significance of study 

Telecom service providers are constantly faced with challenges in managing VPN 

customers. These are mainly attributed to lack of good policies and poor compliance 

measures or at times these measures are nonexistent. This usually leads to prolonged 

service outages due to lack of adherence to the stipulated KPIs in SLAs. Lack of skilled 

risk managers also impacts heavily on service provision to VPN clients. To enhance 

productivity clients require services to be within the agreed KPIs. Lack of adherence 

also affects the company’s reputation. The study will help VPN providers compete 

favorably once SLAs are adhered to and continuous improvement in managing risks is 

exercised, resulting into satisfied and loyal customers with no thought of switching 

service hence growing the company revenue. 

  

1.7 Scope and limitation of study 

The scope of this research is identification of risks associated with service provision in 

MPLS VPNs. The limitation in this study could be due to lack of cooperation of people 

to be interviewed and network tools for the metric analysis.  

 

1.8 Chapter organization 

The research is organized in 5 Chapters as follows 

i. Introduction 

ii. Literature Review 

iii. Methodology 

iv. Results ,Analysis and Discussions of Finding 

v. Summary, Conclusions and Recommendations 

 

Chapter one presents overview of the research. The chapter covers areas as the 

background of the research area, the research problem, objectives, the significance of the 

study and the scope and limitations .Chapter two covers a discussion of literature on the 

topic. Conscious efforts shall be made to explain the conceptual frameworks and 

theories of Risk Management in MPLS Networks by the use of SLAs. Chapter three 

discusses in detail the methodology that shall be employed in conducting the research, 
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the design and methods used for data collection as well as the approach adapted in 

analyzing data gathered. 

 

Lastly chapter four Brings out the findings of the research .Data is analyzed and 

discussed in this chapter through a conscious use of the analytical tools enumerated in 

the methodology while chapter five and six presents a summary of the findings of the 

research for conclusions and recommendations to be drawn. 
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CHAPTER TWO 

LITERATURE REVIEW 

 

2.1 Introduction 

This section of the study attempts to provide a comprehensive overview of the relevant 

existing literature on this subject. The study is primarily focused on examining how risks 

are managed in the MPLS Networks. The aim of this literature review is to present 

previous studies on the subject matter to form the basis of arguments and assertions in 

the study. Various viewpoints expressed by previous researchers on the subject matter a 

presented and discussed.  

 

2.2 Multi-Protocol Label Switching Networks 

Multi-Protocol Label Switching Networks (MPLS) is a virtual forwarding technology in 

which packets are forwarded based on labels. 

Labels usually correspond to IP destination networks (equal to traditional IP 

forwarding). Labels can also correspond to other parameters, such as QoS or source 

address.  MPLS was designed to support forwarding of other protocols as well (Cisco 

systems, 2004). MPLS labels are advertised between routers so that they can build a 

label-to-label mapping. These labels are attached to the IP packets, enabling the routers 

to forward the traffic by looking at the label and not the destination IP address. The 

packets are forwarded by label switching Instead of by IP switching. The label switching 

technique is not new. Frame Relay and ATM use it to move frames or cells throughout a 

network. In Frame Relay, the frame can be any length, whereas in ATM, a fixed length 

cell consists of a header of 5 bytes and a payload of 48 bytes. The header of the ATM 

cell and the Frame Relay frame refer to the virtual circuit that the cell or frame resides 

on. The similarity between Frame Relay and ATM is that at each hop throughout the 

network, the “label” value in the header is changed. This is different from the 

forwarding of IP packets. When a router forwards an IP packet, it does not change a 

value that pertains to the destination of the packet; that is, it does not change the 

destination IP address of the packet. The fact that the MPLS labels are used to forward 

the packets and no longer the destination IP address have led to the popularity of MPLS 

(Ghein, 2007 p.7). Figures 2.1 & 2.2 gives a breakdown of the Zamtel MPLS. 
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Figure 2.1: Zamtel MPLS Cloud design (Zamtel, 2012). 

 

 

Figure 2.2: Zamtel Client link sample-Barclays (Zamtel, 2012). 
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2.2.1 First MPLS working group objectives  

 

i. Scalability of network layer routing: Using labels as a means to aggregate 

forwarding information, while working in the presence of routing hierarchies. 

Layer 3 VPNs have proved to be a good example of aggregation of forwarding 

information. Edge routers need to contain routing information pertaining to each 

VPN that they service, but the core routers do not. Thus, assuming that any edge 

router services only a subset of the VPNs pertaining to the network, no router in 

the network needs to hold the entire set of routes present in the network. 

ii. Greater flexibility in delivering routing services: Using labels to identify 

particular traffic which are to receive special services, e.g. Quality of Service 

(QoS). Using labels to provide forwarding along an explicit path different from 

the one constructed by destination-based forwarding. MPLS has the ability to 

identify particular traffic flows which must receive special services such as QoS. 

It also has traffic engineering properties that allow it to provide forwarding along 

a particular explicit path.  

iii. Increased performance: Using the label-swapping paradigm to optimize network 

performance. Because modern routers perform packet forwarding in hardware, 

the forwarding rates for IP and MPLS packets are similar. However, ‘optimizing 

network performance’ implies a wider context than simply the performance of 

individual nodes. Certainly MPLS has helped in this wider context, e.g. through 

the use of traffic engineering to avoid congestion and the use of fast reroute to 

reduce the interruption to traffic when a link in the network fails. (Minei & 

Lucek, 2008). 

 

2.2.2 Advantages of MPLS 

i. The use of one unified network structure: In MPLS technology, the idea is to tag 

ingress packets based on their destination address or other Preconfigured 

standards and switch all the traffic over a common infrastructure. This is the 

pronounced advantage of MPLS. One of the justifications that IP became the 

only protocol to direct the networking world is because several technologies can 
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be conveyed over it. Not only is data transported over IP, but also telephony. In 

using MPLS with IP, you can elongate the possibilities of what you can 

transport. An addition of labels to the packet enables you to carry extra 

protocols than just IP over an MPLS-enabled Layer 3 IP backbone, likewise to 

what was formerly possible only by Frame Relay or ATM Layer 2 networks. 

MPLS can transport IPv4, IPv6, Ethernet, PPP, High-Level Data Link Control 

(HDLC) and other Layer 2 technologies. The feature whereby whichever Layer 

2 frame is supported across the MPLS backbone is called Any Transport over 

MPLS (AToM).Routers that are interchanging the AToM traffic do not need to 

be alert of the MPLS payload, they just need to be able to switch the tagged 

traffic by considering the label on top of it.In essence, MPLS label switching is 

a simple way of switching several protocols in a single network. In short, AToM 

allows the service provider to offer the same Layer 2 service toward the 

customers as with any specific non-MPLS network. At the same time, the 

service provider needs only one unified network infrastructure to carry all kinds 

of customer traffic (Ghein, 2007 p.7). 

ii. Better IP over ATM Integration: In the previous decade, IP earned the scuffle 

over all other networking Layer 3 protocols, such as AppleTalk, Internetwork 

Packet Exchange (IPX), and DEC net. IP is comparatively simple and universal. 

A much-hyped Layer 2 protocol at the time was ATM. While ATM as an end-to 

end protocol—or desktop-to-desktop protocol—as some predicted, never 

happened, ATM did have plenty of victory, but the triumph was restricted to its 

use as a WAN protocol in the core of Service provider links. Numerous of these 

service providers also deployed IP backbones. The Integration of IP over ATM 

was not insignificant. To better integrate IP over ATM, the networking 

community derived a few solutions. One solution was to implement IP over 

ATM according to the well-known RFC 1483, “Multiprotocol Encapsulation 

over ATM Adaptation Layer 5,” which instructs how to encapsulate various 

routed and bridged protocols over ATM adaptation Layed. In this solution, all 

ATM routes had to be manually established, and all mappings between IP 

subsequent hops and ATM endpoints had to be manually configured on every 

ATM-attached router in the network. Another method was to implement LAN 
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Emulation (LANE). Ethernet had become a popular Layer 2 technology at the 

edge of the network, but it never attained the scalability or consistency standards 

of large service provider networks. LANE ultimately makes your network look 

like an emulated Ethernet network. This in tells that several Ethernet fragments 

were bridged together as if the ATM WAN network in the central area were an 

Ethernet switch. Finally, multiprotocol over ATM (MPOA), which is a 

requirement by the ATM forum, gives the tightest integration of IP over ATM 

but also the most complex solution. All these approaches were awkward to 

implement and troubleshoot. An improved solution for integrating IP over ATM 

remained one of the dynamic reasons for the invention of MPLS. The 

fundamentals for MPLS on ATM switches were that the ATM switches needed 

to turn out to be smarter. The ATM switches are required to run an IP routing 

protocol and implement a label distribution protocol (Ghein, 2007 p. 7, 8). 

 

iii.  The use of various routing protocols. 

a. Open Shorted Path First (OSPF): This is a routing protocol which is 

defined as version 2 in RFC 2328(Routing Information Protocol Version 

1) used to permit routers to dynamically learn routes from other routes 

and to broadcast paths to other directions. Advertisements containing 

routes are referred to as link state advertisements; retains the track of all 

the numerous links between itself and a network it is trying to send data 

to; reviews the route information ,reduces the number announced routes 

and lessens the network load, uses a chosen router to reduce the amount 

and frequency of link state advertisements; it has a router, processor, 

memory more than other routing protocols; chooses the best routes of 

discovering the lowest cost paths to a destination; Protocol suite: TCP/IP; 

Protocol type: Transport layer interior link state routing protocol; Interior 

Gateway Protocol: Routing Information in an autonomous system; Link 

State based Algorithm: The state of the interface or link is used to select 

the pathway on which the data is routed; Several routes with similar state 

is possible. Demand to a destination can be channeled on multiple paths. 

Routing with OSPF: Routers preserve database with link state 
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information, weights computed using link state, IP address etc. This 

database in each router is updated by transmitting Link State 

Advertisements throughout the autonomous system. A shortest path tree 

is constructed by each router with itself as the root node and based on 

weights in the database (Rakheja, 2012). 

b. Routing Information Protocol (RIP): This protocol is moderately old but 

still a generally used interior gateway protocol formed for use in minor, 

homogeneous networks. It is a traditional distance-vector routing 

protocol. RIP is documented in RFC 1058(Routing Information Protocol 

Version 1). RIP uses broadcast User Datagram Protocol (UDP) data 

packets to exchange routing information. Cisco IOS software directs 

routing information informs every 30 seconds, which is termed 

advertising. If a router does not have an update from another router for 

180 seconds or more, it marks the paths served through the no updating 

router as being unusable. If there is still no update after 240 seconds, the 

router eliminates all routing table items for the no updating router. The 

metric used by RIP to rate the worth of various routes remains hop count. 

The hop count is the number of routers that can be traversed in a path. A 

directly connected network has a metric of zero; an unreachable network 

has a metric of 16. This small range of metrics makes RIP an unsuitable 

routing protocol for large networks. A router that is running RIP can 

receive a default network via an update from another router that is 

running RIP, or the router can source (generate) the default network itself 

with RIP. In both cases, the default network is advertised through RIP to 

other RIP neighbors (Cisco, n.d) 

c. The Interior Gateway Routing Protocol is a routing protocol to provide 

routing within an autonomous system (AS). Distance-vector routing 

protocols calls for each router to send all or a portion of its routing table 

in a routing-update message at regular intervals to each of its neighboring 

routers. As routing information proliferates through the network, routers 

can calculate distances to all nodes within the internetwork. IGRP 

adheres to the following Distance-Vector characteristics: sends out 
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periodic routing updates (every 90 seconds); sends out the full routing 

table every periodic update; uses a form of distance as its metric; uses the 

Bellman-Ford Distance Vector algorithm to determine the best “path” to 

a particular destination; supports only IP routing; utilizes IP protocol 9; 

routes have an administrative distance of 100; by default, supports a 

maximum of 100 hops. This value can be adjusted to a maximum of 255 

hops; is a classful routing protocol; uses Bandwidth and Delay of the 

Line, by default, to calculate its distance metric. Reliability, Load, and 

MTU are optional attributes that can be used to calculate the distance 

metric; requires that you include an Autonomous System (AS) number in 

its configuration. Only routers in the same Autonomous system will send 

updates between each other (Rakheja, 2012). 

d. Enhanced Interior Gateway Protocol (EIGRP) which allows router to 

share information to the neighboring routers which are within the same 

area. Instead of sending the entire information to the neighboring router, 

the information which is needed are shared which reduces the workload 

and amount of data needs to be transmitted. EIGRP (Enhanced Interior 

Gateway Protocol) designed by CISCO system can be used only on 

CISCO routers, but in 2013 it became an open source, so that it can be 

used in other routers. Neighbor table and topology table are maintained 

by the EIGRP (Enhanced Interior Gateway Protocol) (Kalamani, 2014). 

e. Border gateway protocol (BGP): BGP is a standardized exterior gateway 

protocol (EGP), as opposed to RIP, OSPF, and EIGRP which are interior 

gateway protocols (IGP’s). BGP Version 4 (BGPv4) is the current 

standard deployment. BGP is considered a “Path Vector” routing 

protocol. BGP was not built to route within an Autonomous System (AS), 

but rather to route between AS’s. BGP maintains a separate routing table 

based on shortest AS Path and various other attributes, as opposed to IGP 

metrics like distance or cost. BGP is the routing protocol of choice on the 

Internet. Essentially, the Internet is a collection of interconnected 

Autonomous Systems. BGP Autonomous Systems are assigned an 

Autonomous System Number (ASN), which is a 16-bit number ranging 
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from 1 – 65535. A specific subset of this range, 64512 – 65535, has been 

reserved for private (or internal) use. BGP utilizes TCP for reliable 

transfer of its packets, on port 179 (Minei & Lucek, 2008). Figures 2.3 

gives a topology of MPLS shared core network. 

 

 

Figure 2.3: BGG - Free MPLS Network on Provider Core routers & Provider Edge 

routers (Veitch & Hitchen, 2010). 

 

2.2.3 MPLS Operation 

MPLS networks operate over Label Switched Protocols (LSP), Label Switched Router, 

LER (Label Edged Router). An LSR is a router that supports MPLS technology. An LSP 

is a sequence of LSRs that switch a labeled packet through an MPLS network or part of 

an MPLS network. Basically, the LSP is the path through the MPLS network or a part of 

it that packets take. The first LSR of an LSP is the ingress LSR for that LSP, whereas 

the last LSR of the LSP is the egress LSR. All the LSRs in between the ingress and 

egress LSRs are the intermediate LSRs (Ghein, 2007 p.29). LDP distributes labels which 

are underlying in protocols like Border Gateway Protocol (BGP) and Open Shortest Path 

First (OSPF) has the capability of accepting MPLS tags and of getting and transmitting a 

tagged packet along data link. Three classes of LSRs are found MPLS networks: 
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i. Ingress LSRs: Ingress LSRs accept a packet that is not tagged yet, insert a label 

in front of the packet, and send it on a data link 

ii. Egress LSRs: Egress LSRs receive tagged packets, eliminate the label(s), and 

forwards them on a data link. Ingress and egress LSRs are edge LSRs. 

iii. Intermediate LSRs: Intermediate LSRs receive an inward bound tagged packet, 

perform an Operation on it, switch the packet, and directs the packet on the 

precise data link. 

LSR can do the three operations: pop, push, or switch. It needs to be able to pop several 

labels (eliminate one or more tags from the topmost of the label stack) prior to switching 

the packet out. LSRs need to be able to push one or more tags onto the acknowledged 

packet. If the acknowledged packet is already labelled, the LSR pushes one or more tags 

onto the label stack and switches out the packet. If the packet is not labeled yet, the LSR 

creates a label stack and pushes it onto the packet. An. LSRs must also be able to swap a 

tag. This merely means that once a tagged packet is acknowledged, the top label of the 

label stack is exchanged with a new label and the packet is transferred on the outgoing 

data link. An LSR that forwards tags onto a packet that was not tagged yet is called an 

imposing LSR because it is the first LSR to enforce labels onto the packet. One that is 

performing imposition is an ingress LSR. An LSR that eliminates all labels from the 

labeled packet prior switching out the packet is a disposing LSR. One that uniquely does 

disposition is an egress LSR. In the case of MPLS VPN the ingress and egress LSRs are 

referred to as provider edge (PE) routers. Intermediate LSRs are called provider (P) 

routers. The terms PE and P routers have become so common that they are also used 

once the MPLS network does not run MPLS VPN (Ghein, 2007 p.29). 

 

2.2.4 The future of MPLS 

The irrefutable potential of MPLS in terms of VPN management, traffic engineering, 

path security, and quick recovery from network failures, has resulted in most data 

networking service providers either having already positioned MPLS or being in the 

process of organizing it. Several data networking service providers have furthermore 

declared their intentions to totally migrate all their services, such as ethernet, frame 
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relay, and ATM, onto MPLS networks. Transport-MPLS based on MPLS technology 

had also been deliberated and standardized as 

a fresh transmission means in ITU-T. MPLS will be also accepted for the next-

generation 

Mobile backhaul networks based on Long Term Evolution (LTE) technology. Hence, 

MPLS may perhaps be a likely candidate for the core switching infrastructure for the 

entire services. Multiple LSPs will be created between the same set of ingress LSR and 

egress LSR, for motives of consistency, load-balancing and congestion suppression. One 

instance is a situation where spare LSPs are created beforehand in order to avoid 

disruption of communication if a problem happens with one LSP. Other examples are 

the cases where the needed bandwidth cannot be secured on a route and so multiple 

LSPs are created via different routes, or a multipath configuration is implemented to 

improve resource efficiency. An extra example is use of the link combination service 

with Ethernet emulation services over an 

MPLS network (Kuribayashi, 2011 p.241). 

 

2.2.5 MPLS Labels 

An MPLS tag is a field of 32 bits with a certain structure. Figures 2.4 gives a syntax of 

an MPLS label. The primary 20 bits are the tag value. This value can range from 

between 0 and 220–1, or 1,048,575.However, the primary 16 values are released from 

normal use; that is, they have a special meaning. Bits 20 to 22 are the three 

investigational bits. These bits are used solely for quality of service (QoS).Bit 23 is the 

Lowest of Stack bit (LoS). It is 0, unless this is the bottom tag in the stack. If so, the LoS 

bit is set to 1.The stack is the gathering of tags that are found on the upper area of the 

packet. The packet can include simply one label, or it might have more. The number of 

tags (that is, the 32-bit field) that you can find in the stack is limitless, although you 

should seldom see a stack that consists of four or more labels. Bits 24 to 31 exist by way 

of the eight bits used for Time To Live (TTL).This TTL takes the same purpose as the 

TTL established in the IP header. It is merely decreased by 1 at each hop, and its main 

function is to avoid a packet being stuck in a routing loop. If a routing loop occurs and 

no TTL is present, the packet loops forever. However, if the TTL of the label reaches 0, 
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the packet is discarded. The next sections describe label stacking and the placement of 

the label stack in a frame (Ghein, 2007). 

 

Figure 2.4: Syntax of an MPLS Label (Word press, 2013) 

 

i)  Label Stacking 

MPLS-capable routers might need more than one label on top of the packet to route that 

packet through the MPLS network. This is done by packing the labels into a stack. The 

first label in the stack is called the top label, and the last label is called the bottom label. 

In between, you can have any number of labels. Figure 2.5 shows you the structure of 

the label stack. 

 

Label EXP 0 TTL 

Label EXP 0 TTL 

.    .   . 

Label EXP 1 TTL 

 

Figure 2.5: Label Stack (Word press, 2013) 

 

Notice that the label stack in Figure 2.5 shows that the Bit Oriented Signal (BoS) bit is 0 

for all the labels, except the bottom label. For the bottom label, the BoS bit is set to 1. 

Nearly all MPLS applications actually require more than one label in the label stack to 

forward the labeled packets. Examples of the MPLS applications are MPLS VPN and 

(Any Transport over MPLS). Both of these applications put two labels in the label stack. 

 

http://www.cisco.com/c/en/us/td/docs/ios/12_0s/feature/guide/atom/fsatomb.html
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ii)  MPLS Encoding 

The label stack sits in front of the Layer 3 packet that is, before the header of the 

transported protocol, but after the Layer 2 header. Often, the MPLS label stack is called 

the shim header because of its placement. Figure 2.6 shows the placement of the label 

stack for labeled packets 

 

Figure 2.6: Encapsulation for Labeled Packet (Word press, 2013) 

 

The Layer 2 encapsulation of the link can be any encapsulation that Cisco IOS supports, 

such asPPP, High-Level Data Link Control (HDLC) and Ethernet. Assuming that the 

transported Protocol is IPv4, and the encapsulation of a link is Point to Point Protocol 

(PPP), the label stack will be present after the PPP header but before the IPv4 header. 

Because the label stack in the Layer 2 frame is placed before the Layer 3 header or other 

transported protocol, it will have new values for the Data Link Layer Protocol field, 

indicating that what follows the Layer 2 header is an MPLS labeled packet. The data 

link layer Protocol field is a value indicating what payload type the Layer 2 frame is 

carrying.  

 

2.2.6 Traffic Engineering in MPLS Network 

Traffic Engineering (TE) is the practice of controlling how traffic flows over a network 

so as to improve resource utilization and network performance. TE is essential in the 

Internet mostly because current IGPs constantly use the shortest paths to send traffic. 

Using shortest paths saves network resources, but it may also cause the following 

problems. 

i. The shortest paths from diverse sources intersection at some links, leading to 

congestion on those routes. 

ii. The traffic coming from a source to a destination exceeds the capacity of the 

shortest path, although a longer route between these two routers is under-utilized.  
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There is a debate of whether network capacity will one day become so cheap and 

abundant that these two Problems will be eliminated. This debate is beyond the scope of 

our research. Here we simply note that currently all ISPs have the mentioned problems. 

By performing Traffic Engineering in their networks, ISPs can significantly optimize 

resource utilization and network performance. Revenue can be improved without large 

investment in upgrading network infrastructure. Therefore, TE is absolutely useful for 

ISPs currently. TE is hard to do with Interior Gateway Protocol (IGP) in large networks 

for the following reasons: 

i. Among the Equal-Cost Multi-Paths (ECMPs) from a source, every path will have 

an equivalent share of load. This equivalent ratio cannot be altered. Hence, one 

of the routes may end up carrying significantly more traffic than other paths 

because it also carries traffic from other sources. 

ii.  Load sharing cannot be done amongst multiple paths of different cost. 

iii. Modifying IGP metric to trigger some traffic shift tends to have negative effects, 

and unwanted traffic shifts might also be activated. 

In order to do Traffic Engineering efficiently, the Internet Engineering Task Force 

(IETF) introduces MPLS, Constraint-based Routing and an enhanced link state IGP. 

(Xiao, Hannan, Bailey,Ni, 2002). 

 

In the MPLS Network TE is initiated on source routing. The ingress Edge Label 

Switched Router (LSR) launches the Label Switched Path (LSP) virtual route to the 

egress edge LSR, signifying the list of intermediary LSRs. The list of routers to be 

traversed is indicated by the RSVP-TE procedure, which is an extension of the RSVP. 

The RSVP-TE procedure permits resource reservation, for example in the design of an 

IP network, and achieves tag allocation. TE presents the idea of pre-emption LSP virtual 

routes. Every virtual route has a priority level for creating and sustaining it. As soon as a 

new virtual route is established, in an instance where a link’s resource is inadequate, the 

network nodes liken its formation priority level to the priority level of sustaining the 

prevailing virtual routes. 

 If the establishment significance level is higher, two types of pre-emption can be 

implemented: 
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i. The lower-priority virtual circuit is released immediately, causing a traffic 

Interruption. 

ii. The lower-priority virtual route is reconfigured, permitting a traffic disruption to 

be escaped. 

 

Traffic engineering involves the following procedures: 

i. Distributing link data; 

ii. Computing the constraint-based shortest path, CSPF (Constraint-based Shortest 

Path First) amongst the Edge LSRs; 

iii. Creating the virtual route; 

iv. Transferring traffic. 

v. The distribution of route data is supported out by means of extensions to the 

OSPF Routing protocol. These extensions relate to the introduction of new link 

attributes; 

vi.  The maximum bandwidth that may be reserved; 

vii. The available bandwidth. Each link has eight values of available bandwidth, each 

assigned to a priority level; 

viii. The TE metric. In the absence of a TE metric, the routing protocol’s metric is 

retained; 

ix.  The affinity level. This attribute allows or disallows the use of the link for 

establishing the virtual circuit. The computation of the path between the Edge 

LSRs is based on the CSPF Shortest path computation algorithm of the routing 

protocol. The algorithm is applied to the links that have not been excluded based 

on their constraints (e.g. available bandwidth or affinity level). In the example of 

Figure 2.7, router E wishes to establish with router H a tunnel having the 

following characteristics: 

x.  The affinity level is equal to FF in hex notation; 

xi.  The bandwidth is 50 Mbit/s. 

Router E eliminates from its link state database (LSDB), learnt through the OSPF-TE 

routing protocol, those links whose characteristics do not conform to those of the virtual 

circuit to be established: 

xii. For links A-B and F-G, affinity levels do not match; 
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xiii.  For links E-B and D-C, the available bandwidth is insufficient. 

160 IP, Ethernet and MPLS Networks. The computation of the shortest path from the TE 

metric, over the remaining links, determines the path (E-F-B-C-H)  (Ghein, 2007) 

 

 

Figure 2.7: Establishment of a virtual circuit (Ghein, 2007 p.25) 

 

2.3. Risk Management and Risks in MPLS Networks 

2.3.1 Risk Management  

Risk management is an instrument, process or work plan that aids organizations 

negotiate liquid and confounding risk conditions, competently dealing with irregular 

happenings. Risk management needs to be deliberated as a supportive part of 

commercial growth and operational conduct, regardless of the corporate sector or 

terrestrial area a company might function in. It must be considered best practice for 

companies, protecting both business and employee benefits through well-developed 

policies, practices, and ideas. 
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According to Smith & Merritt (2002), the risk management process encompasses the 

following stages identification, assessment, prioritization and mapping of risks, 

scheduling resolution and targeted risks, monitoring project risks. 

i. Identification: Risk identification should be performed as part of a project's 

original process, along with project planning, budgeting, and scheduling. In fact, 

these other activities cannot be done realistically without taking risk into 

account. In some cases, the risks learned could cause the project to be abandoned 

or changed greatly throughout the planning period. Also, noticeably scan for 

fresh risks all through the project at team meetings, project updates, and at major 

milestones and phase completions.  A risk event should accurately define a 

happening that could occur, along with an associated time component or 

condition so that one can tell if the risk event has happened. For instance, a team 

member could state the following risk: Engineering may not have enough 

resources to complete the project on time. The problem with this statement is that 

one cannot tell whether the risk occurred until the project has been concluded. A 

better statement would be: “A graphical user interface GUI software engineer 

will not be available to access the system necessities until 15 days past the 

planned review on August 7th now no one will misinterpret which engineering 

resource you are concerned about and when the risk could occur. Each risk 

happening should also be complemented by its impact; that is, the damage that 

the risk event might cause. The objective of this risk identification phase is to get 

any recognizable risks on the table for discussion. Remember, this is a 

brainstorming activity, so even if you are skilled in preventing your risks to those 

that conform to the requirements of uncertainty, potential for loss, and a time 

element, you are likely to identify far more risks than you can pursue. The theme 

of brainstorming is that quality lies in quantity, so you strive for quantity first, 

and then sift through the results looking for the risks most likely to threaten your 

project. 

ii. Analyze Risks: The objective of this stage of the risk management process is to 

develop drivers for each risk event and its impact. Drivers are prevailing facts in 

the project environment that lead one to believe that a particular risk event or 

impact could occur. One of the most important qualities of a driver is that it does 
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not have a probability linked with it. Drivers must be as close to being accurate 

as possible. However, an exemption does exist. Chronological data should be so 

persuasive that you could call it fact, such as: "In our preceding 12 projects, GUI 

software engineers have not remained available for 10 of the 12 system 

requirements reviews. Organization must decide on a small set of principles to be 

used for stating probabilities. For instance, a company permits only the values of 

10, 30, 50, 70, and 90% if it does not form such guidelines at the onset with the 

project teams, the company will find itself at variance unnecessarily over 

whether a likelihood is 23% or 27 %. Risk events will certainly not have a 

likelihood of 100% subsequently it now would not be a risk but rather an issue 

that the team must address. However, impacts can have probabilities of 100 

percent, such as in the GUI design example where a contractual penalty is being 

used for late delivery at project milestones. All of these aspects enter into 

calculating expected loss, as shown in Figure 2.8. The challenge in project risk 

management is more in attaining fact-based input values than it is in 

manipulating them mathematically. Of all the measures in the preceding section, 

expected loss is central because it is the means of comparing and prioritizing 

various identified risks. It is the main principle that is needed to accomplish 

some risks and push action.  

 

 

Figure 2.8: Formula for calculating expected loss (Smith & Merritt, 2002 p.33) 

 

Of all the measures in the preceding section, expected loss is central because it is 

the means of comparing and prioritizing various identified risks. It is the main 

principle that is needed to accomplish some risks and push action. Regrettably, it 

is similarly the quantity that has the utmost diversity of names related with it. 

Some others in the project management community call it risk exposure. We 
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shun risk exposure since the term has a different meaning in non-project 

environments such as medicine, finance, and insurance. We believe that expected 

loss sidesteps the misperception surrounding risk exposure and likewise conveys 

the meaning of this quantity more clearly. 

iii. Prioritize and Mapping of Risks: The objective of this stage of the risk 

management procedure is to cull the lengthy list of risks a small list that will be 

managed aggressively. Expected loss is the main standard for conducting this 

culling, since it measures the destruction that you can expect to be inflicted on 

the project by each risk. Other criteria, such as urgency, the cost of mitigation, or 

the catastrophic nature of a risk, may influence this short list. So that you can 

compare your risks, express all expected losses on the same scale, usually either 

days of delay or a specific financial unit. You must prioritize because you have 

only limited resources to work on all the risks you can identify. 

Regardless of how you decide on the risks you will manage, you should also 

develop a risk map, as shown in Figure 2.9. This map displays two important 

quantities for each risk: total loss on the x-axis and the risk likelihood (𝑷𝒆 𝑿 𝑷𝒊), 

see Figure 2.6 on the y-axis. This map helps you balance your prioritization. 

 

 

Figure 2.9: A risk map showing risks 1, 2, 5, 13, and 16 under active management and 

five more monitored candidates (Smith & Merrit, 2002 p.35) 
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A threshold line, drawn at a constant level of expected loss, separates the risks 

under active management from those that are candidates for being managed later. 

Like the concept of expected loss, risk maps are often used in other areas of risk 

management. For instance, they are helpful in the insurance industry, where they 

are used to separate catastrophic risks from lower-impact ones. Sometimes they 

are called risk charts or risk diagrams in other applications, and they may have 

their two axes interchanged. 

iv. Planning Resolution of Targeted Risks: The purpose of this step of the risk 

management process is to develop an action plan for each risk that the 

organization has to manage. Each risk that will be pursued receives an actionable 

plan for resolving it. Figure 2.10 shows the essentials of such plans. Following 

good project management practice, these plans include the same elements as any 

other project task, such as laying out a printed circuit board or testing a 

prototype. However, because risk resolution tasks are often small ones, you can 

use streamlined techniques to manage them, as long as you ensure that you 

provide the essentials in Figure 2.10 

 

 

Figure 2.10: An action plan becomes an actual task in managing the project, and as 

such, 

It follows these same good management practices as any other task in the project (Smith 

& Merrit, 2002 p.35) 

 

Action plans based on mitigation can further be divided into prevention plans, 

contingency plans, and reserves. Prevention plans are designed to deter the risk event 
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from ever happening. The key to preventing risks is not to focus on the risks but to 

change their risk event drivers. To illustrate this, recall that the GUI software engineer 

might not be available for a review, and the risk event driver is that this engineer was 

already scheduled to perform upgrades in the field. In this example, a simple prevention 

plan may be to look for another software engineer to perform the field upgrades. 

Remember, not even the best prevention plan will keep all risks from occurring. This is 

why contingency plans or reserves for your risks are needed. In some cases, even a 

contingency plan does not mitigate the risk acceptably, and then you will have to 

establish reserves of time, money, or other resources, according to the type of loss that 

could occur. In short, prevention plans work to deter the risk event; contingency plans 

and reserves work to minimize the loss if the risk event does occur. 

 

v. Monitoring Project Risks: In monitoring risks, you regularly review progress on 

your action plans. Transfer, redundancy, avoidance, and mitigation-to ensure that 

they make the desired progress and remain effective. You can use several types 

of metrics to monitor progress on your risk management plans. For example: 

a. Monitoring expected losses for your managed risks (if the action plans 

are working, expected losses should be declining); 

b. Reviewing the number of risks successfully being prevented, which 

provides a reliable method of determining prevention plan effectiveness; 

c. Reviewing the number of impacts successfully being mitigated when risk 

events do occur, which indicates the health of your contingency plans; 

and 

d. Noting new risks appearing in your analyses, which indicates that you are 

remaining in touch with changes in your environment. 

 

In addition, risk management status should be reviewed with management on a regular 

basis. The risk map is a particularly good way of portraying the current risk management 

situation in the organization In fact, thorough review of project risk is an effective way 

for the organization to determine the health of a project, compared with the more 

common method of checking deliverables and completion of planned activities, for two 

reasons. First, completion of planned activities and deliverables is basically backward 
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looking, whereas monitoring risk status provides a forecast of the hurdles that lie ahead. 

Second, reviewing the risk picture fits well with the management approach of managing 

by exception, the outstanding risks. If a project's risk is being managed well, there are 

unlikely to be many surprises at the next review as seen in risk map Figure 2.9. 

 

2.3.2 Types of Risks in IP Networks 

 

Risks are broken down into the areas below, in addition this is summarized in Figure 

2.11. 

i. Financial Risk: Companies are prone to risks that affect the financial status of 

the company hence striving to handle issues involving reduction of insurance 

premiums, increased share values and ratings, increased productivity and 

profits and reducing liability exposure. 

ii. Physical Risk: Companies are also prone to risk that affects their Human and 

material resources. Hence striving to protect critical business activities, 

secure critical facilities and assets, protect employee safety and wellbeing 

and safeguard subcontractors 

iii. Reputation Risk: Many are the times that certain happening pose a risk to the 

company’s reputation hence protection of brand and market reputation, 

safeguarding client interests, continuous improvement of market confidence 

and improving employee confidence helps reduce this risk. 

iv. Liability Risk: In order to curve liability risk companies often perform the 

following. Identify, evaluate and access risks, deters, avoids, shares, transfers 

and mitigates risk, perform crisis management and integrates recovery 

measures. 

 

 



 
 

28 
 

 

Figure 2.11: Types of Risks in Organizations (Blyth, 2008 p.6) 

 

2.3.3 Examples of Risks in the Networks industry 

i. Business might be undesirably affected by a failure or major interruption 

to our telecommunications networks or IT systems. 

We are reliant on the continued operation of telecommunications 

networks. As the significance of mobile and fixed communication in 

ordinary living increases, as well as during times of disaster, 

organizations and individuals look to us to maintain service. Key outages 

in the MPLS network or our IT structures could result in service being 

interrupted resulting in severe impairment to our reputation and 

consequential customer and revenue loss. At hand is a risk that an attack 

on our network infrastructure by a malicious individual or group might be 

quite successful and influence the availability of major systems and 

services. Our infrastructure setup is likewise prone to some disruption as 
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a result of physical attack and theft of our network infrastructure 

modules/tools as the value and market for network mechanisms increases 

(for example copper, batteries, generators and fuel). 

ii. Suffering loss of consumer confidence and/or legal action due to a failure 

to protect customer information. 

IP Networks transfer and store enormous volumes of confidential private 

and business voice and data traffic. They vast growing quantities and 

categories of customer data in both enterprise and consumer divisions 

creates a need for risk management. It is vital that facility surroundings 

are satisfactorily secure to safeguard client data. Failure to safeguard 

client data sufficiently could have a substantial adverse result on the 

organization status and might lead to legal action against the 

organization. 

iii.  Increased competition could lessen our market share and viability. 

Organizations are faced with increasing competition where all ISP 

providers are hoping to secure a portion of the prospective cliental base. 

Competition can lead to a decline in the rate at which new clients are 

added and this may lead to, a reduction in the magnitude of our market 

share and a drop in our average revenue per user, if Average Revenue Per 

User (ARPU).Rivalry might also lead to an increased client acquisition 

and retention costs. The emphasis of competition in several of our 

markets has moved from attaining new clients to retaining existing 

clients, as the market for ISP provision becomes established. 

iv.  Governing decisions and deviations in the governing atmosphere could 

unfavorably affect our business. 

Organizations in both developing and developed marketplaces, spanning 

a comprehensive geographical areas comprising of Europe, Middle East, 

Africa, USA and Asia Pacific, need to conform to a widespread variety of 

requirements that standardize and oversee the licensing, building and 

operation of their ISP networks and services. Pressure on governmental 

and regulatory bodies to provide direct consumer benefit and safeguard 

clients’ interests, predominantly in tough economic periods can lead to 



 
 

30 
 

adverse impacts on our business. Monetary pressures on less significant 

competitors can drive them to demand regulators to safeguard them. 

Increased monetary pressures on administrations may lead them to target 

overseas stakeholders for extra taxes or license payments. 

v. Rigorously worsening financial situations influence the markets. 

Economic conditions in several of the markets where organizations 

source equipment e.g. China, continue to deteriorate or stagnate. These 

circumstances, joint with the impact of kwacha depreciation and most 

goods being  purchased in US dollars, results in lower levels of 

disposable revenue resulting in considerably inferior revenue hence 

affecting our daily operations and in turn clients give up their IP services 

or move to cheaper tariffs or try other seemingly better performing 

providers. 

vi.  Failure to deliver enterprise service offerings may adversely affect our 

business. 

By expanding enterprise service offerings through the growth of Zamtel, 

and the establishment of domain hosting and international carrier 

services, the company progressively offers fixed and mobile 

communication facilities to organizations that may offer vital nationwide 

services. These administrations rely on the network infrastructure and 

systems 24 hours a day, 365 days a year to supply their products and 

services to their clients. Failing to build and maintain the network 

infrastructure to the obligatory levels of resilience for enterprise clients 

and to provide to the contracted SLAs might result in a costly financial 

effect and lead to severe loss in reputation. 

vii.  Depending on a number of key contractors to operate the business. 

Orga on a restricted number of contractors for network and IT 

infrastructure and associated support services to operate, upgrade and 

improve the network and supply major services to the clients. The 

operations may perhaps be unpleasantly obstructed by the letdown of a 

key contractor who might no longer support the current network and IT 

infrastructure, by a key supplier commercially take advantage of their 
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position in a product capacity following the business failures of/the 

removal from a precise market by competitors, or by major contractors 

significantly Increasing rates on long-term programs where the charge or 

practical feasibility of changing contractor becomes a significant barrier 

(Vodafone, 2013) 

 

2.4 Service Level Agreements  

 Service Level Agreements (SLAs) are defined as “a formal negotiated 

agreement between two parties, sometimes called a service level guarantee. As 

depicted in Figure 2.12, it is a contract that exists between the service provider 

and the customer, designed to create a common understanding about services, 

priorities and responsibilities (Tele-Management, 2000). Service level 

management is the “the disciplined, proactive methodology and procedures 

used to ensure that adequate levels of service are delivered to all (IT) users in 

accordance with business priorities and at acceptable cost” (Sturm, Morris & 

Jander, 2000). Quality of service is defined by the International 

Telecommunications Union (ITU-T) as “the collective effect of service 

performances, which determine the degree of satisfaction of a user of the 

service. Note that the quality of service is characterized by the combined aspects 

of service support performance, service operability performance, service 

integrity and other factors specific to each service.” 
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Figure 2.12: Service level agreements (Tele Management Forum, 2000) 

 

2.4.1 Controlling Implementation and Execution 

The SLA is a reference document for managing the execution of the contract and 

ensuring the timely delivery and continued performance of the product or 

service within the defined entitlements. Customers tend to use SLAs to ensure 

preferential treatment for their particular service needs relative to all the others 

in the service provider’s network. The expectations are clearly set, and during 

the implementation and execution phases of the contract, the service provider 

must deliver on these expectations (Lee & Natan, 2002).Historically, field service 

organizations have prioritized work based on the impact to the network 

hardware. Automated network management systems generated much of the 

fault identification and were usually configured so that fault alarms or outages 

on the most critical hardware (such as switches) and larger pipes took 

precedence over those on the smaller, less critical ones. Service orders usually 
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got done after all the trouble tickets were closed. Preventive maintenance was 

usually relegated to the bottom of the list, as shown below in Figure 2.13. 

         

 

                               (a)                                                                   (b)         

 

Figure 2.13: (a) Conventional operational priorities (b) Service level agreements change operational 

Priorities (Lee & Natan, 2002) 

 

 

Although service providers have gone to great lengths to improve fault 

detection, increase network reliability, and reduce outages that affect service by 

increasing redundancy and minimizing single points of failure, there will 

always be critical and even catastrophic failures on the network that require 

immediate, high-priority response. Along with traditional network priorities, 

SLAs introduce a new variable into the prioritization formula: financial impact. 

The growing use of SLAs will force service providers to reprioritize the 

workload in order to meet the entitlements or risk financial damages. With 

service providers offering a number of SLA options in order to differentiate 



 
 

34 
 

their product from the competition’s, tasks, circuits, and services are no longer 

created equal from a prioritization standpoint. Services covered by an SLA will 

have to go to the front of the line—which, going back to the beginning of this 

section, is what the customer intended all along. The reprioritized order of work 

is depicted in Figure 2.13. 

 

2.4.2 The Service Level Agreement Life Cycle 

In order to satisfy the roles and objectives that have already been discussed, the 

service provider needs to adopt an organized approach to managing SLAs 

whereby the service provider examines each SLA individually in order to make 

decisions on deployment, value to the business, terms and conditions to include, 

and a number of other considerations that should be addressed. Such 

an approach facilitates comparing the service provider’s offerings with the 

customer’s needs and other SLAs available in the marketplace, which help the 

service provider fit a particular SLA into the overall SLM program or corporate 

strategy. The SLA life cycle consists of the following phases, demonstrate in 

Figure 2.14. 

 

Figure 2.14: service level agreement life cycle. (Tele Management Forum (2000, p15) 
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2.5. Multiprotocol Label Switching Service Level Agreements (SLA) Standards  

MPLS networks require international best practice standards to define Quality of Service 

(QoS) which represent the set of techniques necessary to manage network bandwidth, 

delay, jitter, and packet Loss, availability, MTTR and errors. There are several research 

projects and activities that have defined QOS and SLA 

 

2.5.1 The TEQUILA project 

The aim of the Traffic Engineering for Quality of Service in the Internet (TEQUILAI, at 

Large Scale) project was to study, stipulate, implement and confirm a collection of 

service descriptions and traffic engineering tools in order to obtain end-to-end QoS as 

essential in the Internet. 

The TEQUILA group distinguishes among a qualitative and a quantitative Service Level 

Specifications (SLS): 

i. A qualitative SLS is used to stipulate a service using relative QoS indicators, 

for example packet loss rate. 

ii. A quantitative SLS is used to symbolize a service for which the QoS pointers 

are measured precisely, for example, time of transit. 

It has also defined different SLS attributes which are described as follows: 

iii. The span: exclusively classifies the geographical or topological zone in 

which the QoS applies. 

iv. Flux identifier: categorizes a movement of data with precise characteristics. 

v. Conformity and traffic envelope: Outlines IP traffic movement 

characteristics; 

vi. Excess handling: defines in what way the service provider will be able to 

manage surplus traffic, in other words, traffic flow outside the profile. 

vii. Performance guarantee: the performance limits describe guarantees of the 

Services provided by the network to the consumer for profile traffic only. 

viii. Calendar of service: specifies the start and termination times of service, for 

example, when the service is available. 
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ix. Availability: indicates the average service breakdown allowed per year and 

the maximum period allowable for service restoration after breakdown.  

The above is the SLS format defined in the TEQUILA consortium. 

 

2.5.2. The AQUILA project 

The AQUILA (Adaptive Resource Control for Quality of Service using an IP based 

layered Architecture) consortium’s aim was to outline and implement a layered 

architecture for QoS support in IP networks (Salsano, Ricciato, Winter, Eichler, 

Thomas, Fuenfstueck, Ziegler, Brandauer, 2000). To achieve this, the AQUILA group 

has functioned on defining the SLS based on the works of the TEQUILA project. The 

consortium is in arrangement with the need to have a formalized standard SLS 

representation among the client and the network. This SLS representation must is 

general and able to express all the possible service offers based on the DiffServ model 

(Blake et al. 1998). The AQUILA consortium has signaled the need for a tool to 

simplify the generic SLS description. This has led to the definition of predefined SLS 

types (Salsano et al. 2000). From a request angle, a predefined SLS can make it simple 

the interaction between the client and the network. It makes it possible to support a 

range of applications with the same communication behavior and therefore similar 

requirements to QoS, such as delay, packet loss and jitter. From the operator’s opinion, 

this streamlines the network management and facilitates an efficient flow aggregation ( 

Salsano et al. 2000).  

 

The SLS organization defined by AQUILA is composed of the following attributes: 

i. SLS type; 

ii.  Span; 

iii. Flow identification; 

iv. Traffic description and conformity test; 

v. Performance guarantees; 

vi. Service calendar. 

As per the above, AQUILA’s SLS overlooks some of the TEQUILA’s SLS entries 

(Excess handling, availability) though including a new attribute called the SLS type 
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that separates a customer SLS and a predefined SLS. The predefined SLS 

Values proposed by AQUILA are: 

i.  PCBR – Premium CBR; 

ii. PVBR – Premium VBR; 

iii. PMM – Premium Multimedia; 

iv. PMC – Premium Mission Critical. 

 

 

 

 

 

 

Table 2.1: Aquila Classification (Marilly et al. n.d) 

Predefined 
SLS Type 

Premium 
CBR 

Premium VBR Premium 
Multimedia 

Premium 
Mission 
Critical 

Service Voice VLL-
Like 

Video 
Teleconferencing 

Streaming 
Multimedia 

Premium FTP 

Transaction 
oriented 

applications 
 

 

2.5.3. The SEQUIN project 

The main interest of the SEQUIN (Service Quality across Independently Managed 

Networks) project is to outline and implement an end-to-end QoS methodology that will  

operate over various management grounds and will exploit a blend of the two 

technologies, IP and ATM Campanella, Chivalier, Sevasti & Simar, n.d). SEQUIN’s 

work emphases on the growth of a factor characterization of QoS. Four parameters are 

adopted: 

i. Delay; 

ii. IP packet delay variation; 

iii. Capacity; 

iv. Packet loss. 

Different QoS classes have been defined based on these parameters (Unknown, n.d), 
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2.5.4 MPLS Standards (Sprint Networks) 

Sprint Networks USA ensures MPLS VPN service with standard End to End Service 

Level Contracts and performance reporting at no additional charge. By spreading 

performance assurances all the way to the client end, Sprint guarantees support of a 

client’s real-time applications such as VoIP and Video Conferencing.  

i. Delay SLA: Assurance is tailored to a pair of specific customer locations and 

the End-to-End Delay commitment is equal to the monthly average of the 

committed round trip delay (in milliseconds) between the Sprint nodes where 

the respective endpoints connect to the Sprint network (node-to-node delay), 

plus the committed local loop round trip delay for each endpoint (Local Loop 

Delay). Sprint guarantees a monthly average end to end delay of less than the 

committed metric or we will credit you 3 days service credit for monthly port 

and local loop (both ends).  

ii. Packet Loss SLA: Sprint guarantees a monthly average end to end packet 

loss ranging from 0.1% to 0.55% depending on the locations of the eligible 

customer sites or we will credit you 3 days service credit for monthly port 

and local loop (both ends).  

iii. Jitter SLA: Sprint guarantees a monthly average end to end jitter of ranging 

from 10 ms – 20 ms (1-way) depending on the locations of the eligible 

customer sites or we will credit you 3 days service credit for monthly port 

and local loop (both ends).  

iv. Site Availability SLA (applies to both End to End SLAs and Network SLAs): 

Sprint guarantees up to 100% site availability for fully redundant access 

configurations with applicable service credits up to 100% of the monthly 

recurring charge for port and local loop.  

Installation SLA (applies to both End to End SLAs and Network SLAs)  

Sprint guarantees installation by circuit speed with applicable service credits up to 150% 

of the monthly recurring charge for port. (Sprint Networks, n.d).  
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 2.5 Risk Management by use of SLAs in MPLS Networks  

Service Level Agreements bring true accountability to vendor-client relationships. ISP 

provider will offer network performance commitments to clients for services deployed on 

the MPLS VPN network as part of the ISP provider service level agreement’s provider 

will meet these performance commitments across the core of our network, and if required 

could extend the reporting on these network performance commitments to the Clients 

premise edge (CPE) device. (Zamtel, 2012).To ensure customer satisfaction and traffic 

prioritization MPLS traffic is grouped in classed as seen in  Figure 2.15. 
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Figure 2.15 : MPLS Traffic Classification (Zamtel, 2012) 

 

Real-time: This is the highest priority ‘’Platinum” traffic class, and is typically used for 

voice and real time video services.  Because it is highest priority, voice traffic entering the 

network is strictly policed to within contracted levels so as to ensure it cannot disrupt other 

traffic.  Voice traffic is transported as Expedited Forwarding (EF) traffic while Video 

Conferencing is transported as ‘’CS5’’ traffic in the MPLS network. 

Business Critical: This is a “premium” traffic class, with guaranteed delay and loss 

characteristics, which is allowed to burst within defined limits.  Multiple Assured  Data 

classes can be defined, which allow Customer  services each to receive their own 

guaranteed bandwidth allocation, with the ability to burst into spare bandwidth.  Assured 

Data is transported as Assured Forwarding (AF31) traffic in the MPLS network. 

Normal  Business: This  is a  ‘’standard’’  traffic  class   aimed  at  SMEs  where  traffic  

that matches classes AF11 to AF21  is reprioritized  as  AF21. 

Best Effort:  This is a “best efforts” traffic class, used for applications that are less 

sensitive to delay or packet loss.  Standard Data is transported as Discard Eligible (DE) 

traffic in the MPLS network.  Zamtel shall supply MPLS Corporate clients with Business 

Critical class of Service. 
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Service Level agreements consists of the areas mentions below. 

i. Mean Time to Restore (MTTR): Fault Owner Ship & Responsibly timeline: 

Customer care representatives alongside retail outlet representatives upon 

receiving customer complaints and faults shall have a time lien of 5 minutes in 

which the fault or complaint should be reported and entered into the ticketing 

system. Customer’s service shall handle ALL faults and complaints according 

to defined SLAs as highlighted in Table 2.3 and Table 2.4. NOCs all access 

and analyses tickets and escalated to FNO (Specialist) within a time stamp of 

15 minutes. FNO Specialist shall assign the faults to particular SLA 1, a 

Technician in this case, who shall be expected to resolve the faults within the 

customer classified FNO fault handling timeline in FNO SLA 1 (technician) 

and SLA 2 (engineer) shall be required to take full ownership and 

responsibility of the fault. This will be an opportunity to address faults and 

related problems practically. 

 

Table 2.3: Customer Classification timelines (Zamtel, 2014) 

 

Therefore, SLA 3 (Senior Engineer) shall be informed of the faults. All faults 

reported by the customers to Zamtel Staff shall be channeled to the Zamtel 

hotline for quick follow-ups for quick follow ups and tracking ad faults 

complaints (Zamtel, 2012). To ensure faults are resolved within the stipulated 

SLA field personnel are given travel times according to distance being covered 

 

Table 2.4: Travel Time (Zamtel, 2014) 
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ii. Network Availability: Network availability is measured from CE to PE per 

path over a Calendar Month and represented as a percentage of test packets 

for which a successful response was received over the total number of test 

packets recorded as being sent during that period. 

 

Average Availability = (Uptime)/ (Total Time)                                                          

(2.1) 

Network Availability Core Sites 99.98% 

Network Availability – Access Sites 98.00% 

 

Both parties agree that the Network Availability SLA’s will be reviewed 

twelve (12) months after Agreement signature date. Both parties agree that 

SLA’s relating to QoS, Packet Loss, Jitter and Latency will be reviewed 3 

months after the f implementation date of new sites. Unless agreed by both 

parties the SLA figures contained with this document remain unchanged.  

During this period Client agrees not to enforce any Service Credits relating to 

these SLA’s for any new sites. (Zamtel, 2012) 

iii.  Packet loss: Packet Loss occurs when one or more packets of data travelling 

across a network fail to reach their destination. Packet loss can be caused by 

a number of factors, including signal degradation over the network medium, 

oversaturated network links, corrupted packets rejected in-transit or  faulty 

networking hardware. Packet Loss is measured from CE to PE per path over 

a Calendar Month and represented as the ratio of test packets recorded as lost 

or failed (within a test sequence) over the total number of test packets 
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recorded as being sent during that period. If a router sends a test packet for 

which it does not receive a response, the test packet shall be considered to be 

lost. Packet loss of the test packets approximates the loss of normal traffic 

packets across the measured path. The table below reflects ISP providers’ 

commitments with respect to maximum packet loss on ISP provider’ MPLS 

VPN network per month. Table 2.5 gives details of Packet loss classification. 

   

        Average Packet Loss = (Failed attempts)/ (Total Attempts)                                            

(2.2) 

 

Table 2.5: Packet loss classification (Zamtel, 2014) 

 

iv. Latency: As seen on Table 2.6 Latency classification is explained further. 

This is the time interval between the stimulation and response, or, from a 

more general point of view, as a time delay between the cause and the effect 

of some physical change in the system being observed.  

 

Table 2.6: Latency classification (Zamtel, 2012) 

Class of 

Service 

Type of 

Network 

Traffic  

DSCP 

Value 

DSCP 

Binary 

DSCP 

Decimal 

Packet 

loss(CE to 

PE) 

Real 

Time 

Router 

control traffic  N/A N/A N/A 1% 

Business 

Critical  

Premier 

business data  AF21 010 010 18 2% 

Normal  

Business  

Critical 

business data  AF11 001 010 10 3% 

Best  

Effort  

Best effort 

data  N/A 000 000 0 4% 
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Class of Service  Type of Network Traffic  Latency CE to PE 

Real-time  Router control traffic  50ms 

Business Critical  Premier business data  70ms 

Normal  Business  Critical business data  90ms 

Best Effort  Best effort data  120ms 

 

Lastly, we look at service credits: The ISP provider shall be liable for service credits 

based on reports which reflect average performances on network performance parameter 

over a calendar month which are lower than the averages set out in the SLA provisions 

above. The compensation of the Client for services that are delivered outside of SLA 

targets, shall be in accordance with the penalty scheme as outlined below:  ISP provider 

will provide a maximum service credit limit of 12 % of Clients’ total MPLS VPN 

monthly spend with ISP provider. Penalties shall be calculated monthly, one month in 

arrears and penalties shall be credited as service credits to Barclays’s account one month 

in arrears of such penalty calculation.  

 

Penalties are calculated based on the performance of the SLA parameter(s) for the 

entire month. To receive SLA parameter breach credits, the client must request the 

credits from the supplier account manager within 90 days of the end of the month in 

which the penalty payment applies.  Scheduled downtime and outages are excluded 

from the monthly data collected by the SLA management system after month end, and 

thus a valid SLA report for service credit negotiations will only be available 7 days 

after month end (Zamtel, 2012) 

The structure of the penalty scheme ensures that service credits are related to the 

monthly charges of the network service components on which ISP provider has failed 

to meet the required SLA. The treatment of service credits with respect to each 

parameter is outlined in the Table 2.7: 
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Service availability calculation – Service Credits  

If the end to end service offered by ISP provider misses a monthly available uptime, 

then: 

                                      

Table 2.7: Credit Limit Specifications for Access Sites (Zamtel, 2012) 

Rate of  service level(Availability) 

(In deduction of Monthly 

Recurring Charges) 

98.0% to 100% 0.0% 

97.5.0% to 97.9% 0.5% 

96.5% to 97.4% 1.5% 

95% to 96.4% 4.0% 

90% to 94.9% 5.0% 

85% to 89.9% 7.0% 

Less than 85% 12.0% 

  

  

 

 

 

 

 

2.6 Related Work 

As stated by Marilly, Betgé-Brezetz & Delègue, (n.d), the telecom market is evolving 

towards new services. New services will be enhanced by the use of Internet capabilities, 

like multimedia service, e-hotel, e-commerce, data transfer and unified messaging are 

increasing the use of the network, dealing with convergence of data and voice networks. 

Nevertheless best-effort networks are inadequate for Next Generation (NG) services like 
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multimedia and e-commerce that require a high Quality of Service (QoS).  As a result, 

the Internet requires changes. The added value of the SLA's is that they are used in a 

global, automated management system. It responds to the problem: improve the service 

provider’s ability to meet the more and more complex SLA commitments while making 

optimal use of the more and more complex network. In this context, the SLA 

management appears as a key differentiator in the Service provider’s offer. 

 

2.6.1 Service Level Agreement /Service Level Specification Definition and Actors 

This section introduces the basic terms and concepts that are used by Service 

Level Agreement Management. Various types of Service Providers (SP) and 

customers can be distinguished. Figure 2.16 gives a breakdown of Customers 

and Service Providers Involved 

 

i) Customers and Service Provider: The term Service Provider refers to 

companies who provide communications and/or data services as a business. 

Service providers may operate networks, or they may integrate the services 

of other providers to deliver a total service to their customers. The service 

provider may be an operator, a carrier, an Internet Service Provider (ISP) or 

an Application Service Provider (ASP). The term customer refers to 

companies or organizations that make use of telecommunication services 

provided by a service provider. The customer may be a carrier, an ISP, an 

enterprise or a subscriber (end user). Both SP and customer may be in the 

value chain of service provisioning. Figure 2.16 shows the different actors 

and their SLA relations. 

 

Figure 2.16: Customers and Service Providers Involved 
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ii) Service Level Agreement: A Service Level Agreement (SLA) is a contract 

between Service Providers or between Service Providers and Customers that 

specifies, usually in measurable terms, what services the Service Provider 

will furnish and what penalties the Service Provider will pay if he cannot 

meet the committed goals. The SLA will drive Service Provider 

differentiation during the exploitation (contributing to this customers trust)  

in terms of managed reliability and monitoring capabilities. 

iii) Service Level Specifications: The Service Level Specification (SLS) 

represents the technical part of an SLA. It is a set of technical parameters and 

their associated semantics that describe the service (network availability, 

throughput, and latency). An SLS template can also be defined. It is a 

skeleton of an SLS. For a specific customer, this SLS template will be 

instantiated (for instance by setting the actual value per threshold). 

iv) Horizontal and vertical SLA: We can distinguish between horizontal and 

vertical SLA. A horizontal SLA is an SLA between two Providers being at 

the same OSI layer (for instance two IP domains or two Optical Transport 

Network (OTN) domains).  A vertical SLA is an SLA between two Providers 

at two different OSI layers (for instance between the core MPLS network and 

an optical network) Vertical and horizontal SLA are shown in figure 2.17. 

(Marilly et al. n.d). 
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Figure 2.17: Horizontal and Vertical SLA 

 

2.6.2 SLAs and Quality of Service 

As reported by Schafe, (2000), Quality-of-Service (QOS) features must be configured 

on every network element throughout the network to provide for end-to-end QOS 

delivery. However, not all QOS methods are suitable for all network routers.  Edge 

routers and backbone routers in a network do not necessarily accomplish the same 

operations, the QOS responsibilities they execute might vary as well. What consist of an 

edge router? Normally, the CPE device is linked to the service provider by a 

comparatively low speed link, e.g. 2Mbps, interconnecting one multi-megabit 

environment, the customer site, with a multi-gigabit environment and the SP network. 

The customer link is one of the biggest bottlenecks in the network, as shown in Figure 

2.18. 
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Figure. 2.18: Bottlenecks in an End-to-End Network. 

 

Such that, it is the device where the SP configures the edge router functionality. In the 

case that the service provider is only selling transport services, the enterprise customer 

owns the CPE device. The traffic arriving at the Provider Edge (PE) device is therefore 

categorized as ‘untrusted’ and must be reclassified and policed at the ingress to the SP 

network. The PE device is what is commonly known as the edge router in this case. 

i. Packet classification: provides the capability to partition network traffic into 

multiple priority levels or classes of service. Packets can be classified based 

on policies specified by the network operator, e.g. physical port, source or 

destination IP address, application port number, IP protocol type, and other 

criteria that you can specify by access lists or extended access lists. Traffic 

may be categorized into one of 64 classes, specified by the DiffServ Code 

Point (DSCP). Other features configured throughout the network can then 

use these bits to determine how to treat the packet in regard to the type of 

service. 

ii. Admission control: comprising policing and rate limiting. Once traffic has 

been classified, the edge router must determine whether the traffic conforms 

to or exceeds the rate limits specified in the customer policy. Rate-limiting 

provides the service provider with the means of defining the ingress/egress 

bandwidth limits, and to specify traffic handling policies when the rate is 
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exceeded. For example it is possible to discard all non-conformant traffic or 

carry it at a lower priority. An example of CAR’s rate-limiting capability is 

to restrict HTTP Web traffic to 50% of link bandwidth, which ensures 

capacity for non-web traffic including mission-critical applications. 

iii. Congestion avoidance: to monitor network traffic loads in an effort to 

anticipate and avoid congestion at common network bottlenecks. Congestion 

avoidance techniques are       designed to provide preferential treatment for 

priority traffic under congestion situations, whilst concurrently maximizing 

network throughput and utilization and minimizing packet loss and delay. 

Router behavior allows output buffers to fill during periods of congestion, 

using tail drop, by default, to resolve the problem. During tail drop, a 

potentially large number of packets from numerous connections are 

discarded because of lack of buffer capacity. This behavior can result in 

waves of congestion followed by periods during which the transmission link 

is not fully used. Random Early Detection (RED) obviates this situation by 

proactively monitoring the buffer depth and performing early discards on 

selected packets transmitted over selected connections. This improves overall 

throughput primarily designed to work with TCP. 

a. Shaping: provides a mechanism to reduce outbound traffic flow to avoid 

congestion by constraining specified traffic to a particular bit rate. Traffic 

adhering to a particular profile can be shaped to meet downstream 

requirements e.g. the CIR of a Frame Relay VC. 

b. Link Efficiency Mechanisms: interactive traffic, such as Telnet and Voice 

over IP, is susceptible to increased latency and jitter when the network 

processes large packets, such as LAN-to-LAN FTP traversing a customer 

link. This susceptibility increases as the traffic is queued on slower links, 

i.e. 784 Kbps and less. Link fragmentation mechanisms reduce delay and 

jitter on slower speed links by breaking up large datagrams and     

interleaving low-delay traffic packets with the resulting smaller packets. 
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2.6.3 Architecture for SLA violation detection  

As reported by (Habib et al, 2002), differentiated services (DSs) pushes complexity to 

boundary devices which process lower volumes of traffic. The boundary routers where 

traffic enters a domain, called ingress routers, perform traffic conditioning that consists 

of traffic classification based on multiple fields in the packet header, traffic metering to 

ensure conformance to a profile, marking, dropping, shaping or remarking of out of- 

profile traffic. Core routers perform simple forwarding based on the DS field. SLAs 

between the user and provider networks are used to derive filter rules for traffic 

classification at the ingress routers. Therefore, ingress routers with appropriate 

configuration of filter rules should prevent non-conforming traffic from entering a DS 

domain. Though ingress routers serve as a good first line of defense, attackers can still 

succeed in injecting non-conforming traffic into a DS domain in a variety of ways, e.g. 

i. Attackers can impersonate a legitimate user by spoofing flow identity (IP 

addresses, protocol and port numbers). Network filtering at routers in the 

user network can detect such spoofing if the attacker and the impersonated 

user are on different subnets, but the attacks proceed unnoticed otherwise. 

ii. Attackers can devise mechanisms to bypass the ingress routers by exploiting 

some well-known vulnerabilities in the firewall filters. Thus, they can inject 

traffic with their own identity and a desired destination. Alternatively, the 

traffic can be aggregated from multiple ingress routers. 

iii. Legitimate users can send traffic in excess of their profiles. Ingress routers 

will re-mark excess traffic with a code point of a lower service class, e.g. AF 

red packets or best effort, which affects other user flows of that lower class, 

as in a DoS attack. 

As stated by (Habib et al. 2002) such attacks and others escape detection at ingress 

routers. Coordination among boundary routers or support from core routers is required 

for detection. Changes that can be observed due to the attack traffic in the network 

include longer per-packet delays, higher average buffer occupancy, and higher packet 

drop rates. We use these characteristics, specifically delays, loss ratios, and bandwidth 

achieved by flows after aggregation within the domain to detect bandwidth theft attacks 

and service violations.  
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Figure 2.18 depicts our proposed architecture. Service Level Agreement Management 

(SLAM) coordinates the monitoring activities inside the DS domain.  In the figure, the 

SLAM is shown as a separate entity in a network domain. However, any edge router can 

take this responsibility as long as it has sufficient resources and Computing capabilities. 

Loss ratios may be inferred on a pure edge-to-edge basis or using core router assistance. 

In the core-assisted scheme, egress and core routers send delay and loss measurements, 

respectively, to the SLAM for the flows in the domain. Upon request, the ingress sends 

the number of packets entering a domain per flow to calculate loss ratio. The packet loss 

is computed as the ratio of the packet drop inside a domain to the total packets entering 

the domain. Loss ratio of a flow is a better metric than loss rate (i.e. number of drops per 

second). Another alternative is measure delay, loss or throughput using only edge 

routers using network tomography techniques. The SLAM maintains delay and loss 

information of misbehaving flows only. In addition, the SLAM maintains the SLA 

parameters for each user for a certain domain. By comparing the delay and loss 

measurements against the specific user SLA, we can identify potential SLA violations. 

 

2.6.4 QoS parameter measurement 

i. Loss measurements: Packet loss guarantees made by a provider network to a 

user are for the packet losses experienced by its conforming traffic inside the 

provider domain. To compute the loss ratio (rather than the less meaningful 

loss rate), the number of packet drops, as well as the number of packets 

traversing the domain, is required. Core routers can detect the number of 

packets dropped, and edge routers can compute the number of packets 

traversing the domain. We refer to this loss measurement mechanism as the 

core-assisted scheme for loss measurement. An alternative mechanism is to 

use stripe-based probing to infer loss characteristics inside a domain. A series 

of probe packets is sent, with no delay between the transmissions of 

successive packets, or what is known as a ‘stripe.’ The scheme, which was 

designed as an end-to-end scheme, can be adapted to the edge-to-edge 

scenario and to QoS networks. We refer to this strategy as the edge-to-edge 

(or stripe-based) loss measurement scheme. 
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ii. Delay measurements: Delay bound guarantees made by a provider network to 

user traffic flows are for the delays experienced by the flows between the 

ingress and egress routers of the provider domain. Delay measurements 

either use delay of real user traffic or injected traffic. The first approach is 

intrusive because encoding timestamps into the data packets would require 

changing the packets at the ingress and rewriting the original content at the 

egress after appropriate measurements. The second approach is non-intrusive 

in that we can inject probe packets with desired control information to enable 

an egress router to recognize such probes, perform measurements and delete 

the probes from the traffic stream. We adopt the second approach in our 

design. For each packet traversing an ingress router, with a certain 

preconfigured probability  𝑝𝑝𝑟𝑜𝑏𝑒; the ingress copies the packet IP header 

into a new probe packet. A timestamp 𝑡𝑖𝑛𝑔𝑟𝑒𝑠𝑠
𝑖   is encoded into the payload of 

flow i, and an identifier field is marked with a new value in the probe packet. 

The egress router removes probes from the traffic stream, and computes 

𝑑𝑒𝑙𝑎𝑦𝑗
𝑖 for a packet from flow (i) of user j traffic as 

 𝑑𝑒𝑙𝑎𝑦𝑗
𝑖 = 𝑡𝑒𝑛𝑔𝑟𝑒𝑠𝑠

𝑖 − 𝑡𝑖𝑛𝑔𝑟𝑒𝑠𝑠
𝑖                                             (2.3) 

 

 Where, 𝑡𝑒𝑛𝑔𝑟𝑒𝑠𝑠
𝑖  is the time the packet of flow i traverses the egress router. 

The egress forwards the packet details and the measured delay information to 

the SLAM. The encoded timestamp should follow a well-known format, e.g. 

coordinated universal time (UTC), and a standard protocol like network time 

protocol (NTP) should be used to maintain clock synchronization. 

Alternatively, the two way delay from ingress to egress and back to ingress 

can be divided by two if links are approximately symmetric. At the SLAM, 

we classify the packet as belonging to flow i of user j and update the average 

packet delay of user j traffic, 𝑎𝑣𝑔_𝑑𝑒𝑙𝑎𝑦𝑗 ; using an exponential weighted 

moving average (EWMA) 

 

𝑎𝑣𝑔_𝑑𝑒𝑙𝑎𝑦𝑗 = 𝛼×𝑎𝑣𝑔_𝑑𝑒𝑙𝑎𝑦𝑗 + (1 − 𝛼)× 𝑑𝑒𝑙𝑎𝑦𝑗
𝑖                         (2.4) 
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Where, a  is a small fraction to emphasize recent history rather than the 

current sample alone. If this average packet delay exceeds the delay 

guarantee in the SLA, we conclude that a service violation may have 

occurred. If the network is properly provisioned and all flows do not 

misbehave, delay for user j should not exceed its delay guarantee. 
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CHAPTER THREE 

RESEARCH METHODOLOGY 

 

3.1 Introduction 

Our research methodology will focus on the mixed methods approach, which provides 

researchers with an alternative to believing that the quantitative and qualitative research 

approaches are incompatible. 

 

3.2 Type of Research 
 

3.2.1 Mixed Method Approach 

In this type of research method, researchers incorporate methods of collecting or 

analyzing data from the quantitative and qualitative research approaches into a single 

research study (Creswell, 2003; Johnson & Onwuegbuzie, 2003). That is, researchers 

collect or analyze not only numerical data, which is customary for quantitative research, 

but also narrative data, which is the norm for qualitative research in order to address the 

research question(s) defined for a particular research study comprehensively. 

3.2.2 Quantitative Approach 

Quantitative approach involves the numerical and statistical approach to research design. 

It basically involves the collection of data so that information can be quantified and 

subjected to statistical treatment in order to support or refute the stated cause. (Creswell, 

2002).Analysis of network related metrics like availability, latency, packet loss, MTTR 

(mean time to resolve) will be used and an in-depth analysis of primary and secondary 

sources will be used.   

i. Methods: Solar winds Network Monitoring tool, Customer KPI metrics reports 

and end to end link tests, preventive and corrective maintenance reports 

ii. How will it be analyzed? Monitoring KPI performance trends for a specific 

period will be used to analyze our data 
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3.2.3 Qualitative Approach 

This approach builds its premises on observational elements that pose questions that the 

researcher attempts to explain. Strong correlation between the observers’ narration and 

data is very key. 

i. A Case study on ZAMTEL MPLS VPN SLA management will be used to 

answer our research question by the use of questionnaires.  Data based on our 

Service level agreements and identified Risks will be answered in the 

questionnaire 

3.3 Sampling Techniques 

Sampling is a process, where a portion of the data is taken from a large set of data, and 

the interpretation drawn from the sample is extended to whole group. The surveyors or 

researchers preliminary task is to formulate a rational justification for the use of 

sampling in his research. If sampling is found appropriate for a research, the researcher, 

then: 

i. Identifies the object population as accurately as possible, and in a way that makes 

sense in terms of the purpose of study.  

ii. Puts together a list of the target population from which the sample will be 

nominated. This list is termed as a frame (more appropriately list frame) by many 

statisticians.  

iii. Selects the sample, and decide on a sampling technique, and;  

iv. Makes an inference about the population.  

All these four steps are intertwined and cannot be considered isolated from one another. 

Simple random sampling, orderly sampling, stratified sampling fall into the category of 

simple sampling techniques. Complex sampling methods are used, simply in the 

presence of large experimental data sets; when efficiency is required; and, while creating 

precise estimates about relatively small groups within large populations (Madow et al, 

n.d), 
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3.3.1 Probability Sampling 

Probability sampling is a sampling process that utilizes some form of random selection. 

In probability sampling, each unit is drawn with known probability, or has a nonzero 

chance of being selected in the sample. Such samples are usually selected with the help 

of random numbers. (Trochim, n.d) With probability sampling, a measure of sampling 

variation can be obtained objectively from the sample itself.  

 

i. Random Sampling: This sampling ensures the sample we get is illustrative, 

we should select a probabilistic sampling methods. What will you do to 

select 28 students out of 560 in a college to get that all of them have the same 

probability of being in the sample size? The simplest thing would be to create 

a draw to select 28 of them, this is, to pick them randomly, so that they all 

have the equal chance of belonging to the sample. This assortment process 

corresponds to a random sampling technique. We will mention that we are 

creating random sampling when the procedure through which we select the 

sample, warranties that all the possible samples that we can take from the 

population sample have the same probability of being chosen, this is all the 

elements of the population have the same probability of being chosen to 

belong to the sample (Barreiro & Albandoz, n.d). 

ii. Stratified Sampling:  This involves separating the population into 

homogeneous non-overlapping groups (i.e., strata), choosing a sample from 

every single group, and conducting a simple random sample in each stratum. 

On the basis of information available from a frame, units are assigned to 

strata by placing within the same stratum, those units which are more-or-less 

similar with respect to the characteristics being measured. If this can be 

reasonably attained, the strata will become homogenous, i.e., the unit-to-unit 

variability within a stratum will be small. Surveyors use various different 

sample allocation techniques to distribute the samples in the strata. In 

proportional allocation, the sample size in a stratum is made proportional to 

the number of units in the stratum (Sukhatme & Sukhatme, n.d). In equal 

allocation, the equal number of units is taken from each stratum regardless of 
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the size of the stratum. In Neyman distribution, the number of units in the 

sample from a stratum is made proportional to the product of the stratum size 

and the stratum standard deviation. It is proved that Neyman’s allocation is 

the best when a sample of specified size is to be allocated to the strata.  

iii. Cluster Sampling:  This happens when the researcher would like to generate 

a more reliable probability sample in relation to monetary and/or time 

resources. Instead of sampling specific units, which might be geographically 

extended over large distance, the researcher samples groups (clusters) that 

occur naturally in the population, such as neighborhoods or schools or 

hospitals (Sage Pub, 2013). 

iv. Multi probability Technique: This is a generalization of the previous 

technique, so that each cluster can be a group of clusters and so on in each 

stage. In general, to make complex studies concepts of stratifying, clusters 

and random selection are used. For instance, the population of a country can 

be split into clusters (provinces, cities, quarters) that can be heterogeneous 

inside (for instance, referring to consumption) but homogeneous among 

them. Subsequently it is necessary to split these units in homogeneous strata 

(primary units, for instance, quarters). Each of these units is divided into new 

units (buildings) called secondary units, which are divided into flats (houses). 

We would select our sample in the following way. We would take at least 

one stratus (one quarter), we select randomly some buildings of each of the 

selected quarters and lastly we take randomly one or several houses of each 

of the buildings selected (Barreiro & Albandoz, n.d). 

 

3.3.2 Non Probability Sampling 

i. Purpose Sampling: The logic and strength of purposeful sampling technique 

lies in choosing information-rich cases for an in-depth study. Information-

rich cases are those from which one can learn a great deal about issues of 

central importance to the purpose of the research, thus the term purposeful 

sampling. For instance, if the purpose of an evaluation is to increase the  
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ii. effectiveness of a program in reaching lower-socioeconomic groups, one may 

learn a great deal more by focusing in depth on comprehending and knowing 

the needs, interests, and incentives of a small number of carefully selected 

poor families than by gathering standardized information from a large, 

statistically representative sample of the whole program. The purpose of 

purposeful sampling is to select information-rich cases whose study will 

illuminate the questions under study (Patton, n.d) 

iii. Convenience Sampling: Convenience sampling, as observed from the name 

implies a precise type of non-probability sampling technique that relies on 

data collection from population members who are appropriately available to 

participate in study. Convenience sampling is a type of sampling where the 

first available primary data source will be used for the research without 

additional requirements. In other words, this sampling method involves 

getting participants wherever you can find them and typically wherever is 

convenient. In convenience sampling no inclusion standard identified prior to 

selection of subjects.  All subjects are invited to contribute. Though, the 

usage of this sampling technique is discouraged by many dissertation 

supervisors due to inability to generalize research findings, along with other 

disadvantages mentioned further below. This sampling technique may prove 

to be effective during exploration stage of the research area, and when 

conducting pilot data collection in order to identify and address shortcomings 

associated with questionnaire design (Research Methodology, 2016). 

iv. Case Study: Case study research excels at bringing us to an appreciative of a 

complex issue or object and can extend knowledge or add strength to what is 

already known through past research. Case studies stress complete contextual 

analysis of a limited number of measures or conditions and their 

relationships. Researchers have used the case study research method for a 

long time in a variety of areas. Social scientists, in particular, have made 

wide use of this qualitative research method to examine contemporary real-

life circumstances and provide the basis for the application of ideas and 

addition of methods. Critics of the case study technique believe that the study 
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of a small number of cases can offer no grounds for establishing reliability or 

generality of findings. Yet researchers continue to use the case study research 

method with success in carefully planned and crafted studies of real-life 

situations, issues, and problems (Soy, n.d). 

v. Snow Bow Sampling: This is a non-probability sampling method that is used 

by scholars to identify possible subjects in studies where subjects are difficult 

to locate. Researchers use this sampling method if the sample for the study is 

very rare or is limited to a very small subgroup of the population. This type 

of sampling method works like chain referral. After observing the initial 

subject, the researcher requests for assistance from the subject to help 

recognize people with a similar trait of concern. The procedure of snowball 

sampling is much like asking your subjects to nominate another person with 

the same trait as your next subject. The researcher then sees the nominated 

subjects and continues in the same way until the obtaining sufficient number 

of subjects (Exportable, 2016). 

  

3.3.3 Why Purpose Sampling 

Our methodology concentrated on purpose sampling, the logic and influence of 

purposeful sampling lies in selecting information-rich cases for study in. Information-

rich cases are those from which one can acquire a countless deal about issues of central 

importance to the determination of the research, thus the term purposeful sampling. For 

example, in the research at hand since the purpose of our topic is an evaluation of MPLS 

clients who are the target group required to get the rich information we need to analyze 

risk management in these networks, one may learn a great deal more by focusing in 

depth on understanding the needs, interests, and incentives of a small number of 

carefully selected clients than by gathering standardized information from a large, 

statistically representative sample of the whole network. The purpose of purposeful 

sampling is to select information-rich cases whose study will illuminate the issues under 

study. 

 

https://explorable.com/research-population
http://en.wikipedia.org/wiki/Snowball_sampling
http://en.wikipedia.org/wiki/Snowball_sampling
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3.3.4 The Population 

The Population Sample selection in our Case study of the 20 MPLS Corporate clients 

was selected as these are the major clients each having over 20 MPLS links on the 

Zamtel network. Hence this will definitely give us the best feedback required for our 

research. In addition our Quantitative analysis sample selection for network matrix 

analysis focuses on the main link towards HQ as all additional client links feed into it. In 

addition the network metrics of the inter-town shall be part of our analysis as the 

performance has an impact on the inter-town MPLS performance. 

 

3.4 Data Collection Instrumentation – The Questionnaire design  

Instrument is the general term that researchers use for a measurement device (survey, 

test, questionnaire, laboratory equipment etc.). The use of complex words, beyond the 

comprehension of the respondent, ambiguous meanings, poor printing, inadequate space 

for replies, response choice omissions, etc. are a few things that make the measuring 

instrument defective and may result in measurement errors. Another type of instrument 

deficiency is the poor selection of the universe of items of concern. Researcher must 

know that correct measurement depends on successfully meeting all of the problems 

listed above. The researcher must, to the extent possible, try to eliminate, neutralize or 

otherwise deal with all the possible sources of error so that the final results may not be 

contaminated (Kothari, 2009). 

The questionnaires were designed to consist of 2 main sections geared at covering the 

research objectives. The first section consisted of questions pertaining the Clients and 

providers perspective on the current SLAs, mainly focusing on the probability of adherence. 

The second section focuses on aspects relating to the awareness of risk management and the 

major risks the being faced that have lead SLA breaches and the impact levels. 

 The closed questions has a selection of choices which offered the respondents the 

opportunity of selecting answers that they felt were (most) appropriate. Closed ended 

questions are valuable, especially when a considerable amount of information on a subject 

exists and the response options are relatively well known (Walliman, 2006). The use of 

closed ended questions considers the fact that respondents are usually busy and this method 

enables the researcher to obtain responses promptly. 
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3.5 Validity and Reliability 

According to Neuman, (2007), reliability refers to consistency and validity that also points 

to how well researcher's idea about reality fits with genuine reality, forms an essential part 

of a research and that the absence of validity occurs when there is a poor fit between the 

constructs such as instruments (e.g questionnaire) that the researcher uses to describe, 

theories or analyze the real world and what actually occurs in the real world. In the endeavor 

to avoid such a possible research error, a careful cursory of previously designed 

questionnaires that directly and indirectly relate to the risk management subject were 

reviewed for consistency. 

 Furthermore, prior to the finalization of the content and administration of the questionnaire, 

there were preliminary interactions and discussions with selected clients and Provider 

personnel to test the relevance of the segments outlined in the questionnaire. These were 

done in a more objective way to avoid biases and unbalanced judgments. 

 

3.6 Methods of Data Analysis 

The logical structure for this research is mainly a mixture of quantitative and qualitative 

techniques such as the use of summary statistics and explanations to organize data 

gathered on the SLA Management and risks highlighted in the questionnaire. The 

analysis in the successive chapter of this study was conducted using Excel. An overview 

of the structure of the analysis designed to cover the research objectives is outlined 

below: 

i. The Section will be analyzed by preparing a list of the SLA adherence 

questions then rating the probabilities for each Risk. 

ii. The Second Section will involve an analysis of the risk and rating the 

impact of each risk, 

The above points will assist in creating a risk map that with assist with 

analyzing the risks in order of highest Probability and Impact as prioritization is 

very important in dealing with Risks. 
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3.7 Ethics 

Ethics are defined as the technique, method, or angle for deciding how to act and for 

analyzing complex problems and issues. Ethical norms encourage the aims of research, 

such as knowledge, truth, and prevention of error. For example, prohibitions against 

fabricating, falsifying, or misrepresenting research data encourages the truth and avoid 

error. Second, since research often includes a great deal of cooperation and coordination 

among many different people in different disciplines and institutions, ethical principles 

promote the values that are necessary to collective work, such as trust, accountability, 

mutual respect, and fairness. For instance, many ethical norms in research, such as 

guidelines for authorship, copyright and patenting policies, data sharing policies, and 

confidentiality rules in peer review, are designed to protect intellectual property interests 

while encouraging collaboration. Most researchers want to receive credit for their 

contributions and do not want to have their ideas embezzled or revealed too early.  

Third, many of the ethical norms aid in ensuring that researchers can be held answerable 

to the public. For instance, federal policies on research misconduct, conflicts of interest, 

the human subject’s protections, and animal care and use are necessary in order to make 

sure that researchers who are funded by public money can be held accountable to the 

public. Fourth, ethical norms in research also help to build public support for research. 

People more likely to fund research project if they can trust the quality and integrity of 

research. Finally, many of the norms of research promote a variety of other important 

moral and social values, such as social responsibility, human rights, and animal welfare, 

compliance with the law, and health and safety. Ethical lapses in research can 

significantly harm human and animal subjects, students, and the public. For example, a 

researcher who fabricates data in a clinical trial may harm or even kill patients, and a 

researcher who fails to abide by regulations and guidelines relating to radiation or 

biological safety may jeopardize his health and safety or the health and safety of staff 

and students. Permission from ZAMTEL to use their Network and clients for the case 

study was very essential in meeting the ethical standards required. 
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CHAPTER FOUR  

RESULTS & ANALYSIS  

 

4.1 Introduction 

Our research finding as per the different research questions that were posed were as 

highlighted below. Our literature review provided us with the MTTR KPIs in Table 4.1 

as the thresholds set by the service provider to ensure MPLS service provision best 

practice and SLA management. 

  

i. Mean Time to Resolve (MTTR) Standards 

Table 4.1: Customer Classification timelines (Zamtel, 2014) 

 

Findings: Clients have been split into groups to ensure priority is given to the most 

critical service being provided. Hence, during service application clients are advised on 

the kind of service standards available by specifying the SLA contents and especially the 

MTTRs the ISP is able to accomplish though network metric standards remain the same. 

Classifications are important because as a provider we realize that a bank will require 

more urgent attention than a client at home hence having a shorter MTTR. 

 

 

 

 

 

 

 

  

ii. Network Metrics Standards 
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Table 4.2: Network Metrics Thresholds 

 

 

 

 

 

 

Findings: As seen in Table 4.2, thresholds have been put in place to ensure company 

adheres to SLA best practice. 

 

4.2 Quarter 1 MPLS Network Analysis 

An investigation of the company’s 1st Quarter performance in relation to the agreed 

KPIs like MTTR, Availability, Utilization and Latency on our MPLS clients has 

been done and the results for MTTR are seen in Table 4.3.  

i. Quarter 1 MTTR 

 

Table 4.3: MTTR Threshold vs. Achieved MTTTR 

  

 

Findings: As per the analysis from the company’s ticketing system Zamtel. 

The ISP were able to meet the agreed MTTR standards for SME and 

consumers though the target for Corporate was not meet. Later on in the 

Chapter we will look at why the shortfalls. 

 

 

 

 

Availability(CE to PE) 98% 

Latency 70ms 

Loss 2% 

Utilization Below 60% 

Core Network Availability 98% 
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ii. Quarter 1 MPLS Core Network Availability 

An analysis of the company’s 1st Quarter MPLS Core Network Availability 

in relation to the agreed threshold MPLS was done and the results for MTTR 

are seen in Fig 4.1 below. 

 

 

Figure. 4.1: MPLS Core Network Availability 

 

Findings: The ISP achieved the required threshold for the core routers which 

is a plus as core routers are the main interconnect between the regions hence 

the stability on these links leads to a more stable interregional service.  
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iii. Quarter 1 Client  Network Matrix Analysis  

 

Table 4.5: Q1 Achieved Network Metrics 

 

 

Findings: As seen in Table 4.5, in  the 1st Quarter 93% of the MPLS clients 

experienced link availability of over 98%, In addition, it’s been observed that 

bandwidth limitation has not been configured for most client links hence only being 

able to retrieve utilization statistics for Barclays (January).This in turn though being 

of benefit to the client as they can utilize beyond what they have paid for turns to 

have a negative impact on Zamtel, the excess traffic from the client  introduces 

traffic that is unaccounted for on the Inter area/town MPLS Core transmission  

Network. This in turn leads to abnormal utilizations of this network, which is a kind 

of misuse on our Core network which the company has highly invested in hence 

every bandwidth used needs to be accounted for.  

 

4.3 A Comparison of Availability threshold vs. measured results 

 

i. As seen in Table 4.6 and Figure. 4.2, a summary of the achieved network 

availability vs. availability threshold is illustrated. We are able to see that some 

banks has better availability that others due to different challenges that will be 

highlighted in 4.4 



 
 

68 
 

 

Table 4.6: Q1 Achieved Network Availability vs. Availability Threshold 
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Figure 4.2: Q1 Achieved Network Availability vs. Availability Threshold 

graph 

Findings: As seen in Table 4.6, only 7% of the clients did not experience the 

required availability. This is a plus for the Company that is working tirelessly to 

ensure service is always available. 
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4.4 Why SLA Breaches and Revenue Loss? “The Analysis” 

In orders to ensure revenue growth and Customer Satisfaction, an analysis was done to 

find out the reasons leading to SLA breaches and constraints in service provision by 

Zamtel personnel. Questionnaires were distributed to the Providers Technical personnel 

and the Clients. The tables and figures below give us respective feedbacks summaries. 

  

i. The Providers MPLS Network Perspective 

 

Table 4.7- Provider Risk Assessment template (Summary of provider 

interview feedback template on last page) 
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Figure 4.3: Provider Risk Prioritization chart 

 

Findings: As seen in Figure. 4.3, the red area gives us the Risks with the 

highest Probability and impact. The graphical method of Analysis is good as 

it clearly brings out the most critical risks as per the project management 

analysis standards, hence helping the company work on what is really critical 

at present .The Risks have been priorities as seen below. 

 

Priority 1. Risk 12- Limited Technical Manpower 

Priority 2.Risk 1- Recurring Last Mile Fiber and DSL Faults 

Priority 3.Risk 4-Inconsistent flow of Material 

Priority 4.Risk 2-Poor Redundancy (Limited Capacity to Core routers)
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ii. The Clients MPLS Network Perspective 

 

Table 4.8: Client Risk Assessment Chart (Summary of client interview 

feedback template on last page) 
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  Figure 4.4: Client Risk Prioritization chart 

 

Findings: As seen in Figure. 4.4 above the red area gives us the risks with the 

highest probability and impact as per the customers pespective.The results 

were very negative as most of our clients feel they are a lot of challenges that 

are posing as a risk to the good service provision. Below are the list in order 

of priority. 

Priority 1 Risk 8- Limited personnel training hence leading to incompetence 

in fault handling 

Priority 2. Risk 1- Recurring of Last Mile Fiber/Copper Faults  

Priority 3. Risk 9- Poor accessibility to the NOC 

Priority 4. Risk 2- Delayed Mean Time to Provision 

Priority 5. Risk 3- Inconsistent flow of material (Cables, modems and spares) 

Priority 6.Risk 7- Challenges with internal Logistics (transportation, delays 

in requisition) 
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Priority 7. Risk 10- Limited Technical Manpower 

Priority 8. Risk 11- Lack of proper business process to manage MPLS VPNs 
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DISCUSSIONS OF FINDINGS 

 

5.1 Introductions 

After analyzing the results the risks were prioritized and specific finding have are 

discussed below. 

5.2 Reasons and Solutions for the identified risks 

i. Priority 1 Risk 8- Limited personnel training hence leading to 

incompetence in fault handling. 

Reason: Though the company has the desire to train personnel, trainings 

like the Cisco program have been put on hold due to limitations in funds. 

Solution: A training plan should be a priority in budget and should never 

be compromised as this still leads to revenue loss during delays of fault 

resolution due to incompetence. In as much as we acknowledge that 

training is essential, this could also be a misconception by the client when 

fault resolution delays due to other risks like limited Manpower. 

ii. Priority 2. Risk 1- Recurring last mile fiber/copper faults ,ranked as P2 

for provider 

Reason: The vandalism of copper cables, extraction of fiber cables 

believed to be copper cables, poor backup power systems at the clients 

end, lack of adherence to ITU trenching standards, construction works 

and huge trucks are the major contributors to the above risk. 

Solution: In order to curve these above challenges, ISPs should ensure the 

right trenching standards are followed e.g. 1000mm for sandy/loamy 

500mm for Rocky/Clay. Secondly, stiffer penalties on the contractors at 

fault over the last mile failure, for example delays by the contractor to 

restore links should be enforced as what we require is not just restoration 

but prompt restoration. In addition to the above solution better rewards 

towards cable theft by the provider is required. Faults are also caused by 

very old cables in certain areas hence the introduction of fiber to the  

Homes/Offices to curve this problem. Lastly clients need to speed up the 

install the installation of backup power systems on their end 
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iii. Priority 3. Risk 9- Poor accessibility to the NOC 

Reason: The above mentioned issue may be due to the limited number of 

personnel manning the monitoring section hence while the personnel may 

be focused on diligently assisting one client over the phone the other 

clients unfortunately many need to hold until the personnel is done.  

Solution: Hence a larger workforce for our NOC monitoring helpdesk is 

required. 

iv. Priority 4. Risk 2- Delayed Mean Time to Provision 

Reason: This is mainly caused by inconsistent flow of material and man 

power challenges which will be tackled by the other points below. 

Another issue is communication breakdown between our Sales and 

Technical teams. Many are the times a Sales person sales a service in an 

area which is currently undergoing fixed network expansion hence by the 

time the service is being provided, the client would have been greatly 

inconvenienced. 

Solution: In the recent past we have seen a reduction in these issues as 

updates of new coverage areas, project status updates are given to the 

Sales team on a monthly basis and Sales personnel have also developed a 

habit to inquire on areas of uncertainty. 

v. Priority 5. Risk 3- Inconsistent flow of material (Cables, modems and 

spares)  

Reason: The above issue is mainly caused by the lengthy procurement 

procedures through Zambia Public Procurement Authorities (ZPPA) that 

are usually faced when purchasing material required for operations.  

Solution: Telecommunication being quite a good revenue generating 

sector. We realize that Zamtel being state owned contributes quite well to 

the government treasury .Hence, government must introduce less tedious 

procedures of procurement to ensure Zamtel runs efficiently, hence  

Achieving a satisfied customer and state generating more revenue from 

Zamtel. 

vi. Priority 6.Risk 7- Challenges with internal Logistics (transportation, 

delays in requisition) 
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Reason: Limited funds to purchase new vehicles. 

Solution: The above issue urgently needs to be tackled by the company. 

The repairing of old vehicles would be a good start to curving the 

transportation challenges. Revamping of the previous internal repairs 

department and ensuring qualified mechanics are employed, then the 

company would get into agreements with renowned auto companies for 

spares. This will cut on the large amounts being spend on Garages. The 

delay in requisition has been explained in the previous point. 

vii. Priority 7. Risk 10- Limited Technical Manpower  

The above risk though at priority 7 for the client came as priority1 for the 

provider.  

Reason: Employees have left hence leading to a reduced workforce.  

Solution: The Company is currently training Graduate Engineers who 

will caution the much needed man power once their training process is 

over. 

viii. Priority 8. Risk 11- Lack of proper business process to manage MPLS 

VPNs 

The company currently has a process that highlights how clients from 

Consumer, SME and Corporate should to be managed though what is 

lacking is the reinforcement of a Customer Support team, a segment 

focusing in customer operational assurance from installation to daily 

operation will ensure they are contact checks and balances on our 

standards and customer experience. 

ix. Priority 9. Risk 2- Poor Redundancy (Limited Capacity to Core routers)  

Reason: Zamtel has strived to ensure all core systems interlinking the 

MPLS Network have redundancy though the challenge faced is the low 

capacity on some of the redundant links. Hence our observations of lower 

availability on some of the Provider edge routers. 

Solution: To curve this problem Zamtel is working on replacing some of 

the limited microwave links and buried fiber cable usually prone to 

rodents with overhead fibre. Though in the interim fiber capacity is being 

leased from Zesco to increase capacity on selected links to core system. 
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In addition Zamtel has a stable fiber interconnection and Packet 

Transport Network which is currently offering resilience to the core 

systems within Lusaka. 

It is well noting that having SLA standards and risk management is very key in ensuring 

a satisfied customer and increased revenue. Constant evaluation SLAs by Weekly 

network reports, quarterly employee assessment, client visitation, constant consultation 

with technical, commercial teams and third parties (e.g. contactors and other ISPs) is a 

vital part of the MPLS risk management. Possible financial loss and client confidence 

related risks are the common risks identified to be more considered by both the client 

and the provider. Finally, a need for top management to spearhead a stronger 

consultative and collaborative interface between the MPLS project technical teams and 

the commercial/market, capital budgeting teams at all stages of the MPLS service 

provision process is essential to ensure its success of this product.  

The clients also had the following thoughts over MPLS Management. Zamtel needs to 

Improved Contact with Customer e.g. provide Courtesy Calls/visits), Improve Fault 

Resolution Management by develop an improved fault reporting and escalation procedure, 

Improved information flow channels to from provider to client, Improve on NOC response 

and provide timely updates, the other Challenge is not providing solutions to other areas 

where Zamtel.I do not have coverage ,hence a agreeing on a concrete agreed MTTP is a 

challenge. 
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CONCLUSION AND RECOMMENDATION 

6.1. Introduction  

This chapter of the study forms the concluding part of this academic research work. In 

this chapter, a summary of all the discussions held in the analytical sections of the study 

is presented with conclusions drawn accordingly. Again, as required in any academic 

research, policy recommendations are forwarded in this chapter. An emphasis on areas 

that could be explored in further outlook on the subject matter are also presented in this 

concluding chapter of the study.  

6.2. Summary  

This study primarily sets out to examine the KPIs in SLA that are currently being used 

by service providers on VPN clients, an investigations is performed on whether such 

KPIs in the SLAs are being meet by service providers and lastly  a comparative analysis 

on what measured results versus the thresholds is given. Each step of the study focused 

of the project management process of Risk of Identification, analyzing risks, prioritize 

and mapping of risks and plan resolution of targeted risk then finally monitoring risks. 

 

A cursory search on existing literature on the subject matter indicates provided us with 

best practices in SLA management as comparisons of other providers were also done. 

The Project Management Institute (2004), being a major source of authority on this 

subject matter, also puts together in their literature that two of the major categories of 

risk assessment and measurement techniques include the quantitative or qualitative 

approaches. The literature accordingly emphasizes that qualitative risk analysis usually 

prioritizes risks for subsequent further analysis or action by assessing and combining 

their probability of occurrence and impact. Quantitative risk analysis approaches on the 

other hand numerically analysis the effect on overall project objectives of identified 

risks.  

The study makes use of field data sourced from MPLS clients and Zamtel Technical 

personnel comprising of Engineers, Specialists and technicians through administered 

questionnaires delivered to respondents. Purposeful or targeted sampling was used for our 

study as we had a specific audience being targeted. For our client analysis 20 

questionnaires were administered among all the existing banks and a 65% success rate 
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was achieved. In addition internal questionnaires to 7 key Zamtel personnel managing the 

MPLS Network were also administered and 86% success rate was achieved. Lastly, an 

MPLS network checklist was also used for verification of network metrics and risks 

leading to SLA breaches were also analyzed. 

A summary of the research results are as follows, the agreed latency 70ms latency was 

achieved by 77% and 2% for Packet loss was achieved by  having 93% having availability 

of over 98% .The agreed MTTR standards for SME and consumers were meet though the 

target for Corporate was not meet. Consumer 9:42mins at threshold 24hrs, Corporate 

5:29mins at threshold 4hrs and SME 7.32mins at threshold 12hrs. 

 

6.2. Conclusions 

In drawing a conclusion on the various recommendations raised by from the clients and 

provider on MPLS Risk Management, it is worth establishing that tasks Key 

Performance Indicator monitoring, works in consultation with technical and commercial 

teams form a vital part of the process of the road to customer satisfaction and revenue 

growth. The above issues are paramount and must be granted the necessary attention by 

MPLS personnel in the telecommunication sector. On the various types of risks 

associated with the MPLS service provisions are financial, technical, operational, time 

and political are the forms were the main categories that our risks fell in. However, the 

study finally establishes with deductions from the response from the respondents.  

 

6.3 Recommendations 

The provider posed the highest Risk as limited technical manpower and Recurring last 

mile fiber and DSL Faults, while the client posed the highest risks limited personnel 

training leading to incompetence in fault handling and recurring of last mile 

Fiber/Copper Faults hence these have to be urgently looked into. 

 

On the modalities of how implementers have identified and managed the associated risks 

in MPLS, it was realized that a mix of quantitative and qualitative techniques are 

employed in the assessment of risks. Lastly, as the company works to improve the 
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network the client should make every efforts to ensure all basic troubleshooting on 

internal systems is done before escalation. This will greatly reduce the number of faults 

due to LAN faults. The companys desire is to achieve a satisfied customer by the use of 

KPIs to manage risks hence in turn increasing its revenue hence they promise to keep 

striving for excellence even in the midst of challenges. “Going an extra mile” is the 

motto that the technical personnel uphold.  
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