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ABSTRACT

The issue of post-examination malpractice is a significant concern in the educational sector,
and it is good to see that efforts are being made to address this problem. Your proposed solution
to use blockchain technology to prevent grade manipulation is an innovative approach that
could have a positive impact on the integrity of the examination process. The respondents using
questionnaires used the purposive sampling technique. Based on the conducted statistical
analysis of the data collected from the respondents, who include, among others, IT
administrators, software developers, data entry officers and selected chief markers to determine
the effectiveness of the proposed model. The inferential part of the analysis, which dealt with
hypothesis values for the P-value and the sample t-test, is also a common statistical method
used to test the significance of the results. The result obtained through effort expectancy,
t(91)=.031, p=.976 with a 95% level of significance, suggests that the null hypothesis was
rejected, and an alternative accepted means that effort expectancy influenced the adoption of
blockchain technology. The use of the SHA-256 hashing technique is a standard method of
ensuring the integrity and authenticity of digital documents, and it can be used to create a
unique digital signature for each document that is added to the blockchain. Overall, the
proposed solution shows the potential of technology-based solutions to address issues related
to the integrity of the examination process. Further research and testing are needed to determine

the feasibility and effectiveness of the proposed solution in practice.

Keywords: Blockchain, marking center, SHA-256, Examination Malpractice, Hashing,

Management etc.
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1 INTRODUCTION AND BACKGROUND

1.1 Introduction

The following chapter gives the introduction to the study on management of examination
malpractice done at marking centres. The research begins by looking at a brief introduction to
the research, the motivation, and scope, statement of the problem, aim, objectives, and research
questions, significance of the study and research contributions. Finally the organisation of the

thesis and the summary of the chapter are also presented.

1.2 Introduction to Research

The management of examination malpractice is every nations’ wish as this vice impedes the
development of the education sector through the production of personal that is half or not baked
at all. Blockchain technology is a strategy that could possibly manage examination malpractice
well. It is a technology that uses hash system to enable the secure transmission of data from
one point to the other. Researchers and practitioners have started to recognize the value of
Blockchain technology for addressing data sharing challenges [1], and this value would also

help the education system in managing examination malpractice in Zambian schools

1.3 Statement of the Problem

Post-examination malpractice is a serious issue that has many facets. One of those is the
changing [2] of grades assigned to pupils at a marking center, despite efforts to set different
controls, such as checking logs. The case of marks being changed could be solved using a more
secure sharing of results from one point to the other using blockchain technology, as is the case

of verification of certificates through [3].
1.4 Aim of the Study
The aim of this research was to identify the major factors that lead to examination malpractice

at the marking center and develop a model based on blockchain technology in order to address

post examination malpractice.



1.5 Research Objectives

I.  ldentify the major factors that lead to examination malpractice from a marking center
to Examination Council of Zambia.
ii.  Develop a model and prototype using blockchain technology to manage examination

malpractice at marking center.

1.6 Research Questions

i.  What are the major factors involved in examination malpractice from the marking

center to examination council of Zambia?

ii.  How can we develop a model and a prototype to address examination malpractice at a

marking center?
1.7 Significance and contribution of the Study

The study helped the council in understanding the problem of post examination malpractice at
a marking centre and suggested the use of blockchain technology to manage results by the

Examination Council of Zambia.

Assessment at various levels of the examination council is of great importance as it help the
institution in planning for the future by also guiding future learners of various needs in life and
warn of dangers of examination malpractice, [4] importance of helping all students to succeed,

many of those now leading education systems — policy-makers, school leaders, teachers.

The research findings contributed to the body of knowledge by providing a novel in the
management of post examination malpractice through the use of blockchain technology, these
finding were published in the “International Journal of Engineering Applied Sciences and
Technology of 2022 Vol. 6, Issue 10 on Pages 15-25” [5] that is also titled “The management
of examination malpractice using Blockchain technology” and, it is indexed by google scholar.
The same paper was presented at the 11th Computer Science On-line Conference as can be
observed through Appendix 7: Certification of Participation. Proceedings of the conference are

yet to be published in Springer.



1.8 Scope of the study

This research involved a baseline study that was conducted in seven (7) provinces of Zambia,
with twelve marking centres, 92 respondents who included IT administrator, Software
developers, Data entry officers and selected chief examiners. This was in order to identify the
major factors faced by the examination council in the procession of results at the marking
centre. A model for the transfer of results using Blockchain Technology was developed to deal

with post examination malpractice.

1.9 Organization of the Dissertation

The dissertation is divided into five chapters as follows: Chapter One covers the introduction
to the dissertation. The statement of the problem is given, followed by the aim and objectives.
The research questions, scope and significance of the study are also covered in this chapter,
including the conceptual framework. Chapter Two outlines the various literature done by
different scholars on the subject matter, identifying findings and gaps. Chapter Three highlights
the methodology that was employed to carry out the study, discussing the design, population,
data collection methods, techniques, and analysis. The proposed research method, hypothesis
and ethical considerations are also covered. Chapter Four presents the analysis of the collected
data. The chapter also presents the results of the baseline study that was conducted including
the screenshots of the prototype that was developed. Chapter Five answers the study questions
discussed in the first chapter. Conclusions and recommendations are given based on the

findings of the study.

1.10Chapter Summary

The content of this chapter is focused on the introduction of the dissertation. It highlights the
some of the possible benefits of deploying a Blockchain system to manage, control and process
examinations. The significance of the study in relation to related literature that was conducted

with similar challenges will be addressed in the next chapter.



2 LITERATURE REVIEW

2.1 Introduction

This chapter presents different literature reviewed from various sources such as conference
papers, journals, ministerial statements, etc. The subtopics that are contained in the literature
review are as follows; The history of examination system by the examination council of
Zambia, examination malpractice in Zambian education system, unified theory of acceptance
and use of technology, types of Blockchain technologies.; EQUCTX: A block chain based
higher education credit platform, EAuRSS: A Blockchain-Based Education al records secure
storage and sharing scheme, Study of public examination system and proposed e-examination
to control malpractice and evaluation anomalies, A distributed ledger solution for management
of psychology test data and A Blockchain approach for detecting counterfeit academic

certificate in kenya.

2.2 Background to the Study

Since the establishment of the examination council of Zambia in 1983, through an act of
parliament with a mandate to conduct examinations at levels of the education system in
Zambia, [1] the Examinations Council of Zambia (ECZ) is a corporate body that was
established in 1983 by an Act of Parliament with the mandate of conducting examinations at
different school levels. The council structure has a Board which is in charge of formulation of

policy direction on behalf of the Ministry of General Education (MOGE).

Council
[
Committees
[

Secretariat

I I

[
Administration ‘ | Finance ‘ Research & Test Examinations
Development Administration

Figure 2. 1 Structure of the Examination Council of Zambia[6]

It has for a long time played a very significant role in ensuring that there is integrity in the
manner in which examination are administered, among those are; to award deserving

candidates the right certificate upon completion of the set requirements for a specific program,
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to conduct researches on various instances that affect the process of administering the
examinations, appoint and train examiners for different levels, to help promote good standards
that provide an international recognition of the certificates that are offered by the council, etc.
These factors help in trying to foster good administration of the examination process, [7]
promote or enhance efficient and proper management and administration of examinations by

the Examinations Council of Zambia.

In trying to administer the examination at the levels indicated in the mandate by the council, it
has been faced with challenge of examination malpractice, [8] examination malpractices have
increasingly become a perennial problem, which is afflicting the educational system in Zambia.
This challenge is largely due the ever increasing numbers of people willing to write their
examinations under the council. The increase in numbers could be attributed to a lot of factors
such as; demand by employers to have employees with qualifications that befit the positions
they aspire for, demands by the constitution of the republic of Zambia to have people who
aspire for public office such as parliamentary position, local government positions to have
attained at least a minimum of a grade twelve certificate [9] A grade 12 certificate is required
as a minimum academic qualification for councillors, in other words they are required to have
studied for 12 years. These factors and many others have forced people in to engaging in

examination malpractice.

2.2.1 Examination Malpractice

Examination malpractice is a process by which a candidate has undue advantage in an exam
through deliberate process to get a higher grade than anticipated, [10] Examination malpractice
is any form of deliberate cheating on examinations which provides one or more candidates with
an unfair advantage or disadvantage. There many forms of examination malpractice which can
be termed as pre-examination, during examination malpractice and also post-examination
malpractice. These forms of malpractice and determined by the circumstances that are

prevailing at a particular time.

According to Jimoh and Basil Olatunbosun (2009) examination malpractice is viewed as a
breakdown in cultural values, [11] As to what sustains examination malpractice in the country,
the writer holds the opinion that societal apathy, which is summed up in the term “anomie” is

what sustains examination malpractice in Nigeria.



This vice has again been defined by others scholars like Dr. Rita A. Ndifon et al (2014) who
refers it to [12] an act of wrong doing carried out by a candidate or group of candidates or any

other person with the intention to cheat and gain unfair advantage in an examination.

2.2.2 Pre-examination Malpractice

Pre-examination malpractice is the act of deliberate action meant to give a candidate unfair
advantage in an examination. This form of malpractice that is found on this one, is being unable
to register a candidate for an examination with full details, failing to complete the syllabus as
a recipe to aid candidates in the exam room, [13] early syllabus coverage to ensure that students
are adequately prepared so as to reduce the temptations of cheating in exams. Some form of
remedies are put in place to curb all forms of pre-examination malpractice which would firstly
depend on the supervising authority with strict adherence to standard guide lines and

procedures of handling issues of malpractice by the ministry of general education.

For some schools the issue of examination starts at an early stage which is a pre-arranged and
well planned as been observed by most schools with limited facilities to run examinations, [14]
Registration of too many candidates over arid above the facilities available in a school is

another vice some school principals employ to perpetuate examination malpractice.

2.2.3 During Examination Malpractice

During examination malpractice is the act of deliberate action meant to give a candidate unfair
advantage in an examination. This form of malpractice that is found on this one, is being unable
to register a candidate for an examination with full details, failing to complete the syllabus as
arecipe to aid candidates in the exam room [15], early syllabus coverage to ensure that students
are adequately prepared so as to reduce the temptations of cheating in exams. Some form of
remedies are put in place to curb all forms of during examination malpractice which would
firstly depend on the supervising authority with strict adherence to standard guide lines and
procedures of handling issues of malpractice by the ministry of general education.

Impersonation is one of the most common forms of education malpractice that is done by
people who impersonate themselves as being the true owners of the information that is supplied
at a centre for possible sitting of an exam, [6] others were cases of prior knowledge,
impersonation, copying, collusion and the use of vulgar language. Impersonation is a form of

malpractice that is done during the process of writing examinations.



Some candidates also opt to use mobile phones to aide them as they go into an examination
room, [16] The emergence of technological devices such as the Global System for Mobile
Communication (GSM) has revolutionized examination malpractice in the school system, and

has provided examination candidates with new methods of cheating during examination.

2.2.4 Post Examination Malpractice

Post-examination malpractice is any form of malpractice that happens outside the examination
room and this may include entering wrong results for a candidate with view of enabling that
candidate gain maximum results during the process of an examination. In certain cases
examiners have been able to aid candidates by giving results that are not theirs, [17] a
supervisor leaving the envelope containing examination scripts open on previous arrangement,
so that script(s) written outside the hash could be included in the envelope before sealing and

submitting it to the examination body.

Some of the cases that are post examination malpractice involve the stealing of already written
and submitted scripts that are due to be taken to centres for marking and subsequent
transmission of final raw marks to Examination Council of Zambia (ECZ), “Eastern Province
commissioner of police Luckson Sakala said the thieves drilled a hole from one of the
classrooms into the deputy head teacher’s office strong room where the papers were kept.
Sakala said the incident occurred between November 23rd 2018 at 17:00 hours and November
25th 2018 at 07:30 hours at Ncheka Primary School. He said the thieves went away with all
the written grade nine examination papers including maths, answer sheets which were written
on Friday, 23rd November 2018”2,

The low turn up of markers for particular subjects is largely because of the perceived low pays
that demotivates most experienced markers, this may at times make examiners become
compromised with type of workmanship that is displayed which could lead to some marking
irregularities, some of these irregularities’ could be induced ones with a possibility of being
given a reward by candidates who want to be assisted with undue advantage in the awarding
of marks [18] “when these examiners feel that Uganda National Examination Board (UNEB)

does not do enough for them on the issue of rewards especially when the pay is not fairly

! https://zambiareports.com/2018/11/28/thieves-steal-written-grade-nine-exam-papers-

answer-sheets/



distributed among the various teams as payment is done regarding the scripts marked per team,

they are less likely to come up for consequent marking”.

The council is very aware about forms of malpractice that is conducted at marking centres as
explained by Eliphas Daka (2017) in his article, [7] The Council also deals with queries and
appeals on results, monitors the conduct of examinations at marking centres, reports cases of

examinations malpractice detected at marking centres

In some cases Data entry officers are also source of examination malpractice as they are able
to change grades of particular candidates of their interest in order to give them undue advantage
in an examination process, as can be seen from “Some data entry operators change the correct
figures as presented by the team leaders. This occurs mostly after the counter-checking sheet
has already been produced and given to the team leader”?. This may not be with data entry
officers, but could be with team leaders that are responsible with belt marking in their own
belts, “Some team leaders do not only total up the marks after marking but also carry marked
papers to the data entry operators. Therefore, some of these people deliberately enter inflated
marks for some papers and data entry operators just enter the marks, which they see on the

mark sheet’”,

Dr. Gbenga Adewale (2004) also noted that changing of results on the computer for the storage
system is a form of malpractice that is also experienced for post examination malpractice as
can be seen, [14] Another form of post examination malpractice has to do with officials in the
computer department of an examination body changing a candidate's result on a computer

storage facility.

Some other forms post examination malpractice involves candidate finding a way of conniving
with examiners at marking centre so that they could pay them some money in order for them

to mark their scripts and award marks unnecessary, [14] post-examination malpractice could

2 https://www.zambiawatchdog.com/how-examination-malpractices-are-carried-out-in-

zambia/

% https://www.zambiawatchdog.com/how-examination-malpractices-are-carried-out-in-
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take the form of lobbying the examiners by begging and sending dose friends and senior

colleagues to the examiner to be lenient while marking.

Certain writers have done researches that dwell on the examiners having some inherent
behaviors of malpractices, this has been observed through an article written by J. O. Adeleke,
Ph.D and G. K. Oluwatayo (2011) where they submit the following [19] It was however found
that, only Examiners’ attitude to marking ($=.230; t=5.391; P<0.05) and Years of Marking
with WAEC (B=.155; t=2.042; P<0.05) were significant factors that positively influenced
examiners’ disposition to reporting cases of examination malpractice. This is a huge risk

towards the outcome of results in schools.

2.3 Unified theory of acceptance and use of technology model
(UTAUT)

The unified theory of acceptance and use of technology (UTAUT) lies on the premise that an
assessment on the need for a user is required for the quick establishment of the intention by the
user of a system and the ultimate usage behaviour. Unified theory of acceptance and use of
technology (UTAUT) in this context will focus on the four main determinates performance
expectancy, effort expectancy, social influence and facilitating conditions to show how they
relate with the demographic data for any given research and has an influence on the outcome
decision, [20] The model suggests that when users are presented with a new technology, a

number of factors influence their decision.

Performance expectancy is the factor that at looks at the perceived usefulness by the user in an
organization, [21] t stands to reason that the more a user using a technology improves their
performance, the intent to use it increases. While Effort expectancy focuses on the amount of
effort required by the user to effect some significant change on behaviour, [22] effort
expectancy is associated with efficiency of technology.

The Social influence factor is how individual users view the opinion of the other players on a
particular new product or technology, [23] [24]Social influence is defined as the extent an

individual perceives important others believe the new system should be used.

Facilitating conditions this is the support that is made available to user so that the outcome is

useful, [25] refer to consumers’ perceptions of the resources and support available to perform

a behaviour Venkatesh et al. (2011).
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Figure 2. 2 UTAUT Model [25]

UTAUT provided the variables that helped in the adoption of the blockchain technology model
for the management of the post examination malpractice. The model present a robust strategy

for adoption of a system.

2.4 Blockchain Technology

Blockchain technology is the form of technology that uses distributed databases that makes use
of a digital ledger to record their transactions, [17] Blockchain is a distributed public ledger
that contains all the transactions that ever executed in the system. There are various types of
platforms that could be used to develop smart and secure contracts i.e. Eth, Ark, Eos etc. The
block chain technology comes as result of the technological advancement from bitcoin
technology, which is meant to maintain trust in a system and not in a person that is accessing
the system. The distributed database ensures that the ledger maintains that transactions in a
hashed blocks, so as to make it difficult for someone temper with the transaction [26] hash
function is a mathematical algorithm that takes an input and transforms it into an output, a
cryptographic hash function is characterized by its extreme difficulty to revert, in other words,
to recreate the input data from its hash value alone. The architecture of block is made up of the
blocks that are attached together with each successive block having the hash tag for preceding

block in order to keep record of the transactions.
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Figure 2. 3 Block chain Architecture [27]

Blockchain technology is applied in so many fields such as insurance companies, health
institutions, schools etc. this technology helps in securing data by on premise users as well as
remote access users because of its decentralized form, [28] Blockchain is a decentralized
technology that ensures the security of data, and no one can manipulate transaction data

because of its many replicas in different servers.

Blockchain in the field education is also used for keeping records in a more secure form.
Records such as results for learners, this to make sure it is difficult for people to manipulate
records, [29] Blockchain technology allows the storage of a digital identity that can provide

proof of education for learners in remote areas.
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2.4.1 Smart Contracts

Any computerized transaction is known as a smart contract. This is done in order to avoid any
third trusted party in a transaction as seen in [30]. The transactions on a smart contract are
triggered by way of a unique address that is assigned to it by a Blockchain technology and are
securely validated before transmission is done, [31] These nodes are credited with the
responsibility of first validating the transactions prior to broadcasting them further or other
peers in the network. The same contract is embedded in a required hardware and software
under use. The diagram below is an example of a contract that is developed for a supply chain
Blockchain.

12
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Figure 2. 5 A Smart contract based Supply chain system [30]

Smart contracts are completely digital and in actual sense they represent the same legally
signed documents that show agreements of parties involved and provide for a secure platform
with digitally programmed functions and rightful procedures during execution, [32] “The
security and reliability of smart contracts include two dimensions. One is to regard smart
contract as a static program that has not been put into use. The correctness of the program is a
prerequisite for ensuring the security and reliability of the contract. The other one is the security
issues that may arise during the execution of the contract”. The transaction are fundamentally
sent from the wallets that are held by a Blockchain and are also automated, [33] “Smart
contracts can facilitate safe and trusted business activities by providing automated transactions
without the supervision of an external financial system such as banks, courts, or notaries. These
transactions are traceable, transparent, and irreversible”. The wallets are endpoint clients that

are used to interact with the smart contracts in form of transactions.

Since these contracts are visible by all users, the security of the transactions is better and could
be used to make sensitive transactions. The security is enhanced and reduces the interference
by third party members, [34] smart contracts and trusted centralized third parties to address the

performance and scalability issues in pure Blockchain approaches.

It’s important to note that with the Blockchain system, the user might have both the private and
the public key, but the authorization is not guaranteed by availability of the same but by the
contract which makes it almost impossible to evade the security system of a Blockchain, [35]
Identity management and authentication are handled using client-generated public/private key

13



pairs in the usual fashion. Authorization is handled as a contract from a grantee of service

access rights to a recipient which is a tenant or other service.

2.4.2 Consensus Algorithms

Consensus algorithm is an integral part of Blockcahin technology and could be applied to many
forms distributed systems; they play a very big role in trying to make sure that the nodes that
are attached to a Blockchain have the same data items and format as can be observed in [36].
There are a lot of consensus algorithms that are used depending on the requirements of the
results that need to be attained in a particular instance; the following are some of the examples
of consensus algorithms that are used in a distributed system, Leader free byzantine consensus
algorithm, Blockchain Consensus: An analysis of Proof-of-Work (PoW) and its applications,
Implicit Consensus: Blockchain with Unbounded Through- put etc. The block before being
added to a Blockchain, some amount of computation has to be done to determine which node
can add that particular block to the Blockchain. This consensus algorithm makes use of the
computing power of a given machine which is a high performance one, [37] This process is
complicated, and requires a high-performance computing resources like Application Specific
Integrated Circuit (ASIC) or Graphics Processing Units (GPU).

For instance in a birthday analysis of a proof of work consensus, the following were variables

n and k that were obtained to help in the process of analysis,
— ok (1
L=2"(Zz+1)+160 eqn (i) [38]

The above equation brings to the process of consensus as part of the implementation process

to bring about an eight step chain as part of the Wenger algorithm.
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Figure 2. 6 Equihash: proof-of-work based on the generalized birthday problem [38]

The proof-of-stake (PoS) requires that a node puts some stake in the Blockchain; this provides
for security of the nodes on a chain because if they is any malicious act done by a particular
node involved, it will be kicked out of the blockchain and the node with the highest stake wins
the puzzle and is given the chance to add a new block to its node and consequently the other

nodes will take note of the new addition to a particular node[39]-[43].

2.4.3 Ethereum

Ethereum is a Blockchain platform that is commonly used for the development blockchain
system. The block header in the Ethereum Blockchain consists of the Keccak 256-bit hash of
the parent block’s header, the address of the mining fee recipient, hashes of the roots of state,
transaction, and receipts tries, the difficulty, the current gas limit of the block, a number
representing total gas used in the block transactions, timestamp, nonce, and several extra hashes
for verification purposes [44]. The mode of consensus that is used by the Ethereum Blockchain
is known as proof of work where the agreement is done by all the participants to all the
transactions on a common ledger as seen [45]. When a comparison is done with other platforms,
it’s known that Ethereum stands out to be the best especially with features such as

Permisionless private or public and it good for developers.
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Table 2. 1 Comparison of Ethereum, Hyperledger Fabric and Corda [45]

Characteristic Ethereum Hyperledger Fabric R3 Corda
Description of platform — Generic blockchain — Modular blockchain - Specialized distrib-
platform platform uted ledger platform

for financial industry

Governance — Ethereum developers — Linux Foundation - R3
Mode of operation — Permissionless, — Permissioned, — Permissioned,
public or private"’ private private
Consensus - Mining based on — Broad understand- - Specific understand-
proof-of-work (PoW) ing of consensus ing of consensus
— Ledger level that allows multiple (i.e., notary nodes)
approaches — Transaction level

— Transaction level

Smart contracts — Smart contract code - Smart contract code - Smart contract code
(e.g., Solidity) (e.g., Go, Java) (e.g., Kotlin, Java)
— Smart legal contract
(legal prose)

Currency — Ether — None — None
— Tokens via smart — Currency and
contract tokens via

chaincode

2.5 EduCTX: A blockchain based higher education credit platform

This block chain that is found in [46] was arrived at basing on the concept of the European
Credit Transfer and Accumulation System (ECTS) a credit platform that could be used for a
global Peer-to-Peer network comprising of Higher Education Institutions (HEI) plus other
users such as students and organizations with potential of being employers of students that
graduate for the same institution. Many of such technology have based their technology
advancement on the credit transfer which is meant to control third party interference [47]-[50],
this is a big achievement that has been demonstrated through the management of educational

records using block chain technology.

The technology behind the development of a block chain education credit system for the
transmission of academic records of students’ achievement to institutions wishing to find out
the authenticity of the records was meant to enable large parties to transact using token in a
secure manner and this is largely appreciated in so many fields. The safety of records with a
more enhanced way of conducting business on a peer-to-peer basis as observed in the following
articles [29], [46], [51] thus having a wide spread of content among the nodes and ensures

constant of all the transactions performed over the network.

2.5.1 The key features and security EQuCTX

The Blockchain-Based Higher Education Credit Platform (EduCTX) Blockchain platform was
developed with a primary objective to store information in a secure manner as this was made
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possible because the Blockchain was to secure the identity of the sender of information on a
Blockchain, as all the nodes or HEI are related to an official name. It was also secure the
identity of the receiver-student is autonomously presented as well as the credit value of the
token-course and finally the identity of the entire course under consideration [46].

The stated reasons hold the sole purpose of attaining online transaction that has enabled the
HEI its capability of having individual nodes have records in a distributed ledger system. To
attain the reasons that are advanced above, the system had to be developed in such a manner
of providing for robustness to the system. The features of the EQuCTX that would help in
understanding the operation of the system were firstly that each institution that wishes to join
the HEI-EduCTX network would be given an API which would be used to generate their own
wallet including private and public keys. The enrolment system for the students was done at
the same time just after enrolment to the HEI, then a student obtains an ID and the private &
public key are generated and verification is to be done by a course instructor at the completion
of the exam by the student. The organizations that are wishing to look at a student’s ‘records

can obtain them upon submission of the students ‘address to the HEI [46].
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Figure 2. 7 Professor assigning credits using the ECTX client wallet [46]

The platform would be further be accessed through a wallet for to users who can have access

to the system remotely using a browser etc. The figure below displays the wallet that could be
used for such a purpose.
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Figure 2. 8 A high-level depiction of the proposed EAQuCTX platform [46]

2.5.2 Impact of using EQuCTX in Slovenia

The Education Credit Platform (EduCTX) is a platform which was able to have a positive
impact on the general population of the people of Slovenia as it was first used at one of the
local Universities, [46] the first deployment of the platform will be done by our home HEI, the
University of Maribor. The platform boasts of a system that could be accessed globally and
would also ensure enhanced way of organizing academic information of students, [46] Students
benefit from a single and transparent view of their completed courses, while HEIs have access

to up-to-date data regardless of a student’s educational origins.

The paper proposes a distributed Peer-to-peer (P2P) ledger system for an institution of higher
learning to manage the grading system that would ensure a complete migration form the use of
physical records in order to ensure robustness of the system using Blockchain technology [46].
The biggest advantage to this system is that it takes in account of the individual works that are
done on behalf of the institution by a course instructor during the submission of the examination
results. This process negates the possibility of one person completely manipulating the results
of a student without the indulgence of other members of staff getting to know about any change

that is done to the results after submission.
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2.6 EJuRSS: A Blockchain-Based Educational Record Secure

Storage and Sharing Scheme

To meet some of the challenges that are encountered with dealing with a system that highly
depends on physical handling of the record system as provided in the article here [52], it
proposed for an optimal solution through an efficient way of record keeping using Blockchain
that would include quick access to the records as and when required, certification etc. This
system is meant to safe guide transactions that are done between the institution and the general
public, with a strong authentication process [52] and maintain the identity as well as the

authentication process of all parties that would want to have access to the system.
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Figure 2. 9 Overview of the architecture of the EQAURSS[44]

2.6.1 Key features of EQURSS: A Blockchain-Based Educational Records Secure

Storage and Sharing Scheme

The EduRSS was built with different mechanism that would enable the most secure way of
doing transaction in a P2P network. It ensures that there is consensus in the way these
transactions are done using a consensus algorithm. It also provides for cyber security which is
on the increase as observed from situations like these contained in the article [53]. The
Educational Records Secure Storage (EduRSS) had features that were meant for the

performance of the system; First step is to take care of the individual enrolment of institutions
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as they join a HEI through the steps as proposed system is to have a three phase system to
enable the establishment of a link i.e. the request phase, the vote to join phase and the set up
member to join. This process involves the use of a certificate to enable the smooth running of

the transactions and establishing what is called the (x) for each institution.

A smart contract with its primary objective of trying to make secure the storage and
transmission of academic records the EJURSS was developed. These Smart contracts were
designed with 11SC, which they employed in the process of joining smart contracts that are
compiled and deployed on the Blockchain to control the behaviors of nodes. According to the
parameters that 11SC smart contracts it needed to apply were mapping of the key storage value
as well as the relationships the keys generated for the institutions [52], the interfaces of the
11SC would enable the smooth transfer of information on a Blockchain as observed in the below

with the two algorithms.

Table 2. 2 The description of the two functional operations to be done when
establishing a link by a node [52]

Algorithm 1 initInstitutionMap (Insitutioninfo, PublicKey)

Input: Insitutioninfo is the object of institution informa-
tion. PublicKey is the public key of an institution.
Output: boolean.

1: if msg.sender is not the BlockAddress of the institution
then

2: return false:

3: end if

4: PubKeyvInstitutionInfoMap <— Institutioninfo

5: return true:

Algorithm 2 isExistInstitution (PublicKey)
Input: PublicKey
Output: boolean.
: if PublicKey is NULL then
return false:
: end if
: For(skey in keys(PubKeyinstitutionInfoMap)) do
if PublicKey == skey then
return true:
end if
: End For
: return false:

—_

0 ISy M b

The system was developed under the premise of meeting secure data storage through a Block
chain-enabled secure data storage that is based on the Blockchain techniques and storage
servers that has a distributed system. The process of storing data is provided through the

equation below:

= {O)MProw),SIg}...oooiiiiii eqn (i) [52]
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This form data security in Blockchain technology is further discussed through these articles
[54]-[57].

T
Da Dg | | DB

Storage Server

=
I

R31CC

Block0 ——» Blockl —» Block2 —» . —» BlockN

Figure 2. 10 The illustration of the storage process [52]

Blockchain-enabled secure data sharing: from a traditionally enabled way of storing
educational records that are stored from different data centres of an institution so as to meet the
internal security policies that are aimed at meeting specialization of different areas such as
Initialization phase, Confirmation phase, Transmission phase, Storage phase and RSSC

Construction. All these phases are shown in the figure below through the flow chart.
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Figure 2. 11 The flow chart of the sharing process[52]

The last feature was anti-tampering inspection based on Blockchain that provides for
educational records that are held by the institution can only be tempered with during the process
of proofread of a Blockchain [52]. The diagram below provides for the example of a complete
structural mechanism of the anti-checking mechanism for the anti-tempering mechanism of the
EduRSS.
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Figure 2. 12 An overview of the anti-tampering check mechanism [52]

2.6.2 Impact of using EQURSS in China

Three different tests were done on the EJQuRSS to prove it worthiness on the market. The three
test included; experimental environment and trial system, security analysis of the proposed

scheme and performance evaluation.

The EduRSS had a huge impact as it was first implemented through the Alibaba Cloud
platform; this was due to its high scalability and reliability as observed in the article [52]. It
was efficient enough to assist in the trails on the system, as it included 12 Ethereum nodes. It
also included a detailed interface for the quick visibility of all the tasks to be done on the

system.
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Figure 2. 13 The detailed recording interface [52]

A huge level of attack tests was done on the system to find out the situation in accordance with
the vulnerabilities’ that could be exploited by the attacks of different forms. The following
were done Sybil attack, hostage byte attack, collusion tamper attack, replay attack and attack
against the consensus algorithm. The diagram below shows the different probabilities that

could be found in case of an attack.

The last part of the test was on the performance evaluation which was based on trying to find
out the different parameters of the system as guided by the blueprint for the development of
the system [58]-[61]. The two most important techniques are Load test analysis and

comparison to traditional scheme which both provided an outstanding result for the system.

2.7 Related Works and Gaps in the Literature

This part of the research deals with the subject of looking at the various works that have been
done by other people that are related to the research. The section addresses the key features of

the selected articles, possible areas that could be missing from the past works that could be of

When considering a study that was conducted in Kenya by Otuya Joy Atuwo which focused
on the development of A Blockchain Approach for Detecting Counterfeit Academic
Certificates in Kenya [62] this study also used some approach that was considered on the
education Blockchain-based higher credit platform by designing a Blockchain system that
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would detect a counterfeit academic certificate that is not issued by the University of

Strathmore.

A study on modelling and simulation of Blockchain-based education system [63] was done by
Navneet Kaur Bajwa whose main focus was to deal with the use of mathematical modelling in
trying to establish a solution on how to deal with potential attacks that are aimed at the credit
score of students. This study was mainly aimed at protecting the integrity of the academic

qualifications that are obtained from the University of Concordia in Montreal, Quebec, Canada.

A Trust system on mobile communication using Blockchain technology called Blockchain
Based Transcripts for Mobile Higher-Education [64] was developed by Arndt & Guercio. The
system was proposed on the premise that students were mobile in high learning institutions
thereby making it necessary for them to have this strong desire for them to use educational
services very often. This meant constant access to the institutional facilities on a much more
regular base, to ensure the system remains secure, a Blockchain technology system was

developed to meet those security concerns.

E2C-Chain: A Two-stage Incentive Education Employment and Skill Certification Blockchain
[65] was a Blockchain system that was developed to meet two conditions on the Blockchain
system; the first condition was to create a verification point for the education of employees and
their biodata, the second stage was meant to verify the access some skills verification process

for the organization.

BlocHIE: a BLOCkchain-based platform for Healthcare Information Exchange [66] was a
study that was conducted to establish the fairness of the information that was processed through
a Blockchain system using what was called the off-chain storage and the on-chain storage. The

research was to further use an algorithm to improve the fairness of the throughput and fairness.

Impact of Culture on E-Government Adoption Using UTAUT: A Case of Zambia [67] this
study was conducted by Yakomba Yavwa and Hossana Twinomurinzi that was meant to find
out the application of the Utaut model on the suitability of an E-Governance system in Zambia.
The assessment was done on the premise of finding out how the deployment of an e -filing and

e-payment system would help promote efficiency in the delivery of quality service in Zambia.

A similar study on UTAUT was done by Gladys Chikondi Daka & Jackson Phiri with a study
that focused on Factors Driving the Adoption of E-banking Services Based on the UTAUT

26



Model [68]. This study was done to establish the suitability of an e-banking service in the
banking sector to promote efficiency and a more cost-effective way of conducting business.
However, nothing of this nature of study has been done to assess the suitability of using
Blockchain system in the transfer of results by the examination council of Zambia from a

marking centre to ECZ.

In the article by Milumbe Banji on the Enhancing Security of Examination Question Papers
through a Tracking System Based on Spatial and Cloud Technologies, she suggests the use of
tracking system for examination papers especially while in transit to the destination of the
appropriate school that is indicated on the tracker, [2] the demand for the grade 12 certificate
and hence the more need to ensure that the distribution process of examination papers is
tightened through (remote monitoring using GPS tracker) vehicle tracking to help know in real-
time or near real-time the location of the truck delivering examination papers. However this
form security system does not take into account of the safety of the examination papers after
the process of writing exams is over and the transportation to the marking centre and back to

Examination Council of Zambia (ECZ).

In the article by Henry Tembo (2016) titled, “The role of teachers in the management of
examination malpractices: a case study of selected schools of Mpongwe district in the
Copperbelt province of Zambia.” He talked about the various forms of malpractice that
involves examiners immediately, one such a form is the malpractice done immediately after
learners finish writing their exams as stated in [69] Usually involves invigilators, even teachers
working outside the examination rooms, replacing answer sheets handed out during the course
of the examination with ones written outside the centre. Much of such acts are cases that could
take advantage of various security loopholes that are presented by some of the weak measures
that are put in place to curb the vice of educational malpractice after the process of writing and

involves examiners.

The article by Makenzi Thomas Masila (2015) that talks about, “Towards secure, efficient and
effective script management system: a case study of the Kenya national examinations council”
outlined the manual based system that is experienced during the marking process at marking
centre and how his research finally suggests the use of e-marking of electronic scripts as a
solution to some of the challenges that are experienced. This however, introduces a different
solution to the problem that is presented about the manual system to effectively manage the

process of marking and examination cycle. [70] The system promotes a collaborative software
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is meant to transform they documents are shared and have documents being worked on by
different users.

According to the study that was conducted by Gauns Dessai Kissan Ganesh (2018) in the article
“Study of Public Examination System and Proposed E-examination to Control Malpractices
and Evaluation Anomalies” where it tries to address the issue of examination malpractice that
is experienced in various educational institutions at different levels through the introduction of
e-examination system, [71] “Electronic examination (E-examination) refers to the “use of
Information Communication Technology (ICT) to deliver assessments to candidates and
manage assessment related tasks”, [BRWO06]. E-examinations are popularly used for
conducting objective tests suitable for formative/summative assessments. E-examination offers
many more advantages than the Conventional Paper/Pen examinations as follows: It
significantly reduces the logistics cost associated with conventional examinations like printing
of papers, manual evaluation and need for additional resources for re-evaluation, verification
etc.; E-examinations can be configured for 24/7 availability; E-examinations can be easily
scaled to large examinee population over a wide spread of locations”.

In the article by Yalin Chen (2019) that is “A distributed ledger solution for management of
psychology test data” which is meant to control the how test papers in psychology are
administered by preventing the illegal access to the examination process that may interfere with
the data that is collected from the examination scripts. This is because there are a lot of people
that have access to the same examination data, [72]“The test materials are
acquired from centralized databases. Then data are collected and stored in centralized
databases. The database administrator defines access control and grants access to a wide variety
of data viewers”.

Further studies by David J. Weiss (2011) in the article, “Item Banking, Test Development, and
Test Delivery” have shown that other forms like item banking have provided security to the
administration of examination process from the point when items question papers are prepared
up to the point when they are delivered to the centre-schools that, this has enhanced the security
of the examination papers and has helped in maintaining the integrity of examination papers
[73]“A major advantage is that of equalizing item exposure to increase the security of an item
bank across tests that are administered over time to a large group of examinees. The tests
themselves are stored on independent testing stations, they must be individually installed and
their existence on testing station hard drives can create potential item security problems unless

the tests are well encrypted”.
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2.8 A Summary of the Related Works

The findings from the literature revealed there hasn’t been any study that has been conducted

in relation to examination malpractice that is done at a marking centre during the procession of

results to the examination council.

Table 2. 3 A summary of all the gaps that are contained in the related literature.

approach for
detecting

counterfeit

such as QR codes, web-based
certificate verification and was less

effective, hence the need to develop a

Author Title Findings Gap
J.A.Otuya, A Blockchain The system was using Vverification The  system
(2019)

doesn’t ensure
the

transmission of

Bajwa (2018)

Simulation  of

ensure that the efficiency of the

academic Blockchain system to deal with results  from
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Kenya’, cryptographic mechanisms. to a central
PhD Thesis, point.
Strathmore
University
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29
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of Mpongwe
district in the
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Evaluation

Anomalies
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Eliphas Daka
(2012)

The management
and

administration of
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of examination by the Examination
Council of Zambia from 2005-2010,

This article
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issues of pays

public with  emphasis on  examiners’ were a direct link
examinations in absenteeism and its effects towards the to output
Zambia: a case process of marking of grade twelve examiners.

study of the papers. It was established absenteeism

examinations had negative effects on the outcome the
council of
Zambia, 2005 —

2010

marking process.

Whilst the above research articles provided various solutions for dealing with dishonest at
various levels that are presented with different scenarios using Blockchain technology. There
seems to be a research gap that exists for the use of Blockchain technology in the secure transfer
of examination results for one marking centre to the central repository station where they are
needed for the final procession and onward distribution. This is the gap that this research

intends to address.

2.9 Chapter Summary

The chapter was first introduced with the structure of the examination council Zambia, the
issue that is a serious challenge for the council and that is examination malpractice. The
examination malpractice was also looked at different levels and how they handled. Blockchain
technology was the next topic that was handled by provided the major components such as
consensus algorithms, smart contracts etc. We also looked at various related articles that had
some significance to the study, especially on how they were handled using Blockchain
technology.
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3 THEORETICAL AND CONCEPTUAL
MODEL/FRAMEWORKS

3.1 Introduction

This chapter discusses the Theoretical background and the conceptual frameworks and models
related to this study. The chapter includes the theories that underpin this study. Based on these
theories, the Chapter then looks at the conceptual Frameworks / Models. Finally, a conceptual
framework/ model is developed based on the theoretical and conceptual background above.
The hypotheses are then developed from the proposed model / framework and concludes the

ethical considerations.

3.2 Theoretical Framework

The study explored various models that have been used by different scholars in trying to come
up with new ways of adopting new systems in computing industry. The models helped us in
coming up with a strategy to deal with the problem of post examination malpractice that is
experienced at a marking centre. Among the models that were considered for this study were
the UTAUT (Unified Theory of Acceptance and Usage of Technology) and TAM (Technology
Acceptance Model) model. Each of these models were looked at based on the various pros and
cons that each model presented to deal with the current problem in our study.

3.2.1 Technology Adoption Theories

This section shaded some light on various model theories that were developed by different
scholars regarding adoption and use of technology.

3.2.2 Technology Advancement Model (TAM)

This model uses the information system to come up with the two frontiers as a basis of adopting
a particular technology for users in an organization. The model was developed by Davis in
1989, “The goal of Davis’ (1989) TAM is to explain the general determinants of computer

acceptance that lead to explaining users’ behaviour across a broad range of end-user computing

technologies and user populations™[1].
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Figure 3. 1 The Original Technology Acceptance Model [74]

TAM has visibly a high chance of predicting a pattern of user acceptance towards certain
directing the deployment of new technology in an organization, as observed in the article “TAM
is a robust, powerful, and parsimonious model for predicting user acceptance of information

technologies”[75].

The TAM model is usually used because of its robustness in predicting technology acceptance
in different studies as observed in the study herein, [75] “TAM is a robust, powerful, and

parsimonious model for predicting user acceptance of information technologies.”

The limitation of TAM model in this particular study is its inability to reflect a variety of
constraints in that could be suggested for a study as observed through the article by Thomas
Olushola and James O. Abiola [75] “TAM does not reflect the variety of user task environments

and constraints.”

3.2.3 Unified Theory of Acceptance and Usage of Technology (UTAUT)

The Unified Theory of Acceptance and Usage of Technology (UTAUT) which is an extension
of the first forms of TAM was later developed by Venkatesh et al. in 2003, [76]“incorporated
four key determinants in the UTAUT model and there were performance expectancy, effort
expectancy, social influence and facilitation conditions as well as four key moderators like

gender, age, voluntariness and experience.”
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Figure 3. 2 Unified Theory of Acceptance and Use of Technology [77]

The UTAUT model is predominately a very good model because of its ability to integrate a lot
of variables in a particular study, [75] “UTAUT is more integrative; however, the UTAUT
model is weak in explanatory ability. The UTAUT model is considered a reflection of an
individual‘s internal schema of beliefs, where the external part is being ignored (Brown et al.,
2010). Significantly, the UTAUT model successfully integrated 32 variables with four
moderators, but the application is too general in terms of incorporating classes of technologies
(Venkatesh and Bala, 2008)”.

They are a number of limitations as regards to the use of the UTAUT model in studies that are
related to technology acceptance; however, this study focuses on the models’ inability to attract
complex data collection methods such outlined here, [75] “May not be useful to underpin
sensitive and confidential studies that may attract the use of insignificant complex data

collection.”

3.3 Conceptual Framework / Models

3.3.1 Unified Theory of Acceptance and Usage of Technology (Venkatesh, 2003)

Unified Theory of Acceptance and Usage of Technology (UTAUT) has been widely used in
technology adoption studies. The strength of the model lies in its ability to integrate many
variables in a particular study. This study uses the Unified Theory of Acceptance and Use of
Technology (UTAUT) method with Performance Expectancy, Effort Expectancy, Social
Influence, Facilitating Conditions, Behavioral Intention to Use, Gender, and Age variables.
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Figure 3. 4 Conceptual Framework

36



According to the conceptual framework above, the examination council is normally in charge
of receiving raw examination results from the marking centres. There after the council then
processes the raw results by aggregating all the results for particular candidates from different
centres for publication.

3.4.1 Research Hypotheses

The following hypothesis were used

* Hy: Performance Expectancy does not influence the adoption of blockchain technology.
« H;: Performance Expectancy does influence the adoption of blockchain technology.

« H,: Effort Expectancy does not influence the adoption of blockchain technology.

« Hj: Effort Expectancy does influence the adoption of blockchain technology.

* Hy: Social Influence does not influence the adoption of blockchain technology.

» Hj: Social Influence does influence the adoption of blockchain technology.

* H,: Facilitating conditions does not influence the adoption of blockchain technology.

» Hj: Facilitating conditions does influence the adoption of blockchain technology.

* H,: Behavioral Intentions does not influence the adoption of blockchain technology

* Hj: Behavioral Intentions does influence the adoption of blockchain technology

3.4.2 Operationalisation of the variables

The hypotheses above were generated based on the UTAUT Model (Venkatesh et al., 2003),
taking the PE, EE, SI, FC, and Bl as in variables and the adoption and actual use of Blockchain
based security system in the distribution of raw results by users.

3.5 Chapter Summary
This chapter outline two models used in the development of a system through giving an account
of each of them and looked at the Pros and Cons of each. This gave rise to the adoption of a

conceptual framework that was developed from the general UTAUT model and proposed the

various hypothesis that were operationalised as independent variables.
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4 RESEARCH METHODOLOGY

4.1 Introduction

This chapter is focused on materials and methods that were used in this study. The chapter is
structured around baseline study which includes: mixed methods research methodology,
descriptive research design, target group, sample size, data collection tools, data analysis,
ethical considerations, limitation of the study and presentation of findings. This is followed by
system automation, which focuses on the current and proposed business processes. The various
system design are then presented. The chapter is then closed with a look at the limitations of
the prototype.

4.2 Research Design

A combination of quantitative and qualitative study was appropriate for the exercise, [78]“In
general we recommend contingency theory for the research approach selection, which accepts
that quantitative, qualitative, and mixed research are all superior under different circumstances
and it is the researcher’s task to examine the specific contingencies and make the decision about
which research approach, or which combination of approach, should be used in a specify
study”, “A mixed-method study is one in which the researcher incorporates both qualitative
and quantitative methods of data collection and analysis in single study. This type of study
enables a policy researcher to understand complex phenomena qualitatively as well as to

explain the phenomena through numbers, charts, and basic statistical analyses”[79].

4.3 Baseline Study
4.3.1 Population of the Study

The study focused on twelve (12) marking centres countrywide out of twelve (12) which is the
usual number of marking centres that are used in the marking process at grade (12). The target
were four (4) rural centres, four (4) Peri-urban and four (4) urban areas and the respondents in
the marking centres were twelve (12) systems administrators for the centres, eighteen (18) data
entry officers for all subjects including those subjects that are written in partitioned form, thirty-
three (33) chief examiners for the panels, sixty-four (64) team leaders and, four (4) IT personnel
in charge with the processing of examination at ECZ, giving us a total of 120 people. The
reason behind the selection of these places was to look at the entire organization of the marking

process.
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4.3.2 Sample Size and Sampling Technique

The homogeneous purposive sampling technique was used on the study population. This is a
technique that aims to achieve a homogeneous sample. This approach was preferred as the
research required information from those who were responsible for the transfers of results of
candidates at the marking centre, at district levels and supervising officers of examination at
the provincial level. The sample size that is involved twelve (12) centres across the entire
country. This sample size was informed by the number of examiners and support staff that is
responsible for the procession of examination at a marking centre. This sample was used for

the questionnaires.

The study also included ECZ members of staff who are responsible for the procession of
examination from packaging of examination scripts to marking centres and from marking
centres, aggregation of all the compiled results and the publication of results, including the
Information Technology (IT) people that are responsible with ensuring that security of the IT

infrastructure for ECZ.

The formula used below is the depended on the study population as was guided in section 4.3.2
which gave a detailed segmentation of all the parameters of the full population that was under
consideration. This study population is as it is presented by the examination council in the

database of various officers that are used during the process of marking.

= T eqn (1)
120
= TTI20(00ST) (11)
n=92.................... (111)

4.3.3 Data Collection Methods

Unstructured interviews with staff were held to have a better insight on the many challenges
that the organization faces at this point via zoom, skype, phone calls and physical meeting at
places of work. Questionnaire output would give the researcher an idea of the infrastructure
available in these marking centres as well what Information and Communication Technology

tools are currently used any.
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4.3.4 Instruments for Data Collection

The process of data collection was done over a four (4) week period, starting from the first
week of March 2021 to the last week of March 2021. During this phase of data collection,
questionnaires (See Appendix A) were administered to the respondents from all the marking
centres including staff responsible with handling of exams at ECZ offices. Enough time was
given to the respondents to answer the questionnaires ranging from two days to a week at most,

this was done depending on when the respondent received the questionnaire.

4.3.5 Questionnaire

The questionnaires that were submitted online and google docs was used in the generation
process of the questionnaire. The unstructured interviews ran side by side with the

administration of the questionnaires online.

4.3.6 Data Analysis

This process involved organizing the data collected in manner, which was clearly understood.
The quantitative data was analysed and interpreted using Statistical Packages of Social Science
(SPSS) Software while the descriptive statistics were applied to show the frequency
distributions from the various responses that were obtained.

The data was analysed in two parts, namely the descriptive one and the inferential part.
Descriptive part dealt with parameters such as the mean, standard deviation, mean deviation
etc. The inferential part has to deal with the parameters such as the Sample t-test of the
population, the probability value or the P-value to ascertain the degree in the hypothesis that

were created in Chapter 3.

4.4 Ethical Consideration

Ethical issues were taken in consideration since a purposive sampling technique was used to
select the respondents and that their identities can easily be traced, which subsequently meant
that they were assured of high confidentiality and non-prosecution because the research was

purely done on academic purposes.
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4.5 Limitations of the baseline study

The time frame to visit all the required sites for research was limited due to the fact that the
researcher was not granted fulltime leave and most areas were not accessible due the covid-19
restrictions. Further, more the period coincided with the time when most examiners were highly
engaged with undertaking of their term one (1) end of term preparations as well as mid-term
exams, since the term only commenced on the 1% of February 2021.

4.6 Current Business Process at Marking Centres

The entire business process as established from the various stakeholders in the examination
process from the marking centre to the forwarding of compiled results is presented below. The
process was comprehensively researched for all the phases that are conducted from the delivery
of examination scripts by ECZ staff from various examination centres across the country to the
marking centres, stock taking of the scripts by the Chief Markers of various panels with their
team of examiners, Coordination of the marking key, swearing in ceremony of the examiners,
marking of the scripts, verification of the grades entered by the data entry officers and final

compilation of all the verified and transported to ECZ.

Figure 4. 1 The cycle for the business process at the marking centre

4.6.1 Approved examination marking centres for School Certificate

The figure 3.1 below shows the selected centres that are used for marking at school certificate
level, which is grade twelve (12). These centres are quiet and offer the best services to the

markers during the time the period examiners are marking. These services include; cafeteria
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for examiners to have their meals from, sleeping quarters, rooms of convenience, dispensary

for those that may fall sick during their stay at the centre.
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Figure 4. 2 Distribution of Marking Centres across the country
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Figure 4. 3 Marking centres at grade 12

4.6.2 Sorting of examination scripts

This process is done in order to verify the centres that are supposed to be marked by the
examiners. It involves counter checking all the schools that were entered during the process of

registration of candidates with the scripts that were delivered at the marking centre. When that
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tallying process is completed, the scripts are shared into the belts for marking that are formed
to do the marking process. Each belt is assigned with a number of scripts to mark for a specified

number of days.

Figure 4. 4 Examiners Sorting out Examination Scripts before marking process.

o= o
e

Bulky Scripts Sorting out scripts Ordered scripts
According to

Figure 4. 5 Business process during sorting out of examination scripts

The Figure 4. 6 describes the business process model during the sorting out of examination
scripts according to centres before starting to score. These ordered scripts are then shared
according to the number of marking belts available in the panel.

4.6.3 Coordination of the marking key

The process of coordination is done in order for the examiners to formalize themselves with
marking key and to also attend to some corrections, if any that could have identified in the
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process of item formation of an examination paper. At this point the examiners are also availed
with some dead scripts which are used in making sure that the examiners don’t make mistakes
as they begin to work on the live scripts during the marking process. This process is carefully
done so as to minimalize errors and could take some days to finish, in order to get the best

results out of the exercise.

Figure 4. 7 Marking Key with additional answers after coordination

4.6.4 Swearing in ceremony of the examiners

This process is meant to have the examiners take an oath before starting to attending to matters
of importance. A senior citizen who is a commission of oath that is identified near to the
marking centre is requested upon to officiate at such a ceremony and examiners are meant sign
to a document as they are sworn into the process of handling examination of that particular

marking session. The action of swearing in is meant to remind the examiners how important
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the work they are undertaking is, so that they should attached a high level of value as they are
doing it.

f.o. - — s

22 .10 T

Examiners being addressed on
examination guidelines

Figure 4. 8 The process of taking oath

Examiners taking Oath before
a Commissioner

The swearing in ceremony is also accompanied by the signing of the agreement form, this

documents states the conditions that are attached to the marking exercise and all other staff

contracted for the process.

EXAMINATIONS COWUMCEIL OF TAMEBLA

AOTH/AFFIRMATION OF SECRECY

£ HELS ME GOD

i1

COMF‘(&SS!ON!’R FOR OATMS

———ule T e . P A &V PITIIEES TN v b DT CRAL T e el
- —~——

Figure 4. 9 Examiners Oath/Affirmation of Secrecy form

4.6.5 Marking of the scripts

After the above processes have undertaken, the examiners are given live scripts in there panels

to begin the process of marking. The examiners who are placed in the belts are to share
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questions in a question paper. This is meant to have no single person is supposed to mark one
single script alone, but rather have one single script pass through the examiners in that
particular belt. Belt marking increases the level of transparency during the process of marking
and also takes into account of the individual errors that are performed by individual examiners
during the process of marking and are corrected at the point of totalling. This also makes

examiners to move at the same pace in the process of marking.

According to Rittah Kasowe (2014) he establishes the following about centralized belt marking
by examiners, [80]“It was observed that belt marking allows the examiner to specialize in one
question or questions assigned to him/her, thereby increasing the pace of marking. There is
deep understanding of the marking scheme as the marker concentrates on few questions thereby
improving on reliability of marking. This contributes to efficiency and fairness in marking. The
students felt that belt marking minimize malpractice resulting in high degree of fairness in the

marking process”.

Figure 4. 10 Belt marking for examiners

4.6.6 Transfer of the grades entered by the data entry officers

This section deals with all the details that are involved in the process of transferring the scores
that have been recorded by the examiners in their individual panel by the data entry officers at

the data entry pool. The following are the steps taken in the entire process:
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i. At the point when the scripts are taken to the typing pool all the marked scripts are
packed and secured to avoid misplacement of any scripts, this process of taking the
scripts is usually done by the team leaders of the panel who records the packs that are
taken to the typing pool. After recording all the details of the packs vis-a-vis center
code, center name, subject code, number of scripts in the record book and takes the
packs to the typing pool.

ii.  When the team leader(s) hands over the packs to the data entry officer. Sh/e begins
transferring the marks recorded on the marked scripts onto the mark schedule like the
one displayed in fig 3.5 below. This process involves the actual transfer of grades that
are entered in the system by the data entry officers. The entries are entered into the
system records according to how the setting plane was established at the examination
center in accordance with the way candidates were registered by the registry officers at
school level.

iii. It must also be noted that the results are entered on an offline system that keeps the
records of the grades that have entered until they have been safely secured in the
computers that are made available to the marking center. This process means that incase
of theft of the computers at marking center then the entry of results will have to be done
again.

iv.  When the examiners are finished with the process of marking, they begin confirmation
of the results that were entered by the data entry officer, starting with the scripts that
were submitted first. In case during the process of verifying the grades entered by the
data entry officers’ errors are observed, then the examiners in the marking panel are
meant to work on the errors and correct the errors in order to take the corrections to the
data entry officer so that updates can be done. It should again be noted that this process
is done manually by the examiners and after they finish doing so, the confirmed copies
are sealed and submitted to the center coordinator for transportation to Examination
Council of Zambia together with marked scripts. It should be noted that the entry of
examination is done online onto the ECZ server.

v.  As for the consolidation process at grade 9 is done at district level before they transport
the results to the province for all the schools in the province and finally the results are
taken to the headquarters at ECZ for the final compilation of the results so that they can
be published.

The figure 3.6 below shows the printed copy of the results entered by the data entry officers
that is due to be verified manually before being compiled and sealed in readiness for
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transportation to the examination council of Zambia headquarters in Lusaka for onward

procession.

Full names of Cop
Verifier

5 : e Signature of Verifier

Entered Grades ) . Data Entry Officer’s
Figure 4. 11 The confirmed sheet of grades Initials

The Figure 4. 12 shows a sheet that can be easily be modified by any person who has access to

the examination results entry system.

Figure 4. 13 Data entry room

The pictorial diagram below shows the process of entering grades from a hardcopy sheet onto

the examination results entry system by data entry officers for various panels.
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Figure 4. 14 Data entry process as observed above

4.6.7 Final compilation of all the verified and transported to ECZ.

Upon completion of the verification process the examiners then compile the list of sample
scripts to be taken in some separate parks to help in the process of examination analysis by the
senior administrators at ECZ. This also helps in quality assurance by the team of examiners
and help in identifying the weaknesses that would have been brought out during the marking
process. Assessing the quality of marking is of great essence by the council, this is done to

strengthen the confidence level of the council by the general public.

Below is a figure showing a summary of the entire process that is done at marking centre up to
the point when the results that are collected enroot for final consolidation at the district and

provincial level.
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Exam Scripts Delivered at a Marking Key
Marking Center
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Marking in Belts Swearing in Ceremony
Delivery of printed Delivery of marked scripts - for marking
results for verification to the data entry officers
by examiners for inputing of results
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to ECZ Transportation of Marked
Scripts and results for
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Figure 4. 15 A summary of a pictorial representation of business at a marking centre.

4.7 Weaknesses of the current system

This section covers some of the weaknesses that are current experienced by the system and
pose as a serious challenge to the smooth running of the business at a marking centre which
would disrupt business at the Examination Council of Zambia.
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The system is highly offline due to that fact that if it was to be used online, latency for
the connection between the marking centers and ECZ servers suffer from high latency
and hence the systems are only meant to work offline. This is mostly due to the number
of computers that would want to access the servers, thereby making congestion in the
network and making real time updates almost impossible.

The results that are entered by the data entry officers are stored in plain text in the local
system at the marking centers, thereby marking the system and grades more prone to
modification by anyone who can have access to the results.

Some data entry officer lack basic computer security awareness on how to handle
sensitive data such as national examination results through accessing internet using the
same computers dealing with examination issues, use of flash disk on the computer as
some of the external drives would carry serious malicious programs that would damage
either the computer system or make data lost.

The process of results consolidation that is mostly done at grade nine (9) level delays
the process for publication of results since the results pass through two stags before
they are aggregated at ECZ i.e. at district and province level. This not only delays the
process but also acts as a good recipe for examination malpractice as data entry officers
and systems admins at local marking centers continue to have access to the compiled
results even after the process of marking is over.

The current form of doing business in terms of verifying grades entered into the
databases at the both the marking center is done manually using printed out copies of
results which could be lost during the process of verification or indeed at any other time
such transportation of compiled results back to ECZ. This process is very cumbersome
as large volumes of data in raw grades are to be signed manually by the examiners
involved in the marking process at the center. Due to the high volumes of papers that is
being mistakes are experienced in terms of copies packed in different packs as opposed
to being packed in the right packages.

Time stamping is the only major way examination malpractice can be tracked by the
system admins at the marking centers and also at ECZ. This has proved to be less
effective as some cases of malpractice have been recorded at marking centers after the
entire process at the center has been completed and during the process of consolidation
at district and province level as is the case at grade 9, due to some data entry or systems

admins who still have the privileges to modify or alter data or grades that have been
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entered. Perpetrators have in most cases set the timer to such a point that once they
modify the grades, the time is back dated to the period marking was active in session.
The entire process of doing the verification in the manual way has proved to seriously
take up most of the resources in terms of paper. Due to the many errors that are
experienced during the process of verification. The amount of paper used in the process
is quiet high and raises the cost of processing examination. Examiners are meant to
print out the copies and go through them when verifying the grades for the candidates
and make sure that, if they are errors noticed then the copy of the sheet having the same
errors is reprinted in order to file copies that are error free. This process has proved to
be very costly due the high volumes of papers that are misused during the entire
marking process.

Due to the many panels at a marking center, some data entry officers are Overwhelmed
with a lot of work, as they are meant to now enter results for more just one panel. This
increases on the number of errors experienced, giving more work again to the
verification process. The process makes use of the same data entry officers to work on
a lot of scripts during the process of entering the grades in the database e.g. an officer
can be working the grades for different subjects such as entering grades for Computer

Studies and also entering grades for Agriculture Science.

Table 4. 1 Below gives a summary of the verification process with its security

challenges outlined for each feature that is presented by the current system.

Process Challenges

Manual Dependency The verification is done manually using

printed out copies of results which could be
lost during the process of verification or

indeed at any other time.

Overwhelmed Due to the many panels at a marking centre,

some data entry officers are Overwhelmed
with a lot of work, as they are meant to now

enter results for more just one panel.

Level delays The process of results consolidation that is

mostly done at grade nine (9) level delays the
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process for publication of results since the
results pass through two stags before they are
aggregated at ECZ i.e. at district and

province level.

Time Stamping

Tracking of any sort of malpractice that
could be experienced at data entry point is
only guaranteed using a time stamp, this
could render the verification process of
results inefficient as skilled people could
manipulate the clock of the system. This
process can only be achieved after the whole

process has finished at the marking Centre.

Cost of Paper

Due to the many errors that are experienced
during the process of verification. The
amount of paper used in the process is quiet
high and raises the cost of processing

examination.

Time Consuming

Due to the fact that data entry officer is not
found within the marking pool, time is
wasted in the movements that are done to-
and-from the typing room where entering of
results is done, much of the valuable time is
lost.

Many Roles for Data Entry Officer(s)

Due to the many panels at a marking centre,
some data entry officers are overwhelmed
with a lot of work, as they are meant to now
enter results for more just one panel. This
increases on the number of errors
experienced, giving more work again to the

verification process.

Highly offline

The system is highly offline due to that fact
that if it was to be used online, latency for the
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connection between the marking centres and
ECZ servers suffer from high latency and
hence the systems are only meant to work

offline.

4.8 System automation

The system automation phase was arrived at after a careful study that was conducted to find
out the challenges that were faced using the current system in safe guiding examinations at the
marking centres. This study helped in coming up with a conceptual model that would manage

examinations in order to curb post examination malpractice at marking.

4.9 Proposed Business Process

4.9.1 Proposed web system digital signing and verification of results using Blockchain

The proposed system for the Blockchain was meant to change the current form of doing
business by using the Blockchain system to digitally sign on the document sheets for the raw
results of candidates using some algorithms that would enhance the security of the entered
results during the processing from the marking centre. This same proposed system seeks to
address many of the weaknesses that are presented by the current system.

4.9.2 Web based system

This web application would be a great improvement in trying to do away with the manual
system of confirming the results and transporting the same results to ECZ headquarters in
Lusaka as hardcopies and storing of results on the temporal local database (Personal Computer)
with a view to transfer them onto the main server at ECZ when aggregating the results from
various marking centres. The process of results verification from various marking centres was
a setup previously done in the manual by the officers from ECZ who go through the hard copies
and confirmed the results of each candidate and their respective centres, and due to the high
volume of results involved in the process, much of the process is not completely exhausted and
go straight to the softcopies in order to publish the results quickly. The new approach will
provide for the quick confirmation of the results by the examiner within the panel and not from
a typing pool using the web application, after the confirmation, the results will be hash by the
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application and upload on the Blockchain for further verification process before they are
distributed to the candidates.

TYPE DRAW = UPLOAD x

Upload an image of your signature

CANCEL

Figure 4. 16 Web based Blockchain system interface*

4.9.3 Digital signing phase

The digital signing phase is a final confirmation by the examiners, who are required to provide
a digital signature to the documents being transferred. The digital signature is meant to detect
the unauthorized tempering or modification of the grades, as provided for by the federal
information processing standards publication 186-4 (2013) in its definition of digital signature
as follows “The result of a cryptographic transformation of data that, when properly
implemented, provides a mechanism for verifying origin authentication, data integrity and
signatory non-repudiation”[81]. This part of the examination process confirms who the original
source of the signer of that specific document sheet of the grades. At this point since there are
a number of examiners that are involved in the process of confirmation for transferred grades.

The process of signing on the document is done using a group signature.

4.9.4 Group signature

The group signature was the one that was proposed for the development of the model, and was
suitable since the number of examiners involved per panel was more than one person and highly
because of its security features. This form of signature ensures that only members of a specific
group can sign on a document, it also makes the receiver to be able to verify if the message is
valid or not but cannot immediately discover which member sent it and can be revealed after

opening the message and seeing the content of it. [82]“A group signature scheme allows a

4 https://www.digisigner.com/free-electronic-signature/sign-document-online
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group member to sign messages anonymously on behalf of the group”. The group signature

that was under consideration.
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Figure 4. 17 Digital signing process

When signing on the message, we use an algorithm where we let the generators of a key

giand g, be members of a group of key generators G, this follows that the secret key P; is

Xi1 Xi2

(xi1,%;2) € Z5 for everyi = 1,2 and its public key is given by h; = g;"" g,", this also
assumes that no two persons from the same marking panel will have the same public key,

therefore it shows that h; # h,.

Table 4. 2 Proving that z is constructed by correctly with respect to h; [83]
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4.9.5 Verification phase

Examination Council of Zambia

(ECZ)

Digital Signature

MMessage Digest

Panel X's
Private
Key

Decrypte ZWiessage Digest with
Panel X's Public Key

Figure 4. 18 Verification process of the document

Below is an algorithm that is aimed at verifying the process of a shared document on a platform.
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Table 4. 3 Verification process of the document [83]
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The entire process of verifying and signing of the document will be built using the Ethereum
platform. This platform is an open source and uses various languages in this process of

verifying and signing of important documents that require safe keeping.

4.10 System Architecture

The diagrammatic representation that is expressed in figure 3.12 show the model of the
architecture that the research focused on achieving. It is system that comprises of a cloud based
component for the storage of the transaction that are done on a Blockchain and a client
component that has features for the examiner and the system administrator to interact with. The

client interactions are handled by the web-server on the same web application.

Web server

E, ‘Web application

= =

~ S
~_ > & IS 2 S

Client 1 Client2 *©

Figure 4. 19 Shows the distribution of client terminals linked to a web browser and web

server
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4.10.1 System Requirements Specification

The benefits that the Blockchain system was be able to provide to the users and administrators

at ECZ are outlined in this section. This is an extensive explanation of the two broad categories

of the requirements as Functional and Non-functional ones.

4.10.2 Functional Requirements

The following table outlines the different functional requirements that are made available by

the Blockchain system to ensure that the set objectives of the research is attained.

Table 4. 4 The table gives the details of the functions for each system

Requirement ) ]
Detailed Requirement
ID

FR1 All users must first be created for accounts to be able to
use the system.

FRo All users with accounts created should be able to access
the system by entering the correct credentials.

FR3 A Blockchain administrators should be able to add users
who can interact with the block at various levels.

ERa The Blockchain administrator should be able to
delete/block users from the system.

FRE A Blockchain user (examiner) should be able to generate a
digital signature for a document in excel sheet, csv, pdf etc.

FRE The Blockchain user (examiner) should be able to sign on
a document that is to be uploaded on a Blockchain.

R7 The Blockchain user (examiner) should be able to upload
a document for signing on a Blockchain.

FR8 The Blockchain administrator should be able to verify the
message that is signed digitally.
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The Blockchain administrator should be able to retrieve
FR9 the digitally signed document is its original format e.g.
excel, csv, pdf etc.

4.10.3 Non-Function Requirements

The following non-functional requirements are global in nature and do not in any way affect
the running of the Blockchain system.

Table 4. 5 The table shows the non-functional requirements for the system

Requirement ) _
Detailed Requirement
ID

NERL The system should incorporate major aspects of security,
which include confidentiality, Integrity and Authentication.

NRE2 The system should be modelled in such a situation that
more features can be added to achieve the intended goals.
The system should be simple to use with no steep learning

NRF3
curve.

NRE4 The system should by highly available to users whenever
requested upon.

NRF5 The system should continue operations even during partial
shut-downs for maintenance, repair or upgrade.

NRE6 Each user shall have a set of system access properties that
defines the user’s privileges within the system.

NER7 The system should have encryption capabilities at all
interfaces where data could be intercepted.
Examiners will be limited to functionalities according to

NRF8 )
their levels.

NRF9 System failure shall not compromise data integrity

61



4.10.4 Design Specification

This section dealt with various data models that are required by the system in the
implementation stage to achieve the requirements set by the objectives of the research. These
are object oriented based models.

4.10.4.1 Use Case Diagrams

The use case diagram that are discussed in this section bring out the different interactions the

examiners and other users of the system conduct.

ECZ Blockchain
Administrator

Examiner

on 2ach alphabet

Figure 4. 20 Use case diagram on the signing and verification of a digital signature
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4.10.5 Use case description

Table 4. 6 The sue case description for signing a digital signature

USE CASE ID UCi1i
) Verify Examination results sheet

Title ]
details
Blockchain Administrator access the

Description GET/Query menu on the graphical
user interface.

Actor(s) Blockchain Administrator

Blockchain Administrator must have
- logged in to the system and launched
Pre-conditions
the application’s Graphical or

Command line interfaces.

1. Blockchain Administrator selects
“Get certificate/Post”.

2. Blockchain Administrator then
enters a private hashed key.

3. Blockchain Administrator clicks

Main Success Scenario on the Verify button.

4. The certificate details are

displayed on the
graphical user interface or
command line
interface.

System declines if the key entered
Alternative flow of events does not match and returns an error

message
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Table 4. 7 The sue case description for verifying a digital signature

USE CASE ID UCl1
) Verify Examination results sheet

Title ]
details
Blockchain Administrator access the

Description GET/Query menu on the graphical
user interface.

Actor(s) Blockchain Administrator

Blockchain Administrator must have
- logged in to the system and launched
Pre-conditions
the application’s Graphical or

Command line interfaces.

5. Blockchain Administrator selects
“Get certificate/Post”.

6. Blockchain Administrator then
enters a private hashed key.

7. Blockchain Administrator clicks

Main Success Scenario on the Verify button.

8. The certificate details are

displayed on the
graphical user interface or
command line
interface.

System declines if the key entered
Alternative flow of events does not match and returns an error

message

4.10.6 Sequence Diagrams

The next part deals with the Sequence diagrams which help with showing the kind of

interactions that are defined among different system classes. These instances help in the process
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of visualizing as well as validating the different runtime scenarios. As can be described below

between the actors and main system.

The sequence diagram depicted below was used by Keiko Hashizume and Eduardo B.
Fernandez in their article in titled digital Signature with Hashing and XML Signature patterns
of 2009. The sequence diagram shows the process of signing the message as well as that of
verifying the signature of the message in both Figure 3.14 & Figure 3.15 was used in the article
to show the digital signature would be developed and used to enhance data security while is
this article the same sequence is being suggested to be used to encrypt data being transmitted

from a marking centre to the ECZ servers.

‘ Signer ‘ DigestAlgorithm SignatureAlgorithm|
T
|

signMessage (Message, senderPrivateKey)

‘ Sender

dl' gest (Message, hashValye)

encrypt (Message, SenderPrivateKey, digestSignatuye

create{digitalSignature)
L_i % Signature

L

create (Message, Signature) ™ @
' ]
1
1
I

Figure 4. 21 The sequence diagram for signing a digital signature [84]

Receiver FPublicKeyvRepository Verifier SignatureAlgorithm DigestAlgorithm
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retrievePublicKey (senderld, senderPublickey) !
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verifySignature (SignedMessage, senderPublicKey

i

decrypt (Signature, senderPublicPublic, hashValuel)

digest (Message, hashValuel)

|

> compare (hashValuel, hashValue2)
1

|-

=

signatureValid
1
] | 1
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Figure 4. 22 The sequence diagram for verifying a digital signature [84]
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4.10.7 Data models

The data models below shows the details that were used in coming up the databases that were

used in coming up with the Blockchain system to manage examination malpractice.

Table 4. 8 Attributes of the entity on the examiner

ENTITY : Examiner

DESCRIPTION :
This entity Stores data

about Examiner

Attribute Description Data Type
NRC_no (Primary Unique identifier for
_ VARCHAR (12)
Key) Examiner
Unique identifier for
Marking_centre_code centre where marking VARCHAR (6)
is done
Surname Examiner’s lastname VARCHAR(45)
Examiner’s
Othername VARCHAR(45)
forenames
Examiner’s Date of
dob _ VARCHAR(45)
Birth
) ) Examiner’s
nationality o VARCHAR(45)
Nationality
sex Examiner’s sex VARCHAR(45)
Name of Examiner
uploading of
username o VARCHAR(45)
examination results
sheet
Date candidate results
Date_of upload were uploaded on the VARCHAR(45)
Blockchain
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Table 4. 9 Attributes of the entity on the subject

ENTITY : Subject
DESCRIPTION :
This entity Stores data

about subjects

ATTRIBUTE DESCRIPTION
Subject_code Unique identifier for
_ ) VARCHAR(45)
(Primary Key) subjects
Subject_desc Full subject name VARCHAR(45)

] Short subject name to
print_name _ VARCHAR(45)
display on report

4.11 System Implementation

The web based Blockchain system to manage and eliminate education malpractice at data entry
point was developed using the Ethereum platform that enables software developers to build
decentralized systems using the following features; cryptocurrency, smart contracts, Ethereum
virtual machine, decentralized application (DAPP) and decentralized autonomous application
(DAO).

4.12 System Development
4.12.1 Cryptocurrency

Ethereum uses crypto currency in its development and deployment were the technology is
easily understood by smart contracts. Ether cryptocurrency helps in building a strong peer-to-
peer network especially in the computational resources and transactional fees. [85]“The
demand for the cryptocurrency is based on the confidence of the consumers on the digital
currency with no interference of government. The most popular type of cryptocurrency which
is also the first successful cryptocurrency introduced to the world is ‘Bitcoin’ that was released

on 3"January, 2009 by Satoshi Nakamoto”.

4.12.2 Decentralized Application (DAPP)

This consists of the backend code that runs on a distributed peer-to-peer network and is

designed to work on network without using a centralized system.

Frontend — Smart Contract(Backend code) — Blockchain (P2P Network)
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This makes it possible for the users to interact with the backend on the decentralized
application. “Blockchain relies on and permits to implement the concept of Decentralized
Application (DApps). This makes the applications more transparent, distributed and flexible.
The complexity of Blockchain and its integration problems require expertise that differs from
traditional application development approaches. Within this context, this paper presents our

experience in building a DApp with one of the most popular Blockchain based platforms”[86]

4.12.3 Decentralized Autonomous Organizations

This is a digital organization that aims to operate without the need of hierarchical management
because it exists on the Blockchain network that is governed by its protocols and highly
depends on smart contracts. All decisions are driven by the smart contracts or voting system
within an organization. “Electronic communities of decentralized autonomous organi-zations
(DAO) that engage in agile business-network collaborations, are enabled by recent Blockchain-
technology related innovations using smart contracting. DAOs utilize service-oriented cloud
computing in a loosely-coupled collaboration lifecycle that commences with the setup
phase”[87].

4.13 Chapter Summary

In this chapter, the methods and materials used while carrying out the baseline study and
development of the Blockchain model and system prototype. A mixed-methods research
approach was employed while carrying out the baseline study using the unified theory of
acceptance and use of technology (UTAUT) model. In the various methods previously used for
management of examination malpractice at the data entry point were reviewed in order to have
a clear understanding of the whole process to enable a mapping of the business process. The
proposed business process models for the transfer of results were presented after analysing the

previous and current transfer of results process.
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5 RESULTS

5.1 Introduction

This chapter presents the results that were gathered from the baseline study that was conducted.
The study was meant find out on the challenges that are experienced using the current system
of the entire process of marking and uploading of results in temporal files on computers in
order to have softcopy materials that could be taken to ECZ for final aggregation and
verification of both verified hardcopies by the examiners with the softcopies before final
publication of the results. The chapter was further going to present the developed prototype for
the proposed form of doing business as opposed to the current form and carrying out tests on

the prototype to find out it’s effectiveness.

5.2 Baseline Study Results

The following section presents the variuos variables that were considered in the baseline study
in gathering information using a questionaire that was administered using google forms. It deals
with the current challenges and possible solutions to the challenges experienced with the
current form of doing business. The groupings of the qualitative data were done according to
the findings that were provided through key informats and respondants of the questionares.

5.3 Descriptive Statistics

The main objective of our analysis is to provide or find out answers to the research questions
which can be either a representation of the entire population or a sample of a population.
5.3.1 Demographic Data

This particular section discusses the various demographic information which include the

following; Sex of the respondant, age of the respondant, the level of qualification salaried
employee or not and lastly the responsibilty of the respondant in the process of marking.

5.3.2 Distribution of Respondants by Sex

The distribution according to sex of respondants was obtained as shown in the table below.
According to the figure 4.1, they were 19 females involved in the study which represented a
total of 21 percent of the entire population that was under the study and 73 were males which
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represented 79 percent of the entire population. The distribution shows that they were more

males that participated in this study as compared to the females.

Table 5. 1 Distribution by gender

Gender

Female
21%

Male
79%

5.3.3 Distribution of Respondants by Age

The pie chat below shows the distribution of the age groups that were involved in the study to
come up with much needed information to make a decision by the researcher. The study showed
that out of the 92 respondents that were involved in the study, 40.22 percent were the majority
and this was the age group between 31 — 40 years of age, 34.78 percent was the second and
repesented the age group of 41 — 50 years of age, 14.13 percent represented those with 51 — 69
years, while those with 21 - 30 represented about 8.70 percent and lastly those with ages above
61 years only accounted for 2.17 percent of the entire population.

Age

W 21-30
H31-40
Oa1-50
W s1-60
Cet1+

Figure 5. 1 The distribution according to gender of the respondents
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5.3.4 Distribution of Respondants by the Level of Education

Qualification

80—

0=

40—

Percent

20—

|3.25% |
T T T
First degrees Masters Ph.D»

Qualification
Figure 5. 2 The distribution of qualification for the respondents

The table above indicates the distribution of the academic qualification of the respondents that
were involved in the study. This showed that first degrees had 71.74 percent, which was the
highest in the study followed by the ones with masters’ qualifications with a total representation
of 25 percent. The PhDs are relatively a small group, who are mostly composed of retirees and

lecturers with a few pockets of senior educational administrators.

5.3.5 Distribution of Respondants by Occupation

The table below shows the distribution of the different occupation of the people that took part
in the survey. The distribution shows that the teachers’ group is the largest of people who are
mostly involved in the handlying of examination marking process. This carters for 71.74
percent of the total population which was under consideration with about 11.96 percent
representing that of lecturers, while the remaining cartering for the other professions such as

IT Technicians, Subject Specialists, Head Teachers etc.
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Figure 5. 3 The distribution of occupation for the respondents

The table above shows the different attributes with the distribution of the results for the
different measures. The parameters involved were the mean, median, mode and the standard

deviation for the results.

5.3.6 Blockchain Expected Performance

The table below shows how the respondents view Blockchain would be of help in performance
of the current form of doing business. The table is negatively skewed showing more

respondents agreeing that Blockchain would enhance the delivery of services at a marking

centre to the examination council of Zambia offices.
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257 Mean = 4.02
Std. Dewv. = 1.088
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10—

T T T T T
oo 1.00 2.00 3.00 4.00 S.00 S.00

Figure 5. 4 The distribution of Expected Performance of Blockchain

5.3.7 Blockchain Effort Expectancy

The expectancy effort for the blockchain system also shows that the table is negatively skewed
and showing that expectancy in the study showed that the respondents again agreed that
blockchain would ably add in transforming the way business is done currently and help
improve service delivery by the council. This distribution showing that it had a significant

amount of the average distribution with a mean value of 3.60 as can be observed from the table

below.

Mean = 3.60
Std. Dewv. = 1.02
M =92

12.57

10.0—

Frequency
1
|
N
/
/ ”

Figure 5. 5 Expected Effort Expectance for Blockchain

5.3.8 Social Influence of People

The influence of people who hold a higher influence in the manner we operate with blockchain

also showed a slight increase in most respondents who said, “that people who have an influence
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in their life, suggeest that they should used blockchain as a means of doing business”.
Parameters such as people who influence my behaviour think that 1 should use blockchain,
people in my environment who use blockchain services have more prestige than those who do

not etc.

207 Mean = 3.26
Std. Dewv. = 1 151
MN=g2

15—

Frequency
i

/|

Figure 5. 6 People with Social Influence in Blockchain Technology

5.3.9 Facilitating Conditions Using Blockchain

The table below shows the level of facilitaion in the use of blockchain technology. This
facilitaion looks at the parameters that can be observed by the researcher on the respondents
such as ability to to have resources to have blockchain, knowledge on how to use blockchain
system, is tehere readily available assistance on blockchain by a user and knowledge of
blockchain in other services. Most of the respondents to the study felt that blockchain
technology would be of help in the faciliation process of transmission of the results to a central

place from an examination marking center.
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Mean = 3.66
Stod. Dev. = 959
=892

125

10.0—

Frequency
1
|
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Figure 5. 7 Expected Facilitation Condition levels of Blockchain Technology

5.3.10 Behavioral Intentions on Blockchain

This part of behaviorial part on blockchain looked at the parameters like when I intend to use
blockchain, the services that | intend to use on a blockchain system, and if | Intend to consult
experts in the use of blockchain from other people. The table below showed a normal

distribution of the results from the respondents.

Mean = 2.85
Stad. Dewv. = 1.095
M =92

12.5—

10.0—

Frequency
1

Figure 5. 8 Behavioral Intentions of Blockchain Technology

5.3.11 Functionality on the current system

The functionality of the current system was seen by the distribution in the results that were
obtained in the table below. The parameters that were considered by the reseacher were as

follows; how many years has a respondent used the examination entry system in entering of
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the results, deleting of already entered results, entering new grade on the exam sheet of the

system and signing on the final copy of the verified results to be taken to Exam.

Mean = 3.09
Std. Dev. = 1.01
— MN=92

12.59

10.0—

. /’/ﬁx— I

Fraquency

Figure 5. 9 Functionality of the current system

5.3.12 Current system controls for publishing results

The current sytem controls that are used in the process of results compilation shows how users
are familiar with the use of each one of them. The parameters that were under consideration
are the compilation of the results by each subject panels, user access control, the transmission
process to ECZ and the final publication of the verified results so that candidates can have

access to them.
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Figure 5. 10 Current system control

5.4 System Automation and Implementation Results

The current system of procession of examinatio results at a marking center is semi manual in
terms of operations. In order to help move away from the current system that is semi manual,
a prototype for the system was developed after undertaking a baseline study. The stages of the

prototype are outlined in the sections below.
5.5 Other analysis

5.5.1 Hypothesis Testing (Inference Statistics)

The following were the results that were obtained from the five hypothesis parameters that
were identified in the methodology of the study using the proposed conceptual framework that

was adopted from the UTAUT model.
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H1 was the Performance Expectancy with P (value) = .848, H,was Rejected.

H, is accepted, meaning that Performance Expectancy does influence adoption of Blockchain

technology.

Table 5. 2 Distribution Results of hypothesis of Performance Expectancy

One-Sample Test

Test Value = 4.0

95% Confidence Interval of

the Difference

Sig. (2- Mean
t df tailed) Difference Lower Upper
Performance Expectancy 192 91 .848 .02174 -.2036 .2470

H2 was the Effort Expectancy with P (value) = .976, H, was Rejected.

H, is accepted, meaning that Effort Expectancy does influence adoption of Blockchain

technology.

Table 5. 3 Distribution Results of hypothesis of Effort Expectancy

One-Sample Test

Test Value = 3.6

95% Confidence Interval of the

Mean Difference
t df Sig. (2-tailed) Difference Lower Upper
Effort Expectancy .031 91 .976 .00326 -.2079 .2145
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H3 was the Social Influence with P(value) = .613, H,was Rejected.

H, is accepted, meaning that Social Influence does influence adoption of Blockchain

technology.

Table 5. 4 Distribution Results of hypothesis of Social Influence

One-Sample Test

Test Value = 3.2

95% Confidence Interval of the

Mean Difference
t df Sig. (2-tailed) Difference Lower Upper
Social Influence .507 91 .613 .06087 -1774 2991

H4 was the Facilitating Conditions with P(value) = .559, H, was Rejected

H, is accepted, meaning that Facilitating Conditions does influence adoption of Blockchain

Table 5. 5 Distribution Results of hypothesis of Facilitation Conditions

technology.

One-Sample Test

Test Value = 3.6

95% Confidence Interval of

the Difference

Mean
t df Sig. (2-tailed) | Difference Lower Upper
Facilitating Conditions .587 91 .559 .05870 -.1399 .2572
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H5 was the Behavioural intentions with P(value) = .690, H, was Rejected

H, is accepted, meaning that Behavioural intentions does influence adoption of Blockchain
technology.

Table 5. 6 Distribution Results of hypothesis of Behavioural Intentions

One-Sample Test

Test Value = 2.8

95% Confidence Interval of

the Difference

Mean
t df Sig. (2-tailed) Difference Lower Upper
Behavioural Intentions 400 91 .690 .04565 -.1811 2724

Basing on the results that were obtained from the study that was conducted about Blockchain
technology and the use of the algorithm SHA256. The Secure Hashing Algorithm is a hashing
function that was adopted for the purposes of creating a blockchain in the transmission of raw
results from the marking centre to the central point for the procession of the final grades. This
algorithm has cryptographic functions meant to avoid third party intrusion, [88]“The security
of any MAC function based on the embedded hash functions depends on the cryptographic
strength of the underlying hash function. In this work, the cryptographic hash function used is
SHA256- Secure Hash Algorithm, thus HMAC-SHA256 algorithm with a designed Trust

Based System. This algorithm was evaluated to determine its effectiveness and efficiency”.

SHA-256 provides to which there is client validation, integrity in the transactions and a network
of distributed ledger, [89]“According to which, initially all the clients are assigned with some
coins for making transaction, Client validation takes place at this stage. Only after the client
validation, transaction of the coins between the clients takes place; each of the single
transaction is updated to every client on the network through the distributed ledger in the form

of hashed value of the transaction”.

5.6 System Implementation Results

5.6.1 Levels of user on a Blockchain

The Blockchain has two types on users; these are System Administrator(s), Data entry officers
and examiners at each marking centre i.e. Chief marker, Team Leaders and ordinary markers.

This part describes the role each user performs on a Blockchain. Of all these the System
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Administrator is responsible in administering the entire Blockchain and assisted by centre

systems administrator who ensure that the network is okay at the marking centre.

5.6.2 Sign up page for the Blockchain System that was developed

The signup page gives an opportunity for the user of the online transmission of the results using
a blockchain to create a persoanl account that the user will be able to gain access to the

blockchain system and be able to do transactions as prescribed by the roles given to him/her

by the super user of the system. The diagram below shows the signup page:

- )

Surname Firstname

Exam Hashing System

Enter Surname Enter Firstname

Username Password

Enter Username Enter Username

Email Address DOB
Enter Email Address Enter DOB

Nationality Sex

Enter Nationality Enter Sex

Position in Marking Panel

Enter Position in Marking Enter Panel

B Agree

Figure 5. 11 The sign-up page

The Examiners use this signup page to create an account for use during the time when
examination-marking process is in session at a marking centre for the examiners who will be

responsible for the process of entering results into the Blockchain system.

5.6.3 Login page for the Blockchain System that was developed

The login page below is a page that gives the user an opportunity to be able to have access to

the Blockchain after putting their credentials to gain access and perform transactions.
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Figure 5. 12 The login page

The above login form above is meant for the users that have been fully registered after

submission of their details through the blockchain system.

5.6.4 The document upload/sign page for the Blockchain System that was developed

The diagram below shows the page that is used by the user to upload a specific document that
is required to be digitally signed into an encypted file that can be transmitted to the required
destination by the user. The encyrption algorithm that was implemented in the blockcahin
system was SHA 256. This alogorithm is meant to make the message digest more secure and

make it more impossible for manipulation.
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t3\2nd Disbursement\iSth December 2022.docx | Upload 1
2 ~ Sign J
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Send

Figure 5. 13 The message upload/sign page
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37
115
116
117
118
115
120
121
122
123
124
125
126
127
128
129
1350
131
132
133
134
135
136
137
138
1359

ESuppressWarnings ("unchecked™)
|Ee:—_erated -::del
=1 private woid jButtonZ2ActionPerformed (java.awt.event.BoctionEwvent ewt) {
JFileChooser Chooser = new JFileChoosexr ()

Chooser.showlpenDialog (null) ;
File f =Chooser.getSelectedFile ()

String filename = f.getiAbsolutePatcthi() ;s
Imput.setText (filename) ;
- H
= private woid SignActionPerformed (java.awt.event.ActionEvent evt) {
File file =new File (Input.getText()):
cry {
shaDigest = MessageDigest.getInstance ("SHR-Z256") -

} catch (NoSuchfAlgorithmException ex) {
Logger.getlogger(Upload.class.getMame () ) . log (Level . SEVERE, null, ex)|r

try {

Figure 5. 14 Upload code

5.6.5 The document verification page for the Blockchain System that was developed

This page is meant to provide for verification of the digested document to ensure that the

document is authentic and can be proved by the system.
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Figure 5. 16 Verification Code
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16 public class SHA256 {
17
18 [&]

19 args

20

21 -

22 [ public =2tatic void maimn(5tring([] arg=s) throws NoSuchAlgorithmException {

23

24 byte [] input = -gectBytes():

25

26 Me=z=zageDigest SHA256 = Mes=zageDigest.getInstance( )}z

27

28 SHAZS6.update (input)

29 byte [] digest = SHA2S56.digest():

30

= h ScringBuffer hexDigest = new StringBuffer():

32 for (int i=0; i<digest.length; i++)

33 hexDigeszst.append(Integer.toftring((digest[i] a0xEf)+0x100,16) .subscring(l)):
34

35 System.out.println(” '+thexDigest) ;

36 -
37
38

Figure 5. 17 Encryption code for SHA-256

5.7 System Validation

The validation of the system was done through the hosting it on the server which could be
accessed from a remote place to find out the effectiveness of the system. This was done by
assigning five users to connect remotely to the server and make transactions that were
encrypted and shared to a central point for the verification of the hashed message to assess the
authenticity of the person signing on the message. The number of people used in the test
represented the actual marking centres that would be used by ECZ for the process of marking.

The table below shows the parameters that were involved in the actual assessment of the

prototype by the researcher and how they responded.

Table 5. 7 The distribution of the test results for the prototype

Number of Percentage output of
users sampled performance

Access to the web
application 7 100%
Successful digital
signing of the
document 7 100%
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Successful
verification of the
digitally signed

document 7 100%
Computer
Programming and
Implementation 7 100%

Successful login by
users 7 100%

Successful logout by
users 7 100%

Minimal latency
observed 7 100%

Verified output of the shared block of message from the marking centre to the examination
council as obtained in the figure below. It shows the dialogue box that is generated in front of
the box for message verification to show that the encrypted message was verified with the

correct key and it was not tempered with.

& - o X
o Admin
| Match |
Upload |
| Verify

5.8 Chapter Summary

In this chapter, the data was collected to do a baseline study and presented in the histograms as
presented in the chapter. The baseline study helped in communicating to the researcher the gap
missing and what would be the possible solution to the problem that was presented through the
results that were obtained and saw to it, that the implementation of the development of a
prototyping tool on Blockchain technology to transmit results for exams which was successful.
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6 DISCUSSION AND CONCLUSIONS

6.1 Introduction

This chapter presents the research findings to determine the status of current way of doing
business using the desktop results entry system, to establish factors affecting the current system
of being susceptible to manipulation, while using objective number one (1) of the research
study. The research was aimed at reviewing various security model that have been used in the
process of maintaining the integrity of the examinations. This meant analysing different
Blockchain technology used at different levels of education in the transmission and secure
sharing of educational materials from remote areas to a central point. The review was also
extended to other areas that have used Blockchain technology in the secure sharing of
information such as banks for the secure transfer, distribution points of agriculture materials,
motor vehicle tracking systems, etc. this ¢ therefore discusses the achievement attained in
relation with objective number two (2) of our research.

6.2 Demographic Information

The demographic information as obtained through figure 4.1, it showed that they were 19
females involved in the study which represented a total of 21 percent of the entire population
that was under the study and 73 were males which represented 79 percent of the entire
population. From this statistics above, it was observed that the distribution of 92 respondents,
40.22 percent were between 31 — 40 years of age, 34.78 percent were between 41 — 50 years of
age, 14.13 percent were 51 — 69 years, while those with 21 - 30 represented 8.70 percent and
lastly those with ages above 61 years only accounted for 2.17 percent of the entire population.
The distribution according to qualifications showed that First Degrees had 71.74 percent, the
Masters’ qualifications were 25 percent, and PhDs were relatively a small group with 3.26

percent.
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6.3 Discussion
This section discusses the finding to answer the research questions developed in the first

chapter.

6.3.1 Objective 1: Challenges of the current system in the procession of results using

objective number One (1)

Using research objective number one (1), it was observed that the number of respondents that
used the current examination entry system in entering of the results, deleting of already entered
results, entering new grade on the exam sheet of the system and signing on the final copy of
the verified results to be taken to Exam was relatively small in number. This number showed
that the fewer the number of people who were tasked with the responsibility of ensuring that a
good job is done could be highly compromised, thereby rendering the whole process less

effective.

Studies on blockchain suggest that the technology should be free from central authorization but
rather should a public ledger to be seen by everyone in order to provide transperancy in the
process, “The major advantages of this service is security and privacy that allow a user to give

decentralized proof of the document that can’t be modified by a third party.” [90]

The challenges were able to help in coming up with a feasible solution towards the elimination
of the current problem being experienced by the Examination Council of Zambia. This
understanding to the problem enabled the researcher to develop a web based results

transmission system using Blockchain technology.

6.3.2 Objective 2: Baseline study to review the objective to develop a model using

Blockchain

A comprehensive study of different literature from different sources for reviewing the
challenges that the current system is faced with. The study reviewed different techniques such
as Key features of EQuRSS: A Blockchain-Based Educational Records Secure Storage and
Sharing Scheme, EQuCTX: A block chain based higher education credit platform. These and
many other systems provided for a comprehensive comparison for the current challenges and
the ideal situation of the secure sharing of examination documents. The Blockchain system was
therefore, viewed as the most appropriate technology to use as it offers a highly immutable

with a strong cryptographic mechanism.
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The respondents observed that people who have an influence in their life, suggeest that they
should used blockchain as a means of doing business in the transmission of results from a

remote area to a central place.

Most of the respondents to the study also felt that blockchain technology would be of help in
the faciliation process of transmission of the results to a central place from an examination
marking center, this means that attacks like Man-in-the-middle would not be very easy to

execute.

6.3.3 Suggested Solution

From the responses gathered through the respondents, it was observed that there was
overwhelming demand that a web driven tool would be of great benefit towards the elimination
of the challenges that dealt with modification of the results after or during the process of results
consolidation at a marking centre or any other place.

This tool would address issues of manipulation because of its cryptographic hash function, the
one-way function that is highly deterministic, it is also highly resistant to preimage and second
image preimage attacks “When it is applied to a hash function, the compression function
computes forward to the given step and gets a set of results for intermediate chaining, and then
compression function computes backward to the same given step and gets another set of results

for the same intermediate chaining” [91], and it is fast to compute.

6.3.4 System Implementation

The challenges that were faced with the Examination Entry System which was a desktop
application such as essay modification of results by a user viz vi deletion, addition etc. The
web based results entry system with the use of Blockchain technology used functionality such
as encryption of the message using SHA 256, interface for the application developed using
Java and the backend database was developed using MySQL as a relational database with
connector using PHP. The prototype showed how the data could be centrally managed from a
marking centre to a central point at the Examination Council of Zambia. The test used real data

to test the use of the system and the validations that had been put in place.
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6.4 Benefits of the solution to the current problem

6.4.1 Encryption Mechanism

This feature of a Blockchain helps in locking up each transaction with a code to secure the
content of each transaction only to authorized users, as observed through [33], in which the
article outlines the security benefits of having such a feature SHA256 as an encryption
mechanism. SHA 256 provides for an almost impossible way of guessing the correct security
combination of the encryption key through "In order to guess the correct secret key, a needs to
guess the sequence of 256." For 256 bits, there are possible sequences, and among them, only
one can be the Question Cloud (QC) secret key. The probability of guessing the secret key,

which is 256-bit long, is % = 27256 which is practically not feasible.” This feature will bring
2

a novel to the management of post examination malpractice that is attributed to the

modification of already entered results in a web-based system in the transmission of results

from a marking centre to the examination council.

6.4.2 Time Stamping

Another feature of a Blockchain that guarantees the transactions to be recorded with the time
at which they were performed is the time stamp. This enables the hash that is generated by the
algorithm to be easily shared onto the Blockchain so that any tempering of a particular trans-
action is recorded and a new hash is created as observed through "A hash is the identity of a
block that is generated from the aforementioned properties. If any value in the transaction
changes, the value of the Merkle tree also changes. As the Merkle tree value changes, the hash
of the block also changes, as the hash is totally dependent on the value of each property. In this
way, if any illegal changes occur, they can be detected very easily in the block-chain,"[31].
This feature will help the proposed Blockchain on the management of post-examination

malpractice keep a record of the transactions made on a shared network.
6.4.3 Immutability

This feature provides for data that has been shared not to be modified since a copy of the
specific transaction has been shared on a network. "As for immutability, the Blockchain
technology itself guarantees integrity of data. If a user wants to modify some piece of

information, his or her acts will be registered in the ledger, being very easy to detect. This
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makes this technology trustworthy"[33]. This feature will allow for the safe sharing of results

in order to avoid post-examination malpractice.

6.5 Conclusions

The study was aimed at developing a prototyping tool deal with post examination malpractice
in the process of entering grades for the purpose of results publication. This was possible by
reviewing literature in examining the different models that were used previously to combat

post examination malpractice.

A prototype was developed that allowed a user at a marking centre to encrypt a document

containing results and share it to the central point at a marking centre.

6.6 Recommendations

A solution to the problem was provided to address the problem of modification of result that

have been entered onto a desktop application and awaiting final publication.

I.  The examination council is encouraged to adopt automated ways of verification of the
results entered and shared using Blockchain.
ii.  The use of one data entry officer to be assigned to each panel as opposed to using one

data entry officer working on a lot of panels to avoid mixing up of the results.
6.7 Future Works
The following are the recommendations for future works relating to the Blockchain application.
i.  Toautomate the system for each grade to add on the Blockchain in real time in order to
reduce on the length to which the results remain in the hands of the data entry officer.
ii.  The application can be scaled up in order to incorporate some external storage of the
digital results sheets instead of storing them on the Blockchain system.
6.8 Chapter Summary

This chapter discussed and concluded the study. The chapter showed how the research
questions were answered. The results to the system validation were also presented and a

conclusion was drawn
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APPENDICES

7 Appendix 1: Sign Up Page Code

/*

* To change this license header, choose License Headers in Project Properties.
* To change this template file, choose Tools | Templates

* and open the template in the editor.

*/

package logininterface;

/**

*

* @author Mweemba_Sikuyuba
ptfblic class SignUpForm extends javax.swing.JFrame {
/* Creates new form SignUpForm
ptfblic SignUpForm() {
initComponents();

}
/**
* This method is called from within the constructor to initialize the form.
* WARNING: Do NOT modify this code. The content of this method is always
* regenerated by the Form Editor.
*/
@SuppressWarnings("unchecked")
I <editor-fold defaultstate="collapsed"” desc="Generated Code">
private void initComponents() {

jPanell = new javax.swing.JPanel();
JTextField2 = new javax.swing.JTextField();
jSeparator2 = new javax.swing.JSeparator();
jLabel7 = new javax.swing.JLabel();
jSeparatorl = new javax.swing.JSeparator();
jTextField1l = new javax.swing.JTextField();
jSeparator5 = new javax.swing.JSeparator();
jTextField5 = new javax.swing.JTextField();
jSeparator4 = new javax.swing.JSeparator();
jTextField4 = new javax.swing.JTextField();
jSeparator3 = new javax.swing.JSeparator();
jTextField3 = new javax.swing.JTextField();
JTextField8 = new javax.swing.JTextField();
jSeparator8 = new javax.swing.JSeparator();
jLabelll = new javax.swing.JLabel();
jTextField6 = new javax.swing.JTextField();
jSeparator6 = new javax.swing.JSeparator();
jLabel12 = new javax.swing.JLabel();
jTextField7 = new javax.swing.JTextField();
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jSeparator7 = new javax.swing.JSeparator();

jLabel14 = new javax.swing.JLabel();

jSeparator9 = new javax.swing.JSeparator();

jTextField9 = new javax.swing.JTextField();

jLabel15 = new javax.swing.JLabel();

jSeparatorl0 = new javax.swing.JSeparator();

jTextField10 = new javax.swing.JTextField();

jLabel16 = new javax.swing.JLabel();

jSeparatorll = new javax.swing.JSeparator();

jTextField11 = new javax.swing.JTextField();

jCheckBox1 = new javax.swing.JCheckBox();

jButtonl = new javax.swing.JButton();

jButton2 = new javax.swing.JButton();

jButton3 = new javax.swing.JButton();

jLabel20 = new javax.swing.JLabel();

jLabell17 = new javax.swing.JLabel();

jLabel13 = new javax.swing.JLabel();

jLabel8 = new javax.swing.JLabel();

jLabel9 = new javax.swing.JLabel();

jLabel10 = new javax.swing.JLabel();

jLabel5 = new javax.swing.JLabel();

jLabell = new javax.swing.JLabel();

jLabel2 = new javax.swing.JLabel();

jLabel6 = new javax.swing.JLabel();

setDefaultCloseOperation(javax.swing.WindowConstants.EXIT_ON_CLOSE);

jPanell.setLayout(new org.netbeans.lib.awtextra. AbsoluteLayout());

jTextField2.setBackground(new java.awt.Color(34, 35, 68));

jTextField2.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N

jTextField2.setForeground(new java.awt.Color(153, 153, 153));

jTextField2.setText("Enter Surname™);

jTextField2.setBorder(null);

jPanell.add(jTextField2, new org.netbeans.lib.awtextra.AbsoluteConstraints(650,
120, 200, 30));

jSeparator2.setForeground(new java.awt.Color(102, 102, 102));

jPanell.add(jSeparator2, new org.netbeans.lib.awtextra.AbsoluteConstraints(900,
150, 200, -1));

jLabel7.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N

jLabel7.setForeground(new java.awt.Color(255, 255, 255));

jLabel7.setText("Surname™);

jPanell.add(jLabel7, new org.netbeans.lib.awtextra. AbsoluteConstraints(650, 90,
200, 30));

jSeparatorl.setForeground(new java.awt.Color(102, 102, 102));

jPanell.add(jSeparatorl, new org.netbeans.lib.awtextra.AbsoluteConstraints(650,
150, 200, -1));

jTextFieldl.setBackground(new java.awt.Color(34, 35, 68));

jTextField1.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N

jTextFieldl.setForeground(new java.awt.Color(153, 153, 153));

jTextFieldl.setText("Enter Firstname™);

jTextFieldl.setBorder(null);
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jPanell.add(jTextFieldl, new org.netbeans.lib.awtextra. AbsoluteConstraints(900,
120, 200, 30));

jSeparator5.setForeground(new java.awt.Color(102, 102, 102));

jPanell.add(jSeparator5, new org.netbeans.lib.awtextra.AbsoluteConstraints(650,
400, 200, -1));

jTextField5.setBackground(new java.awt.Color(34, 35, 68));

jTextField5.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N

jTextField5.setForeground(new java.awt.Color(153, 153, 153));

jTextField5.setText("Enter NRC");

jTextField5.setBorder(null);

jTextField5.addActionListener(new java.awt.event.ActionListener() {

public void actionPerformed(java.awt.event.ActionEvent evt) {
jTextField5ActionPerformed(evt);

}

b

jPanell.add(jTextField5, new org.netbeans.lib.awtextra.AbsoluteConstraints(650,
370, 200, 30));

jSeparator4.setForeground(new java.awt.Color(102, 102, 102));

jPanell.add(jSeparator4, new org.netbeans.lib.awtextra.AbsoluteConstraints(650,
320, 200, -1));

jTextField4.setBackground(new java.awt.Color(34, 35, 68));

jTextField4.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N

jTextField4.setForeground(new java.awt.Color(153, 153, 153));

jTextField4.setText("Enter Email Address™);

jTextField4.setBorder(null);

jPanell.add(jTextField4, new org.netbeans.lib.awtextra.AbsoluteConstraints(650,
290, 200, 30));

jSeparator3.setForeground(new java.awt.Color(102, 102, 102));

jPanell.add(jSeparator3, new org.netbeans.lib.awtextra.AbsoluteConstraints(650,
230, 200, -1));

jTextField3.setBackground(new java.awt.Color(34, 35, 68));

jTextField3.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N

jTextField3.setForeground(new java.awt.Color(153, 153, 153));

jTextField3.setText("Enter Username");

jTextField3.setBorder(null);

jPanell.add(jTextField3, new org.netbeans.lib.awtextra. AbsoluteConstraints(650,
200, 200, 30));

jTextField8.setBackground(new java.awt.Color(34, 35, 68));

jTextField8.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N

JTextField8.setForeground(new java.awt.Color(153, 153, 153));

jTextField8.setText("Enter DOB");

jTextField8.setBorder(null);

jPanell.add(jTextField8, new org.netbeans.lib.awtextra. AbsoluteConstraints(900,
290, 200, 30));

jSeparator8.setForeground(new java.awt.Color(102, 102, 102));

jPanell.add(jSeparator8, new org.netbeans.lib.awtextra. AbsoluteConstraints(900,
320, 200, -1));

jLabelll.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N

jLabell1l.setForeground(new java.awt.Color(255, 255, 255));

jLabelll.setText("DOB");
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jPanell.add(jLabelll, new org.netbeans.lib.awtextra.AbsoluteConstraints(900,
260, 200, 30));

jTextField6.setBackground(new java.awt.Color(34, 35, 68));

jTextField6.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N

jTextField6.setForeground(new java.awt.Color(153, 153, 153));

jTextField6.setText("Enter Username");

jTextField6.setBorder(null);

jPanell.add(jTextField6, new org.netbeans.lib.awtextra.AbsoluteConstraints(900,
290, 200, 30));

jSeparator6.setForeground(new java.awt.Color(102, 102, 102));

jPanell.add(jSeparator6, new org.netbeans.lib.awtextra.AbsoluteConstraints(900,
320, 200, -1));

jLabel12.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N

jLabel12.setForeground(new java.awt.Color(255, 255, 255));

jLabel12.setText("Password");

jPanell.add(jLabell2, new org.netbeans.lib.awtextra.AbsoluteConstraints(900,
170, 200, 30));

jTextField7.setBackground(new java.awt.Color(34, 35, 68));

jTextField7.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N

jTextField7.setForeground(new java.awt.Color(153, 153, 153));

jTextField7.setText("Enter Username");

jTextField7.setBorder(null);

JTextField7.addActionListener(new java.awt.event.ActionListener() {

public void actionPerformed(java.awt.event.ActionEvent evt) {
jTextField7ActionPerformed(evt);

}

b

jPanell.add(jTextField7, new org.netbeans.lib.awtextra.AbsoluteConstraints(900,
200, 200, 30));

jSeparator7.setForeground(new java.awt.Color(102, 102, 102));

jPanell.add(jSeparator7, new org.netbeans.lib.awtextra.AbsoluteConstraints(900,
230, 200, -1));

jLabel14.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N

jLabel14.setForeground(new java.awt.Color(255, 255, 255));

jLabel14.setText("Position in Marking");

jPanell.add(jLabell4, new org.netbeans.lib.awtextra. AbsoluteConstraints(650,
420, 200, 30));

jSeparator9.setForeground(new java.awt.Color(102, 102, 102));

jPanell.add(jSeparator9, new org.netbeans.lib.awtextra.AbsoluteConstraints(650,
480, 200, -1));

jTextField9.setBackground(new java.awt.Color(34, 35, 68));

jTextField9.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N

jTextField9.setForeground(new java.awt.Color(153, 153, 153));

JTextField9.setText("Enter Position in Marking");

jTextField9.setBorder(null);

jTextField9.addActionListener(new java.awt.event.ActionListener() {

public void actionPerformed(java.awt.event.ActionEvent evt) {
jTextField9ActionPerformed(evt);

}
i
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jPanell.add(jTextField9, new org.netbeans.lib.awtextra. AbsoluteConstraints(650,
450, 200, 30));

jLabel15.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N

jLabel15.setForeground(new java.awt.Color(255, 255, 255));

jLabel15.setText("Sex");

jPanell.add(jLabell5, new org.netbeans.lib.awtextra.AbsoluteConstraints(900,
340, 200, 30));

jSeparator10.setForeground(new java.awt.Color(102, 102, 102));

jPanell.add(jSeparatorl0, new
org.netbeans.lib.awtextra. AbsoluteConstraints(900, 400, 200, -1));

jTextField10.setBackground(new java.awt.Color(34, 35, 68));

jTextField10.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N

jTextField10.setForeground(new java.awt.Color(153, 153, 153));

jTextField10.setText("Enter Sex™);

jTextField10.setBorder(null);

jPanell.add(jTextField10, new
org.netbeans.lib.awtextra. AbsoluteConstraints(900, 370, 200, 30));

jLabel16.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N

jLabel16.setForeground(new java.awt.Color(255, 255, 255));

jLabel16.setText("Panel™);

jPanell.add(jLabell6, new org.netbeans.lib.awtextra.AbsoluteConstraints(900,
420, 200, 30));

jSeparatorll.setForeground(new java.awt.Color(102, 102, 102));

jPanell.add(jSeparatorll, new
org.netbeans.lib.awtextra. AbsoluteConstraints(900, 480, 200, -1));

jTextField11.setBackground(new java.awt.Color(34, 35, 68));

jTextField11.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N

jTextField11.setForeground(new java.awt.Color(153, 153, 153));

JTextField11.setText("Enter Panel");

jTextField11.setBorder(null);

jPanell.add(jTextField11, new
org.netbeans.lib.awtextra. AbsoluteConstraints(900, 450, 200, 30));

jCheckBox1.setBackground(new java.awt.Color(204, 0, 204));

jCheckBox1.setForeground(new java.awt.Color(153, 0, 153));

jCheckBox1.addActionListener(new java.awt.event.ActionListener() {

public void actionPerformed(java.awt.event. ActionEvent evt) {
jCheckBox1ActionPerformed(evt);

}
hok

jPanell.add(jCheckBox1, new org.netbeans.lib.awtextra. AbsoluteConstraints(650,
500, 20, -1));

jButtonl.setlcon(new
javax.swing.Imagelcon("C:\\Users\\Mweemba_Sikuyuba\\Music\\Images\\Signup.jpg"
)); // NOI18N

jButtonl.addActionListener(new java.awt.event.ActionListener() {

public void actionPerformed(java.awt.event. ActionEvent evt) {
jButton1ActionPerformed(evt);

}
H
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jPanell.add(jButtonl, new org.netbeans.lib.awtextra.AbsoluteConstraints(650,
560, 90, 40));

jButton2.setlcon(new
javax.swing.Imagelcon("C:\\Users\\Mweemba_Sikuyuba\\Music\\Images\\Sing
Up.jpg")); // NOI18N

jButton2.addActionListener(new java.awt.event.ActionListener() {

public void actionPerformed(java.awt.event.ActionEvent evt) {
jButton2ActionPerformed(evt);

¥
b
jPanell.add(jButton2, new org.netbeans.lib.awtextra.AbsoluteConstraints(1030,

30, 80, 40));

jButton3.setlcon(new
javax.swing.Imagelcon("C:\\Users\\Mweemba_Sikuyuba\\Music\\Images\\Sign
In.png™)); // NOI18N
jButton3.addActionListener(new java.awt.event.ActionListener() {
public void actionPerformed(java.awt.event.ActionEvent evt) {
jButton3ActionPerformed(evt);

}

b
jPanell.add(jButton3, new org.netbeans.lib.awtextra. AbsoluteConstraints(970, 30,

80, 40));

jLabel20.setFont(new java.awt.Font("Berlin Sans FB", 3, 28)); // NOI18N

jLabel20.setForeground(new java.awt.Color(0, 102, 51));

jLabel20.setHorizontal Alignment(javax.swing.SwingConstants. CENTER);

jLabel20.setText("Exam Hashing System");

jPanell.add(jLabel20, new org.netbeans.lib.awtextra. AbsoluteConstraints(170, 74,
430, 50));

jLabel17.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N

jLabel17.setForeground(new java.awt.Color(255, 255, 255));

jLabel17.setText("Agree");

jPanell.add(jLabell7, new org.netbeans.lib.awtextra.AbsoluteConstraints(680,
500, 50, 20));

jLabel13.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N

jLabel13.setForeground(new java.awt.Color(0, 0, 153));

jLabel13.setText("<htmI>\n<body>\n<u>Terms and
Conditions</u>\n</body>\n</html>");

jPanell.add(jLabell3, new org.netbeans.lib.awtextra.AbsoluteConstraints(730,
500, 180, 20));

jLabel8.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N

jLabel8.setForeground(new java.awt.Color(255, 255, 255));

jLabel8.setText("Username");

jPanell.add(jLabel8, new org.netbeans.lib.awtextra. AbsoluteConstraints(650, 170,
200, 30));

jLabel9.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N

jLabel9.setForeground(new java.awt.Color(255, 255, 255));

jLabel9.setText("Email Address");

jPanell.add(jLabel9, new org.netbeans.lib.awtextra. AbsoluteConstraints(650, 260,
200, 30));
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jLabel10.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N
jLabel10.setForeground(new java.awt.Color(255, 255, 255));
jLabel10.setText("NRC");
jPanell.add(jLabell0, new org.netbeans.lib.awtextra.AbsoluteConstraints(650,
340, 200, 30));
jLabel5.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N
jLabel5.setForeground(new java.awt.Color(255, 255, 255));
jLabel5.setText("Firstname™);
jPanell.add(jLabel5, new org.netbeans.lib.awtextra. AbsoluteConstraints(900, 90,
200, 30));
jLabell.setHorizontal Alignment(javax.swing.SwingConstants. CENTER);
jLabell.setlcon(new
javax.swing.Imagelcon("C:\\Users\\Mweemba_Sikuyuba\\Music\\Images\\wwwwww.j
pg™)); // NOI18N
jPanell.add(jLabell, new org.netbeans.lib.awtextra.AbsoluteConstraints(630, 20,
490, 600));
jLabel2.setHorizontal Alignment(javax.swing.SwingConstants. CENTER);
jLabel2.setlcon(new
javax.swing.Imagelcon("C:\\Users\\Mweemba_Sikuyuba\\Music\\Images\\Examinatio
ns_Council_of Zambia_logooppop.png™)); // NOI18N
jLabel2.setTool TipText(™");
jPanell.add(jLabel2, new org.netbeans.lib.awtextra. AbsoluteConstraints(140, 20,
490, 600));
jLabel6.setHorizontal Alignment(javax.swing.SwingConstants. CENTER);
jLabel6.setlcon(new
javax.swing.Imagelcon("C:\\Users\\Mweemba_Sikuyuba\\Music\\Images\\wwwwww.|
pg™)); // NOI18N
jPanell.add(jLabel6, new org.netbeans.lib.awtextra.AbsoluteConstraints(630, 20,
490, 600));
javax.swing.GroupLayout layout = new
javax.swing.GroupLayout(getContentPane());
getContentPane().setLayout(layout);
layout.setHorizontal Group(
layout.createParallelGroup(javax.swing.GroupLayout. Alignment. LEADING)
.addGroup(layout.createSequentialGroup()
.addContainerGap()
.addComponent(jPanell, javax.swing.GroupLayout. DEFAULT_SIZE, 1256,
Short MAX_VALUE)
.addContainerGap())
);
layout.setVerticalGroup(
layout.createParallelGroup(javax.swing.GroupLayout.Alignment. LEADING)
.addGroup(layout.createSequentialGroup()
.addContainerGap()
.addComponent(jPanell, javax.swing.GroupLayout. DEFAULT _SIZE,
javax.swing.GroupLayout. DEFAULT _SIZE, Short MAX_VALUE)
.addContainerGap())
);
pack();
Y/ <leditor-fold>
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private void jButton3ActionPerformed(java.awt.event.ActionEvent evt) {
// TODO add your handling code here:
new Login().setVisible(true);

¥

/**

*

* @param args

*/

private void jButton1ActionPerformed(java.awt.event.ActionEvent evt) {
// TODO add your handling code here:

}

private void jTextField5ActionPerformed(java.awt.event.ActionEvent evt) {
// TODO add your handling code here:

}

private void jTextField9ActionPerformed(java.awt.event.ActionEvent evt) {
// TODO add your handling code here:

}

private void jButton2ActionPerformed(java.awt.event.ActionEvent evt) {
// TODO add your handling code here:

}

private void jCheckBox1ActionPerformed(java.awt.event.ActionEvent evt) {
// TODO add your handling code here:

}

private void jTextField7ActionPerformed(java.awt.event.ActionEvent evt) {
// TODO add your handling code here:

}
/**
* @param args the command line arguments
*/
public static void main(String[] args){
java.awt.EventQueue.invokeLater(new Runnable() {
public void run() {
new SignUpForm().setVisible(true);

}
hok
}

/I Variables declaration - do not modify
private javax.swing.JButton jButtonl;
private javax.swing.JButton jButton2;
private javax.swing.JButton jButton3;
private javax.swing.JCheckBox jCheckBox1,;
private javax.swing.JLabel jLabell;
private javax.swing.JLabel jLabel10;
private javax.swing.JLabel jLabelll;
private javax.swing.JLabel jLabel12;
private javax.swing.JLabel jLabell13;
private javax.swing.JLabel jLabel14;
private javax.swing.JLabel jLabel15;
private javax.swing.JLabel jLabel16;
private javax.swing.JLabel jLabel17;
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private javax.swing.JLabel jLabel?2;

private javax.swing.JLabel jLabel20;

private javax.swing.JLabel jLabel5;

private javax.swing.JLabel jLabel6;

private javax.swing.JLabel jLabel7;

private javax.swing.JLabel jLabel8;

private javax.swing.JLabel jLabel9;

private javax.swing.JPanel jPanell;

private javax.swing.JSeparator jSeparatorl,;
private javax.swing.JSeparator jSeparatorl0;
private javax.swing.JSeparator jSeparatorll,;
private javax.swing.JSeparator jSeparator2;
private javax.swing.JSeparator jSeparator3;
private javax.swing.JSeparator jSeparator4;
private javax.swing.JSeparator jSeparator5;
private javax.swing.JSeparator jSeparator6;
private javax.swing.JSeparator jSeparator7;
private javax.swing.JSeparator jSeparator8;
private javax.swing.JSeparator jSeparator9;
private javax.swing.JTextField jTextFieldl;
private javax.swing.JTextField jTextField10;
private javax.swing.JTextField jTextField11;
private javax.swing.JTextField jTextField2;
private javax.swing.JTextField jTextField3;
private javax.swing.JTextField jTextField4;
private javax.swing.JTextField jTextField5;
private javax.swing.JTextField jTextField6;
private javax.swing.JTextField jTextField7;
private javax.swing.JTextField jTextFields;
private javax.swing.JTextField jTextField9;
// End of variables declaration

}
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8 Appendix 2: Login Page Code

/*
* To change this license header, choose License Headers in Project Properties.
* To change this template file, choose Tools | Templates
* and open the template in the editor.
*/
package logininterface;
/**
*
* @author Mweemba_Sikuyuba
*/
public class Login extends javax.swing.JFrame {

/**

* Creates new form Login

*/

public Login() {

initComponents();

¥

/**

* This method is called from within the constructor to initialize the form.

* WARNING: Do NOT modify this code. The content of this method is always

* regenerated by the Form Editor.
*/
@SuppressWarnings("unchecked")
I <editor-fold defaultstate="collapsed" desc="Generated Code">
private void initComponents() {
jPanell = new javax.swing.JPanel();
jLabell = new javax.swing.JLabel();
jPanel2 = new javax.swing.JPanel();
jLabel3 = new javax.swing.JLabel();
jLabel2 = new javax.swing.JLabel();
jLabel4 = new javax.swing.JLabel();
jTextFieldl = new javax.swing.JTextField();
jPasswordField1 = new javax.swing.JPasswordField();
jPanel4 = new javax.swing.JPanel();
jPanel5 = new javax.swing.JPanel();
jButtonl = new javax.swing.JButton();

setDefaultCloseOperation(javax.swing.WindowConstants.EXIT_ON_CLOSE);

setUndecorated(true);

getContentPane().setLayout(new org.netbeans.lib.awtextra.AbsoluteLayout());

jPanell.setBackground(new java.awt.Color(23, 35, 51));
jPanell.addMouseL.istener(new java.awt.event.MouseAdapter() {
public void mousePressed(java.awt.event.MouseEvent evt) {

jPanel1lMousePressed(evt);

}
D;
jLabell.setlcon(new
javax.swing.Imagelcon(getClass().getResource(*"/logininterface/close4.jpg™)));
NOI18N
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jLabell.addMouseL.istener(new java.awt.event.MouseAdapter() {
public void mouseClicked(java.awt.event. MouseEvent evt) {
jLabel1MouseClicked(evt);

}
hok
javax.swing.GroupLayout jPanelllLayout
javax.swing.GroupLayout(jPanell);
jPanell.setLayout(jPanellLayout);
jPanellLayout.setHorizontalGroup(

new

jPanellLayout.createParallelGroup(javax.swing.GroupLayout.Alignment.LEADING)
.addGroup(javax.swing.GroupLayout.Alignment. TRAILING,
jPanellLayout.createSequentialGroup()
.addGap(0, 456, Short. MAX_VALUE)
.addComponent(jLabell))
);
jPanelllLayout.setVerticalGroup(

jPanelllLayout.createParallelGroup(javax.swing.GroupLayout.Alignment.LEADING)
.addGroup(jPanel1Layout.createSequential Group()
.addComponent(jLabell, javax.swing.GroupLayout. PREFERRED_SIZE, 26,
javax.swing.GroupLayout.PREFERRED_SIZE)
.addGap(0, 4, Short. MAX_VALUE))
);

getContentPane().add(jPanell, new
org.netbeans.lib.awtextra. AbsoluteConstraints(0, 0, -1, 30));

jPanel2.setLayout(new org.netbeans.lib.awtextra.AbsoluteLayout());

jLabel3.setHorizontal Alignment(javax.swing.SwingConstants. CENTER);

jLabel3.setlcon(new
javax.swing.Imagelcon(getClass().getResource("/logininterface/Examinations_Council
_of_Zambia_logo.png"))); // NOI18N

jLabel3.setText(" ");

jLabel3.setCursor(new java.awt.Cursor(java.awt.Cursor. DEFAULT_CURSOR));

jLabel3.setVertical TextPosition(javax.swing.SwingConstants. TOP);

jPanel2.add(jLabel3, new org.netbeans.lib.awtextra. AbsoluteConstraints(80, 200,
320, 240));

jLabel2.setFont(new java.awt.Font("Tahoma", 1, 12)); // NOI18N

jLabel2.setText("Username");

jPanel2.add(jLabel2, new org.netbeans.lib.awtextra. AbsoluteConstraints(150, 20, -
1,-1));

jLabel4.setFont(new java.awt.Font("Tahoma", 1, 12)); // NOI18N

jLabel4.setText("Password");

jPanel2.add(jLabel4, new org.netbeans.lib.awtextra. AbsoluteConstraints(150, 80, -
1,-1));

jTextFieldl.setBackground(new java.awt.Color(133, 192, 226));

jTextField1.setFont(new java.awt.Font("Tahoma", 0, 14)); // NOI18N

jTextFieldl.setHorizontal Alignment(javax.swing.JTextField. CENTER);

jPanel2.add(jTextFieldl, new org.netbeans.lib.awtextra.AbsoluteConstraints(150,
40, 180, 30));

jPasswordFieldl.setBackground(new java.awt.Color(177, 217, 217));
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jPasswordField1.setFont(new java.awt.Font("Tahoma", 0, 14)); // NOI18N
jPasswordField1.setHorizontal Alignment(javax.swing.JTextField. CENTER);
jPanel2.add(jPasswordField1, new
org.netbeans.lib.awtextra. AbsoluteConstraints(150, 100, 180, 30));
jPanel4.setBackground(new java.awt.Color(204, 102, 255));
javax.swing.GroupLayout jPanel4Layout
javax.swing.GroupLayout(jPanel4);
jPanel4.setLayout(jPanel4Layout);
jPanel4Layout.setHorizontalGroup(

new

jPanel4Layout.createParallelGroup(javax.swing.GroupLayout.Alignment. LEADING)
.addGap(0, 180, Short. MAX_VALUE)
);
jPanel4Layout.setVerticalGroup(

jPanel4Layout.createParallelGroup(javax.swing.GroupLayout.Alignment. LEADING)
.addGap(0, 0, Short. MAX_VALUE)
);
jPanel2.add(jPanel4, new org.netbeans.lib.awtextra.AbsoluteConstraints(150, 70,
180, 5));
jPanel5.setBackground(new java.awt.Color(204, 102, 255));
javax.swing.GroupLayout jPanel5Layout
javax.swing.GroupLayout(jPanel5);
jPanel5.setLayout(jPanel5Layout);
jPanel5Layout.setHorizontalGroup(

new

jPanel5Layout.createParallelGroup(javax.swing.GroupLayout.Alignment.LEADING)
.addGap(0, 180, Short. MAX_VALUE)
);
jPanel5Layout.setVerticalGroup(

jPanel5Layout.createParallelGroup(javax.swing.GroupLayout.Alignment. LEADING)
.addGap(0, 0, Short. MAX_VALUE)
);
jPanel2.add(jPanel5, new org.netbeans.lib.awtextra. AbsoluteConstraints(150, 130,
180, 5));
jButtonl.setBackground(new java.awt.Color(0, 153, 51));
jButtonl.setFont(new java.awt.Font("Berlin Sans FB", 2, 18)); // NOI18N
jButtonl.setText("Login");
jButtonl.addActionListener(new java.awt.event.ActionListener() {
public void actionPerformed(java.awt.event.ActionEvent evt) {
jButton1ActionPerformed(evt);

}
i

jPanel2.add(jButtonl, new org.netbeans.lib.awtextra.AbsoluteConstraints(150,
150, 180, 40));

getContentPane().add(jPanel2, new
org.netbeans.lib.awtextra.AbsoluteConstraints(0, 30, 490, 450));

pack();
setLocationRelativeTo(null);
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I </editor-fold>

private void jLabel1lMouseClicked(java.awt.event.MouseEvent evt) {
System.exit(0);

}

private void jPanel1MousePressed(java.awt.event.MouseEvent evt) {
// TODO add your handling code here:
IInew f2().setVisible(true);
}
private void jButton1ActionPerformed(java.awt.event.ActionEvent evt) {
// TODO add your handling code here:
new Upload ().setVisible(true);

}
/**
* @param args the command line arguments
*/
public static void main(String args[]) {
/* Set the Nimbus look and feel */
//<editor-fold defaultstate="collapsed" desc=" Look and feel setting code (optional)
">
/* If Nimbus (introduced in Java SE 6) is not available, stay with the default look
and feel.

* For details see
http://download.oracle.com/javase/tutorial/uiswing/lookandfeel/plaf.html
*/
try {
for (javax.swing.UIManager.LookAndFeelInfo info

javax.swing.UlManager.getInstalledLookAndFeels()) {
if ("Nimbus".equals(info.getName())) {
javax.swing.UIManager.setLookAndFeel(info.getClassName());
break;
}

} catch (ClassNotFoundException ex) {
java.util.logging.Logger.getLogger(Login.class.getName()).log(java.util.logging.Level
.SEVERE, null, ex);

} catch (InstantiationException ex) {
java.util.logging.Logger.getLogger(Login.class.getName()).log(java.util.logging.Level
.SEVERE, null, ex);

} catch (Illegal AccessException ex) {
java.util.logging.Logger.getLogger(Login.class.getName()).log(java.util.logging.Level
.SEVERE, null, ex);

} catch (javax.swing.UnsupportedLookAndFeelException ex) {
java.util.logging.Logger.getLogger(Login.class.getName()).log(java.util.logging.Level
.SEVERE, null, ex);

}

/I</editor-fold>

/* Create and display the form */

java.awt.EventQueue.invokeLater(new Runnable() {
public void run() {
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new Login().setVisible(true);

}
hok

/I Variables declaration - do not modify
private javax.swing.JButton jButtonl;
private javax.swing.JLabel jLabell,;
private javax.swing.JLabel jLabel2;
private javax.swing.JLabel jLabel3;
private javax.swing.JLabel jLabel4;
private javax.swing.JPanel jPanell,;
private javax.swing.JPanel jPanel2;
private javax.swing.JPanel jPanel4;
private javax.swing.JPanel jPanel5;
private javax.swing.JPasswordField jPasswordField1;
private javax.swing.JTextField jTextFieldl;
// End of variables declaration
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9 Appendix 3: Document Upload and Digital Signing Code

/*

* To change this license header, choose License Headers in Project Properties.
* To change this template file, choose Tools | Templates
* and open the template in the editor.

*/

package logininterface;

import java.io.File;

import java.io.FilelnputStream;

import java.io.lOException;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import java.util.logging.Level,

import java.util.logging.Logger;

import javax.swing.JFileChooser;

/**

*

* @author Mweemba_Sikuyuba
*/
public class Upload extends javax.swing.JFrame {
MessageDigest shaDigest;

/**

* Creates new form Upload

*/

public Upload() {

initComponents();
}

/**

* This method is called from within the constructor to initialize the form.
* WARNING: Do NOT modify this code. The content of this method is always
* regenerated by the Form Editor.
*/
@SuppressWarnings("unchecked")
I <editor-fold defaultstate="collapsed"” desc="Generated Code">
private void initComponents() {
jPanell = new javax.swing.JPanel();
jLabell = new javax.swing.JLabel();
Input = new javax.swing.JTextField();
jButtonl = new javax.swing.JButton();
jButton2 = new javax.swing.JButton();
Output = new javax.swing.JTextField();
Sign = new javax.swing.JButton();
jButton4 = new javax.swing.JButton();
setDefaultCloseOperation(javax.swing.WindowConstants.EXIT_ON_CLOSE);
jPanell.setLayout(new org.netbeans.lib.awtextra.AbsoluteLayout());
jLabell.setFont(new java.awt.Font("Berlin Sans FB", 2, 28)); // NOI18N
jLabell.setForeground(new java.awt.Color(0, 153, 0));
jLabell.setHorizontal Alignment(javax.swing.SwingConstants. CENTER);
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jLabell.setText("<html><body><u><h3>Examination = Council of Zambia
Computer Studies Panel - Center Code XXXX</h3></u></body></htmI>");

jPanell.add(jLabell, new org.netbeans.lib.awtextra.AbsoluteConstraints(170, 34,
570, 60));

Input.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N

Input.addActionListener(new java.awt.event.ActionListener() {

public void actionPerformed(java.awt.event.ActionEvent evt) {
InputActionPerformed(evt);

}
b
jPanell.add(Input, new org.netbeans.lib.awtextra.AbsoluteConstraints(180, 120,
360, 30));
jButtonl.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N
jButtonl.setText("Message Digest");
jPanell.add(jButtonl, new org.netbeans.lib.awtextra.AbsoluteConstraints(610,
240, 180, 30));
jButton2.setFont(new java.awt.Font("'Berlin Sans FB", 0, 18)); // NOI18N
jButton2.setText("Upload");
jButton2.addActionListener(new java.awt.event.ActionListener() {
public void actionPerformed(java.awt.event.ActionEvent evt) {
jButton2ActionPerformed(evt);

}
b
jPanell.add(jButton2, new org.netbeans.lib.awtextra.AbsoluteConstraints(610,
120, 180, 30));
Output.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N
jPanell.add(Output, new org.netbeans.lib.awtextra. AbsoluteConstraints(180, 240,
360, 30));
Sign.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N
Sign.setText("Sign");
Sign.addActionListener(new java.awt.event.ActionListener() {
public void actionPerformed(java.awt.event.ActionEvent evt) {
SignActionPerformed(evt);

}

b
jPanell.add(Sign, new org.netbeans.lib.awtextra.AbsoluteConstraints(180, 180,

160, 30));
jButton4.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N
jButton4.setText("Send™);
jPanell.add(jButton4, new org.netbeans.lib.awtextra.AbsoluteConstraints(180,
300, 160, 30));
javax.swing.GroupLayout layout = new
javax.swing.GroupLayout(getContentPane());
getContentPane().setLayout(layout);
layout.setHorizontal Group(
layout.createParallelGroup(javax.swing.GroupLayout.Alignment. LEADING)
.addGroup(layout.createSequentialGroup()
.addContainerGap()
.addComponent(jPanell, javax.swing.GroupLayout. DEFAULT_SIZE, 980,
Short. MAX_VALUE)
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.addContainerGap())
)i
layout.setVerticalGroup(
layout.createParallelGroup(javax.swing.GroupLayout. Alignment. LEADING)
.addGroup(layout.createSequentialGroup()
.addContainerGap()
.addComponent(jPanell, javax.swing.GroupLayout. DEFAULT_SIZE, 469,
Short. MAX_VALUE)
.addContainerGap())
)i

pack();
Y/ </editor-fold>
private void jButton2ActionPerformed(java.awt.event.ActionEvent evt) {
// TODO add your handling code here:
JFileChooser Chooser = new JFileChooser();
Chooser.showOpenDialog(null);
File f =Chooser.getSelectedFile();
String filename = f.getAbsolutePath();
Input.setText(filename);
}
private void SignActionPerformed(java.awt.event.ActionEvent evt) {
// TODO add your handling code here:
File file =new File (Input.getText());
try {
/[Use SHA-1 algorithm
shaDigest = MessageDigest.getInstance("SHA-256");
} catch (NoSuchAlgorithmException ex) {
Logger.getLogger(Upload.class.getName()).log(Level. SEVERE, null, ex);

try {
//SHA-1 checksum
String shaChecksum = getFileChecksum(shaDigest, file);
//see checksum
Output.setText(shaChecksum);
} catch (IOException ex) {
Logger.getLogger(Upload.class.getName()).log(Level. SEVERE, null, ex);
}
}
private void InputActionPerformed(java.awt.event.ActionEvent evt) {
// TODO add your handling code here:
}

private static String getFileChecksum(MessageDigest digest, File file) throws
IOException

{
//Get file input stream for reading the file content
FileInputStream fis = new FilelnputStream(file);
/[Create byte array to read data in chunks
byte[] byteArray = new byte[1024];
int bytesCount = 0;
//Read file data and update in message digest
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while ((bytesCount = fis.read(byteArray)) 1= -1) {
digest.update(byteArray, 0, bytesCount);
}
/[close the stream; We don't need it now.
fis.close();
//Get the hash's bytes
byte[] bytes = digest.digest();
/IThis bytes[] has bytes in decimal format;
/[Convert it to hexadecimal format
StringBuilder sb = new StringBuilder();
for(int i=0; i< bytes.length ;i++)
{
sb.append(Integer.toString((bytes[i] & 0xff) + 0x100, 16).substring(1));
}
/lreturn complete hash
return sb.toString();
}
public static void main(String args[]) {
/* Set the Nimbus look and feel */
/I<editor-fold defaultstate="collapsed" desc=" Look and feel setting code (optional)
">
/* If Nimbus (introduced in Java SE 6) is not available, stay with the default look
and feel.

* For details see
http://download.oracle.com/javase/tutorial/uiswing/lookandfeel/plaf.html
*/
try {
for (javax.swing.UIManager.LookAndFeelInfo info

javax.swing.UIManager.getinstalledLookAndFeels()) {
if ("Nimbus".equals(info.getName())) {
javax.swing.UIManager.setLookAndFeel(info.getClassName());
break;
}

} catch (ClassNotFoundException ex) {
java.util.logging.Logger.getLogger(Upload.class.getName()).log(java.util.logging.Lev
el.SEVERE, null, ex);

} catch (InstantiationException ex) {
java.util.logging.Logger.getLogger(Upload.class.getName()).log(java.util.logging.Lev
el.SEVERE, null, ex);

} catch (lllegal AccessException ex) {
java.util.logging.Logger.getLogger(Upload.class.getName()).log(java.util.logging.Lev
el.SEVERE, null, ex);

} catch (javax.swing.UnsupportedLookAndFeelException ex) {

java.util.logging.Logger.getLogger(Upload.class.getName()).log(java.util.logging.Lev
el.SEVERE, null, ex);

}
/I</editor-fold>

[* Create and display the form */
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java.awt.EventQueue.invokeLater(new Runnable() {
public void run() {
new Upload().setVisible(true);
}
b
}

/I Variables declaration - do not modify
private javax.swing.JTextField Input;
private javax.swing.JTextField Output;
private javax.swing.JButton Sign;
private javax.swing.JButton jButtoni,;
private javax.swing.JButton jButton2;
private javax.swing.JButton jButton4;
private javax.swing.JLabel jLabell;
private javax.swing.JPanel jPanell,;

// End of variables declaration
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10 Appendix 4: Digital Signature Verification Code

/*

* To change this license header, choose License Headers in Project Properties.
* To change this template file, choose Tools | Templates

* and open the template in the editor.

*/

package signup;

/**

*

: @author Mweemba_Sikuyuba
pu/blic class verify extends javax.swing.JFrame {
/* Creates new form verify
*
pu/blic verify() {
, initComponents();

/**

* This method is called from within the constructor to initialize the form.
* WARNING: Do NOT modify this code. The content of this method is always
* regenerated by the Form Editor.
*/
@SuppressWarnings("unchecked")
I <editor-fold defaultstate="collapsed" desc="Generated Code">
private void initComponents() {
jPanell = new javax.swing.JPanel();
jButtonl = new javax.swing.JButton();
jLabell = new javax.swing.JLabel();
jTextField1l = new javax.swing.JTextField();
jButton2 = new javax.swing.JButton();
jButton3 = new javax.swing.JButton();
setDefaultCloseOperation(javax.swing.WindowConstants.EXIT _ON_CLOSE);
jPanell.setLayout(new org.netbeans.lib.awtextra. AbsoluteLayout());
jButtonl.setText("Upload");
jButtonl.addActionListener(new java.awt.event.ActionListener() {
public void actionPerformed(java.awt.event. ActionEvent evt) {
jButton1ActionPerformed(evt);

}
hok

jPanell.add(jButtonl, new org.netbeans.lib.awtextra.AbsoluteConstraints(590,
100, 100, 30));

jLabell.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N

jLabell.setHorizontal Alignment(javax.swing.SwingConstants. CENTER);

jLabell.setText("Admin");

jPanell.add(jLabell, new org.netbeans.lib.awtextra.AbsoluteConstraints(610, 14,
120, 30));

jTextFieldl.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N
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jPanell.add(jTextFieldl, new org.netbeans.lib.awtextra.AbsoluteConstraints(240,
100, 290, 30));
jButton2.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N
jButton2.setText("Verify");
jPanell.add(jButton2, new org.netbeans.lib.awtextra.AbsoluteConstraints(240,
170, 160, 30));
jButton3.setFont(new java.awt.Font("Berlin Sans FB", 0, 18)); // NOI18N
jButton3.setText("Inbox™);
jPanell.add(jButton3, new org.netbeans.lib.awtextra.AbsoluteConstraints(240, 10,
150, 30));
javax.swing.GroupLayout layout = new
javax.swing.GroupLayout(getContentPane());
getContentPane().setLayout(layout);
layout.setHorizontal Group(
layout.createParallelGroup(javax.swing.GroupLayout. Alignment. LEADING)
.addGroup(layout.createSequentialGroup()

.addContainerGap()

.addComponent(jPanell, javax.swing.GroupLayout. DEFAULT _SIZE,
javax.swing.GroupLayout. DEFAULT_SIZE, Short. MAX_VALUE)

.addContainerGap())

);
layout.setVerticalGroup(
layout.createParallelGroup(javax.swing.GroupLayout.Alignment.LEADING)
.addGroup(layout.createSequentialGroup()
.addContainerGap()
.addComponent(jPanell, javax.swing.GroupLayout. DEFAULT _SIZE,
javax.swing.GroupLayout. DEFAULT_SIZE, Short. MAX_VALUE)
.addContainerGap())
);
pack();
Y/ <leditor-fold>
private void jButtonl1ActionPerformed(java.awt.event.ActionEvent evt) {
// TODO add your handling code here:

¥

/**
* @param args the command line arguments
*/
public static void main(String args[]) {
/* Set the Nimbus look and feel */
//<editor-fold defaultstate="collapsed" desc=" Look and feel setting code (optional)
">
/* If Nimbus (introduced in Java SE 6) is not available, stay with the default look
and feel.

* For details see
http://download.oracle.com/javase/tutorial/uiswing/lookandfeel/plaf.html
*/
try {
for (Jjavax.swing.UIManager.LookAndFeelInfo info

javax.swing.UlManager.getInstalledLookAndFeels()) {
if ("Nimbus".equals(info.getName())) {
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javax.swing.UlManager.setLookAndFeel(info.getClassName());
break;

ks

} catch (ClassNotFoundException ex) {
java.util.logging.Logger.getLogger(verify.class.getName()).log(java.util.logging.Level
.SEVERE, null, ex);

} catch (InstantiationException ex) {
java.util.logging.Logger.getLogger(verify.class.getName()).log(java.util.logging.Level
.SEVERE, null, ex);

} catch (lllegal AccessException ex) {
java.util.logging.Logger.getLogger(verify.class.getName()).log(java.util.logging.Level
.SEVERE, null, ex);

} catch (javax.swing.UnsupportedLookAndFeelException ex) {
java.util.logging.Logger.getLogger(verify.class.getName()).log(java.util.logging.Level
.SEVERE, null, ex);

/I</editor-fold>
/* Create and display the form */
java.awt.EventQueue.invokeLater(new Runnable() {
public void run() {
new verify().setVisible(true);

}

b
}
Il Variables declaration - do not modify
private javax.swing.JButton jButtonl;
private javax.swing.JButton jButton2;
private javax.swing.JButton jButton3;
private javax.swing.JLabel jLabell;
private javax.swing.JPanel jPanell;
private javax.swing.JTextField jTextFieldl;
// End of variables declaration
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11 Appendix 5: Questionnaire

E MANAGEMENT OF EXAMINATION MALPRACTICE USING... https://docs.google.com/forms/u/0/d/1n4h-ZZuFdRCaFGwH;j57uLEO

i |8

THE MANAGEMENT OF EXAMINATION
MALPRACTICE USING BLOCKCHAIN
TECHNOLOGY

Name: Mweemba Sikuyuba
Program Major: MSc. Computer Science

For more information or any queries, kindly get in touch on 0979912453/0962117169

Dear Respondent,

I'am a student at the University of Zambia in my final stage pursuing an MSc in Computer
Science. As partial fulfillment for the award of a Master’s degree, | am conducting a
baseline study on: “The management of educational malpractice using blockchain
technology”

You have been purposefully sampled to provide information for the topic indicated above.
The information being collected is purely for academic purposes as such, it will be treated
with maximum confidentiality. Subsequently, you are not supposed to indicate your name
or any personal information that can lead to revealing of your identity.

Your co-operation will be greatly appreciated.

For more information or any queries, kindly get in touch with the following:

Project Supervisor: Dr. Jackson Phiri (Jackson.phiri@cs.unza.zm )
Head of Department Computer Science: Dr Mayumbo Nyirenda (mayumbo@gmail.com)

DEMOGRAPHIC INFORMATION (PLEASE TICK [V])

PART ONE:

Gender:

Mark only one oval.

Female

Male
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E MANAGEMENT OF EXAMINATION MALPRACTICE USING... https://docs.google.com/forms/u/0/d/1n4h-ZZuFdRCaFGwHj57uLEO

2. Marital Status:

Mark only one oval.

Single
Married
Divorced

Other:

3. Age:
Mark only one oval.

20 or under
21-30
31-40
41-50
51-60

61+

4. Highest level of education:

Mark only one oval.

SHS and below
Diploma

First degree
Masters

Ph.D
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E MANAGEMENT OF EXAMINATION MALPRACTICE USING... https://docs.google.com/forms/u/0/d/1n4h-ZZuFdRCaFGwHj57uLEO

5. Type of employment:

Mark only one oval.
Not working
Salaried worker

Self-employed

Pensioner

6. Occupation:

COMPUTER KNOWLEDGE AND EXPERIENCE (PLEASE TICK [V])
PART TWO:

7. How do you describe your general knowledge about computers?

Mark only one oval.

Very poor
Poor
Moderate
Good

Very good
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E MANAGEMENT OF EXAMINATION MALPRACTICE USING... https://docs.google.com/forms/u/0/d/1n4h-ZZuFdRCaFGwHj57uLEO

8.

9.

10.

PART

How would you describe your Internet knowledge?

Mark only one oval.

Very poor
Poor
Moderate
Good

Very good

How long have you been using the Internet?

Mark only one oval.

Don't use
Less than 1yr
1-2yrs

More than 2 yrs

How often do you use the Internet per day?

Mark only one oval.

Don't use
Less than Thr
1-2 hrs

3-4 hrs

More than 4 hrs

BLOCKCHAIN ADOPTION FACTORS

Using a rating scale from the lowest point of 1 to the highest point of 5, please circle the
number that indicates your level of agreement or disagreement with the following

THREE: statement.

SD = strongly disagree | D = Disagree | N = Neutral | A = Agree | SA = Strongly Agree
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E MANAGEMENT OF EXAMINATION MALPRACTICE USING...

Performance Expectancy
Mark only one oval per row.

strongly

Di e
disagree e

| think that
blockchain
would be
useful in
carrying out
my tasks

| think that
using
blockchain
would
enable me
conduct
tasks more
quickly

| think that
using
blockchain
would
increase my
productivity

| think using
Internet
banking
would
improve my
performance

Neutral
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E MANAGEMENT OF EXAMINATION MALPRACTICE USING... https://docs.google.com/forms/u/0/d/1n4h-ZZuFdRCaFGwH;jS7uLEO

12. Effort Expectancy

Mark only one oval per row.

sitsr:;?;i Disagree Nuetral Agree SX;?eg;y
| think that
interaction with
blockchain is
clear and easily
understandable

| think it's easy
to become
skillful at using
blockchain

| find
blockchain
easy to use

| think that
learning to
operate
blockchain is
easy for me
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E MANAGEMENT OF EXAMINATION MALPRACTICE USING... https://docs.google.com/forms/u/0/d/1n4h-ZZuFdRCaFGwHj57uLEO'

13. Social Influence

Mark only one oval per row.

Sitsr:;?ge Disagree Nuetral Agree S:;:‘eily

People who
influence
my

behaviour
think that |
should use
blockchain

People who
are
important to
me think
that | should
use
blockchain

People in
my
environment
who use
blockchain
services
have more
prestige
than those
who do not

People in
my
environment
who use
blockchain
services
have a high
profile

Having
blockchain
services is a
status
symbol in
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E MANAGEMENT OF EXAMINATION MALPRACTICE USING... https://docs.google.com/forms/u/0/d/1n4h-ZZuFdRCaFGwHj57uLEO

my
environment

14. Facilitating Conditions

Mark only one oval per row.

S.trongly Disagree Nuetral Agree Srongly
Disagree Agree
| have the
resources
necessary to use
blockchain

| have the
knowledge
necessary to use
blockchain

Help/guidance is
available on using
blockchain

Blockchain
platforms have
most of the
services | need
from the marking
center

| am aware and
understand the
services/activities
that can be done
on blockchain
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E MANAGEMENT OF EXAMINATION MALPRACTICE USING... https://docs.google.com/forms/u/0/d/1n4h-ZZuFdRCaFGwHj5S7uLEO

15. Behavioral Intention

Mark only one oval per row.

S_trongly Disagree Nuetral Agree .
Disagree Agree
| intend to
use the
system in
the next
months

| predict |
would use
blockchain
in the next
months

| plan to use
the system
in the next
months

| intend to
consult the
activities of
my account
on the
platform of
blockchain

| intend to
perform a
transactions
on the
platform of
blockchain

ACTUAL USE OF THE CURRENT EXAMINATION RESULTS ENTRY SYSTEM (PLEASE

PART TICK [V])

FOUR:
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‘E MANAGEMENT OF EXAMINATION MALPRACTICE USING... https://docs.google.com/forms/u/0/d/1nd4h-ZZuFdRCaFGwHj57uLEO

16. How long have you been using the current examination results entry system
facilities?

Mark only one oval.
Under 1 year
1-2 years
3- 4 years

More than 4 years

17. On ayearly basis, how many times do you use the current examination results
entry system?

Mark only one oval.

Not at all
One week
Two weeks

More than 3 weeks

How frequently do you use the current examination results entry system for the
following services?
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‘E MANAGEMENT OF EXAMINATION MALPRACTICE USING... https://docs.google.com/forms/u/0/d/1n4h-ZZuFdRCaFGwHj57uLEO

18. Functionality

Mark only one oval per row.

Never Rarely Sometimes  Often Always

View only

Enter
grades on
the
system

Delete
grade
entered

Enter new
new
grade
after
deleting
one

Signing
on the
confirmed
results
printout
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E MANAGEMENT OF EXAMINATION MALPRACTICE USING...

18.

System control

https://docs.google.com/forms/u/0/d/1n4h-ZZuFdRCaFGwHj57uLEO

Mark only one oval per row.

Compilation
of results for
subject
panels

User access
control

Transmission
of results to
ECZ

Final results
publication

Never Rarely Sometimes Often Always

This content is neither created nor endorsed by Google.
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12 Appendix 6: Ethical Clearance Letter

/

THE UNIVERSITY OF ZAMBIA
DIRECTORATE OF RESEARCH AND GRADUATE STUDIES

Great East Road Campus | P.O. Box 32379 | Lusak
ol (). Box 327 e 10101 | Tel: 4260290 258291 777
Fax: (+260) 211 290 258253 952 | Email: director.drgsi@unza.zm | YWebsite: www.unziazm

- APPROVAL OF STUDY

22% September, 2021
REF NO. NASREC-2021-AUG-003

Mweemba Sikuyuba

The University of Zambia
School of Natural Sciences
P.O. Box 32379

LUSAKA

Dear Mr, Sikuyuba,

RE: “THE MANAGEMENT OF EXAMINATION MALPRACTICE USING
BLOCKCHAIN TECHNOLOGY”

Reference is made to your protocol dated as captioned above. NASREC resolved to approve this
study and your participation as Principal Investigator for a period of one year.

| sl e

Appnov Expiry Date Apl Date: | Expiry Date:

27" September, 2021 26" September, 2022
Protocol Version and Date Version - Nil, 26" September, 2022
Information Sheet, Consent e English. To be provided
Forms and Dates
Consent form 1D and Date Version - Nil To be provided
Recruitment Materials Nil Nil
Other Study Documents Questionnaire,

Towards Improving Service and Excellence in High Education Beyond Fifty Years
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Specific conditions will apply to this approval. As Principal Investigator it is yous responsibility to
ensure that the contents of this Jetter arc adhered to. 1f these arenoladlnmdm.ﬂwapproval may be
suspended. Should the study be suspended, study sponsors and other regulatory authorities will be
informed.

Conditions of Approval
o No participant may be involved in any study procedure prior to the study approval or afler the
expiration date.
o Al unanticipated or Serious Adverse Events (SAEs) musl be reported to NASREC within §
days,
o All peotoco] modifications must be approved by NASREC prior 1o implementation unless

they are intended to reduce risk (but must still be reported for approval). Madifications will
include any change of investigator/s of site address.

«  All protocol deviations must be reported to NASREC within 5 working days.
o All recruitment materials must be approved by NASREC prior to being used.

o Principal investigators are responsible for initiating Continuing Review proceedings.
NASREC will only approve a study for a period of 12 months.

o Itis the responsibility of the PI to renew his/her ethics approval through a renewal application
to NASREC,

e Where the PI desires to extend the study afier expiry of the study period, documents for study
extension must be received by NASREC at least 30 days before the expiry date. This is for
the purpose of facilitating the review process. Documents received within 30 days after expiry
will be labelled “late submissions™ and will incur & penaltyfee of K500.00. No study shall be
renewed whose documents are submitted for renewal 30 days after expiry of the certificate.

o [vesy 6(six) months a progress report form supplied by The University of Zambia Natural
and Applied Sciences Research Ethics Committee a5 an [RB mist be filled in and submitted
ww.TbmisapcnaltyofKSD0.00 for failure to submit the report.

e When closing a project, the P1 is responsible for notifying. in writing or using the Research
Ethics and Management Online (REMO)/both NASREC

« and the National Health Research Authority (NHRA) when ethics certification is no longer
required for a project.

¢ In order to close an approved study, & Closing Report must be submitted in writing of through
the REMO system. A Closing Report should be filed when data collection has ended and the
study team will no longer be using human participants of animals or secondary data or have
any direct or indirect contact with the research participants Or animals for the study.

e« Filing a closing report (rather than just Jetting your approval lapse) is important as it assists

NASREC in efficiently tracking and reporting 0a projests. Note that some funding agencics
mdspummlﬁreamticcofclowrcfrmnﬁwmwhidhadappmvedﬂnesmdyandm

only be generated after the Closing Report has been filed.
. Areprimofthismshllbedocmtafee.
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o  All protocol modifications must be approved by NASREC by way of an application for an
amendment priof to implementation unless they are intended to reduce risk (but must still be
reported for approval). Modifications will include any change of investigator/s or site address
or methodology and methods. Many modifications entail minimal risk adjustments to a
protocol and/or consent form and can be made on an Expedited basis (via the TRB Chair).
Some examples are: format changes, correcting spelling errors, adding key personnel, minor
changes to questionnaires, recruiting and changes, and so forth. Other, more substantive
changes, especially those that may alter the risk-benefit ratio, may require Full Board review,
In all cases, except where noted above regarding subject safety, any changes to any protocol
document or procedure must first be approved by NASREC before they can be implemented,

Should you have any questions regarding anything indicated in this letter, please do not hesitate to get
‘i touch with us it the above indicated address:

On behalf of NASREC, we would like to wish you all the success as you carry out your study.

Yours faithfully,

(<

Dr. Mususu Kaonda

VICE CHAIRPERSON

THE UNIVERSITY OF ZAMBIA NATURAL AND APPLIED SCIENCES RESEARCH
ETHICS COMMITTEE - IRB

cc: Director, Directorate of Rescarch and Graduate Studies

Assistant Direclor (Research), Directorate of Rescarch and Graduate Studies

Assistant Registrar (Research), Directorate of Research and Graduate Studies
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13 Appendix 7: Conference Presentation

CS0C2022

CERTIFICATE OF PARTICIPATION

11th Computer Science On-line Conference 2022, April 26, 2022 - April 30, 2022
Awarded to

Sikuyuba Mweemba

For the Paper presentation:

The Management of Examination Malpractice Using Blockchain Tech-nology

— ()

Radek Silhavy, Ph.D.
Organising & Program Chair
OpenPublish.eu, sr.o. Website: www.openpublish.eu
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14 List of Publications

@ SpringerLink

Search (B Login

Computer Science On-line Conference

4 (S0C 2022: Saftware Engineering Perspectives in Systems pp 565-563 ‘ (iteas

Home » Software Enqineering Perspedtives in Systems > Conference paper

The Management of Examination Malpractice Using
Blockchain Technology

Mweemba SikuyuhaB & Jacksan Phiri

Canference paper \ First Online: 17 July 2022
219 Arcesses

Part of the Lecture Notes in Netwarks and Systems book series (LNNS volume 501)

Abstract

The recent increase in post-examination malpractice at the grade twelve (12) level at marking
centers has sparked widespread concem among education stakeholders. The management
process at a marking center involves sconng, transfer of grades from hardcapy scripts onto the
softcopy system provided by the Examination Council of Zambia and conducted by examiners

from vanious subject paneks. However, pockets of post-examination malpractice have been
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THE MANAGEMENT OF EXAMINATION
MALPRACTICE USING BLOCKCHAIN
[ECHOLOGY

Mweemba Stkuyuba
Department of Computer Science
Schoo! of Natural Science,
Unverstty of Zambia,
Great East Road Campus, Losaka, Zambia.

Abstraci— Post examination malpractice has continued to
show up in some of the marking centres at grade twelve
(12) level, which is mostly the changing of grades already
entered in an electronie system. This study was designed to
investigate the current challenges that are poised by the
current system in the enfry and transmission of results
from marking centres, through a mixed research study

approach. To the challenges presented by the current
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whuch 15 summeq up m the term “momie” 15 what sustams
exammation malpractice 1 Nigenz

This vice has agam been defimed by ofhers scholars like Dr.
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