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ABSTRACT

A Wireless sensor network (WSN) is a fast-developing technology which can monitor,
calculate, and communicate wirelessly thereby finding it’s place in areas such as
defence, home automation, medical care and environmental sciences which demands
better security, throughput, energy efficiency and cost effectiveness. One of the
leading WSN is Zigbee as it offers greater range than its counterparts of 10 — 100
metres with proven methods to extend, has low power consumption and can also
connect to 64000 nodes which is far greater than its counterparts. The year 2020 saw
an increase in the use of networks as governments all over the world enforced
lockdowns to limit the movement of people in order to contain COVID 19 pandemic.
There was tremendous increase in use of networks, and this resulted in more traffic or
unprecedented use of networks. Thereby making it necessary to testing and validating
the QoS i.e. throughput, packet loss, end to end delay. In previous research work, QoS
has been of paramount importance. Growth in traffic and network size has shifted
focus from QoS to energy efficiency and security. Therefore, key in this research is

the need to improve energy efficiency.

Different scenarios were simulated using different parameters. Topologies examined
were star , tree and mesh. Focus was on QoS , Energy Efficiency and Security based
on topological variation. QoS the focus was on throughput and data sent. MATLAB

was then used to analyse results obtained from simulations.

Performance evaluations show that the ZigBee can only be use for low-data rate and
low-power smart grid applications not having very high reliability requirements and
real-time deadlines. Star performed the best on small networks of ten (10) or less
nodes. As the network get bigger i.e. more than 20 nodes tree and mesh perform better

depending on parameters.

This research analysed several QoS factors in different topologies. However, it is
observed that decision on topology to implement should be based on the priorities of
QoS and the three have different strengths and weaknesses. Mesh and Tree topologies
perform well on energy efficiency depending on the parameters. Mesh is also very
resilient when attacked as it proved to be secure. The researcher is confident that this
work would benefit other researchers and/or ICT professionals in enhancing QoS ,

energy efficiency and security through topological variation of ZigBee networks.
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CHAPTER 1 - INTRODUCTION

1.0 Background

ZigBee is a wireless, open, mesh networking standard with the application of home,
office automation and pervasive computing. In a distributed networking environment,
ZigBee devices work together for a higher networking compatibility as the
communication medium. ZigBee is a secure standard in WSNs for its low-cost,
reliability, wirelessly monitoring capability and less energy consumption applied

mostly in large-scale implementation. [1]

IEEE 802.15.4 supports three types of network topology i.e., star, tree, cluster tree and
mesh topology. Each of these topologies has its strengths and limitations which can
be used to advantage in different situations.[2] While there are mainly assumptions
which have been made over time about these topologies, results could be different
based on parameters. Hence, there is need to simulate or test any proposed approach
before it is adopted.

The Internet of things (1oT) is quickly becoming a reality and WSNSs being widely
deployed. Their use is increasing exponentially, and the slowdown of the growth is
not foreseeable yet.[3]Moreover, WSNs play an important role in loT and are
considered as an emerging technology with a wide range of applications in many areas.
Critical factors and goals are changing with the fast progress of their implementation.
Therefore, security and energy efficiency in these networks has become of paramount
importance.[4] Regulatory authorities are no longer satisfied by the claim that a certain
technology has low consumption but want it measured and reduced to the lowest

possible level.

In the past years most, researchers focused on WSN with the view to improve
performance. This led to works that focuses on performance analysis of different
topologies supported by the IEEE802.15.4/ZigBee standard were compared based on
throughput, data traffic sent, and data traffic received parameters using Riverbed
modeler simulator[5] [6] [7] [5] . After 2020, we’re seeing a shift in focus from just
performance but achieving the best possible performance while networks are energy
efficient. More and more Zigbee applications have entered the market and represent
important enablers in the deployment of networks of interconnected devices. As
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network and spatial device densities grow, energy efficiency and consumption are
becoming an important aspect[8].

Zigbee has so far been a main stay for home automation, but with the increased use of
this technology there is more use in industrial and/or commercial setup. Therefore, it
means that issues of security which were not of much importance are now critical as

hackers have interest in commercial activities for gain.
1.1 Problem Statement

ZigBee technology as a wireless sensor and control network is one of the most
deployed wireless technologies in recent times as results of its attractive features to
the users such as open standard lightweight, low-cost, low-speed, low-power,
interoperability protocol, among others.[9] It is built on existing IEEE 802.15.4
protocol and therefore combines the IEEE 802.15.4 features and its own new features
which are progressively being added to meet the rising demand of other functionalities
thereby finding applications in wide variety of wireless personal area networked
systems.[10]

These advantages outlined above may not remain the same as the network size grow.
Hence there is need to simulate and evaluate how QoS changes as the network size
grow. The drawing card when users opt for Zigbee is energy consumption. This leads
us to the need to calculate the energy consumption and track how it varies as network
parameters changes. Though the energy consumption is low, user still wants the best

possible energy efficiency without compromising on QoS.

Knowledge of energy consumption also helps in detecting attacks.[11] Unfortunately,
these networks are prone to a huge range of security attacks and their improvement
will be limited in the absence of proper premeditated security solutions to monitor
networks. As the Zigbee technology gets more popular this also increase its
vulnerability to attacks. Most security impediments also make an effect to energy
consumptions which is easy to pick even for non-technical users. QoS, Energy and
Security challenges highlighted are all affected by topology of the network. This

makes topological variation central in this research.
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1.2  Aim

To develop a model that would help to test energy efficiency of a Zigbee network
using different topologies considering security and prioritising relevant QoS according

to use case before implementation.

1.3 Research Objectives

The main objective of this study is to develop and implement a Zigbee model that is

energy efficient taking into account the appropriate topology.

The specific objectives are to:
1. Examine effects of Zigbee topological variation in relation to QoS as network
size increases.
2. Evaluate effects of Zigbee topological variation and network size to energy
efficiency.

3. Assess the impact of wormhole attack to energy efficiency.
1.4 Research Questions

In this research, we will address some questions regarding QoS, security and energy
loss challenges experienced in Zigbee networks in relation to topological variation.

The fundamental questions at the core of this research are:

1 How does QoS vary by Zigbee topologies? What are the effects of network
size on different topologies to QoS?

2 Quantify the energy efficiency by different topologies? Find the best
topology for Zigbee network?

3 What is the effect of wormhole attack to the QoS of Zigbee network? How

significant is a wormhole attack to energy efficiency?
1.5  Significance of Study

The use of WSN in particular Zigbee has been evolving over the years. The factors
below highlight the relevance and importance of the proposed research are highlighted

below:
1.5.1 Remote Working

COVID 19 is a health pandemic which struck the world in 2020. The virus could
spread easily through the air and this prompted many governments throughout the

world to encourage and in some cases enforced working from home to limit the spread
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of the virus. Remote working made the case of automation stronger than ever before.
Professionals had to work from home at least for some days and for business to go on
as usual some tasks had to be automated. There was a great acceleration in the use of
technology, digitization, and new forms of working. Company executives reported
that they moved 20 to 25 times faster than they thought possible on things like
automation of business processes, improving data security, and increasing the use of

advanced technologies in operations.[12]

COVID-19 crisis has brought about years of change in the way companies in all
sectors and regions do business. Companies have accelerated the digitization of their
customer and supply-chain interactions and of their internal operations by three to four
years. The share of digital or digitally enabled products in their portfolios has
accelerated by a shocking seven years.[13] The health pandemic forced most if not all
companies to automate. This has significantly increased the use of WSN especially
Zigbee to the effect that though it is by nature energy efficient there is need to test or
simulate how it can be improve through topological variation. Therefore this research
is of importance to companies who have or are in the process of adopting remote

working.

1.5.2 Exponential Growth Industry 4.0

°f=,m-f“ BE INDUSTRY 4.0
L d INDUSTRY 3.0
INDUSTRY 2.0

INDUSTRY 1.0

Mechanization, steam Mass production, Automation, computers Cyber Physical Systems,
power, weaving loom assembly line, and electronics internet of things, networks
electrical energy

Figure 1.1 : Industry 4.0 revolution [14]
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The current industrial revolution is the industry 4.0. One of its main aims is the
replacement of old communication that uses wired links with new communication that
IS wireless communication. The main reason to move to wireless communication is to
improve the mobility, reduce the deployment cost, reduce cable damage and to
improve the scalability. To do this, the type of industrial application needs to be taken
into consideration. The current industrial revolution is the 4.0 industrial revolution
which combines different technologies such as Internet of Things (loT), robotics,
virtual reality and artificial intelligence.[14] It also seek to connect devices to 10T so

as to improve the accessibility of the industry from anywhere in the world.

The proposed protocol to be used is ZigBee communication protocol along with the
0T service. 10T connect anything on the internet using a specified protocol with
sensors, devices, equipment to transfer the information and communicate among
devices intelligently to achieve smart monitoring and administration. While Zigbee is
the leading choice on energy efficient WSN, the scale of its use in industry 4.0 may
suffer diminishing return on strengths it is selected for. It is therefore imperative to
test or simulate effect of growth and topological variation to energy efficiency in

Zigbee networks.
1.5.3 Security

Internet of Things (IoT) has become increasingly popular in the past few years.
Subsequently, the security of the 10T devices becomes crucial, especially many
devices have access to highly personalized and sensitive data. WSN’s provide endless
opportunities and at the same time pose formidable challenges due to the existence of
enormous number of sensor nodes which are by default insecure, hence places few
challenges on the network. Zigbee is one of the most widely used standards for
wireless communication between different 10T devices and has been adopted by many

major companies, like Samsung and Philips. [15]

Even in the case of the recent attack on the wireless ZigBee light bulbs by Philips [16]
that allowed the attackers to take control of these devices, they could use their ZigBee
radio transmitter to contaminate other bulbs or eventually jam the radio
communications.[17] Even though Zigbee was designed with the importance of
security in mind, there have been trade-offs made to keep the devices low-cost, low-

energy and highly compatible. Some parts of the standard's security controls are poorly
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implemented, which inevitably lead to security risks. While focus of this research was
on energy efficiency, efforts were made to evaluate the effects of a wormhole attack

to Zigbee network .
1.6 Scope of the Project

This research is limited to Zigbee. Specifically, the researcher will focus on energy
efficiency. On QoS focus shall be on throughput and data sent . Security is also another
broad subject and in this study focus shall be on a wormhole attack. Topologies shall also

be restricted to the main ones which are Star , Tree and Mesh.
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1.7 Plan of Development

The remainder of research work is organized as follows:

Chapter Two :

Chapter Three :

Chapter Four :

Chapter Five :

Provides detailed literature reviews on Zigbee network. IEEE
802.15.4 standard has been discussed.

Describes the proposed research methodology process paying
attention to simulators and scenarios that will be simulated.
Parameters of the OPNET simulation are well articulated and the

Mathematical Analysis that was done in MATLAB.

Details the results from OPNET simulation and MATLAB
Analysis. This has been done through use tables and graphical

representation.

Gives the summary of the research, its conclusion, and some
recommendations, based on the simulations and the experimental
results obtained. Finally, some potential future work is also

proposed.

1.8  Chapter Summary

This chapter has introduced research on the effects of topological variation on energy

consumption. Using simulations, we can find out how the real time system will work

before building or implementing it. Simulations do not only shorten the time for

designing but also reduce the production failures. Decision making can be improved

as it reduces the risk of implementing a network that is not best suited for a particular

scenario. While focus will be energy efficiency, the research shall also look at the

effects to QoS and Security. This will also lead to improvement in the performance.

The research objectives, scope and problem statement have been outlined.
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CHAPTER 2 - LITERATURE REVIEW

2.0  Chapter Introduction

This section contains different literature reviewed from various sources like journals,
conference papers, reports, textbooks, government documents coupled with selected
items from the internet. Special attention has been given to WSN standards with focus

on QoS, energy and security.
2.1  The Standard

IEEE 802.15 is a group of the institute of electrical and electronics engineers (IEEE).
IEEE 802.15 standards committee specifies wireless personal area network (WPAN)
standards. IEEE 802.15 is further divided into various groups that are working on
different projects of WPAN like IEEE 802.15.1 specifies the standards for Bluetooth
communication, IEEE 802.15.2 gives the traffic management rules for coexistence of
802.15(WPAN) and 802.11(Wi-Fi) and IEEE 802.15.3 specifies the standards for high
data rate WPAN.

2.2 Wireless Sensor Network

WSNs are massive-scale sensor networks that were enabled due to the continuous
improvements in wireless networking, embedded microprocessors, and integration
and micro-fabrication. These networks can be adjusted to fit appropriately for a series
of commercial and military applications. In general, WSNs consist of multifunctional
wireless sensing devices positioned over a wide geographical area. These devices form
a distributed communication network which can collect data about the surrounding
environment and collaborate effectively to process the collected data. Modern WSNs
consist of a large number of sensing devices that are cheap and linked together using

low power communications such as IEEE 802.15.4 or ZigBee.[18]
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Figure 2.1 WSN schematic diagram [9]

WSNs differentiate functionally from the usual collection of sensing devices by its
network capabilities, which enable cooperation, coordination, and collaboration
between sensing assets. Additionally, instead of sending the raw data to the nodes
responsible for the fusion, sensing nodes use their processing capabilities to perform

simple local computations and transfer only the required and partially processed data.

In general, WSNs represent an important topic of study where many researchers tried
to benefit from it to build various systems where control, tracking, or monitoring are
involved such as smart grid[19] , smart buildings[20] , track cycling[21] , localization
[22], smart alarm[23], energy monitoring, control, and management [24], health

care[25], agriculture[26], and many other applications.

WSN is one of the systems that has been developed for exchanging information
quickly and accurately. Wireless technology has been widely implemented in all
aspects of life from a large sector of industry automation to small sectors such as home

automation.[27]
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2.2.1 WSN Transmission Protocol

Basically, there are three main technologies used for WSN and there are Zigbee, Wifi
and Bluetooth. As the applications of WSNs are increasing, different protocols and
standards are being researched and created to enhance the efficiency of the network.
The decision to select a particular standard/protocol over the other is determined by
the target application requirements and some other factors such as network size,
network environment and network duration. Once the application requirements are set,
then the engineer will select the technology which satisfies these requirements.[9]
Below is an overview of each and then a table showing how these technologies

compare:

2.2.2 Bluetooth

Bluetooth is a robust, low power, low cost, short-range wireless communication
technology intended to replace cables in wireless personal area networks (WPANS).
Initially created by Ericsson Microelectronics in 1994, its specifications are driven by
a consortium that was founded by Ericsson, Nokia, Toshiba, IBM and Intel. The IEEE
standard for Bluetooth (WPAN) is called The IEEE Project 802.15.1 and is based on
the Bluetooth v 1.1 Foundation. It allows product differentiations because some of its
core specifications are optional. It can communicate (pass and synchronize data)
between up to seven devices using 868MHz, 915MHz and 2.4GHz radio bands at
1GHz per second using frequency-hopping spread-spectrum (FHSS) and up to a range
of 10 meters . Bluetooth only supports star topology, uses master-slave based MAC
protocol and full duplex transmission through the use of time-division duplexing. The
simplified version of Bluetooth was released to the public in 2006 and is called
Bluetooth Low Energy Technology. Designed to be more efficient (about 15 times
than existing Bluetooth). However, it interoperate with existing Bluetooth. This
efficiency is achieved by improvement on number of packets transmitted during

connection, node discovery and the size of each individual packet .

In WSNSs, applications of Bluetooth technology are increasing drastically. Bluetooth
technology finds application in smart home, automation, health and fitness, mobile

telephony, PC and peripherals etc.[9]
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Figure 2.2 Block diagram of wireless Bluetooth stereo audio system.[28]

2.2.3 Wi-Fi

Based on IEEE 802.11 standards, Wi-Fi is a WLAN technology that allows electronic
devices to exchange data over a network such as internet and uses a radio band of
2.4GHz. Wi-Fi is robust, easily expandable and cost effective. Wi-Fi data transfer rate
is up to 300Mbps depending on the standard and has about 100 to 150Mbps through-
put. It also has a broad coverage area, some non-line-of-sight (NLOS) transmission
capacity, small disturbance of links, and supports mesh networking. A Wi-Fi-based
WSN is a combination of traditional WiFi mesh network and WSN and hence
possesses both the features of Wi-Fi mesh network and WSN. Therefore, it is both
network-centred and data-centred. Wi-Fi-based WSNs are used in smart grid, smart
agriculture and intelligent environment protection. Also because of Wi-Fi high
bandwidth, fast transmission rate, long transmission distance and NLOS, Wi-Fi-based
WSN is being deployed in video monitoring which requires data transition and good-

real time.[9]
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2.3  ZigBee Technology

ZigBee is a new open-standard wireless protocol developed by ZigBee Alliance
(consisting of over 270 companies). ZigBee is particularly targeted at low-power, low-
cost and low data rate wireless sensor and control networks, aimed at interoperability,
it is easy to implement and can support up to 65,000 nodes depending on the type of
topologies used [8]. ZigBee has a transmission range of 10 - 100metres. Comparing
ZigBee with WiFi and Bluetooth, ZigBee stack is lighter weighted (about 120 KB). It
has a maximum throughput of 250Kbps while Bluetooth (except 802.11n) and Wi-Fi
transmit at 3Mbps and 54Mbps respectively. While WiFi devices (e.g. WiFi VolIP
phones) are reported to have 8 — 12hours of battery lives and Bluetooth devices with
a battery life of a few days, many ZigBee devices can boast of a battery life of up to
Syears. The huge power saving resulted from relatively short-range of transmission,

low data transfer rates and simple protocol stack of ZigBee.[9]
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Below are the characteristics of Wi-Fi, Bluetooth and ZigBee

Comparison between ZigBee, Wi-Fi, Bluetooth
Performance ZigBee Wi-Fi Bluetooth
Operating Frequency 2.4 GHz, 868/915 MHz 2.4 GHz 2.4 GHz
Communication Range 10 - 100m 100m 10m
Operating Voltage (Volts) | 3 33 1.8
IEEE Standard 802.15.4 802.15.1 802.11 a,b,g
Battery Life (days) 100 to >1000 1to7 1to5
Max Network Nodes >64000 32 8
Wake-up time 30ms 3s 10s
Bandwidth 2MHz 22MHz 1MHz
Success Parameter Reliability, Robust, Low | Speed, Cost

Power Consumption Flexibility Convenience

Table 2.1: Comparison between ZigBee, Wi-Fi, and Bluetooth Performance —[29]

Based on the statistics given above Zigbee maybe the technology of choice. Although,
the data rate for ZigBee is low, this is acceptable for short range communication and
maybe taken as a strength as it results in low power consumption. Moreover, Wi-Fi
and Bluetooth have 32 and 8 network nodes respectively, while ZigBee has 16 address
lines for communication which means that we can have a maximum of 65536 nodes
as shown in the table above. ZigBee signal response time is the shortest at 30ms, since
it is used mostly in monitoring and control applications where data reliability, power-
efficiency, and affordability are crucial. ZigBee Technology is simpler and cheaper
than other WPANS such as Wi-Fi and Bluetooth.

2.3.1 History of Zigbee

It is now over two (2) decades since Zigbee was conceived and over the year it has

evolved to be the most coveted network for home automation. This does not discount
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its usefulness in industry. Below we give the timelines of how it has evolved over the

years[30] .

1999 - ZigBee-style networks began to be conceived around 1999, when many
installers realized that both Wi-Fi and Bluetooth were going to be unsuitable for many
applications. In particular, many engineers saw a need for self-organizing ad-hoc
digital radio networks. The real need for mesh has been cast in doubt since that, in

particular as mesh is largely absent in the market[30].

2003 - The IEEE 802.15.4-2003 standard was completed in May 2003 and has been
superseded by the publication of IEEE 802.15.4-2006. In the summer of 2003, Philips
Semiconductors, a major mesh network supporter, ceased the investment. Philips
Lighting has, however, continued Philips’ participation, and Philips remains a

promoter member on the ZigBee Alliance Board of Directors[30].

2004 - The ZigBee Alliance announced in October 2004 that the membership had more
than doubled in the preceding year and had grown to more than 100 member
companies, in 22 countries. The ZigBee specifications were ratified on 14 December
2004[6]. The first stack release is now called ZigBee 2004. The ZigBee 1.0
specification was ratified on 14 December 2004 and is available to members of the
ZigBee Alliance[3].

2005 - By April 2005 membership had grown to more than 150 companies, and by
December 2005 membership had passed 200 companies. The ZigBee Alliance
announced availability of Specification 1.0 on 13 June 2005, known as ZigBee 2004
Specification[11].

2006 - ZigBee 2006 Specification was announced. In 2007, ZigBee PRO, the enhanced
ZigBee specification was finalized. The second stack release is called ZigBee 2006,
and mainly replaces the MSG/KVP (Message/Key Value Pair) structure used in 2004

with a cluster library”. The 2004 stack is now more or less obsolete[31].

2007 - ZigBee 2007, now the current stack release, contains two stack profiles, stack
profile 1 (simply called ZigBee), for home and light commercial use, and stack profile
2 (called ZigBee PRO). ZigBee PRO offers more features, such as multi-casting,
many-to-one routing and high security with Symmetric-Key Key Exchange (SKKE),
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while ZigBee (stack profile 1) offers a smaller footprint in RAMand flash. Both offer
full mesh networking and work with all ZigBee application profiles. ZigBee 2007 is
fully backward compatible with ZigBee 2006 devices: A ZigBee 2007 device may join
and operate on a ZigBee 2006 network and vice versa. Due to differences in routing
options, ZigBee PRO devices must become non-routing ZigBee End-Devices (ZEDs)
on a ZigBee 2006 network, the same as for ZigBee 2006 devices on a ZigBee 2007
network must become ZEDs on a ZigBee PRO network. The applications running on
those devices work the same, regardless of the stack profile beneath them. Most
recently, the ZigBee 2007 specification was posted on 30 October 2007. The first
ZigBee Application Profile, Home Automation, was announced 2 November
2007[32].

2.3.2 ZigBee Alliance

ZigBee is organized under the control of the organization called ZigBee Alliance.
ZigBee alliance is an organization of companies working together to define an open
global standard for making low power wireless networks[33] . The intentional
outcome of ZigBee alliance is to make a description that defines how to build altered
network topologies with features of data security and interpretable application
profiles. This organization has more than 150 members out of which seven are the
promoter. A big challenge for the ZigBee alliance is to make the interoperability to
work among different products[34]. For solving this problem, ZigBee Alliance has
defined profiles which depends on the category of the product to which it belongs to.
For example, there is a profile called the home lightning which defines how altered

brands of home lightning-products should communicate to each other.[20]

2.4  Zigbee Applications

ZigBee module is a wireless data terminal of Internet of things, which provides users
with wireless data transmission function by using ZigBee network. The product adopts
high performance industrial-level ZigBee scheme and provides SMT and DIP
interface, which can directly connect TTL interface device and realize data transparent
transmission function. Low power design, the minimum power consumption is less
than 1mA, 6 channels of 1/O are provided to realize digital input/output and pulse
output; Among them, 3 channels of 1/0 can also realize the functions of analog
quantity collection and pulse counting. Suitable for applications of ZigBee technology

usually have low equipment cost, small data transmission, a wide range of
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communication coverage required, and there are many devices in the network, but

only for monitoring or controlling the environment.[35]

Typical applications of ZigBee technology are as follows:
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Figure 2.4: Combining ZigBee and GPRS for wireless data transmission[35]

Using GPRS wired network transmission based on Zigbee wireless sensor node data
complete wireless network design, network USES the star or wake Zigbee module
MESH network topology and the demand of communication mode, effectively reduce
the per of Zigbee sensor node power consumption, reducing the sensor nodes to the
sink node to report the data when the probability of collisions, and use the GPRS
network transmission of the sink node data, changed the traditional wireless sensor
networks need to rely on the limitation of public network for data transmission cable,
the network has very significant advantages. The remote management center realizes
remote communication with Zigbee network through GPRS and other public channels,
and obtains relevant information collected through GPRS

network to realize effective control and management of the site.[35]
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Figure 2.5: Medical Monitoring System [35]

Zigbee technology is used to form a mesh routing network. Appropriate routing nodes
are set up in the corridor for data transfer. Call nodes in the room are connected by
star network. All Zigbee routers form a cellular network, and then connect with the
Zigbee centre node, which is set in the management centre to build a complete Zigbee

wireless network, which is a very reliable network structure for communication.
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Figure 2.6: Wireless Ordering System[35]

Restaurant ZigBee wireless node network, through the deployment of ZigBee node
equipment in the restaurant, bar, kitchen, cashier, processing center to form a complete
wireless communication network, to achieve the automation of information
processing; The waiter order through hand-held terminals to handle the customer's
order, the user orders through the terminal and hall of ZigBee network automatically
uploaded to the kitchen and the checkout counter, ZigBee center node of the wireless
communication system, wireless ZigBee order routing and wireless terminal, enough
to constitute a cellular communication network, any node to realize communication
more adjustable way. Any one of the ZigBee routers is responsible for connection with
the central network and data relay forwarding. All ZigBee routers form a cellular
network and connect with ZigBee center nodes, which are set at the general service
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desk to build a complete ZigBee wireless network, which is a very reliable network

structure for communication.
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Figure 2.7: Intelligent Traffic Control System[35]

Using Zigbee and wireless control system combined solar energy, do not need to dig
the road layout control circuit, to realize automatic wireless network connection
between the equipment, which decrease the system installation costs, more important
is to avoid the traditional installation method for the economic loss brought by the
traffic interfered, but also avoided because of the fast urban development, road

development, such as changes to the original embedded line interference.
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2.5  Protocol Architecture of Zigbee
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Figure 2.8: ZigBee Architectural Stack [2]

ZigBee standard enhances the feature of IEEE 802.15.4 standard by adding the
network, security, and application framework layer over it [36] .Zigbee protocol has
inherent security services such as providing encryption, data integrity check and
identity authentication. These functions utilize AES-128 encryption technology to
ensure the privacy of MAC, NWK and APS layer [37].

The IEEE standard defines the characteristics of PHY and MAC layers. ZigBee builds
upon IEEE 802.15.4 standard defines the network layer specifications and provides a
framework for application programming at the application layer. ZigBee follows the
standard OSI (Open system Interconnection) reference model. Protocol stack of
ZigBee has a layered structure. The first two layers, PHY (physical) and MAC (media
access) are defined in the standard IEEE 802.15.4 as shown in the figure. The layers
above to the physical and MAC are defined by the organization called ZigBee
Alliance.[20]
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2.5.1 Physical Layer

The physical layer of the standard IEEE802.15.4 is the nearest to the hardware, that
controls and communicates directly with the radio transceiver. It controls all tasks like
access to the ZigBee hardware, initializing the hardware, selection of channel, energy
detection measurement, link quality estimation and clear channel assessment to assist
the channel selection. Next in the upward direction there is the Media access control
that is MAC layer.

2.5.2 Medium Access Control

MAC layer is an interface between the physical and the network layer. The function
of MAC layer is to generate beacons and synchronize the devices to the beacon signal,
in a network which is beacon enabled. It also performs the connect and disconnect
function. The IEEE 802.15.4 MAC has defined four types of frame structures: A
beacon frame which is used by a coordinator to transfer beacons. The beacon frame
awakes the client devices, which hear for their address and sleep again when they
receive it. A data frame is used for all transmissions of data. The data frame provides
up to 104 bytes of payload. An acknowledgment frame is used to confirm successful
reception of frame. It sends feedback from receiver to the sender and confirms that the
packet has received without any error. A MAC command frame is used to handle all
MAC peer operation control transfers. MAC command frame provides a method for
remote control and layout of client nodes. MAC layer provides collision avoidance
mechanism and is responsible for validating frames, frame delivery, network interface
and secure services[7] .

2.5.3 Network Layer

Network layer comes under the ZigBee specification. Network layer is an interface
between the application layer and the MAC Layer. Functions of this Layer are
formation of network and routing. This layer helps the low power devices to increase
their battery life. The Network layer connects or disconnects devices by using the
network coordinator that implements security and forward frames to their destination.
Network layer of the coordinator starts a new network and assigns an address to newly
connected devices. Multiple network topologies are supported by the network layer

like star, tree, and mesh as shown in figure.
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2.5.4 Application Layer

The application Layer is the upper most layer of the protocol stack and it holds the
application objects. ZigBee specification divides the APL layer into three discrete sub

layers:

(1 Application support sub layer
[1 ZigBee device objects, and
(1 Application framework which contains manufacturer defined objects.

2.5.5 The application objects (APO)

Application objects are responsible to control and manage the layers in ZigBee
devices. It is a type of software that controls the hardware. Each application objects
allots a specific end point number that other APOs may use an addition to the network
device address for interaction. There could be approximately up to 240 application

objects into one ZigBee device.
2.5.6 Zigbee Device Object

The key description of ZigBee is the ZigBee device object, that performs three main
functions: security, service discovery & binding. The function of discovery is to find
out nodes and ask about the MAC address of the coordinator or router by using the
unicast messages. The discovery also facilitates the procedure for finding some
services through their profile identifiers. The security services in the ZigBee device
object are responsible to authenticate and derive the required keys for data encryption.
The role of binding manager is to bind the nodes to recourses and applications also
bind the devices to channels. Application support sub layer: The APS sub layer is an
interface between the Network layer and the APL layers. The APS sub layer processes
incoming and outgoing frames to securely receive/transmit the frames and establish or
manage the cryptographic keys[38].

2.6 Zigbee Components

ZigBee Coordinator (ZC) or Gateway (GW) one for each ZigBee Network initiates
and configures network formation; acts as an IEEE 802.15.4 Personal Area Network
(PAN) Coordinator; acts as ZigBee Router (ZR) once the network is formed. Full

Functional Device (FFD) implements the full protocol stack if the network is operating

in beacon-enabled mode, the ZC will send periodic beacon frames that will serve to
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synchronize the rest of the nodes. In a tree network all ZR will receive beacon from
their parents and send their own beacons to synchronize nodes belonging to their

clusters.

ZigBee Router (ZR) participates in multi-hop routing of messages in mesh and cluster-
tree networks (in the latter case they are also called Cluster Heads (CHSs)); associates
with ZC or with previously associated ZR in cluster-tree topologies; acts as a local
IEEE 802.15.4 PAN Coordinator; is a Full Functional Device (FFD) implements the
full protocol stack.

ZigBee End Device (ZED) contains just enough functionality to talk to the parent node
(either the Coordinator or a Router) it cannot relay data from other devices. This
relationship allows the node to be asleep a significant amount of the time thereby
giving long battery life. A ZED requires the least amount of memory, and therefore

can be less expensive to manufacture than a ZR or ZC[30].
2.7  Topologies

“Topology” refers to the configuration of the hardware components and how the data
is transmitted through that configuration.[6] They describe the physical and logical
arrangement of the network nodes. Topology structures depending upon the position
of devices, such as Coordinator, Router and end devices, has been depicted in the
figures below. [32] There are three network topologies i.e. Star topology, Mesh
topology, Tree topology.

2.7.1 Star Topology

Its structure is very simple so it can be easily configured. It can support up to 6000
devices. But still there are some disadvantages: If centrally positioned coordinator fails
to work due to some technical fault, then whole network fails because all traffic go
through the center of the star. Also due to this reason, traffic can be easily bottleneck
at the coordinator, so this topology does not provide reliable transmission[39].
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This topology is moderate on power saving because only end nodes can communicate
to the coordinator or routers in activate mode and can go to sleep mode when there is
no traffic. There are low overheads as packets are transited only between coordinator
and end devices.

Collision is low when number of devices are at certain level and increase rapidly when
no. of devices increases. Due to low collision, packet delivery ratio is high therefore
maximum number of packets reach their destination. Reliability is considered low
because if coordinator fails whole network fail. All end devices connect to one
coordinator leaving users with little or no options for scalability. Only coordinator of
capability of relaying message. Fading may be high because it operates in line of sight
and due to obstacles in path of transmission. There is no alternate path to mitigate
some of these challenges which may occur.Some of its advantages are but not limited
to easy configuration, low complexity, less number of hop count, suitable for small

and simple network
2.7.2 Tree Topology

In tree topology, Coordinator is positioned at the root of the network as shown in figure

2.10. Number of routers and end devices can be connected to coordinator and number
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of end devices can be connected to routers as children. Only routers and coordinator
can act as parent nodes not end devices because end devices have no ability to relay
message. When any node want to send message to other node then it send message to

its parent node which is one

level higher than it, then that message is relayed higher and lower until it reach to its
destination. This is not much reliable because a message can take only one potential
path. Due to this if any router fails to work then its children (end devices) also stop
working.[32]

TREE

Coordinator |

End Device |

Router I

Figure 2.10: Tree Topology

Power saving is moderate because only end nodes can communicate to the coordinator
or routers in activate mode and can go to sleep mode when there is no traffic. The
minimum number of hops is 2 and the number increases depending on the depth of the
tree network. Collision is moderate and increases sharply when number of devices

increases. This also has an effect of reducing the Packet Delivery Ratio — PDR.

Duplication of packets is low because all packets go through parents(routers) which
check if it isa duplicate and if it is discarded by router. Reliability is moderate if router
fail all its children cut off from the network. However, this does not affect the rest of

the network. The structure of this topology makes it highly scalable as there can be a
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number of routers and end devices in parent child relationship. Overheads are high
because there can be number of routers and end devices in parent child relationship.
There is no alternate path and fading may be high when it operates in line of sight and
due to obstacles in path of transmission. It provides high scalability and suitable for

large networks.
2.7.3 Mesh Topology

Mesh (decentralized) networking is a type of network topology in which a node
(device) transmits its own data as well as serves as a relay for other nodes. In other
words, all nodes cooperate in the distribution of data in the network[40] . It is not a
new concept at all, as it had emerged from the Multiple Ad Hoc Networks in the 70s
from Packet Radio Network (PRNET) created by The Defense Advanced Research
Projects Agency (DARPA) of the U.S. Department of Defense. Later in the 90s, many
other civil solutions had also been proposed and created for different uses such as
mesh routers form a mesh of self-configuring, self-healing links among

themselves[41].

This is the most flexible and reliable topology because there are number of potential
paths for a message. If any router fails to work then ZigBee’s self-healing mechanism

search for another path and message can be relayed through other path[32].
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Power saving is high because all devices communicate in active mode and all devices
are allowed to sleep to save the power in sleep mode. Collision is high due to multipath
and increases sharply when number of devices increases decreases sharply due to
excessive collision, but it is slightly more than tree because of its multi-hop nature.
Duplicate packets are high due to multi-hop and collision. Reliability is high because
if one device fails only that device cut off from the network. Scalability is high because
there can be number of routers and end devices at any place. Overheads depends upon
number of end devices between sender and receiver. Fading is low because when it
operates in line of sight and due to obstacles in path of transmission an alternate path
can be utilised. It is most reliable topology. It reduces fading, provide mobility and

scalability and save much power.
2.8 Mobility in Zigbee

Mobility plays important role in ZigBee network. All the devices in ZigBee are mobile
and static. Static devices do work in static state and remain in same state but mobile

devices can move.
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In Tree topology, Routing of mobile end devices rely on its parent. If child end device
moves outside the range of its parent and come in the range of different parent then
new address is allocated to the child. Transmission interrupted till the end device does
not acquire the new address and resumes transmission after route discovery and device
discovery process triggered. All the children depend upon its parent router, if router
move and connect to new parent then it acquire new address but as well as its all
children also have to change their address. Sometimes it faces inconsistency and
device discovery process faces much difficulty in recovery [42] .

In Mesh topology, if end device move out of its router range and come in new router’s
range then it acquires new address. Transmission interrupted for the time when devices
loss its old address and get new address. Then device discovery process triggered and
transmission resumes. In mesh topology routers have in built capability of route

recovery and only acquire -new address if routing table runs out of its capacity [43].
2.9  WSN Challenges

WSNs face several challenges that need to be considered during the design and
deployment of WSNs. Most of these challenges are related to communication

protocols used in WSNs. The most important challenges are as follows:
2.10.1 Energy - Efficiency (Limited Power Resources)

Most of the WSNs are battery powered, which limits power resources and thus
requires ways to maximize the average lifetime of the nodes in a WSN, especially in
those applications where deployed nodes are hard to reach in case of battery failure.
Many researches were carried out to find ways to maximize battery powered WSNs
and to efficiently manage power resources mainly focusing on how to reduce power
consumption of the communication protocol used in the WSN which dissipates most
of the power during Tx/Rx of data such as in where Gharghan, Nordin & Ismail
proposed an energy-efficient transmission method known as the sleep/wake algorithm
for a bicycle torque sensor node[44]. The study aimed to emphasize the trade-off
between energy efficiency and the communication range between the cyclist and
coach. It conducted two experiments where ZigBee (XBee S2) protocol was utilized
in the first experiment, and the Advanced and Adaptive Network Technology (ANT)
protocol based on the Nordic nRF24L01 radio transceiver chip was used in the second
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experiment. Also, ANT current consumption was measured and simulated as well as

comparing it to the XBee S2 based torque sensor node.[45]
2.9.2 Noisy Channels, Co-Interference, and Network Coverage

Wireless protocols operate in different channel environments, which can be noisy and
represent a challenge for WSN robustness in such channel conditions, especially in
the harsh indoor channel environment where AWGN, Rayleigh, and Rician multipath
fading is a critical issue to overcome. Another challenge is the cochannel interference
due to other devices operating in the same frequency band, especially the popular 2.4
GHz band which is mostly used by WSNs and other devices. These challenges mainly
affect the performance of the WSN and reduce the overall system coverage. Most of
the wireless protocols cannot correct errors, and thus some research were carried out
to solve this problem. In [10] Zhan et al. proposed to combine forward error correction
(FEC) within the media access control (MAC) layer of the IEEE 802.15.4 standard for
packets transmission. They aimed to avoid the time and energy consuming mechanism
(namely the automatic repeat request (ARQ) mechanism) used by WSNs in the noisy
wireless channel scenarios within the smart building environment. They have
investigated the performance of convolutional codes (CCs), Reed-Solomon (RS)
codes, and their concatenated codes in terms of bits error rate (BER) and packets error
rate (PER) using the developed CPS simulation platform and was applied to different
code rates and packet lengths. The achieved results showed that in most cases CCs
proved to be superior compared to other codes. They also found that for longer packet

RS codes with larger symbol length are preferred.

Furthermore, the result also showed that RS and CCs concatenated codes are good
candidates. As future work, they suggest considering the non-line-of-sight wireless
channel and the pulse interference from other devices. Also, in [38] Romia, Ali &
Abdalla proposed to incorporate a recursive least square (RLS) based adaptive linear
equalizer (ALE) to the physical layer of the receiver side aiming to improve the
ZigBee performance in harsh transmission channel effects. They investigated the
performance of the system for different multipath fading channels, including Rayleigh
and Rician. Moreover, they proposed a methodology for deciding design parameters

of the RLS based ALE’s where these parameters are chosen to obtain the best
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performance in terms of BER and convergence response time. The design procedure

is based on solving multiple objectives optimizing function using genetic algorithms.

Finally, for verification purposes, the designed system was also modeled and tested in
MATLAB Simulink as well as comparing the performance of the RLS adaptation
algorithm with the least mean square (LMS) one. According to the achieved results,
they found that the RLS based ALE was able to remove the inter-symbol interference
and recover the original signal efficiently with least BER concluding that the RLS
algorithm offers the best ZigBee performance with least BER and fast convergence
compared with the LMS technique. Aiming to reduce the packet drop rate, energy
consumption and collisions in the buffer constraint sensor devices in [39] Sahoo,
Pattanaik & Wu designed a new channel access mechanism which includes a new
frame structure, a new superframe structure, and a modified superframe structure with

a new retransmission opportunity. These designs lead to

1) avoiding collision due to the hidden terminal problem,
2) mitigating the problems due to Wi-Fi and ZigBee interference, and
3) reducing the collisions and retransmission delay with high reliability

respectively.

According to the performance evaluation and validation of their design, they indicated
that significant improvements could be achieved in terms of throughput, packet drop

rate, energy consumption, reliability, and average delay of the nodes.
2.9.3 Quality of Service (QoS)

QoS is an important parameter that specifies the overall performance in any WSN in
terms of different factors such as response time, packet drop rate, packet delivery ratio,
transmission delay, and throughput. Therefore, analyzing QoS parameters represents
a challenging task in WSN design which is directly related to other constraints and
challenges that affects the system performance. Where aiming to analyze the QoS
parameters in ZigBee network, authors in [52] implemented a ZigBee Network based
on node priority, which demonstrates a method to generate a new priority of devices
with respect to their existing priority and zones’ priority as well. They analyzed QoS

based on the new priority status for task preference purposes. The results were
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obtained by performing a simulation study. The achieved results showed that the QoS
of the network is more conspicuous than the non-priority based network. Authors in
[9] proposed a smart distribution power grid architecture with Cyber-Physical System
(CPS) enabled micro-grids that meet almost all smart distribution power grid
functional requirements. They have also presented a six-tier communication topology
derived from the architecture for a smart distribution power grid for an easy transition

to an optimal communication architecture.
2.9.4 Localization and Distance Accuracy

For location-based WSN applications, localization accuracy represents a significant
challenge that has gained attention from various researchers. Thus, aiming to improve
localization and distance measurement accuracy of WSN used in track cycling
applications proposed two soft computing localization techniques (Neural Fuzzy
Inference System (ANFIS) and Artificial Neural Network (ANN) which was
hybridized individually with three optimization algorithms namely Particle Swarm
Optimization (PSO), Gravitational Search Algorithm (GSA), and Backtracking Search
Algorithm (BSA)). These two techniques emphasis on the received signal strength
indicator (RSSI) measurement carried out from the three ZigBee anchor nodes
scattered throughout the track cycling field. They aimed to estimate the distance
between bicycles moving on the cycle track for outdoor and indoor velodromes.

The achieved results showed that the hybrid GSA-ANN performance is the best
compared to other methods in terms of accuracy localization and distance estimation
accuracy as well as achieving a mean absolute distance estimation error of 0.02 m and
0.2 m for outdoor and indoor velodromes respectively. The results indicate that GSA-
ANN is appropriate in both indoor and outdoor environments and applicable to any

static or mobile WSN node.

However, the study has a drawback, which lies in the possibility of implementing such
a technique in real time where ANN requires a considerable amount of memory. To
solve this issue, a microcontroller with high speed and large memory size like Arduino
Due is required which results in high power consumption, large size, and extra weight,
all of which are considered critical issues in bicycle sensor nodes. They expect that
these challenges can be avoided in the future once quantum computing is in place.[45]
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2.9.5 WSN Related Security Threats

Adversary can easily exploit the confidential information that IS being transmitted
wirelessly in WSNs. A signal from a legitimate wireless sensor can be captured by an
illegitimate wireless sensor to achieve the desired goals. "In wireless sensor network
communications, an adversary can gain access to private information by monitoring
transmissions between nodes. For example, a few wireless receivers placed outside a
house might be able to monitor the light and temperature readings of sensor networks
inside the house, thus revealing detailed information about the occupants’ personal

daily activities".[46]

Identifying the behaviour of data transmitted within the WSN can also be very helpful
for an adversary to plan the strategy of attack. If we think from an adversary's mind,
the first step we will think of is to monitor how the targeted WSN is working. And for
that reason, we'll first try to listen to the wireless data and see what sort of encryption
is involved, what is the structure of each packet, what kind of data each mote is
transmitting, and ultimately figuring out which mote worth more and which one is less
worthy for us. "Different advantages for the attacker result from eavesdropping data.
On one hand, the attacker can sniff potentially confidential data. On the other hand, it
enables the attacker to perform statistical traffic analysis for deducing which motes
pose the most worthwhile targets™ [47].

If the adversary is intended on affecting the performance of the WSN, the simpler way
would be to put extra load on the network. This can be done by adding a node into the
network which pretends to be a legitimate one and then it starts sending false data
continuously to the neighbour nodes until they get exhausted. Another way would be
to interfere the transmission and dropping the data of the packet a legitimate node
transmits. "A further threat to WSNs is dropping data which can be considered as
Denial of Service (DoS) in a broader sense. A simple and effective attack is to jam the
wireless channel. Nodes trying to send under this attack[46].

Subuh Pramono et al, conducted RSSI analysis to measure how strong the signal is for
each node placement and to analyze whether it is related to the quality of service (QoS)
results obtained. This model used in that research is ZigBee protocol that supports star
topology and mesh topology. [27]
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Helmy Fitriawan et al, paper reports the performance analysis of developed ZigBee
based WSN. Several QoS parameters are considered in the analysis, i.e. throughput,

packet delay and packet loss. [48]

As shown, above research on QoS such as throughput, packet loss and ETD are
common. However, more use of ZigBee networks has presented more challenges.
Power challenges and initiatives like smart rural have made the battery-powered
sensing nodes become a necessity. Methods for conserving their internal power to
extend the lifespan and maintain the coverage of the overall network have become
increasingly important especially after the world was hit by a health pandemic of

Covid 19 in the year 2020 and the public was being encouraged to stay at home. [49]

Kompal Gupta et al , proposed future work that is associated with the study of energy-
efficiency and reliability of all these topologies separately, i.e. emphasis will be placed
on developing protocols that would continue the battery life, as well as access to the

source code of the network and the application layers. [36]

Currently most of security modes of ZigBee still stay in theory stage. Most researchers
focus on the applications of ZigBee . [37]

2.10 ZigBee Challenges

While Zigbee fall under the WSN family, there are some challenges which are unique

to it. However, there is need to focus on the challenges and gaps as detailed below:

2.10.1 Zigbee Vulnerabilities

Many efficient and secure enhancements have been done to the ZigBee standard since
the first version of 2004; its low computing power would make it more susceptible to
network attacks though. As discussed in the previous section, ZigBee is characterized
in a few built-in security

services and features, however; its applications are still vulnerable to network attacks
as in sniffing the network key which is sent in plaintext for instance. Consequently, it
is vital to value network and security threats on ZigBee standard, evaluate their
severity impact, and later to suggest proper security controls and countermeasures. As
with any wireless sensor network (WSN), threats can be identified by how attacks are

accomplished, what layer of the communication stack these attacks are recognized in,
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whether the intended malicious node is part of the network or not, and finally to which

part of the network the attack is targeting. [50]

Transport layer attacks
’_a

Layer el Network layer attacks >
MAC layer attacks
Physical layer attacks
Method Active Attacks
Passive Attacks
ZigBee Threats
Sink attacks
Target Source attacks
Neighbour attacks
Member Member attacks

Non-member attacks

Figure 2.12: ZigBee possible threats and attacks[51]

The figure above illustrates ZigBee possible threats and attacks through adopting the
WSN threat model. Attacks may vary from eavesdropping the radio channel of ZigBee
network so that to add malicious contents or to replay old packet, to more sever attacks
as in adding a malicious node to the network to overwrite the memory of normal
deployed node. As depicted in Figure 2.12, attacks on ZigBee can be categorized into

the following:

Layers Attacks

1. Transport Layer Attacks: This layer is utilized to support communication links for
sensors newly joining the network. Attacks might include flooding and
desynchronization; where the targeted node is flooded by a numerous number of
invalid connection establishment requests (flood attack), and forging packets to one
or both ends of connection so that host requests to

retransmit the missed packet frames (de-synchronization attack)[52].

Page 46 of 89



2. Network Layer Attacks: This layer is responsible for routing process and network
traffic as well. ZigBee nodes are always assigned in no man's land, so we often meet
with nodes invalidation, destroyed or captured. It’s necessary for us to update and
change network nodes. Attackers always tap the communication of nodes by assigning
some malice ones or joining a large number of false messages to make the network
paralysis. There are some typical types of insider network attacks such as sinkholes,

sybil, wormholes and selective forwarding attacks.[53]

In the wormhole attack, there should be two malicious nodes that are located on
different hops of the network. When a sender node transmits a data frame, one
malicious node tunnels this data to the other malicious node and by which it will send
it to the neighbouring nodes in turn. Consequently, the sender node is tricked that
malicious nodes are close by one or two hops where these two malicious nodes might

be out of range.[51]

3. MAC Layer Attacks: It incorporates the MAC header that helps the receiver to know
the length of the packet, retransmits of frames in case of errors, and allocates resources
for newly joined nodes. Link layer jamming is one example of MAC layer attacks that
is launched to

create DoS by interrupting messages exchange between transmitting and receiving
nodes. This would degrade and reduce the performance of the network consequently
[54].

4. Physical Layer Attacks: Attacks are mainly exploiting the common radio signal by

jamming to either eavesdrop or tamper the data packet frames [50].
Method Attacks

1. Active Attacks: This attack requires an actual interception of the network where the
adversary can modify the data, inject fault data frames, consequently; the network
performance is negatively affected. Moreover, data integrity and confidentiality are
compromised [55].

2. Passive Attacks: Unlike active attacks, no actual interception of the real
communication stream, but rather attacker monitors the data traffic without affecting
its integrity. However; the confidentiality of information is exposed as sensitive

information can be collected for
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some other malicious intent [55].
Target Attacks

1. Sink Attacks: Sinkhole or simply the sink attack can take place when a malicious
node announces a route to be the shortest path. And since all routing algorithms o
select the shortest path, it will attract more network traffic to be tunnelled toward it.

Usually, this attack is combined with wormhole attack[56] .

2. Source Attacks: In these attacks, the adversary compromises one legitimate node to
act as a black hole node; a node that selectively drops received packets or all received
packets to trick other neighbouring nodes to search for another rout as the previous
one has failed [57].

3. Neighbour Attacks: This type of attack exploits the process of discovering other
neighbouring nodes by broadcasting HELLO message. A malicious node sends
HELLO message with a high transmission power, and hence the receiving nodes
consider this node as its neighbour and will send the sensed packet data in return.
Consequently, a huge amount of energy will be wasted, and congestion might occur
consequently [58].

4. Member Attacks: Sometimes are referred as outcast and insider attacks. In the case
of outcast attacks; the attacker node is not part (non-member) of the network but
authorized to threat the network. On the other hand, the insider (member) attack takes
place when a malicious node is part of the network either by compromising it or the
attacker has loaded a fake profile

and asked to join the network[59].

5. Energy Depletion Attack (Ghost Attack): attacker sends faked messages to lure node
to intentionally to deplete that node’s energy by redundant security-related
computations. This will cut back the node’s lifetime and enable the attacker to launch
several after-depletion attacks as in Denial of Service (DoS) and reply attacks
accordingly [60].The sequential freshness is obtained by preventing message replay in
IEEE 802.25.4. The receiver rejects those frames in which the counter value is equal
to less than the last received counter value. This replay protection mechanism can lead

to Denial-of-Service attack as the attacker sends a number of frames containing large
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but different counter values. The receiver on receipt of these frames sets the counter
of the last received frame to these exceptionally large values and thus when it receives
legitimate frames with a reasonably sized counter value, the frame is discarded by the
receiver for the purpose of replay protection and thus leading to denial of service[30].

2.10.2 Challenges and Gaps in Security

Security is a critical concern in many loT applications [1] [49] [36] .The IEEE
802.15.4 standard addresses the security requirements through a medium access
control (MAC) layer package, providing fundamental security services ranging from
data confidentiality, data integrity to replay protection [8]. Despite these basic
services, several security challenges and pitfalls, especially pertaining to the
initialization vector management, key management and integrity protection. More
attacks on the physical and MAC sub-layers, including jamming, capture and

tampering, exhaustion, collision and unfairness [61].

Besides, today off-the-shelf attack toolkits [62] such as KillerBee are available that
can be leveraged even by a novice adversary to explore and exploit the security of
ZigBee networks. Using KillerBee and an IEEE 802.15.4 compatible radio interface,
an adversary can carry out several attacks ranging from surreptitious eavesdropping to
traffic injection with a little or no effort[63] . This shows that there is great need for

more research work on security issue with the view to improve it.
2.10.4 10T Worm Hack on Philips Hue Light Bulbs

In November 2016, a paper was published to explain the attack targeted on Philips
Hue Light Bulbs that implemented with Zigbee standard. The researchers used a drone
to target Philips Hue Light Bulbs and infected the light bulbs with a worm/virus that
gives the attackers the ability to turn them on and off. Interestingly, the attackers
controlled the lights to a Morse code "SOS" message[64]. This attack exploited the
hard-coded symmetric keys on the light bulbs to control them through the Zigbee
network. The worm was able to attack a light bulb from up to 400 meters away and
then spread to nearby bulbs because Zigbee uses hard-coded skeleton keys. In more
details, the worm tricked Philips into release an automatic update for the bulbs and
bypassed the built-in security safeguards against unauthorized remote access. Then,
the attackers were able to easily decrypt the AES-CCM key that is used in all Hue light
bulbs.
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The worm can then spread to close-by bulbs using the Zigbee wireless network thereby
affecting the network layer as highlighted in figure 2.12 [62]. After publishing the
paper about the attack, Zigbee quickly issued a response. They claimed that the
vulnerability was not part of Zigbee standard, but rather an internal implementation
error made by Philips. From this attack, we can see that even though Zigbee Alliance
tries its best to ensure the security of its standard, they do not have complete control
over how other companies implement the protocol and some erroneous

implementation could lead to security weaknesses.[65]
2.10.5 Challenges and Gaps in Energy Efficiency

Kompal Gupta et all, noted that future work should be associated with the study of
energy- efficiency and reliability of all these topologies separately, i.e. emphasis will
be placed on developing protocols that would continue the battery life, as well as
access to the source code of the network and the application layers[36] . This shows
the need for more research in the area of energy efficiency. This cannot be over
emphasised as our energy (electrical power) deficit as our country(Zambia) is facing
load shedding.

Battery-powered wireless sensor nodes are also fast becoming the most popular sensor
components in wireless home security systems, therefore significant attention is being
given to developing efficient methods for extending the battery life of sensors, and
thus the lifespan of the overall network [49].

2.11 Related Works

In [6] ,the paper analysed the ZigBee/IEEE 802.15.4 standard using three possible
topologies in ZigBee WSN Networks. In this work we provided a versatile analysis of
the characteristics of the IEEE 802.15.4 topology formation process and the significant
impact on the overall network performance using different parameters like throughput,
MAC Delay, No. of Hops, Network Load etc. The results show that tree topology
outperforms among all other topologies. We performed an extensive simulation
analysis, combined with a topological variation parameter related ZigBee wireless
sensor network i.e. WPANs. The analysis is usable to configure IEEE
802.15.4/ZigBee procedures and in selecting the related parameters of ZigBee PAN

Network. Overally, the performance evaluations demonstrated that the ZigBee can
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only be use for low-data rate and low-power smart grid applications not having very

high reliability requirements and real-time deadlines.

In [66] .the appropriate network topology that will support the architecture in such a
way as to reach a very high-performance level. The network architecture of a street
lighting control system has a series of specific characteristics: it is of the long-thin
type, it may incorporate up to a few hundred nodes distributed on a wide geographical
area and it has a central sink node that collects all the data. In light of the above
essential factors, the objective of this paper is to assess the performance of the mesh
and tree network topologies that can be implemented within a street lighting control
system based on a ZigBee communication protocol. As far as the end-to-end delay is
concerned, both types of simulated network topologies behave similarly. When

employing the tree network topology, the network load is divided among the
coordinator and the local routers, thus reducing collisions and the number of lost
packages. Therefore, the performance of the tree network topology far outbalances the
benefits of a mesh topology. The number of hops performed in a mesh network is
much higher than that of a tree topology. This particular characteristic may equate a
lower power consumption than that required by tree network topologies if the nodes
are battery-powered. The tree topology performs highly better than mesh topologies

when implementing a street lighting control system.

In [56],an evaluation on the performance of wireless sensor network with wormhole
attack is carried out. Wormhole attack is a prominent attack that forms a serious threat
in a wireless Network. Detecting and eliminating such an attack is a very challenging
task till now. It is to be noted that the results obtained and analyzed here are specific
to particular scenarios. On analyzing the simulation results it is observed that the
average end to end delay in the scenario with attack is increased by 9%. Similarly the
data dropped also shows a significant increase of 50%. From the simulation results it
is evident that the performance of the sensor network under study with wormhole
attack is getting degraded. It is obvious that the load offered on the network with an

attacker is more compared to the network without an attacker.
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2.12 Chapter Summary

This chapter has outlined the exponential growth of WSN. While there are a number
of technologies under WSN, focus of this research is on Zigbee. Though it is generally
low in energy consumption, there is need to calculate the energy efficiency and how
it is affected by the topology implemented. In this chapter, we listed some of the
challenges related to energy, QoS and security have been reviewed in detail.
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CHAPTER 3 - METHODOLOGY

3.0  Chapter introduction

This chapter looks at how the research was done, step by step to answer the research
questions which were presented in chapter one. First, we will look at the research
design which briefly outlines the methods which were used to answer the research
questions. Detailed step by step approach taken to undertake the research are then

outlined using the research methodology process.
3.1  Research design

This study is quantitative and specifically adopts simulations to implement Zigbee
model design. It is meant to develop a decision support model that would help ICT
professional to test the energy efficiency in relation to topology of a Zigbee network

before it is deployed.

3.2  Research Methodologies
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Figure 3.1: Research Methodology Process
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Simulation can be described as a method of designing a model of a real system under
investigation and performing experiments to understand the behaviour and response
of the system under different conditions and changing parameters (Banks 1999). For
the simulations to be useful, the behaviour of the model is expected to closely mimic
the response of the system being observed. Discrete event simulation is the most
widely used tool to study the behaviour of communication networks and also to
predict the behaviour of complex stochastic dynamic systems modelling real world
applications of practical interest.

3.3  Modelling WSNs Using Simulators

With the development of the information era, existing networks become larger and
larger and their structures become more and more complex. Before upgrading existing
networks, building new networks, or testing new protocols, the performance of the
whole network shall be analysed and evaluated effectively and objectively. When
planning and designing networks, developers not only need to develop a new network
protocol but also need to build a network algorithm. When building networks, network
experts shall use existing resources efficiently to get the optimal network performance.
Traditional network design and planning mainly depend on experience and scientific
methods such as analysis and experiment. Analysis aims at the preliminary analysis of
research objects and the dependent network system.

Based on certain limiting conditions and reasonable assumptions, the research objects
and system are described; the mathematical analysis model of research objects is
abstracted and is then used to solve problems. The experimental method is to design a
reasonable hardware and software configuration environment, build a test bed and lab,
and research the protocol, behaviour, and performance of the real network. When the
network becomes larger and larger, it is difficult to design the network using
experience and mathematical analysis only. And it is difficult to guarantee accuracy.
The experimental method is seldom used because its cost is high, and it can be easily
influenced by environmental factors. Therefore, a new network planning and design
method is increasingly needed for network design. As an objective and reliable
network planning and design technology, network simulation emerges at the right
moment. Network simulation can verify several different design plans at the same time

and obtain quantitative network performance forecast data, which offers a reliable
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basis for verifying and comparing plans. Therefore, it is becoming a more and more

popular method in network planning, design, and research[3].

Simulation is a very powerful and flexible tool. Many system configurations can be
controlled to study the complexity and reality that can be achieved by the simulation
model. The objectives of a simulation are to draw conclusions that are meaningful,
and of practical importance. The actual definition of what aspects of the system under
investigation should be included in the simulation model and the required level of
detail are the central design choices constraining the quality of the final output and of

the derived conclusions.
3.3.1 Simulator: Selection Criteria

This research involves the discrete-event simulations of the performance of ad hoc
wireless sensor networks, including the use of energy which determines the life of the
network. Therefore, there is a need for selection criteria for the type of simulator that
will be required. Different simulators, either open source or commercial have many
modules that are essential for our research e.g. the energy model, while others that
don’t have the required models or are only available as purchasable modules. The
simulator needs to be customisable as it may also be required to run the simulations
with some of the trace options turned on while others trace options switched off e.g.
if the packet delivery is only being monitored at the MAC layer, then there is no need

for the traces of packet handling at network and transport layer.

In some cases, we may only want to monitor the network energy consumption, then
we will not be interested in the rest of the OSI reference model, and hence the trace
support for them modules can be switched off (even though all those events would be
taking place, but to reduce the size of the trace file, and to increase the speed of the
simulation, they will not be recorded). Another key advantage is to have a simulator
that can run on multiple platforms, e.g., Windows and Linux. Many simulators are
written for Linux OS as they are open source and can easily be modified and execute
much faster in that environment as compared to when they are transported in Windows
OS. Many network simulators come with some sort of topology creation tools that
allow the researcher to create large network topologies using simple script or

configuration languages. As the simulation networks become larger, we will require
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the use of such tools to create large topologies, hence having such support in the

simulator will enhance our work.
3.4 Network Simulators Considered

The networks , which satisfy most of the characteristics mentioned above are
Omnet++, OPNET, MATLAB and NS3.

3.4.1 Omnet ++

OMNET++ (Object-oriented modular discrete event simulator)3 is a modular discrete
event simulator implemented in C++. Getting started with it is quite simple, due to its
clean design. OMNET++ also provides a powerful GUI library for animation and
tracing and debugging support. Its major drawback is the lack of available protocols
in its library, compared to other simulators. However, OMNET++ is becoming a
popular tool and its lack of models is being cut down by recent contributions. For
instance, a mobility framework has recently been released for OMNET++, and it can
be used as a starting point for WSN modeling. Additionally, several new proposals for
localization and MAC protocols for WSN have been developed with OMNET++

under the Consensus project, and the software is publicly available. Nevertheless,

most of the available models have been developed by independent research groups

and don’t share a common interface, which makes it difficult to combine them.
Advantages of OMNET ++:

= Strong structured.

= Extremely modular.

= Not limited to network protocol simulation.
= Source code is openly available.

= Simulation model for internet, IPVV6, mobility is also accessible.
Disadvantages Omnet++:

= |t does not offer a great variety of protocols.
= Users with significant background work.
= Poor analysis and management of typical performance.

= The mobility extension is comparatively incomplete.
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3.4.2 OPNET

It is the leading network technology development environment in the industry at
present. An object-oriented modeling method and graphical editor are used to
effectively reflect the actual network structures and network components. An actual

system can be visually mapped onto the model.

OPNET was created by two Massachusetts Institute of Technology researchers in
1986. Subsequently, as the tool of high-tech network planning, simulation, and
analysis, it was acknowledged and used widely in the fields of communication,
national defense, and computer networks. Nowadays, OPNET has entered the fields
of military science, education, banking, and network operation. Business circles (such
as Cisco) and operators (such as AT&T) use OPNET to carry out diversified
simulations and debugging. After entering China in 1998, OPNET research and its
application developed rapidly.

At present, many colleges and research institutions are using it, including Peking
University, Beijing University of Posts and Telecommunications, Research Institute
of  Telecommunications Transmission of MIIT, China Academy of
Telecommunication Research of MIIT, etc. Furthermore, Huawei Technologies Co.,
Ltd., Zhongxing Telecommunication Equipment Corporation, and Datang Mobile
Communications Equipment Co. Ltd., also use OPNET as simulation software to
optimize network performance and enhance the usability of network communications

as far as possible[67].

OPNET Modeler Advantages

= Fast discrete event simulation engine

= Set of element library with source code

= Object-oriented modeling

= Hierarchical modeling environment

= Scalable wireless simulations support

= Customizable wireless modeling

= Discrete Event, Hybrid, and Analytical simulation

= Grid computing support
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OPNET Modeler Disadvantages

= Complex GUI operation.
= |t does not permit a set of nodes within a single connected device.
= Exactness of results is limited by the sample resolution.

= Simulation is incompetent if nothing happens for long periods.

343 MATLAB

MATLAB (Matrix Laboratory) is a fourth-generation, high-level programming
language

for numerical computation, visualization, and programming, which can interact with
the environment [68]. MATLAB was developed by MathWorks. MATLAB’s power
lies in the fact that it is used for every facet of computational mathematics. Some of
the mathematical calculations that are commonly used are: Matrices Calculations,
Array Processing , Multi-Dimensional Plotting, Curve Fitting ,Linear Algebraic

Calculations ,Statistical and Data Analysis[68].

MATLARB is one of the nonstandard state languages. A collaborative environment for
iterative investigation, the outlining of roles as well as critical thinking is provided by
MATLAB. MATLAB optimizes a design to meet a custom objective and creates

custom plots for devices.

MATLAB’s modifying interface improves devices by enhancing code, model
practicality, and by boosting execution.

Amongst its many uses is Signal Processing, Communications System , Image
Processing, Video Processing, Control Systems, Testing, Measurement,

Computational Finance, and Computational Biology
MATLAB Advantages

= Implement and test your algorithms easily

= Develop the computational codes easily

= Debug easily

= Use a large database of built in algorithms

= Process still images and create simulation videos easily
= Symbolic computation can be easily done

= Call external libraries
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Perform extensive data analysis and visualization

Develop application with graphics user interface

MATLAB Disadvantages

34.4

MATLAB is interpreted language and hence it takes more time to execute than
other compiled languages such as C, C++.

It is expensive than regular C or Fortran compiler. Individuals find it expensive
to purchase.

It requires fast computer with sufficient amount of memory. This adds to the
cost for individuals willing to use it for programming.

It is difficult to develop real time applications using MATLAB as it sits "on
top™ of windows.

It is not free and hence users need to obtain licensed version from MathWorks,

Inc.

NS3

NS-3 is a discrete-event network simulator, targeted mainly for research and learning

use. Ns-3 is open software, licensed under the GNU GPLV2 license, and is publicly

accessible for research, enlargement, and use. NS-3 is a C++ library which provides a

set of network simulation models implemented as C++ objects and wrapped through

python. The users usually interact with this library by writing a C++ or a python

application which instantiates a set of simulation models to set up the simulation

scenario of importance, enters the simulation main loop, and exits when the simulation
is done[69].

NS3 Advantages:

The system has been modularized

To allow for modular libraries

Individual modules contains with directory structure

To allow the node to use external routing

NS3 Disadvantages:

Ns3 suffers from lack of credibility

Modules, component based on ns2
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= Ns3 needs lot of maintainers

= Active maintainers are required
3.5  Selected Simulators

After reviewing four simulation software state above, the researcher selected OPNET
and MATLAB for use in this research. OPNET was used to Zigbee network topologies
and matlab was used to calculate energy consumption using QoS statistics obtained

from scenarios simulated in OPNET.

OPNET

After reviewing several simulators, OPNET has been chosen as the best tool to carry

out this

research. The selection of OPNET has been based on several factors as listed below:

Popularity : First and foremost is that OPNET is the most popular network simulator.
It is widely used by the mobile and ad hoc research community and is also the most
trusted among all the network simulators. OPNET is also considered by some

researchers as a reference simulator and has much larger scientific acceptance .

Available on different platforms: Another great feature of OPNET is that it is free
to download and can run on different platforms and has nearly all the pre-built
components, incorporates modularity, scalability, and modifiability with all the source
code unlike OPNET and QualNET that come along very heavy licensing fees.
However the learning curve of OPNET is slightly steep and requires ability to program

in C++.

Community : OPNET has got a very large online research and developer’s

community that is readily available via the free mailing list.

Easy deployment:. OPNET have excellent graphical user interface for easy
deployment of simulation networks, the core source code is not provided, and hence
the inbuilt models cannot be modified as compared to NS3, which provides the code

for all the modules.
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MATLAB

After reviewing several simulators, MATLAB has been chosen as the best tool to carry

out this

research. The selection of MATLAB has been based on several factors as listed below:

GUI: The graphical output is optimized for interaction. You can plot your data very
easily, and then change colours, sizes, scales, etc, by using the graphical interactive

tools.

Functionality: MATLAB's functionality can be greatly expanded by the addition of

toolboxes.

3.6 OPNET Simulation SetUP

In this study, a wireless sensor network was designed by using different ZigBee
topologies such as Star, Tree and Mesh. The goal is to simulate the evaluation and the
analysis of the system designed and to be able to predict whether the real system results
would be correct, the Riverbed (OPNET) Modeler Academic Edition 17.5 has been
used as a simulation tool. Riverbed is a company that purchased the Opnet Company.
This version of the program not only enables the development of robust network
communication and various system models, but also communication between the

administrator, the PAN coordinator, routers and end devices. [70]

In this study, a performance analysis of wireless sensor network topologies has been
conducted using the ZigBee standard. Toward this end, four (4) different scenarios
have been considered. The first three scenarios are based on topology, that is , star,
tree, and mesh topologies were compared with respect to criteria like end-to-end delay,

throughput, Mac load and traffic received.

The parameters used in the simulations are as below:
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No. of Sensor Nodes 10|20|30|40(10]20|30|40(10]20|30|40
Number of Retransmissions 5 5 5
Minimum Backoff exponent 3 3 3
Maximum Backoff exponent 4 4 4
Packet power Threshold -80 -80 -80
Mesh Routing Disabled Enabled Disabled
Transmission band (MHz) 2450 2450 2450
Transmit power 0.4 0.4 04
Transmit power(coordinator) 0.5 0.5 0.5
Packet size (bytes) 128 128 128
Packet inter arrival time(sec) 1 1 1
Data Rate (Kbps) 250 250 250

Table 3.1: Simulation Parameters

Scenario 1 : Star Topology

=0
il N, " .
See P node_1 \\

Figure 3.2: Scenario 1 — Star topology
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This scenario was set up using the parameters in table 3.1 under the column labelled
Star. The simulations were done using different number of node, that is , 10, 20 , 30
and 40. In this case the coordinator was communicating directly with the end devices.
This topology does not have routers. The duration for each run was 30minutes.

Scenario 2 : Tree Topolgy

Figure 3.3: Scenario 2 — Tree topology

This scenario was set up using the parameters in table 3.1 under the column labelled
tree. The simulations were done using different number of node, that is , 10, 20, 30
and 40. In this case the coordinator could communicate directly with the end devices
or through the router. The duration for each run was 30minutes.
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Scenario 3: Mesh Topology

Figure 3.4: Scenario 3 — Mesh topology

This scenario was set up using the parameters in table 3.1 under the column labelled
Mesh. The simulations were done using different number of node, that is, 10, 20 , 30
and 40. In this case the coordinator could communicating directly with the end devices
or through routers. Packets can also use different routes from the coordinator to the
end devices. The duration for each run was 30minutes.
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Scenario 4: Wormhole Attack

Figure 3.5: Scenario 4 — Wormhole Attack

This scenario was set up using the parameters in figure 3.1 under the column labelled
Tree and Mesh. Focus on this scenario was on the effect of a wormhole attack to both
Tree and Mesh topology. The simulations were done using 30 nodes. The duration for

each run was 30minutes.

3.7  Mathematical Analysis in MATLAB

The data collected from OPNET were incorporated into a MATLAB program
implementing Equations 3.1 to 3.8 discussed in the methodology to obtain the energy
consumed by the system over the given simulation duration taking into account the

node contention as well as retransmissions due to collisions and interference.[71]

This section briefly reviews the methodology used in calculating the energy
consumption and throughput of a WSN. The approach used in calculating the energy
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consumed by wireless sensor nodes in a WSN, regardless of the wireless standard

deployed and the topology of the network, is based on the following equation 3.1 [72]

Etotat =V X Zi li X (3.1
Where:

E — Energy Consumed

V —Voltage

I — Operating State

li— Corresponding voltage consumed for each operating state

ti — Corresponding time for each operating state

According to Equation (1), the energy consumed by a WSN is comprised of three
components: a constant operating voltage (V), a current (I;) consumed by the node at
different operation states and the corresponding time (ti) for each operation state. In
Equation (1), the subscript i denotes the four different operation states: transmission,
reception, idle and sleep. These four states occur every cycle, where a cycle denotes

the inter-arrival time between packets.
First State: Transmission

The first state is transmission during which both the processor and the radio
component are active, processing and transmitting bits. Similarly, both the processor
and the radio component are active in the reception state to receive packets, waiting
for acknowledgements or to scan the medium to perform channel assessment. It is

based on following equation 3.2 [73]

Tty = (Payload + Overhead) / Data Rate (3.2
Second State: Receiving

The second operational state is the reception state where the radio component, in
addition to the processor, is also functional throughout reception listening to the
medium in order to receive packets, to wait for acknowledgments or to scan the

medium for channel assessment. It is based on following equation 3.3 [71]

To= Y ai(l— ad) x (i+ 1)+ a"*' x (M +1) (3.3)
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Where :

T —time

Rx — receiving state

M - maximum number of retry

n - number of nodes

a - probability of the medium being busy. It is derived using equation 3.4 [73]

o= (n_l) X (1_Ploss) XE[F] X (cha+ Tx+ (2 ><Ttr)'i'TACK

(3.4)
(3) + EIr] x E[Dyos]
E[DyoL] = XMoo a¥(1 - 0) {Siog i x 6+ (v +1) X Teca} +
a1 FM B X 6+ (M +1) X Teca ) (3.5)

2

Equation 3.5 [72]Where:

Pioss — packet loss probability
CCA — Clear Channel Assessment

E[Dwot] — Duration for Head of Line

Third State: Idle

During the third operational state, idle current is consumed only by the processor,
which processes the sensed data. It is worth noting that during the idle interval, the
radio component is OFF. It calculation is based on the following equation 3.6 .[73]

Idle Time = E[DroL] — Total CCA (3.6)

Fourth State: Sleep

The fourth operational state is the sleep state during which both the radio component
and the processor are OFF [12]. It is worth mentioning that, before a node goes into
the sleep or idle state, it sets a timer to be able to determine the exact duration over

which the radio component remains OFF. When the timer elapses, the radio

Page 67 of 89



component is turned ON once again to prepare for the transmission or reception state.
The main reason that the radio component needs to be turned OFF, when it is not
neither transmitting nor receiving is to reduce power consumption. As the radio
component constitutes the main source of energy consumption, turning it off while it
is not being utilized presents an approach to enhance energy efficiency of a node. It is

derived using the following equation 3.7 [71].

Sleep Time = Cycle Time - Idle Time - NCCA - Ttx 3.7

Goodput per Joule

The focus of the study was on the assessment of the wireless communication protocols
taking into account data drops and data retransmissions as a result of collisions in an
interference-free environment. Consequently, a figure of merit was introduced to offer
a fair comparison metric between the studied wireless standards emphasizing the
trade-off between correct data transmission and energy consumption. The figure of

merit, known as the Goodput per Joule, is shown in equation 3.8 [72]:

Goodput per Joule = Useful Data Sent / Total Energy Consumed (3.8)

where Useful Data Sent is the successfully transmitted data from transmitter to
receiver excluding the headers added by each protocol. Furthermore, Useful Data Sent
does not account for the number of retransmissions performed by each protocol till a
successful transmission. For example, if a sensor node sends a particular frame 5 times
till it receives an acknowledgment packet, only 1 frame is considered useful for the
network[74]. Conversely, Total Energy Consumed accounts for the energy consumed
in the 5 attempts, taking into consideration energy consumed during transmission,
reception, and sleep.

3.8 Chapter Summary

This chapter has described in detail the simulation process and analysis carried out in
regard to energy efficiency in Zigbee networks. Furthermore, attention has also been
given to other characteristics closely related such as QoS and security. Simulators
which were considered for this research have been discussed. Factors which led to the
selection of OPNET and MATLAB as the tools of choice for this research has been
given. Key amongst those factors was functionality and familiarity by most engineers
in this field.
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CHAPTER 4 — DATA COLLECTION AND ANALYSIS

4.0  Chapter Introduction

This study is meant to find out which of the three Zigbee topologies provides the best
performance. In this research we focus is on energy efficiency, QoS and security. One
of the important factors which make it the first choice is low energy consumption
hence the need to be more specific in measuring energy efficiency considering how it

is affected by network size and topology.

4.1  Throughput

Figure 4.1 below show the results of a network throughput obtained from OPNET
simulation. On the x-axis we have number of node and the labels in the bars represent
throughput in bytes per second. Generally, Mesh has the highest level of throughput
followed by Tree and then Star. However, it is noteworthy that at times Tree perform
better than Mesh.
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Figure 4.1: Throughput in bytes/sec
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4.2 Data Sent

Figure 4.2 below show the data sent in bytes per second with each topology depicting
the data sent as number of nodes increase. The difference between Throughput and
Data Sent is Data Dropped. Generally, Tree topology has the best figures for data sent.
However, from a different standpoint Star has the least data dropped.
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Figure 4.2: Data Sent in bytes/sec

4.3  Goodput per Joule

This is a figure of merit which gives a fair comparison metric between Zigbee
network emphasizing the trade-off between correct data transmission and energy

consumption. Based on this study, Tree topology has the highest or rather the best
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goodput per joule and Star being the least. However, there are some instances where

Mesh performs the best.

e @ e Star  ecec e Tree

Goodput per Joule
\

10 20 30
Number of Nodes

Goodput Per Joule

40

Figure 4.3: Goodput/Joule

4.4  Goodput per Joule — Wormhole Attack

Figure 4.4 depicts the goodput per joule for a network with an attack and another one

without a wormhole attack. The other statistic of interest was the percentage

difference between an attack and a network without attack. Tree topology had a

percentage change of 82% and Mesh topology had a percentage difference of 14%.
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Figure 4.4: Goodput Per Joule — Wormhole Attack

45  Chapter Summary

In this chapter different aspects of Zigbee protocol have been simulated using OPNET
and analysed in MATLAB. The aspect or characteristics are energy efficiency, QoS
and security. The results of these experiments were described in each section and
where applicable compared with each other. The results showed that either tree or
mesh topology can be the most energy efficient depending on parameters of a specific
scenario. However, generally star topology always trails behind. It is also noteworthy
that in case of a wormhole attach mesh topology is affected the least.
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CHAPTER 5 - DISCUSSION AND CONCLUSION

5.1  Chapter Introduction

In order to fulfill the research objectives by providing adequate answers to the research
question, simulation and analysis has been carried out. Simulation of the Zigbee
network was done using OPNET with well-defined parameters. The results where then
analysed using MATLAB. Therefore, this chapter gives a conclusion, implications of
research and recommendations for further study.

5.2 Conclusion

Topologies are important in ZigBee. Whole network performance depends upon the
topology, so it is necessary to consider that which topology fit best in which case. The
principal objective of this research was to find out more on the effects of topological
variation to energy efficiency. Attention was also given to QoS, Wormhole Attacks

(Security) while measuring the energy efficiency inform of goodput per joule.

5.2.1 Quality-of-Service

Most papers consider Mesh as the best topology. Based on simulation we can conclude
that tree topology performs better than mesh in some instances. After consistently
trailing behind in most simulations, we have concluded that the Star topology is not

ideal when you require good performance.

5.2.2 Energy Efficiency

After a series of scenarios, were Mesh and Tree would alternate in taking the lead on
energy efficiency, we came to a conclusion that they are at the same level when it

comes to energy efficiency.

5.2.3 Security- Wormhole Attack

Mesh has proved to be strong when attacked by wormhole as it had a decrease in
performance of fourteen percentage. However, the downside is that in a case may
breach privacy, it is difficult to tell from the performance of Mesh topology that it has
been attacked. Star and Tree topologies are easy to tell from performance that they

could be under attack. Based on this study Mesh is more secure than Tree and Star.
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5.3 Recommendations

Energy efficiency techniques such as energy-efficient routing , sleep/wake-up
approaches, radio optimization and data reduction approaches have received great
attention from researchers. We recommend that in an effort to implement all these
approaches, topological variation is also taken into consideration as it may bear fruit
without must cost implications compared to other techniques which may require

additional software and hardware from the usual components.

5.3.1 Quality-of-Service

The most recommended topology by researchers is Mesh. Based on our study we
recommend that users who implement Zigbee should simulate or test how their
applications will perform under different topologies using their desired parameters as
Tree outperformed Mesh in some scenarios. While widely held industry opinions may
be used as a baseline, most scenario are unique or not the same. There are also
scenarios where self-healing is a priority, then mesh will be the best but if that feature

IS not a priority, then users may have to go by tree when it performs the best.

5.3.2 Energy Efficiency

Based on this study we recommend Star topology is not considered when energy
efficiency is a priority as it consistently trailed behind. However, one cannot draw a
line between Mesh and Tree topology based on energy efficiency as we consider them
on the same level based on this study. However, we further recommend simulation or

testing of tree and mesh topology to find out the best for their scenario.

5.3.3 Security- Wormhole Attack

The cost of implementing security measures is increasing as networks get more
sophisticated and hackers also devising new ways to attack. We therefore recommend,
monitoring of energy consumption/ efficiency as it can give you an early sign of an
attack on the network. However, the is need for caution when using the Mesh topology

as a security breach may cause little (15% or less) decline in efficiency.
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5.4 Future Work

The advancement of technology requires an equal measure in research in order to reap
full benefits. Based on literature reviewed and research carried out, the star topology
Is less energy efficient . Unfortunately, it also receives less attention when it comes to
research but is widely implemented especially in homes because it is less expensive
than the other topologies. In a nutshell, there is need for more research on how to
improve energy efficiency in Zigbee networks which are implemented using star
topology. Its simplicity in nature may be an indication that energy efficient approaches

for this topology may be achieved with less research efforts that the other topologies.

This research focused of the network layer regarding security. A lot of research work

can also be earmarked for other layers of the Zighee Architectural Stack.
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Abstract— This paper evaluates the effects of
topological variation on performance of ZigBee
paying attention to throughput and energy
consumption. Zigbee is based on the IEEE802.15.4
standard in the wireless sensor networks. Current
trends of conserving power/energy have led to a
rise in its demand for office, home, and industrial
automation. Topology is one of the critical
parameters in Wireless Sensor Networks.
Simulation of the Zigbee standard has been done
using the REVERBED Academic Edition17.5 for
the star, tree, and mesh topologies with 10,20,30
and 40 nodes. Mathematical analysis of results
from the simulation was done in MATLAB 2020a to
determine energy consumption. A measure of
merit used is goodput per joule. Tree achieved the
best efficiency for network with less than 40
nodes and mesh proving to be the best for 40
nodes and above.

I.  INTRODUCTION

ZigBee is wireless networking technology defined
by ZigBee Alliance and standardised in 2003 as IEEE
802.15.4. The name refers to the waggle dance of
honeybees after they have returned to the beehive.
Applications such as building automation networks,
home security systems, industrial control networks,
remote metering and PC peripherals have benefited
from Zigbee protocol. More research work in this area
may add to the number of applications which benefit.
Some of its notable attributes are high data reliability,
low cost, less consumption of power, less maintenance
and high security. The frequency bands supported by
ZigBee are 868 MHz, 915 MHz and 2.4GHz with data
rate of 250 kbps. It is best suited for periodic or
discontinuous data or a single signal transmission from
a sensor or input device.[1]

Recommended transmission in home automation is
10 to 100 meters line-of-sight, depending on power
output, environmental characteristics amongst other
factors. The ZigBee protocol can support over 64,000
nodes and can operate in three network topologies:
Star, Tree and Mesh. The large number of supported
nodes is another appealing characteristic, specifically
in industrial applications.[2] This paper evaluates the
ZigBee topologies by using an OPNET simulator and
an analysis using MATLAB to find the best topology in
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terms of energy consumption using goodput as a
figure of merit.

This paper constitutes 5 sections:

Section Title
1 Introduction
2 Zigbee Topologies
3 Simulation and Analysis
4 Results and Discussion
5 Conclusion

II. ZIGBEE TOPOLOGIES

Topology is the configuration of the hardware
components and how the data is transmitted through
that configuration.[1] ZigBee uses various topologies
offered by ZigBee Alliance which specifies the
networking layer of ZigBee.[2] The selection of
topology in network depends on the required task and
Quality-of-Service priorities. The network topologies
are:

_coordinator |

_tnd Device |

Figure 1 shows the Star Topology in ZigBee network
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Appendix 4: MATLAB Code

% close all,
% clear all;
% clc;
W_min=2"3;
W_max=2"5;
for j=0:5
W_j(j+1)=min(27j*W_min,W_max);
end
syms &,
syms vect?,;
syms A;
syms B;
syms NCCA,;

Tcca=0.25;
M=5;
sigma=0.32;
sum1=0;
vectl=zeros(1,6);
%vect2=zeros(6,1);
for v=0:M
temp=a’v-a®(v+1);
sum2=0;
for i=0:v
sum2 =sum2 + ( (W_j(i+1)-1)*0.5 ) * sigma + (v+1)*Tcca;
end
suml = suml + temp*sumz2;

end
A =suml;
sum3 =0;
fori=0:M
sum3 =sum3 + ((W_j(i+1)-1)*0.5) * sigma + (M+1)*Tcca;
end

B = sum3*a®(M+1);
E D HOL =vpa((A + B),5);

%Equation 3

Pd = 25;

Oh =31;

Dr = 250;

T turn=0.192;

Tack = 0.352;

Tx = (Pd + Oh) / Dr;

T_con=(Tx) * (2 * (T_turn)) + Tack;
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%below is Equation 4....
lambda=0.01;

n=40;

%syms E_D _HOL,;
syms den;

syms num;

syms P1;

syms poly;

P1 = lambda*((E_D_HOL)+ T_con);
rho=vpa(P1,5);
%%%Equation 5%%
in_E_Gamma=1-rho;
%%Equation 6%%
a_con=(n-1)*T_con*lambda;
den=in_E_Gamma+lambda*E_D_ HOL,;
num=a_con*(1-a®*(M+1));
poly=num - a*(den);
poly_disp=vpa(poly,5);
alpha_all=solve(poly_disp,a);
%%%Equation 7 Finding NCCA%%%
alpha=alpha_all(2);
sum_alp=0;
for i=1:5

sum_alp=sum_alp+ alpha”i*(1-alpha)*(i+1)+alpha®(M+1)*(M+1);
end
NCCA=sum_alp;

%%Equation 8%%

V=3

Itx = 32;

Irx = 25;

lidle = 10;

Isl = 3;

Ct=0.5;

a=alpha;

V_E D _HOL=subs(E_D_HOL);
Totalcca = NCCA * Tcca;
Tidle=V_E_D HOL - Totalcca;
Tsl=Ct-Tidle - NCCA-Tx;
% Finding the power%%%%%
Etx =V * ltx * TX;

Erx =V * Irx * NCCA;

Eidle =V * lidle * Tidle;

Esl =V *Isl * Tsl;

Etotal = Etx + Erx + Eidle + Esl;
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