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ABSTRACT

This Dissertation investigates the effect of Denial-of-Service (DoS) attacks in
Broadband- Wi-Fi networks involving public sector networks. Over the recent past,
Wireless communications have become increasingly popular in our everyday life and
the world has become increasingly mobile. Traditional "wired™" networks have proven
inadequate to meet the challenges posed in this new era. As a result, wireless
technologies have encroached on the realm of Traditional networks and has led to the
widespread adoption of WLAN technology as a supplement to wired networking
infrastructure in the enterprise office environment. The wireless communication
revolution has brought fundamental changes to data networking and is making Wi-Fi
Broadband networks a reality. Wi-Fi broadband networks provide several key benefits
over wired or wireless networks only. However, this mix of wired and wireless
networks poses a new class of attacks on wired networks via insecure wireless LANS.
One such class of attack is the Denial of Service attack which constantly has

threatened the availability of these networks.

In this dissertation, we present our approach to study and review various security
aspects of IEEE 802.11 based networks which is a set of standard for implementing
WLAN. We further simulate and analyse using various network performance metrics
the effects of DoS Attacks on Wi-Fi Broadband networks using OPNET Modeller.
Results obtained from the simulation show that a network under DoS attack drops on
average 10Mbps more packets at the access point, than one without this attack.
Further, the end to end delay is 0.2s more on network under DoS than one without and
that a network under DoS attack experience more queued packets than one without
dos attack. The server response time also tends to be high as the number of malicious
nodes increases. These results indicate that DoS attack has a serious effect of slowing
down the upload and download time of resources and in even more important can
cause drop in packets thereby denying services to users as well as threaten the
integrity of data and availability of the much needed resources.

Keywords: Wi-Fi Networks, Broadband Networks, DoS attacks, Wi-Fi Attacks,

Access point
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CHAPTER 1: INTRODUCTION

1.1 Introduction

Over the past years, the world has become increasingly mobile [1]. As a result,
traditional networks have proven inadequate to meet the challenges posed in this new era
[1] [2]. Public sector organizations are now under increasing pressure to enhance
operational efficiency and upgrade technology to support the adoption of industry trends
like the Internet of Things (IoT), as people use more of mobile devices in addition to
computers [1] [3]. As a result, wireless technologies have encroached on the traditional
realm of Traditional "wired" networks and has led to the widespread adoption of WLAN
technology as a supplement to wired networking infrastructure in the enterprise office
environment [1] [4]. Wireless broadband technologies nowadays provide unlimited
broadband access to users which were previously offered only to wired users [5].
However, the mix of wired and wireless networks poses a new class of attacks on wired

networks via insecure wireless LANSs [6].

Public sector organization are now extending substantial parts of its traditionally wired
network infrastructure to wireless technologies to benefit from the mobility, flexibility,
scalability and low cost of wireless networks [1] [2] [3] in order to support industry
trends like the Internet of Things (loT), and improve operational efficiency. The
generation of wireless communications technologies has opened countless possibilities
of use in the Public Sector. Due to their lower cost of the deployment and mobility,
wireless communications have perfectly complimented traditional communication
systems. They have wide bandwidth and wide coverage that enable the deployment of
new generation services in this area, which maybe directly related to the end user, in
order to provide a high quality transport service [7]. Today, remote employees, citizens
and other stakeholder organizations can connect to public sector Networks with ease
through the internet from anywhere, anytime under different environments and

technology platforms using wireless communications [1].



This chapter provides an introduction and background to the study by setting out the
concept of IEEE 802.11 based networks and DoS attacks in a broader context. Sections
1.3 to 1.10 outlines the aim, problem statement, and study objectives, key study
questions addressed in this study, the scope, ethical considerations and plan of
development. The remaining chapters presents the Literature Review (Chapter 2), the
Methodology used in this study (Chapter 3), followed by the results and discussion from
the simulation (Chapter 4) and the Conclusion and Recommendations (Chapter 5).



1.2  Background

Wired infrastructure has long been considered the faster, cheaper and more reliable
option for most public sector organisations [8] [9]. However, the wireless
communication revolution has brought fundamental changes to public sector networks
and has opened countless possibilities of use in the Public Sector. Wireless networks
have gained popularity in the recent past due to their many benefits over wired networks
such as high flexibility, mobility, high scalability and efficiency with a significant low
cost of deployment [2] [3] [6] [10] [8] [11] [12]. As a result public sector organizations
are now extending substantial parts of its traditionally wired network infrastructure to
wireless technologies [2] in order to support industry trends like the Internet of Things
(IoT), and improve operational efficiency [9]. This development has made Wi-Fi —

Broadband Networks a reality [11].

While Wi-Fi — Broadband Networks have many such advantages over purely wired
Networks, mix of wired and wireless networks poses a new class of attacks on wired
networks via insecure wireless LANs [6]. The mobility and resource constrained nature
of wireless networks renders it more susceptible to adversarial and non-adversarial
threats and attacks and can serve as attack entry points to the entire network. Wi-Fi is
known to be less secure than wired connections [2] [4] [6] [7] [8] [11] [12] [13] [14].

These security issues inherent in Wi-Fi communications led to the adoption of a number

of Wi-Fi encryption technologies which are summarised in Table 1 below.

Table 1.1: Wireless Encryption technologies [15]

Wireless Encryption Description Encryption Level (Key Size)
Protocol
WEP Wired Equivalent Privacy 64-bit
WPA & WPA2 Wi-Fi Protected Access 256-bit
TKIP Temporal Key integrity Protocol | 128-bit
AES Advanced Encryption Standard | 128 -192 and 256-bit




Despite the adoption of various security technologies to secure wireless
communications, these threats and attacks cannot be adequately addressed via
cryptographic methods [16] [17] [18] thus making Wi-Fi networks a common place for
cyber-attacks. Recently, web and network services have suffered from intruder attacks.
Hackers are continually generating new types of Denial of Service (DoS) which work on
the different layers of the OSI model. The vulnerabilities in the above mentioned areas
allow hackers to deny access to web services and slow down access to network
resources. As a result, network security has become of utmost importance in all areas of

business and industry [19].

Amongst the various security risks posed by IEEE 802.11-based networks, Denial-of-
Service (DoS) attacks are constantly threatening the integrity and availability of IEEE
802.11-based networks and can unnecessarily pose security risks to the entire network
and organization. DoS attacks do often breach the availability of IEEE 802.11-based
networks and prevent legitimate users from accessing the network. Denial of Service
attacks in a public sector network can deny file transfer services i.e. sending and
receiving files through various network requests by preventing legitimate users and

systems from performing typical tasks such as:

i.  connecting to the wireless network,

I.  staying connected to the wireless network

lii.  serving up various network requests and

iv.  Managing network communications.

Disruption of these types of network services can wreak havoc on usability and can even
threaten data integrity, confidentiality and availability. And given the nature of today’s
public sector where business rely heavily on application uptime and availability of
resources and services, downtimes can be disruptive and costly and can potentially

paralyse organisational operations and in worst cases, even cause irreparable damages.



1.3 Problem Statement

Public Sector networks are a common target for the propagation of Denial-of-Service
(DoS) attacks. Recently, web and network services have suffered from intruder attacks
as hackers are continually generating new types of DoS which allow them to deny
access to services and slow down access to network resources [20]. These attacks often
breach the availability and integrity of IEEE 802.11-based networks and prevent
legitimate users from accessing the network.

Like many countries, Zambia’s Public Sector Network is known home to the many
services that have profound influences on citizen’s lives and work. As a result, public
sector business relies heavily on application uptime and availability of services and
resources. Downtimes can be disruptive and costly and can potentially paralyse
organisational operations and in worst cases, causes irreparable damages that can carry

the consequence of heavy financial toll on government.

Furthermore, very limited work has been focused on the availability of IEEE 802.11
based Networks. As the dependence on wireless access in public sector increases, it is
essential to consider also the issue of availability which is another important security

requirement.

14  Aim

The aim of this research is to study investigate the effects of DoS attack on Wi-Fi
Broadband Networks using network performance metrics on dropped packets at Access
Point, queue size, end to end delay .

1.5  Research Objectives

The objectives of this study shall be to:

1) Compare the effects of DoS attack on a Wi-Fi Broadband network with DoS
attack and one without DoS attack using network performance metrics on
dropped packets, queue size and end-to-end delay.

2) Analyse the effects of jamming attacks on Server Response Time when the
number of malicious nodes is increased.

3) Analyse and compare the effects of Jamming and Flooding attacks on

Access Point Throughput



1.6 Research Questions

In this research, we will address some questions regarding the security of Wi-Fi and the
effects of DoS attacks on the performance of Broadband Networks. The fundamental
questions at the core of this research are:

1) What is the difference in network performance between a network under DoS
attack and a network without DoS attack in terms of dropped packets, queue size
and end to end delay?

2) What is the effect of DDoS attack on server response time in Wi-Fi Broadband
Networks?

3) What are the effects on Access Point Throughput of a Wi-Fi Broadband

Networks under different types of DoS attacks?

1.7  Motivation of the Research

In recent years, the public sector communication scenario is experiencing the
introduction of wireless networks at all levels of network communication systems to
realize Wi-Fi Broadband (wired/wireless) Networks. Likewise, many public sector
organisations have employed wireless networks to implement extensions of already
installed wired systems in order to efficiently deliver public services to its citizen. The
benefits deriving from such an innovation are manifold, however, in general, wireless
networks, due to their nature, are more vulnerable to both adversarial and non-
adversarial attacks and may present critical security risks to the entire network [8] [12]

that can lead to unprecedented downtimes and service outages.

Furthermore, the introduction and deployment of these wireless network extensions in
public sector organisation have created a complex security system, rendering a challenge
in the provision of appropriate network security solutions across a variety of
technologies and multiple locations as many IT teams cannot keep up either from a lack

of resources or knowledge.

In the face of limited resources and knowledge, this study can provide real time insights
into the potential issues of DoS attacks in public sector networks without committing

expensive and time consuming resources



1.8  Scope of study

This dissertation’s main focus is to investigate the effects of DoS attacks in Wi-Fi
Broadband networks involving public sector networks. The mix of wired and wireless
networks poses a new class of attacks on wired networks via insecure wireless LANS.
The dissertation shall review key security aspects of IEEE 802.11 based Networks,
particularly the issue of availability with regards to Denial-of-service (DoS) attacks.
These attacks shall be simulated and analysed in OPNET Modeller using various
network performance metrics in order to achieve the objectives of the study. This
dissertation does not attempt to present and simulate all types of DoS attacks in Wi-Fi
networks but is limited to Jamming, Flooding and Spoofing attacks present at every
layer of the OSI Model. In this dissertation, the terms Wi-Fi and IEEE 802.11 based

networks is used interchangeably.

1.9  Ethical Considerations

In applying the ethical considerations in this study upon being cleared by the University
of Zambia ethical committee, the researcher intends to make sure data integrity and
validity is maintained during the research period. This was achieved by following the
university of Zambia ethical regulations stipulated in the student’s research handbook.
The researcher endeavoured to make sure that the study is based on legal, non-
plagiarism and data confidentiality in order to a have a desired result with a good code
of conduct.

1.10 Plan of Development

This dissertation is organised as follows; Chapter 2 presents a Review of Literature
presented by other authors and researchers in the similar study topic. Key security
aspects and DoS attacks on IEEE 802.11 based networks are reviewed within the same
chapter. Chapter 3 presents the methodology used in this study and outlines the methods
and materials used to design and simulate DoS attacks on Wi-Fi Networks using various
network performance metrics. Results obtained from the simulation are discussed and
presented in Chapter 4. The Conclusion, Recommendations and a discussion on future

works are presented in Chapter 5.



CHAPTER 2 - LITERATURE REVIEW

This chapter presents a review of the key literature that is relevant to this study topic.
Section 2.1 outlines the general overview of Wi-Fi networks. In section 2.2 we present
Authentication and Encryption of IEEE 802.11 Based Networks. In section 2.3 we
present Wi-Fi standards by comparing the performance and analyzing the major
difference between the most popular extensions of 802.11 which are 802.11b, 802.11a,
802.11g and 802.11n, 802.11ac. The technologies are then compared on the basis of
their data rates, range, and modulation techniques used and operating frequency band.
Section 2.3 presents DoS attacks in 802.11 based wireless networks and is explored
based on the layering of the OSI model.

2.1  Overview of IEEE 802.11 Based Networks

The term wireless network refers to a network where the connections are made without
the physical cabling [15] [21]. Nowadays, the wireless network is preferred over wired
due to low cost and mobility [10]. In wireless network it does not support central system
because the nodes in the wireless network are not fixed [15] [8]. Wireless system are
easy to install, connectivity is possible without the physical cabling. The disadvantage of
wireless network is they need a high security than the wired network because the data is
transmitted in air hence there is more chance of interception which can be improved by

encryption technique [11].

Generally, to set up a wireless network, an Access Point (AP) and wireless network
adapters are the basic necessity[1] [5] [15] [22]. The communication in between the
clients and access points in generally carried out in two ways that is centralized mode or
decentralized mode of communication. In centralized mode the communication to or
from a client is always take place by using access point. In decentralized mode the
communication in between two clients take place directly without the requirement of an
access point [5] [23].

Wi-Fi devices and other terminals can connect to Wi-Fi network resources like the
Internet through a wireless AP also known as Hotspot. Access points have a coverage
area of about 20 meters indoors and even a greater area range outdoors [5] [7]. A
Wireless Access Point (WAP) enables wireless devices to connect to a wired network.
This way it can use the wireless medium and coordinate with the structure of the
existing wired network to share network resources. As a result the cost of the set up and

8



the complexity are far below the traditional wired network [24]. The APs are normally
connected to the Internet via a wired connection such as the Ethernet [15]. Figure 2.1

shows a simple Wi-Fi network.
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Figure 2.1: An example of a Wi-Fi Network [7]



2.2 Authentication and Encryption of IEEE 802.11 Based Networks

802.11 authentication is the first step in network attachment. 802.11 authentication
requires a mobile client to establish its identity with an AP or broadband wireless
router. At this point, no data encryption or security is available at this stage. The IEEE
802.11 standard defines two link-level types of authentication for IEEE 802.11 based

networks namely Open System and Shared Key.

The MAC layer also handles Authentication & Encryption Security. To avoid
unauthorized access from other STAs, several encryption methods have been used. One
of earlier encryption mechanism was Wired Equivalent Piracy (WEP). But the
encryption method had security vulnerabilities and is not recommended for a secure
WLAN. The main security risk is hackers capturing the encrypted form of an
authentication response frame, using widely available software applications, and using
the information to crack WEP encryption. The Wi-Fi Alliance developed another

encryption technique named Wi-Fi protection Access (WPA) [25] [26].

WPA complies with the wireless security standard and strongly increases the level of
data protection and access control for a wireless network. WPA enforces IEEE 802.1X
authentication and key-exchange and only works with dynamic encryption keys. A
common pre-shared key (PSK) must be manually configured on both the client and AP

or wireless router.

The IEEE 802.11i standard incorporated a security enhanced version of WPA called
WPAZ2. Users must ensure the wireless client and AP or router are configured using the
same WPA version and PSK. WAP 2.0 provides better end-to-end security. Security
issues associated with authentication methods like open standard and shared key
authentication and incorporated IEEE 802.1X authentication method which is now used
in all the later versions of IEEE 802 family were also addressed by IEEE 802.11i
standard. In this method, users can authenticate their identities by a RADIUS or

diameter server

Once authentication is complete, wireless clients can register with an AP/router to gain
full access to the network in a process called Association. Association allows the
AP/router to record each wireless client so that frames are properly delivered. A station

can only associate with one AP/router at a time [25] [26] .

10



2.3 Wi-Fi Standards

In this section, we highlight parts of IEEE 802.11 standard and analyse the different
extensions of IEEE 802.11 standard i.e. 802.11a, 802.11b, 802.11g, 802.11n, and their
performance results. We compare all these technologies on the basis of their data rates,
range, and modulation techniques used and operating frequency band. Table 2 provides

a tabular representation of all the Wi-Fi Standards discussed in this section.

“Wi-Fi” stands for Wireless Fidelity, and is generally used as synonym for wireless
LAN and stems from IEEE 802.11 family of standard [7] [15] [22] [27] [23]. The term
Wi-Fi is used generally as a synonym for WLAN and specifies a family of networks
designed for wireless local area communication. It is developed by an organization
called IEEE (Institute of Electrical and Electronics Engineers) [15] [28] [29] [23].
These Wi-Fi standards have evolved from 1997 to 2021. In 1997 IEEE created one
standard and gave the name 802.11 [30]. The technology allows any electronic device
which is Wi-Fi enabled including personal computers, Laptops, hand-held devices such
as PDA, smart phones, tablets to exchange and transfer data wirelessly over the
network giving rise to high speed internet connections.

Each Wi-Fi network standard has two parameters: Speed and Frequency. Speed is the
data transfer rate of the network measured in Mbps (1 megabit per second) whilst
Frequency refers on what radio frequency, the network is carried on. In short, it is the
frequency of radio wave that carries data. Wireless devices operate in two (2) different
frequency bands. Each band has an associated bandwidth, which is simply the amount
of frequency space in the band [28]. The frequency bands for Wi-Fi are 2.4 GHz and 5
GHz. Wi-Fi routers that come with 2.4 GHz or 5 GHz are called the single-band routers
but a lot of new routers support both 2.4 GHz and 5 GHz frequency they are called
dual-band routers [21] [22] [31] [24] [32].

The 2.4 GHz is a common Wi-Fi band used by other appliances like Bluetooth devices,
wireless phones, cameras, etc. Because of the signal used by so many devices, the 2.4
GHz band is crowded and transmits at a slower speed and longer range than 5 GHz
[22]. When compared to the 5 GHz, 5 GHz has a longer range. In the 2.4 GHz band,
Wi-Fi uses channels that overlap because of the lack of available spectrum when the

group that created early Wi-Fi standards developed it [7] [24].

11



The 5 GHz band, on the other hand, is relatively empty: almost no common personal or
business electronics makes use of most of it. In the United States, the 5 GHz band has
almost seven times the amount of frequency available than the 2.4 GHz band. Each
band is divided into a series of 20 MHz channels, which are spaced 5 MHz apart. The 5
GHz transmits data at a faster rate, but it has a shorter range because it has a higher
frequency and may use different modulation techniques [7] [24]. Many authors [7] [11]
[15] have written about the six (6) main IEEE 802.11 standards discussed in the section
below. A tabular representation of the standards has also been provided in Table 2.

i. |EEE802.11a
The IEEE 802.11a also known as Wi-Fi 1 operates in the 5GHz frequency band.
It uses Orthogonal Frequency Division Multiplexing (OFDM) [33], has a data
rate of 54Mbps, less signal interference, coverage range of 50m and has the same
MAC layer as IEEE 802.11b. Its major drawback in comparison with IEEE
802.11b/g when it comes to deployment is compatibility as it operates on a
different frequency [7] [33].
ii. IEEE802.11b

IEEE 802.11b also called Wi-Fi 2 is the most widely deployed wireless standard
family. It was created in 1999 with 802.11a. IEEE 802.11b operates in the 2.4
GHz frequency unlicensed band. It has a coverage distance of 100m with a data
rate of 11Mbps. IEEE 802.11b standard defines only two (2) lower layers of the
OSI reference model namely the Physical Layer and the Data Link Layer [34]. It
uses a Direct Sequence Spread Spectrum (DSSS) which entails the division of
the stream of information into small pieces, each of which is allocated to a
frequency channel across the spectrum [1] [35] [36] [37]. DSSS is a more
reliable modulation technique than Frequency Hopping Spread Spectrum (FHSS)
which involves a signal being transmitted across a frequency band that is much
wider than the minimum bandwidth required by the information signal [1] [33].
802.11b devices are backward compatible with 802.11 implementations, which
use the DSSS as their spectrum technology. Therefore, 802.11b devices operate
at lower speeds when they are connected to an 802.11 network and is more

appropriate for home and domestic use.

12



Vi.

Wi-Fi IEEE 802.11¢

Wi-Fi IEEE 802.11g also referred to as Wi-Fi 3This was designed in 2003. It has
combined the properties of both IEEE 802.11a and IEEE 802.11b. Like IEEE
802.11b, IEEE 802.11g operates in the 2.4GHz unlicensed frequency band and
has a coverage distance of 100m. It however, has a data rate of 54Mbps and uses
OFDM. OFDM increases data rates by using a spread spectrum modulation [10]
[33]. The 802.11g differs from 802.11b because it can optionally use OFDM
even though it has a backward compatibility with IEEE 802.11b [33].

Wi-Fi IEEE 802.11n

Wi-Fi IEEE 802.11n also referred to as Wi-Fi 4 was introduced in 2009. 802.11n
operates on both 2.4 GHz and 5 GHz frequency bands, they are operated
individually. The data transfer rate is around 600 Mbps [33] and transmission
range of about 70 metres.

Wi-Fi IEEE 802.11ac

Wi-Fi IEEE 802.11ac also referred to as Wi-Fi 5 was developed in 2013. It
operates on a 5 GHz band. Whilst [15] states that the maximum speed of this
standard is 866.7 Mbps, [7] states that the maximum speed of this standard is 1.3
Gbps. Wi-Fi IEEE 802.11ac gives less range because of the 5 GHz band with a
coverage distance of 35 metres. Most devices today work on IEEE 802.11n and
IEEE 802.11ac standards.

IEEE 802.11ax

IEEE 802.11ax is the newest and advanced standard, released in 2019. IEEE
802.11ax is 30-40 % improvement over 802.11ac and operates on both 2.4 GHz
and 5 GHz like IEEE 802.11n. It operates at maximum speed of 10 Gbps [7]

with a transmission range of up to 1 Kilometre.
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Table 2.1: Tabular representation of Wi-Fi Standards [7]

Standard Year Frequency Range |Data Transfer Rate Max.
IEEE 802.11a 1999 5 GHz 54 Mbps
IEEE 802.11b 1999 2.4 GHz 11 Mbps
IEEE 802.11g 2003 2.4 GHz 54 Mbps
IEEE 802.11n 2009 2.4 GHz and 5 GHz 600 Mbps
IEEE 802.11ac 2013 5 GHz 1.3 Gbps
IEEE 802.11ax | 2019 2.4 GHz and 5 GHz Up to 10 Gbps

25 Overview of DoS Attacks on IEEE 802.11 Based Networks

Denial of service (DoS) attacks have become a major threat to current computer
networks. DoS attacks are attacks against availability, attempting to prevent legitimate
users from accessing the network [44]. In this section, we provide a general overview of
DoS attacks in section 2.3. Wireless networks are highly susceptible to DoS attacks [21]
[43] [44] because mobile nodes share the same physical media for transmitting and
receiving signals [45]. These DoS attacks in 802.11 based wireless networks are
explored based on the layering of the OSI model and are in this dissertation classified th

according to their corresponding layer.

Denial of service (DoS) attacks have become a major security threat to wireless
networks [13][21]. DoS attacks are attacks against availability, attempting to prevent
legitimate or authorized users from accessing the network [38] [39][40][41]. A large
number of requests are sent to the access point at once, which will slow down or stop the
service of the network equipment[21]. DoS attacks take many forms, and utilize many
attack vectors, from flooding TCP/UDP/ICMP/IGMP packets to overloading
infrastructure to discarding data packets and filling up the packet queues or saturate
pipes. According to [41] and [42], DoS attacks may be engineered by using any of these

five basic attack methodologies below:
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i.  Consumption of computational resources, such as bandwidth, disk space,
or processor time.
ii.  Disruption of configuration information, such as routing information.
iii.  Disruption of state information, such as unsolicited resetting of TCP
sessions.
iv.  Disruption of physical network components.
v.  Obstructing the communication media between the intended users and the

victim so that they can no longer communicate adequately.

In this dissertation, we have first considered DoS attacks that disrupt physical network
component also known as Jamming attacks, which aims at obstructing the
communication media between the intended users and the victim so that they can no
longer communicate adequately. Secondly, we have taken into consideration attacks
aimed at consuming computational resources such as TCP connection buffers,
application/service buffer, bandwidth, CPU and power. With these types of DoS attacks,
adversaries flood a large number of illegal access request messages to network servers in
order to exhaust their resources and render them less capable of serving legitimate users
[12]. Denial of Service attacks deny service by preventing legitimate users and systems

from performing typical tasks such as:

V.  connecting to the wireless network,
vi.  staying connected to the wireless network
vii.  serving up various network requests and

viii.  Managing network communications.

Disruption of these types of network services can wreak havoc on usability and can even

threaten data integrity, confidentiality and availability.

2.6 Factors that affect the vulnerability of IEEE 802.11-Based Networks
There are two main reasons that IEEE 802.11-based wireless systems are vulnerable to
DosS attacks:
1) Lack of Frame Authentication
IEEE 802.11 based networks lack frame authentication in management frames
such as beacons, association requests, and probe responses. The functionality in
the MAC layer of IEEE 802.11-based network is all about access. It allows
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wireless systems to discover, join, and basically roam free on the network,
completely exposed to the elements. This implicit trust among wireless systems
makes it easy for attackers to spoof authentic devices and bring down individual

nodes or even an entire wireless network all at once.

2) Lack of physical boundaries for Radio Waves
Lack of physical boundaries for radio waves makes attacks simpler and reduces
the likelihood that an attacker will be identified. Additionally, APs and other
wireless infrastructure equipment are often exposed in easy-to-access areas

where they’re more susceptible to tampering and theft.

2.7  Denial of Service Attacks by OSI Layer

The open systems interconnection (OSI) model is a conceptual model created by the
International Organization for Standardization which enables diverse communication
systems to communicate using standard protocols. It provides a standard for different
computer systems to be able to communicate with each other. In this section, a
classification of the physical layer DoS attacks based on these attributes [46]. In this
section, we explore the OSI layers and the potential DoS attacks at each layer.

The OSI Model divides the network communication into seven (7) layers [47]. These
layers are beneficial in understanding networking, troubleshooting network problems
and identifying network issues. The OSI Model can help to break down the problem and
isolate the source of the issue by narrowing down to one specific layer of the model.
DoS attack target different layers of OSI model [48] and can impact resources, radio
signals, network protocols, and even wireless applications [17]. The following sections

outline the seven layers of the OSI model with corresponding DoS attacks at each layer.

2.6.1 Layer 1 - Physical Layer Attacks
The Physical Layer also referred to as Layer 1 of the OSI Model is the basis of

network operations. It is responsible for transmitting raw bits of information over
wired or wireless medium. Its main functions include signal detection, modulation,
encoding and frequency selection [23][49][47]. Binary data between computers is

translated into electrical signals and is sent and received using radio frequency.
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Physical Layer DoS attacks are generally known as Jamming Attacks [12][46][25]
[30][38]. Jamming attacks are one of the most significant attacks in denial of
service attacks. Jamming attacks overlap with the transmission channels by
transmitting semi-valid packets to interrupt the transmission between genuine

nodes because wireless networks are dependent on radio channels.

Jamming attacks that target the network infrastructure have become more prevalent
because of the Jamming attacks aims at preventing wireless clients as well as an
AP from successfully transmitting or receiving frames in the physical layer so that
frames cannot be passed on to higher layers [46]. The attacker sends radio
frequencies which interfere with the frequencies of wireless network in order to
disrupt the availability of transmission media [50]. Low throughput, low Packet
Delivery Ratio (PDR) and high packet latency are indicators of a jamming attacks
in a network [30]. Physical Layer DoS attacks can be classified according to their
targets (e.g., certain parts of the frame preamble or the complete frame), timings
(e.g., continuous, periodic, random, or reactive), and energy budget (e.g., low or
high). We present a classification of the physical layer DoS attacks based on these
attributes [46]. The classification of the physical Layer attacks are described as
follows;
1) Resource Unlimited Attack (RUA)
Wireless networks are built upon a shared medium that makes it easy for
adversaries to conduct radio interference, or jamming attacks, to effectively
cause a denial of service of either transmission or reception functionalities
[13]. If the jammer has virtually unlimited resources (i.e. energy, power,
and bandwidth) then it can maintain a high level of signal strength at any
receiver continuously in a wide frequency range. In such jamming cases all
wireless devices in the effective range and jamming bandwidth will be
blocked off as long as the attack continues [46].
2) Reactive Attack
Continuous transmission of frames across the network drains the jammer's
energy resources. An energy-efficient jamming technique is reactive
jamming attack in which a jammer passively monitors the channel until it
senses a frame transmission. Upon detection of an ongoing frame

transmission the jammer starts to send interfering signals to corrupt the
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ongoing frame transmission [46]. Alternatively, when the jammer detects
the start of an ongoing DCF handshake, it can create interference signal
without the need to detect an ongoing transmission. Jamming opportunity is
present at all the stages of a handshake.

If the jammer station continuously transmits jamming signals, then its
energy consumption will be high. Furthermore, detection of such a station
will be easy. However, if jamming signals are turned on and off
periodically or randomly, then both the energy consumption will be less

and the identification of such a node will be harder.

3) Symbol Attack
IEEE 802.11 and IEEE 802.11b frames do not include any Forward Error
Correction (FEC) schemes. Thus, creating an error in a single symbol will
render the whole frame useless. Similar to the reactive attack, during an
ongoing transmission a jammer transmits a strong signal for the duration of

a single symbol [9] and can succeed in destroying the whole frame.

2.5.2  Layer 2 - Data Link Layer
The Data Link Layer is the second layer of the OSI model. It is divided in to two

(2) sub layers, the upper sub layer is called the Logical Link Control and the lower
sub layer called the Medium Access Control (MAC) layer. The data link layer is
responsible for error transmission, regulation of flow of data, and provide a well-

defined interface to network layer [23].

This layer is susceptible to much more sophisticated energy efficient jamming
attacks than the physical layer [12]. DoS attacks at Data Link Layer benefit from a
central basic vulnerability, known as MAC-address spoofing. Since authenticating
clients by their MAC addresses is not secure, it is easy for an attacker to learn
authorized addresses and forge his MAC address [46] [44]. MAC protocol allows
an attacker to selectively or completely disrupt network access using relatively few

packets and lower power consumption [38] [43].

In Selective Mac Layer Attacks, the attacker targets an individual station not the
whole network. Whilst in complete MAC layer attacks, the attacks can be
generalized to block the network access to all the stations served by an AP.
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However, there are more efficient resource-depletion attacks for complete

disruption. The attacker can simply target the AP and exhaust its finite

computation and/or memory resources so that it can no longer provide service to
any other station [38] [45].

1)

2)

3)

4)

Probe Request Flood

Probe request frames are used by stations to actively scan an area in order
to discover existing wireless networks. The basic idea is to send a burst of
probe requests with spoofed source MAC addresses [48] to induce a heavy
workload on the AP so that it cannot provide service to legitimate stations
[45].

Authentication or Association Request Flood

Similarly, the attacker can waste the AP's resources by sending a burst of
authentication or association requests. By sending a burst of authentication
request frames, using MAC spoofing, it should be possible to bring AP’s
resources close to the saturation level [45]. If IEEE 802.11i is
implemented, the attacker can also exhaust the space of the EAP packet

identifier, which is only 8-bits long, by association request flooding [3].

De-authentication or De-association Request flood

Cryptographic protection is not yet implemented for management frames in
the IEEE 802.11 standard. As a result, an attacker listens to traffic and learn
the MAC addresses of the station and the AP involved. An attacker then
forges a de-authentication or a de-association frame and transmit it either to
the station or to the AP to knock the station off the network. De-
authentication attacks are more efficient than de-association attacks
because they require more work for the station to return back to the
associated state. If the attack is repeated and persistent attacks can keep the
station from accessing the network indefinitely and disable the ability of
the hosts to access the local network [43].

Address Resolution Protocol (ARP) Cache Poisoning
ARP is a stateless protocol used to determine the mapping between IP and
MAC addresses [14]. A DoS attack can be launched by ARP poisoning
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[51]. Since no source authentication is present in ARP, an attacker can
poison another station's ARP cache by sending a wrong ARP reply when
they are in the same broadcast domain. This problem has been reasonably
mitigated in wired networks, however, in the context of Wi-Fi Broadband
networks, the broadcast domain is enlarged by the presence of APs and
includes both the wireless and wired networks. Other upper layer DoS
attacks are also possible due to the bandwidth limitations of wireless
networks as compared to wired networks [46].

2.5.3 Layer 3 - Network Layer Attacks
The Network Layer is responsible for internetworking, addressing and routing.

Network Layer DoS attacks mainly focus on exploiting routing and forwarding
protocols. DoS attacks against routing can be launched by tampering with routing
services such as modifying routing information and replicating data packets.
Attackers can gain access to routing paths and redirect the traffic by distributing
false information among the routing nodes resulting in mislead of routing direction
[49]. Due to bandwidth limitations in wireless networks, DoS attacks on forwarding
protocols can be achieved by sending a large amount of IP data to a wireless network
[38].

1) Internet Control Message Protocol (ICMP) Ping Flooding
ICMP is an error reporting and diagnostic utility which is part of the TCP/IP

suite [52]. While this protocol is very important for ensuring correct data
distribution, it can be exploited by malicious users and cause DoS attacks.
Due to the broadcast nature of wireless communication, exploitation of this
kind of attack is even easier. There are numerous types of the ICMP
messages depending on what the ICMP message is reporting. One of the
common known examples of ICMP is the ping utility. The ping utility uses
ICMP to check remote hosts for responsiveness and examine overall round-
trip time of the probe messages. An attacker sends huge number of ping
packets, usually using “ping” command to either disrupt or intercept
communication from a wireless access point [52]. In this way attacked

system cannot respond to legitimate traffic.
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2) Ping of Death
DoS attack is launched by an attacker who sends to the victim an ICMP echo

request packet that is larger than the maximum IP packet size of 65.535
bytes. Since the received ICMP echo request packet is larger than the normal
IP packet size, it must be fragmented. A consequence of this is that the victim
cannot reassemble the packets, so the OS crashes or reboots causing a Denial
of Service [52].

254 Layer 4 - Transport Layer Attacks
The Transport Layer is a host layer which is responsible for facilitation the

transportation of data sequences and error checking. Despite being a host layer, it
is still prone to some of the threats common to media layers. Although the layer is
not often targeted directly by attackers, it is prone to DDoS attacks. Transport
Layer DoS attacks mainly target the bandwidth or connection limitations of hosts
or networking equipment and mainly involve sending many TCP connection
requests to a host [53].Two (2) common DDoS techniques used to attack Transport
Layer are SYN Floods and Smurf attacks. Transport Layer DoS attacks are very
effective and extremely difficult to trace back to the attacker because of the IP
spoofing techniques used. The following are some of the Transport Layer DoS

attacks.

1) TCP Sync Flooding
TCP Syn Flooding is one of the most common DoS attacks is the SYN

Flooding Attack [17]. TCP implementations are designed with a small limit
on the maximum number of half-open connections per port that are possible
at any given time. An attacker initiates a SYN flooding attack by sending
many TCP/SYN requests with spoofed source IP addresses to the target
machine which in turn allocates required resources. Allocating resources for
the received SYN segments is the main goal of SYN Flooding attack, so the
attack aims to exhaust the memory space of the victim for the longest
possible time by sending a flood of fake SYN packets. The spoofed address
refers to a host that does not exist. Hence, the final ACK message will never
be sent to the victim server system. This results into increased number of
half-open connections at the victim side. These half open connections bind

the resources of the server. Hence, no new connections (legitimate) can be
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made, causing DoS or DDoS effects. In other cases the attacker will allow the
DoS attack to last longer than the timeout period by continuously requesting

the target machine for new connections. [19] [54] [55].

2) Smurf Attack
Smurf Attack is a type of network-level DoS attack that is achieved by

overwhelming the victim machine with ICMP echo replies from computers in
the same broadcast network. This is a type of distributed denial-of-service
attack that aims at overloading network resources and flood target systems
[41] [56] [42] [57]. In this technique, the attacker forges ICMP echo request
packets with the IP address of the victim as the source address and broadcasts
the request on the network, making the computers in the network to send
replies to the ICMP echo requests. The ICMP is one of the core protocols of
the Internet Protocol Suite. It is chiefly used by networked computers'
operating systems to send error messages indicating, for instance, that a

requested service is not available or that a host or router could not be reached

[3].

2.5.5 Layer 7 - Application Layer Attacks
The Application Layer is the highest layer of the OSI model responsible for facilitating

end-user interaction with the services provided by applications [53], making it the most
frequently target layer by cybercriminals. Hackers are continually generating new types
of DDoS which work on the application Layer 7. DDoS attack is a great threat to any
network and has the capability to destroy the entire network resources and bandwidth
[58]. The vulnerabilities at this layer allow hackers to deny access to web services and
slow down access to network resources by exploiting a weakness of an application
protocol at Layer Seven (7) of the OSI Model. Attacks are achieved by sending large
amounts of legitimate TCP or UDP connections to an application. These attacks are by
nature difficult to differentiate from legitimate users as they involve higher level of

obscurity [20] [53]. The following are some of the attacks at Layer 7:

1) HTTP Flood Attack
HTTP Flood Attack also referred to as Application Layer DDoS is a Layer

Seven (7) attack in which the attack attempts to overwhelm the network
system with common HTTP GET and HTTP POST internet requests [53] in
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2)

order to bring down a target site or server by making it unresponsive and thus

becoming inaccessible for use [59].

Access Point Overloading

IEEE 802.11-based wireless access points can only handle a limited amount
of traffic before their memory fills up and their processors become
overloaded. This type of DoS attack overloads both the wireless medium and
the actual wireless infrastructure. Attackers can exploit a weakness in the
way access points queue incoming client requests beginning with the Client
Association Identifier (AID) tables. Once this memory fills up, the AP will
no longer take incoming association requests and may lead to some APs to
crash. These types of DoS attacks can typically be accomplished by using
either Association Flooding or Authentication Flooding. When APs are set
up to use “open” as the default authentication type, it allows any client
whether trusted or untrusted to connect to the AP. This is one of those

fundamental IEEE 802.11 security flaws.
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2.7  Related Works

A considerable amount of research has been on the many benefits of IEEE 802.11
networks over traditional wired networks resulting into its popularity and widespread
deployment in business enterprise environments including public sector organisations
[2] 3] [7]1122] [9] [13] [44] [60]. Despite its many benefits, IEEE 802.11 networks carry
with them considerable numbers of security concerns. Arising from these concerns, a lot
of research works have been done relating to IEEE 802.11 networks and their security
[2] [7] [13] [33] [44]. Most of these research works focus on the confidentiality and
integrity of 802.11 networks more than availability of the 802.11 networks. [46] in their
work analysed the 802.11i protocol and confirmed that 802.11i is a well-designed
protocol which addresses major security issues except availability. [18] and [60] in their
work also confirm that existing cryptographic methods are inadequate and does not fully

address threats and attacks on availability.

The IEEE 802.11 standard for wireless networks includes a Wired Equivalent Privacy
(WEP) protocol whose primary goal was to protect the confidentiality of link-layer
communications from eavesdropping and other attacks [60]. However, [60] revealed
several serious security flaws in WEP emerging from misapplication of cryptographic
primitives. He further demonstrated a number of attacks against the Wired Equivalent
Privacy (WEP) protocol, which was employed to provide network confidentiality, and it
was discovered that WEP failed to achieve its security goals. Furthermore, [60]
identified a number of vulnerability that can be used by attackers to modify and spoof
WEP-protected frames without knowing the shared secret key. [33] proposed to study
the Comparison between 802.11a/b/g/n. They compare the performance and analyze the
major difference between the most popular extensions of 802.11 which are 802.11b,
802.11a, 802.11g and 802.11n, 802.11ac. The performance result and comparison has
been made on the basis of various parameters like data rate, range, modulation

techniques used and operating frequency band.

A number of DoS attacks against availability of IEEE 802.11 networks have also been
widely discussed by several authors [13] [30] [43] [44] [45] [59] [61] [60] [62] [63].
While [63] examined such DoS attacks in IEEE 802.11 ad hoc networks and indicated
that traditional wireline-based detection and prevention approaches do not work in

wireless LANS, [62] presented DoS attack issues in broadband wireless networks, along
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with possible defenses . [43] Identified some identity-based DoS attacks which exploit
the vulnerability that the management frames in IEEE 802.11 are unauthenticated also
demonstrated the DoS attack against the IEEE 802.11 DCF through a simulation study.
To address the jamming attacks, [43] further proposed two enhanced detection protocols.
One scheme employs signal strength measurements as a reactive consistency check for
poor packet delivery ratios, and the other employs location information to serve as the
consistency check. [61] identified a trivial but highly effective DoS based on commonly
available IEEE 802.11 hardware and freely available software. This attack targets at the
Direct Sequence Spread Spectrum (DSSS) Wireless LANs. However, very limited work
has been focused on the availability of IEEE 802.11 based Networks. As our dependence
on wireless access increases, it is essential to consider also the issue of availability

which is another important security requirement.

This dissertation’s main focus is on the security of IEEE 802.11 based Networks,
particularly the issue of availability with regards to Denial-of-service (DoS) attacks
against IEEE 802.11 based Networks. And because IEEE 802.11 networks are generally
susceptible to adversarial and non-adversarial threats that can breach the availability of

wireless networks, such attacks can prevent legitimate users from accessing the network.
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CHAPTER 3: METHODOLOGY

This chapter presents a conceptual plan to undertake the various procedures and tasks
required to meet the objectives of this study. It outlines the research procedures for
gathering data, methods and tools used in the simulation study and further provide

explanation of how data was analysed to achieve the aim and objectives of the study.

Jamming and Flooding DoS attacks have been considered for this dissertation. Jamming
attacks can be launched easily on wireless networks because they are built upon a shared
medium. These attacks can be performed by emitting radio frequency signals. These
signals do not follow an underlying MAC protocol and can highly interfere with the
normal operation of wireless networks. Jamming attacks represent the denial of service
attack in Wi-Fi Broadband networks. In this dissertation, OPNET Simulation tool has
been used to introduce a high-power frequency jammer in the network to distort
transmitted messages by producing electromagnetic interference in the active
frequencies of the Wi-Fi Broadband network to achieve a jamming attack.

3.1  OPNET Simulator Tool

The data gathering tool employed during this study was Optimised Network Engineering
(OPNET) Modeler. OPNET Simulation Tool was selected to carry out the simulation
because OPNET provide technologies, protocols, communication devices for academic

research, assessment and improvement.

OPNET simulator tool simulates any network and shows its performance and behaviour.
OPNET is different from other simulators in its versatility and power. It is efficient,
robust and highly reliable which grant the user the ease of graphical interface,
developing and running the simulation and validation of the results. This tool works with
the OSI model from the Application layer to the Physical layer. Moreover, OPNET
software has some characteristics over other simulation tools. For instance, OPNET
provides a graphical environment to design a network topology and simulate a network
authentically that users can then start gathering information about the network and
monitor them. One more advantage of OPNET is widely used for its reliability in

creating simulated results.

Below, we have used the OPNET Modeler 14.5, which is a high-level tool for network

simulation. It allows the design and analysis of communication networks, types of
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devices, applied protocols, and user application. It enables one to develop models from
real world networks and protocols. Parameters such as data dropped, queue size, end-to-
end delay, throughput and server response times are used in our experiments. The
metrics describe the strength of Quality of Service (QoS).

3.2  Research Design

The research design describes the general plan on how the researcher intended to
achieve the objectives for this research study and answer its key research questions. The
strategy involved review of literature on IEEE 802.11 based networks, DoS attack and
OPNET respectively.

3.2.1 Research Design Scenarios

The experiment consists of three (3) scenarios as presented in the section below.

Scenariol: represents a comparative analysis of a Wi-Fi Broadband network that has no
DoS attack with one that has an attack. It represents a normal network where no DoS
attack is present and the network should work smoothly without any disruption and
results on each of the following metrics, Data dropped, Queue Size at access point and
End-to-end delay were collected representing result (1). Within the same scenario, a
jamming attack is introduced in the network and similar network performance metrics
are were measured and results collected as Result (2). In order to see the effects of the
jamming attack in the network, a comparison between results (1) and (2) is applied and
statistics are collected for each performance metric.

Scenario 2: represents a network under DDoS attack and measures the effects of this
type of DoS attack on server response times. DDoS is flooding attack from multiple
sources. A total of four (4) malicious nodes are added one at a time in the network.
When the number of malicious nodes participating in a DoS attack increases to four (4),
the aggregate rate of attack traffic in relation to server response time is measured and
results collected to show the effect that increasing the number of malicious nodes in a

network has on server response time.

Scenario 3: presents a comparative analysis of the effects of two (2) types of DoS
attacks considered for this dissertation, i.e. Jamming and Flooding attacks on Access
Point Throughput. During the experiment, ICMP Echo requests and HTTP GET and
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POST requests were sent from Wireless LAN (Source) via the Access Point to the Wired
LAN Network (Destination).

The results for each Scenario are then analysed and validated in line with existing
literature and standards. Where serious deviation from existing literature and standards
was noted, the simulation was repeated and re-evaluated. The validated results were
documented and reported in form of a dissertation and journal article. Figure 3.1 shows

the graphical representation of the Research Design process.
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Figure 3.1: Research Design process
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3.4  Experiment and Discussion

In our experiment, we simulate DoS jamming and flooding attacks. The objective of this
experiment is to simulate DoS jamming and flooding attacks and study their effects,
analyse and compare them in terms of data dropped at access point, Queue Size, End-to-
End Delay between end nodes, Server response times and Access Point throughput. A
WLAN scenario is provided to test the effect of DoS jamming and flooding attacks in
Wi-Fi Broadband Networks. The Jammer assigned to Channel 1 with a band base
frequency of 2401 MHz and bandwidth of 22MHz is introduced into the network to jam
the WLAN. A pulsed jammer emits noise with power spreads over the entire bandwidth
of the system. The idea of the pulsed jammer intensifies the jamming power through the
“on” time to badly disrupt the communication system with the set frequencies affecting
both channels 1 and 5. For the flooding attack, HTTP Flood attack and ICMP Flood
attacks were introduced in the network with a target to flood the network with huge
numbers of GET and POST requests for HTTP Flood attack and ICMP echo requests for
ICMP Flooding attack.

3.1  Simulation Set-up
The topology for this configuration includes:

e One (1) Access Point (wlan_ethernet_slip4_adv).

e One (1) server (ethernet_server).

e One (1) switch (ethernet64_switch).

e Fifty (50) wired LAN workstations (wlan_wkstn_adv).

e Forty-five (45) Wi-Fi Nodes (wlan_wkstn_adv).

e |P-Cloud

e One (2) gateway router (ethernet4_slip_gtwy)

e One (1) Profile configuration.

e One (1) Application configuration.

e 100BaseT to connect the access point to the switch and switch connected

to the server via R1 and R2 through the IP Cloud.

In the application configuration, the application is running in the network and an ftp
application is chosen to be run in the network with other devices running on default
configurations. The Switch, the Server and the Access Point are connected via a 100

Base T duplex link. The 100base-T cable was used to connect the devices from Access
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Point (AP) to the Gateway router and from Gateway router to the IP cloud PPP_DS3
was used. Similarly, from IP Cloud to PPP Server, PPP_DS3 cable was used. It is
important to note that the 100Base-T link represents an Ethernet connection operating at
100Mbps (i.e. 10 times faster than standard Ethernet). The Basic Service Set Identifier
(BSSID) was set to 1 for all the nodes and AP. The BSSID is the MAC physical address
of the Access Point or wireless router which was used to connect to the Wi-Fi and that
the term is used in wireless network. The Basic Service Set (BSS) is the cornerstone
topology of any IEEE 802.11 network. Other simulation parameters were set as shown
in Table 3.1.

R2

IP Cloud

-
. = ¥
= AR ==
I— -
= ==
= Wi-FiNodes [  Attacker nodes Wireless Link —————— 100Base-T

PPP_DS3

Figure 3.2: Configuration of the Wi-Fi broadband Network
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Table 3.1. Simulated Parameters

1. Number of Wi-Fi nodes 45

2. Number of LAN computers 50

3. Data simulated FTP, Video

4. Malicious node Maximum 4

5. Wi-Fi data rate 54Mbps

6. Access point buffer size (input) 256000 bits

7. Transmit power 0.005 W

8. Ping packet size 65527 bytes
Table 3.2. Access Point Parameters

1. BSS Identifier 1

2. Data Rate 11Mbps

3. Channel setting 5

4. Transmit Power (W) 0.005W

5. Large packet processing Drop

6. Buffer size (bits) 256000 bits

7. Transmit power 0.005 W
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Table 3.3. Pulsed Jammer Parameters

1. Jammer Band Base Frequency 2401MHz
2. Bandwidth 22MHz
3. Transmit Power (W) 100W
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CHAPTER 4: RESULTS AND DISCUSSIONS

This chapter presents the results of the study. Sections 4.1 to 4.3 present the results of
network performance effects for a network under DoS attack and without DoS attack
measured using performance metrics on dropped packets, queue size and end to end delay.
Section 4.4 presents results on the effects of DoS flooding attacks on server response time
when the number of malicious nodes are increased in the network. Section 4.5 presents the
results on the effect on access point throughput when the wireless network is under
different DoS attacks i.e. Jamming attack, HTTP Flooding attack and ICMP Flooding

attack.

4.1  Scenario 1: Effects of DoS attack on a Wi-Fi Broadband network with DoS
attack and one without DoS attack using network performance metrics on

dropped packets, queue size and end-to-end delay.

4.1.1 Data dropped (Packet Loss) at Access Point for a network with DoS attack
and a network without DoS attack
Figure 4.1 shows the data dropped also referred to as packet loss, measured in
bits per second at the access point with one Wi-Fi malicious nodes and one
broadband connected malicious nodes. From the graph, the network under DoS
attack (in Red) drops on average 10Mbps more packets at the access point than

the network without attack (in blue).
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Figure 4.1: Data dropped in bps at Access Point
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Furthermore, access to server resources was also limited. In the figure we see substantial
amount of data being dropped at the access point before attack but that this effect

becomes more when malicious nodes are introduced in the network.

4.1.2 Queue Size at Access Point for a network with DoS attack and a network
without DoS attack

And because attackers can exploit a weakness in the way access points queue

incoming client, we see in Figure 4.2 an increase in packets queued at the access

point which results in some of these packets being dropped as discussed in Figure

4.2. The queued packets are more, about 120 on average, in a network under DoS

attack than one without these attacks which averages 115 packets. Such queues tend

to frustrate users during upload and download activities.
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Figure 4.2: Queue Size (packets) at the Access Point
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4.1.3 End to End Delay between end nodes for a network with DoS attack and a
network without DoS attack
End to end delay refers to the time taken for a packet to be transmitted across a
network from source to destination. The Wi-Fi-broadband network also
experiences an increased performance in terms of end-to-end delay when
attacked by malicious nodes. This is illustrated by results in Figure 4.3. It is
worth important to note at this point that end to end delay comes from several

sources including transmission delay, processing delay and queuing delay.

We note from these results that an average end to end delay of 0.6s for a network
under attack compared to an average of 0.4s for a network without DoS attack.
This arises on account that the traffic movement from the end nodes to the server
Is greatly affected and slowed down by these DoS attacks. Figures 4.3 shows the
moving average values of end to end delay. And from the results we conclude
that average values of all these end to end delay is highest for network with DoS

attack than a Network without DoS attack.
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Figure 4.3: Traffic end-to-end delay measured between end nodes
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4.2

Scenario 2: Effects of increasing the number of malicious nodes on Server
Response Time

Figure 4.4, shows the effect on server response time of increasing the number of
malicious nodes in the network. Response time is frequently used as a measure
of the performance of an interactive system and is used to track and monitor
server performance. If the server's response time is high, it is an indication that

your server is overloaded and having difficulties processing requests.

The server response time tends to increase linearly with increase in number of
malicious nodes. The response time increase from 0.49s without malicious nodes

or DoS attack to 0.56s as malicious nodes increase from 0 to four (4).

And from the results we conclude that average values of server response time
increase linearly with the increase in the number of malicious nodes. This
increase is occasioned by a form of a DDoS attack where the server is flooded
with a huge number of requests sent from a number of malicious nodes to cause
delays in the time needed by users to access resources. Persistent Flooding DoS
attacks on the network can eventually bring the server down by making it

unresponsive and thus become inaccessible for use to the other nodes.
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Figure 4.4: Server response time in second with increase in number of malicious nodes
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4.3  Scenario 3: Effects of Jamming and Flooding attacks on Access Point
Throughput
Figure 4.5 shows the effect on throughput at the access point when the wireless
network is under three (3) different types of DoS attacks i.e. Jamming attack, a
Physical Layer attack, HTTP flooding attack, an Application Layer attack and
ICMP Flooding attack which is a Data Link Layer attack. From the results
obtained, Jamming attack and HTTP Flood attack contribute to the highest
reduction in throughput with the ICMP Flooding attack having the least

reduction in throughput.

The Jamming and HTTP flooding attacks tend to drop a lot of traffic thereby

minimizing throughput.
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Figure 4.5: Effects of Jamming and Flooding DoS attacks on Access Point Throughput
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CHAPTER 5: CONCLUSIONS AND RECOMMENDATIONS

This chapter presents the conclusion and recommendations of the study. Section 5.1
presents the conclusion while section 5.2 presents the recommendations and section 5.3

gives the future works.
51  Conclusions

We have also analyzed the performance of Wi-Fi Broadband network when subjected to
DoS attacks using OPNET Modeler. The results indicate that DoS attacks can increase
the number of dropped data packets at the AP in a network, increase packet queue size,
increase end to end delay and increase server response times. From the results we have
concluded that DoS attack has a serious effect of slowing down the upload and
download time of resources and in even more important can cause drop in packets
thereby denying services to users as well as threatening the integrity of data and

availability of the much needed resources.

Comparatively, jamming attacks and HTTP flooding attacks affect throughput more than
ICMP Ping flooding attacks and thus can be considered high risk attacks. Further, we
have noted that Jamming and Flooding attacks contribute to the highest reduction in
throughput and can wreak havoc on usability and do threaten data integrity,
confidentiality and availability. Lastly, attacks launched by multiple attackers also
known as DDoS attacks that send large traffics to the network is able to bring the entire

network or services down as well as affecting the server response times .

52  Recommendations

Wireless Networks are susceptible to Denial of Service attacks. Cyber security threats
exist at all layers of the OSI Model, it is important that security is efficiently and
effectively be embedded into every layer of the OSI model. Unless every layer of the
network is secured, penetration can occur because every step along the path data takes
from source to destination, leaves it vulnerable to attacks. Therefore, fitting security at

every layer of the OSI model is just one piece of a comprehensive cyber security plan.

When considering the application of IEEE 802.11 technology in safety-critical
environments which typically have stringent availability requirements like Public Sector
Organizations, it's wise to be familiar with both the capabilities and risks associated with

the 802.11 protocols in order to put in place adequate security strategies to mitigate
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Denial of Service threats. Wi-Fi security need to be integrated into the overall

organizational network security strategy.

Since users are our most unpredictable network component in the security of these
public sector networks, it is critical to ensure that there is a comprehensive cyber
security plan that addresses best practices and operating requirements on these networks

in order to safe guard them.

5.2  Future Works

This research considered results obtained from simulations. In future researcher can
consider setting a test bed and/ or experiments using real routers, switches, computer and
Wi-Fi devices. Other performance metrics such as jitter, availability, bandwidth usage

can be adopted in future works as well.
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Abstract This paper investigates the effect of Denial-of-Service (DoS) attacks in broadband-Wi-Fi networks involving
public sector networks. Public Sector Networks are home to hundreds of services that have profound influences on citizen’s
lives and work in Zambia. However, the availability of these networks are constantly threatened by DoS attacks as wireless
extensions are generally susceptible to cyber-attacks and may serve as entry points to attacks that might negatively affect and
pose unnecessary risks to the entire network and organization. In this paper, we describe DoS attacks at every layer of the OSI
Model; simulate the DoS Attack, and analyse the effects of this attack on Wi-Fi supplemented broadband networks also
referred to in this paper as Wi-Fi Broadband Networks using OPNET Modeller. Simulation results show that a network under
DoS attack drops on average 10Mbps more packets at the access point, than one without this attack. Further, the end to end
delay is 0.2s more on network under DoS than one without and that a network under DoS attack experience more queued
packets than one without dos attack. The server response time also tends to take long as the number of malicious nodes
increases. These results indicate that DoS attack has a serious effect of slowing down the upload and download time of
resources and in even more important can cause drop in packets thereby denying services to users as well as threating the
integrity of data and availability of the much needed resources.
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