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ABSTRACT

In Zambia part of the electric grid is not monitored, this means that there are no sensors in the
electric grid to enable grid status information to be sent to the power utility. Without these sensors
the power utility finds it difficult to determine when there is a power failure in the distribution
electric grid, especially if the power failure occurs in the Low Voltage level. Usually power failure
management relies on humans. The customer with a telephone is the one whose call initiates the
dispatch of a field crew to attend to power failures. However, this system of addressing power
outages is not very effective and usually results in long durations of system interruptions which
have a negative impact on the social economic activities of the country. This study proposes a
cloud based power failure sensing system to enable automatic power failure sensing and reporting
as well as monitoring of the low voltage power network. A baseline study was conducted to
determine the challenges faced by both ZESCO (Service provider) and the electricity clients in the
current power failure reporting management model. The results from the baseline study indicate
that challenges are being faced by electricity clients when it comes to reporting power failures.
These include failure to get through to the customer call centre due to busy lines, unanswered calls,
failed calls and network failure. Challenges faced by the electricity service provider are the
inability to attend to all the customers through the call centre as customer calls are rejected due to
limited Call Centre system resources, difficulties in determining the power failure location and
poor response to power failures reported. To address these challenges the proposed cloud based
power failure sensor prototype made use of a Voltage sensor circuit, Arduino Microcontroller
board, SIM7600E 4G/GPRS/GSM/GPS module, cloud architecture, Web Application and Google
Map API. This research proves that automating the distribution network is necessary as the results
from the proposed model show reduction in dependency on customer trouble calls, improved
power failure reporting time, automatic update of power failure location information, power utility
visibility of the grid and quick response to power failures resulting in reduced outage durations.
The results of this research were successfully published in the International Journal of Advanced
Computer Science and Applications (IJACSA) Journal Volume 11 Issue 2 February 2020.

Key words — Cloud Technology, power failure sensing, low voltage network, electric grid, cloud
architecture.
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CHAPTER ONE
INTRODUCTION

1.1 Introduction

In this chapter the research study is introduced. The introduction to the research and background
to the study are covered. The problem statement, aim of the study, objectives, and research
questions are also given. This is then followed by the significance of the study, scope of research
and ethical considerations. Finally, the organization of the dissertation and a summary of the

chapter are presented.

1.2 Introduction to the Research

Electrical power systems are extremely huge and complex networks which are integrated for
economic benefits, increased reliability and operational advantages. A power system is mainly

made up three subsystems being generation, transmission and distribution [1].

The electric power distribution grid is the final stage in the delivery of electric power as it carries
electricity from the transmission system to individual consumers. Distribution substations connect
to the transmission system and lower the transmission voltage to medium voltage ranging between
0.4 kV and 35 kV with the use of transformers [2]. Primary distribution lines carry this medium
voltage power to distribution transformers located near the customer's premises. Distribution
transformers again lower the voltage to the utilization voltage used by lighting, industrial
equipment or household appliances. Often several customers are supplied from one transformer
through secondary distribution lines which are at 0.4kV. Commercial and residential customers
are connected to the secondary distribution lines through service drops. Customers demanding a
much larger amount of power may be connected directly to the primary distribution level or the

sub-transmission level [3].

Huge parts of the electric grid especially the distribution network are not monitored in most
developing countries including Zambia. This entails that the utility is not aware of the condition

1



of the distribution network. Due to this, power failure durations are usually long and have a

negative impact on the social economic activities of the country.

Traditionally, distribution systems have included very little smart sensor mechanism with almost
all communications performed by humans. Introduction of automation in the power failure
management of the distribution grid reduce dependency on customer trouble calls and leads to
operator visibility of the grid, reduction of outage duration, crew and dispatcher efficiency savings

and reduction in costs related to restoration and trouble call centre.

There are several sensing methods and techniques which can be used in the distribution electric
grid. The need to maintain CAIDI and SAIDI indices within the allowed performance and prevent
customer inconvenience has driven the distribution utilities to introduce innovative ways of

managing their networks more efficiently and effectively by using sensor-based technologies.

Some of the key applications where sensor based technologies are being used by the utilities for

improving operations, revenues and energy efficiency are:

1. Asset management system — In asset management tiny wireless RFID (Radio Frequency
Identification) tags are placed on a network asset such as distribution transformer or smart meters.
These RFID devices communicate with the intelligent asset management system, which helps the

utilities in asset planning, deployment, tracking and optimization [4].

2. Transformer monitoring system — Sensors on transformers are used in on-line monitoring of
transformer parameters such as Surface temperature, Winding temperature, Transformer oil level
and Oil temperature. This information can be utilized to take proactive action in fault prevention,
thus increasing the reliability of distribution network.

For monitoring winding and oil temperatures temperature sensors are used to detect changes in
temperature of the oil and the windings. Once these changes in the temperature are detected and
are above a predefined thresh hold a signal is sent to operate cooling fans, set an alarm , operate
breakers to offload the transformer and send signals through the communication network to the

operations centre for monitoring and further analysis [5].

3. Fault management and service restoration — In fault management fault passage current sensors

on Low voltage distribution systems can measure the current flow in real time and help in the early



detection of overloading, short circuit or earth fault [4]. A high accuracy current sensor monitors
the phase current flowing and when that current level exceeds a user-selectable threshold (as a
result of a phase-to-phase or phase-to-ground fault) the fault is detected by use of a customized
programed microprocessor which gives an output indication through a mechanical flag indicator
and LED indicators. These sensors are connected to the communication network through a

communication module to send the fault information to the operations centre [6].

4. Real time network analysis - Supervisory Control and Data Acquisition (SCADA) at the
substation get regular data from remote sensors via Remote Terminal Units (RTUS) in real time,
which is analyzed to know the state of the networks. These remote terminal units consist of central
processing units, communication modules and input/output modules to collect information from
substation equipment through sensors [7]. In the substation sensors such as current and voltage
instrument transformers to capture current and voltage from an electricity line, auxiliary contact
on the breakers and isolators for status indication and temperature sensors on the transformers act
as input to the RTUs. These RTUs in turn relay the information through the communication
network to operation centers. Sensor-based technologies helps in network fault prevention,

optimization and planning by making predictive analysis possible [8].

5. Power quality monitoring - The power quality of an electrical distribution network is affected
by power line disturbance such as wave shape faults, overloading, capacitor switching transients,
impulse transients or harmonic distortions. In monitoring power quality each sensor unit measures
and records harmonic and inter-harmonic frequencies present on the main electricity supply at
specific locations [4]. Voltage and current sensors of a power line capture the voltage and current
and feed the information to a microprocessor which is programmed to extracts power quality
information such as harmonics and over voltage. This information is in turn fed into an analytic
software module which does analytical modeling for power quality and stores information into a
database.The recorded data is then periodically transmitted through a wireless or wired
communications network to a centralized database, where the information can be analyzed and

stored.

6. Peak load management - Intelligent electronic appliances fitted with sensors can communicate
with the electric grid in real time to switch off or defer operation to cheaper off-peak hours, thus

helping in energy balancing during peak loads. For load management smart meter sensors measure



the energy consumption of consumers and transmit that information to the operations centre
through communication networks [4]. Using these smart meter sensors the power utility can
control the energy consumption by turning off customer devices such as air cons and geysers.
Apart from installation of sensors in the home, energy consumption sensors can be installed on
electricity lines to measure energy delivered to customers on each line. These sensors sense the
energy consumed and relay that information to the power utility through a communication
network. Based on the energy measured the power utility can send a signal to cut off power by
opening the circuit breaker of the lines [9].

7. Automated demand response - Automated demand response refers to a smart grid device or
application interacting with customers to influence their consumption of electricity or their load
demand during select time periods. This signals customers to decide to lower their consumption
or shed electricity during peak periods, and shift their demand to off-peak periods to save energy
costs [4]. Demand response relies on an advanced metering infrastructure (AMI), i.e., a two-way
communication infrastructure between a utility’s enterprise network and its smart meters, whose
purpose, besides automatic meter reading, is providing up-to-date tariff information to customers.
An AMI infrastructure consists of a Neighborhood Area Network, where nodes called collectors
collect meter data from downstream smart meter sensors and forward the data upstream toward

the backhaul network to the operation centers for monitoring and analysis [9].

The distribution network is an important element of the total electrical supply scheme as it is the
interface between the transmission system and the customers. It has been reported that 80% of the
outages that occur at customer premises are due to failures in distribution networks [10]. To
mitigate the customer interruption costs due to power failures, distribution systems need a
distribution automation system for power failure detection [11] [12]. Automation of the power
failure management system is critical for detecting a power failure and its location to enable rapid
restoration of supply. Location of the geographical position of the power failure is important to
keep the stability of the power system after fault detection. In [11] it is pointed out that the reduced
number of customers interrupted and the associated customer minutes of interruptions are the

primary major benefits of automated power failure sensing systems.



The electricity industry faces constant power failures, which require an effective and modern way
of power failure fault management. This study is an attempt to develop a power failure sensing

and management model for electricity clients in Zambia. This model will be cloud based.

1.3 Background to the study

The Zambia electricity grid is a system of electric transmission lines linking generators to loads
and comprises substations and transmission lines at 330 kV, 220 kV, 132 kV, 88kV, 66 kV, 11kV,
33kV and 0.4kV voltage levels. It is built on a robust back bone of 330kV from the southern part
of the country through Lusaka and Central provinces to the Copperbelt [13].

This electricity grid is mostly operated by Zambia Electricity Supply Corporation (ZESCO).
ZESCO Limited is a vertically integrated electricity utility, which generates, transmits, distributes
and supplies electricity in Zambia. ZESCO’s mission is making it easy for people to live a better
life. In order to make it easy for people to live a better life it is necessary that reliable electricity is
provided to the customer.

Due to favorable economic development, the demand for electricity in Zambia has been increasing
at average annual rates of 3-4 percent. The Zambian government has projected an increase in the
rural electrification rate from the current 2 percent to 50 percent by the year 2050, while urban
electrification rate has been projected to increase from 48 to 90 percent by 2030 [14]. On 27" July
2019 ZESCO connected the one millionth customer to the national grid [15]. The corporation has
witnessed growth of about 400 % between 2000 and 2019, with the customer base increasing from
200,000 in the year 2000, to about 900,000 in the year 2018 and consequently 1,000,000 customers
in 2019 [15]. An increase in the customer base for the Zambian electricity industry comes with an

increase in electricity grid network and subsequently increase in power outages.

In spite of the increase in economic development and electric grid network, availability and
reliability of electricity supply is a major concern. The country has vast natural resources vital for
electricity generation such as the conventional fossil fuels coal and renewables like large
hydropower and strong solar radiation yet the country experiences frequent and prolonged power
outages. With Zambia being part of the sub Saharan African countries which have a total duration

of outages averaging approximately 800 hours a year [16], it is important that reliable and efficient



automatic power failure sensing systems are put in place to reduce on outage durations as well as

ensure customer satisfaction. This will ensure reliable and efficient electricity supply.

Power failure remote sensing is necessary for acquisition of data from anywhere without the need
for physical visits. It relies on sensory objects to sense and collect data from remote in real time
and relay that information to a central place.

It is important that reliable and efficient electricity supply is provided through remote sensing

technology to ensure security and reliability of the electrical energy infrastructure.

1.4 Problem Statement

In Zambia, part of the electric grid is not monitored [17]. This makes it difficult for the service
provider to determine when there is a power failure or no electricity supply in the distribution
electric grid, especially if the power failure occurs in the 0.4kV voltage level. Electricity Clients
usually have to call and inform the utility’s customer service to report a power failure. The utility
usually becomes aware of the power failure only when the customer reports it as they are unable
to monitor the low voltage level. However, this system of addressing power outages is not very
effective and usually results in long durations of system interruptions as the customer usually
experiences challenges when reporting power failure to the power utility resulting in the utility not
knowing about the power failure for some time. Such prolonged power failure outages usually
have a negative impact on businesses as it leads to loss of business revenue for electricity clients
running businesses dependent on electricity. Further, it is an inconvenience for customers using
electricity for daily household activities. For critical institutions like hospitals and clinics, this can
be catastrophic as it may result in loss of lives.

Some utilities and agencies have surveyed the power outage causes in power systems and it is
reported that about 80% of the power failure outages are caused by the faults in the distribution

system [18]

This study will attempt to address and improve on power failure reporting management through
sensing and cloud based technologies applied in the distribution system. The research study further

seeks to propose a means of automatic power failure sensing whereby power failure notification



and location is automatically sent to the power utility without the need for the customer to call the

customer service center to report the power failure.

1.5 Aim of Study

The aim of the study is to design and develop a cloud based power failure sensing system to enable
automatic reporting of power failure to the power utility as well as enable monitoring of the low

voltage power network in Zambia.

1.6 Research Objectives

This research was guided by the following objectives

i) To assess the challenges faced by both ZESCO (Service Provider) and the Electricity
clients in the current power failure reporting management model.

i) To develop a model based on cloud and sensing technology for power failure reporting
management based on the current business model for ZESCO.

iii) To develop a prototype for sensing and reporting power failure based on the model
developed in the second objective.

1.7 Research Questions

This research was guided by the following research questions

i) What are the major challenges faced by ZESCO and electricity clients in the current power
failure reporting management model?

i) How can we develop a power failure reporting management model based on sensing and
cloud technologies for the electricity grid in Zambia?

iii) How can we develop a prototype for sensing and reporting power failure based on the

model developed in the second objective?



1.8 Significance of the Study

i) The future grid is a smart grid. A grid with sensors, computers, automation, and new
technologies and equipment working together is what will make up the smart grid. Sensors in
the electric grid make up the future of the smart electric grid. The Zambian grid is not a smart
grid, this entails that research needs to be conducted on how to make this grid smart. This
research attempts to do that by proposing the use of a cloud based sensing system in the
distribution network. The development of an automated power failure reporting management
model will help ZESCO management to ensure that power failures are attended to and resolved
quickly, thereby ensuring reduction in duration of power outages and hence lead to reduced
economic losses, lost productivity, and customer inconvenience.

i) Power sensors in the distribution electric grid will enable the power utility visibility and
situational awareness of the electric grid which would assist in operations and maintenance of
the electric grid to ensure reliability and stability of the grid. The data from the sensors would
assist in performing system diagnostics to support faster and accurate response and could be
used as inputs to algorithms to assist in electric grid decision making.

iii) The study has contributed to the academic body of knowledge and has formed a basis for more
detailed research work on the same or similar research topic in the future. The findings of this
study have been published in the International Journal of Advanced Computer Science and
Applications (IJACSA), volume. 11, issue 2, pages 392-405, 2020

1.9 Scope of the Study

The scope of the study will be limited to the ZESCO power failure management model for the
Low Voltage distribution electricity network (0.4kV). The study conducted will concentrate on
electricity clients in Lusaka district townships.

1.10 Ethical Considerations

Participants will be treated with respect and consent will be obtained from them before they
participate in the study. Participants will have the right to understand what the researcher is doing

and the researcher will share the findings with them for their reactions among others.
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1.11 Organization of the Dissertation

This dissertation is organized into five chapters. Chapter 1 is the Introduction to the Research. In
this chapter, a brief overview and background of the work in this dissertation is given. Then the
problem statement, aims, objectives, research questions, significance of the study and ethical

consideration is presented. This chapter concludes by giving an outline of the dissertation.

Chapter 2 looks at the background theory and related works. In this chapter, Firstly, a review of
the power failure management is conducted and the current status of the Zambian distribution
electricity network is given. This is followed by an extensive review of cloud computing and Power
sensing components stating the characteristics of these technologies and suitability for use in this
research. This is then followed by a brief review of Cellular communication technologies and
software development approaches. Lastly, this chapter closes by looking at related works to cloud

and Sensing technology.

The research methodology is given in Chapter 3. In this chapter, the materials and methods used
to conduct the baseline study and implement the system are presented. In Chapter 4, the research
findings and discussion of the baseline study and the system implementation are presented. Finally,

in Chapter 5 the recommendations and conclusions are given.

1.12 Summary

In this chapter, the basic introduction of the work in this dissertation was given. The electricity
distribution process was described together with the application of sensors in the electric grid. The
need for an automated power failure sensing and reporting system was also discussed. The problem
statement, aim, objectives and research questions were then outlined. Finally the significance of
study, scope of study, ethical considerations were given and the chapter was closed with the outline

of the dissertation.



CHAPTER TWO
LITERATURE REVIEW

2.1 Introduction

In this chapter, the literature and the works related to this research study are reviewed. The
literature review was conducted to find out what is known about the subject matter. The literature
review covers technologies thematic and related to this research. Firstly, a review of the power
failure management and current status of the distribution grid is conducted followed by an
extensive review of cloud computing, sensing components stating the characteristics of these
technologies and suitability for use in this research. This is then followed by a brief review of
cellular communication technologies and software development approaches. Lastly, this chapter

closes by looking at works related to cloud and sensing technology.

2.2 Power Failure Management in the Distribution Grid

Huge parts of the electric grid especially the distribution network are not monitored in most
developing countries including Zambia. This entails that the utility is not aware of the condition
of the distribution network unless informed by the customer or substation superintendents. Due to
this, power failure durations are usually long and have a negative impact on the social economic
activities of the country. In [19] it is indicated that Power supply in most African countries is
unreliable with the World Bank enterprise surveys indicating that most African enterprises
experience frequent outages. Long power failure duration results in economic losses, lost
productivity, and customer inconvenience [11]. Approximately, 90% of these outages and
disturbances are in the distribution network therefore much attention should be given to improving
the power system in the distribution network [20]

Traditionally, distribution systems have included very little smart sensor mechanism with almost
all communications performed by humans. With little or no sensors in the distribution grid, power
failure management relies on humans. The customer with a telephone is the one whose call initiates

the dispatch of a field crew to restore power. Operations consists of manual equipment switching,
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and manual collection of load, energy consumption and abnormal event data [21]. The power
failure management systems consist of trouble call centers, computer networks, manual utility
procedures to identify, diagnose and locate power failure faults, provide feedback to affected
customers, dispatch repair crews, restore supply, maintain historical records of the outage, and
calculate statistical indices on electrical outages [22]. In this system trouble calls from customers
being the primary source of outage notification is the least reliable method because sometimes
customers may not be aware of the power outage and may not call resulting in long outage
durations [23]. According to [20] customers report only one third of outages in the first hour of
outages. Further, customers would not respond instantly to the outages, not bothering to make the
call if the outage happens during the night time [20] . Lack of smart sensors in the distribution
network results in grid operators’ poor visibility of the grid and a lack of situational awareness
[24] which leads to long durations of power outages raising the utility’s System Average

Interruption Duration Index (SAIDI) and Customer Average Interruption Duration Index (CAIDI).

Introduction of automation in the power failure management of the distribution grid reduce
dependency on customer trouble calls and leads to operator visibility of the grid, reduction of
outage duration, crew and dispatcher efficiency savings and reduction in costs related to restoration
and trouble call centre [22]. Messages from smart sensors in the distribution grid can be used as
input to the fault diagnosis and fault location algorithms and enable them operate efficiently and
effectively [22]. With these input messages outage and restoration notifications are instantly sent
to the utility [23]. These notification would provide wide-area grid awareness, integrating real time
sensor data, provide rapid information about blackouts as well as insights into system operation
for utilities [24]. Additionally automation of the distribution grid would enable sensing of system
overloads, provide rerouting of power to prevent or minimize a potential outage, support faster
and accurate response, enabling rapid diagnosis and improved decision support [24]. The messages
from the smart sensors requires a communication network for transmitting of data to the grid
operators and data centre for analysis of the data. The application of sensing and cloud computing
technologies enables automatic detection of data from the distribution network and ability for the

utility to view, analyze and store this data in data centers.
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2.3 Current Distribution Electric Grid Status in Zambia

In Zambia the distribution network consists of voltage levels 33kV, 11kV and 0.4kV. The 0.4kV
voltage level is where customers are connected to the electric grid [13]. In Zambia the entire 0.4kV
electric grid is not monitored. Monitoring of the distribution electric grid usually ends at 11kV
voltage level. Monitoring of the 33-11kV is through the Supervisory Control and Data Acquisition
system consisting of remote unit sensors installed in the substations. Monitoring of this voltage
level is limited to monitoring of only the outgoing feeders from the substations. The monitored
parameters are status of the equipment in the substation and power measurements. This monitoring
is made possible through the use of Remote Terminal Units (RTUs) which collect status of
equipment such as breaker and isolator status and measurements such as voltage and current [7].
The information collected by the RTUs is transmitted to operation centers for monitoring and
analysis. Most of the 33-11kV electric grid network consists of power lines branching off from
the main electricity lines coming from the substations. The power line branches are where pole
mounted transformers are installed to step down the voltage to 0.4kV voltage level and supply the

customer through service cable drops.

There are no sensors installed on the power lines branching from the main electricity lines and on
the 0.4kV power lines. This entails that the power utility has no visibility or situation awareness
of this part of the electric grid. When a fault occurs in this part of the electric grid the power utility
is not aware until it is reported by the customer. Usually customer calls, sms or physical report is

what initiates the dispatch of personnel to attend to the fault.

Installation of sensors in this part of the distribution electric grid is needed to enable visibility and
situational awareness of the grid. Smart sensors installed either at the customer premises or directly
onto the distribution line will enable the monitoring of this electric grid. These sensors would
enable monitoring of the various faults associated with the distribution electric grid such as power
failure, low voltage, short circuit faults resulting from line-to line fault, double line-to-ground fault,
single line-to-ground fault and three phase fault, open circuit faults and transformer faults [25].

12



2.4 Cloud Computing

2.4.1 Definition

Defining cloud computing depends on the expert talked to, cloud computing can be defined from
various perspectives but a major and generally accepted definition of Cloud Computing comes
from the National Institute of Standards and Technology (NIST). The NIST definition essentially
says that: “Cloud computing is a model for enabling convenient, on-demand network access to a
shared pool of configurable computing resources (e.g., networks, servers, storage, applications,
and services) that can be rapidly provisioned and released with minimal management effort or
service provider interaction ” [26].

The cloud is defined as a network or internet, which is present at a remote location. Cloud
computing can provide services over a public or private WAN, LAN or VPN Network [27]. Cloud
computing enables network access to a shared pool of networks, servers, storage, applications, and
services [28]. In cloud computing users use the internet to access software running on hardware in
a data center without knowledge of, expertise with, or control over the technology infrastructure

that supports them [29].

2.4.2 Cloud Computing Technology

Cloud computing technology is based on the computing platform of the internet. This allows the
user to be able to access the resources as long as they have access to the internet. Cloud computing
refers to both the applications delivered as services over the Internet and the hardware and systems
software in the data centers that provide those services [30]. The computing hardware resources
can be shared, providing data storage services for different users and a platform for running
different applications [31] [32]. Depending on the cloud deployment model the user of cloud
services never has to buy or upgrade computing hardware and software and does not need to worry
about disaster recovery therefore significantly simplifying business continuity planning [32].
Cloud computing technologies have four deployment models namely private, public, community
and hybrid deployments [33] [34] [35]. These deployment models define the purpose of the cloud
and the nature of how the cloud is located [33]. Cloud computing offers many services such as
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CPU, memory, storage, web services, multimedia, custom software, operating system and virtual
machines through service models namely Infrastructure as a service,(laaS), Software as a
service(SaaS) and platform as a service (PaaS) [36] [37] [38]. These deployment and service
models enables cloud computing to offer high reliability, high efficiency, scalability, large storage
capacity and low cost which enables it to be used in many applications such as agriculture sensing,
distributed data collection and sensing, Remote Tracking and Monitoring, Animal Behaviors,
Environmental Condition Monitoring, Building Surveillance and Security, Healthcare Monitoring,
Smart Meter Readings, Aviation and Aerospace Safety [39].

2.4.3 Cloud Computing Architecture

According to [29] cloud computing architecture refers to the software and hardware systems
involved in the delivery of cloud computing services. The architecture consists of deployment and

delivery models. Figure 2.1 below shows the cloud computing architecture.

[ araad | On-Demand
Charactensies
Resource Pooling

Software as a Platform asa Infrastructre as a

Service (Saa$) Service (Paas) Service (laaS)

Figure 2.1 Cloud Computing Architecture [40]
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2.4.3.1 Deployment Models

A deployment model defines the purpose of the cloud and the nature of how the cloud is located
[33]. Cloud computing has the following deployment models

a) Private Cloud
This is a cloud architecture which is designed to be used exclusively by a single organization [26]
[34]. A private cloud can be built and managed by the organization’s own IT specialists, by a cloud
provider or by third party such as an outsourcing firm [41]. Data centre setup, installation and
maintenance costs are borne by the organization which returns complete control of the cloud
services to ensure reliability and security [35]. Private clouds maybe on or off premises and can
only be accessed within the organization it has been designed for. The organization for which the
cloud is designed owns the cloud infrastructure and controls how the applications are deployed
[35]. Private cloud offers the advantages of higher security, privacy and more control but comes

with disadvantages of more restriction and high cost [27].

b) Public Cloud
Public clouds are clouds which are run by third parties with applications of various customers
running on the clouds servers, storage systems and networks [41]. An organization selling cloud
services owns the cloud and makes it available to the general public. It is sold on demand though
it can be free to use. In instances where the service is sold the customer usually pays for the CPU,
storage, or bandwidth they consume [42]. Leading public cloud providers include Amazon Web
Services (AWS), Microsoft Azure, IBM SoftLayer, and Google Compute Engine [42]. Public
cloud comes with the advantage of low cost, reliability and high scalability but also has
disadvantages such as low security and being less customizable [27].

c) Hybrid Cloud
A hybrid cloud is a combination of multiple cloud architectures which interoperate through some
standardization and protocols [38] [28].In hybrid cloud, public and private cloud architectures
interoperate with non-critical processing and information being stored on the public cloud and

critical information and storage being done on the private cloud [28]. Hybrid cloud offers the
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advantages of being scalable, secure and flexible. The disadvantage associated with hybrid cloud

is network complexity [27].
d) Community Cloud

A community cloud is a cloud architecture which is shared by a group of organizations with
common goals and similar projects [28]. The organizations in a community cloud share common
concerns such as their mission, policies, security and regulatory compliance needs [38]. The cloud
computing services are hosted by a data centre of a third party enterprise or one of the organizations
part of the cloud community. Community cloud provides advantages of low cost because of shared
infrastructure but has disadvantages of low security [27].

2.4.3.2 Service Models

The cloud computing services can be delivered by using three service models which control at
what level the resources are offered and dictate organization control over the computing resources
and applications [36]. These service models are Infrastructure as a service (laaS), Platform as a
service (PaaS) and Software as a Service (SaaS).

In Infrastructure as a service model the client does not need to provide the infrastructure. The
cloud computing services are provided in form of hardware, network and storage devices as on
demand service [37]. It allows users to deploy and run operating systems and applications allowing
the provision of CPU Cycles, storage capacity, network infrastructure and servers automatically
through a web based management console [1]. It is applied where demand on infrastructure is

constantly changing and for new organizations without capital to invest in infrastructure [26] .

In Software as a service model cloud provider owned applications running on the platform and
infrastructure are provided for the client. The provider installs, manages and maintains the
applications [43] and the customer’s responsibility is to enter and manage its data and user
interactions and do not need to be aware of the infrastructure or platform on which the application
is running [38]. SaaS is scalable, accessible worldwide and users do not have to concern
themselves with updates, hardware installation, license payments, middleware configurations,
system administrations for subscribers and thus software installation, configuration, and

customization is accelerated for them [36]. SaaS is applied in areas where applications have a
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significant need for web or mobile access, were software is to be used for a short term and were
software demand spikes significantly [26].

Platform as a service model offers the client the platform for execution and development of
applications. Servers, operating system and network connectivity are provided by the service
provider and are not managed by the customer [1].The development environment is determined by
the cloud provider and the client has control over installation and management of the applications

being deployed and application environment settings of the platform [40] [38].

2.4.4 Advantages and Disadvantages of Cloud Computing

Advantages

Cloud computing is said to offer the following advantages most of which enable it to be applied

in remote sensing.
i) Flexibility

There is no limitations in the resources that can be used nor the medium through which cloud
services can be accessed and used. The cloud computing services can be accessed anywhere at any
time making them suitable for use in remote monitoring [44] [26].

i) Low Cost

Companies using cloud computing services save on hardware as they utilize the resources of the
cloud hosting companies for storage of data and applications [44]. There is also a saving in the
software updates, management costs, and data storage costs as this is done by the hosting company
[44]. Providing hardware and software based on the requirements of the users results in cost
savings [1]. The customer only pays for the infrastructure that is being used and is not responsible

for the entire infrastructure that may be in place thus saving on cost [45].
iii)  Speed and Scales

There is no need to procure and setup hardware and software as these are already setup and
provided by the cloud services provider [44]. Cloud computing offers rapid deployment model of
applications and the user can easily increase or decrease applications used according to their

requirements [44].
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iv) Easier Management of Data and Information

Data is centrally located and well organized making it easier to manage and all transactions are

recorded making it easier to track employee activities [45]. Whilst resources are managed more

effectively and efficiently by having the applications request and relinquish only what they need
[45] [46].

V) Device Diversity

Cloud computing services can be accessed anywhere on any device as long as there is access to
the internet [1].

Vi) Increased Storage Capacity

The cloud resources offered can store more data than our personal computers saving users from

having to spend on increasing the memory capacity of computers [1] [26].
vii)  Easy to Learn and Understand

Cloud computing services are easy to learn and understand since they are based on technology

which users are mostly familiar with such as internet, Gmail and Google [46].
viii)  Automatic Updating

Updating of software on cloud computing is automatic, saving companies time and effort to update
multiple servers [46] [26].

iX) Customize Setting

Customization of business applications in cloud computing makes businesses more competitive
[46].

Disadvantages
)] Dependency

The users of cloud computing are too dependent on the cloud service provider as all the data is

stored by the provider [46].

18



i) Risk
There is a risk of losing information stored on the cloud as the user has no control on the operation
of the cloud resources [46].

i) Requires a Constant Internet Connection

Cloud computing relies on an internet connection making it dependent on the reliability of the
internet connection. When internet connection is offline so are the users and the cloud computing

resources offered, resulting in the user not being able to access the data stored on the cloud. [46].
iv) Security

Determining and maintaining the security of data stored on the cloud is difficult since it is handled

and stored on third parties’ resources which are usually shared amongst a number of users [26].
V) Migration Issue

Usually migration from one cloud services provider to another becomes an issue since it involves

transfer of huge amounts of data [26].

2.4.5 Characteristics of Cloud Computing

The basic cloud architecture consists of two main parts. The front end and back end offering

services that can be used in sensing and remote monitoring.

2.4.5.1 Cloud Computing Front-End

This is the client part and consists of interfaces and applications required to access cloud
computing resources through devices such as desktop computers, mobile phones, tablets, laptops,
smart phones and workstations [44]. The clients request for services from the service provider
choosing their service in real time and customizing them according to their requirements [1]. The
front end clients are also referred to as the cloud consumers as they utilize cloud services. The

clients can be categorized into three and these are

i) Mobile Clients — these are clients who are always on the move and consists of devices such
as smart phones, PDAs, iPad, tablets [1].
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i) Thin Clients — these are clients without their own hard disk but have enough capacity to
access cloud computing resources [1].

iii) Thick Clients — these are clients with their own processors and hard disk to access cloud
computing resources [1].

The client end enables the monitoring of sensed parameters from remote sources such as
measurements in electricity grid, status of equipment, food storage management, inventory

management and condition monitoring [47] [48] [49]

2.4.5.2 Cloud Computing Back-End

The backend of cloud computing offers huge storage services for information collected to be stored
on remote servers, and then be accessed via the internet [44]. It consists of servers, huge data
storage, security, deployment models, service and cloud infrastructure that create the cloud of
computing services and is usually referred to as the cloud service provider end [44]. The backend
is where the service provider have their information and communication infrastructure consisting
of virtualized application and storage servers connected to each other in a network. The backend
server may be geographically separated to enable the service provider to serve client anywhere in
the world with high speeds [1].

2.4.6 Cloud Computing and the Electric Grid

The data obtained from an automated electric grid includes real-time online measurement and
status data, equipment condition, basic information, test data, operating data, defect data,
inspection records and other information [50]. The amount of data is huge and requires large
storage capacity and reliability. The automation of the grid also requires the use of different third
party applications which requires sharing of information with consumers [51]. The various
applications used in electric grid automation requires time-varying computational needs, reliable
data storage, ease of access and availability [52]. Cloud computing provides the services required
for this data management such as computing and storage services, scalability, security, ease of

sharing data, access of data through the internet and cost effectiveness [53].
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2.5 Sensor Technology

2.5.1 Introduction

Sensors and sensor systems provide safety, security, and surveillance, besides ensuring that our
environment is monitored. Sensors are an interface between the physical world and the world of
electrical devices used in many equipment and applications to detect and monitor change [54].
Microprocessor enabled products which need electrical input voltages in order to receive
instructions and information provides an opportunity for the use of sensors in a wide variety of
products. By use of a wide range of sensing techniques sensors are able to measure chemical,
biological, and physical quantities [55]. The action of sensing creates an output signal, via a
transduction process, that must be processed and transmitted in some manner in order for a person
or another device to do something useful with it [56]. Sensors having the capability to acquire,
process, and output measurements over a data bus in a single package are referred to as smart
sensors. Radio communications, sampling, remote manageability, and enclosure features can
enhance the capabilities of these smart sensors to deliver smart sensor systems [57]. In smart
sensor systems signal conditioning, data processing, transmission, storage, and display of the
sensor measurement is provided by a combination of hardware and software. According to [55] a
sensor with a microcontroller, a wired/wireless interface, and memory is called a sensor platform.
Sensor platforms are able to detect physical quantities such as pressure, movement, temperature,
heat and light enabling applications in electrical grid monitoring, cars, machines, aerospace,

medicine, manufacturing and robotics.

2.5.2 Definition of Sensors

Sensing technology consists of transducers called sensors and actuators. Transducers are devices
that converts a signal from one physical form to a corresponding signal having a different physical
form. A sensor is usually referred to as an input transducer and an actuator as an output transducer
[58]. According to [54] a sensor is a device that measures a physical quantity and converts it into
a signal which can be read by an observer or by an instrument. Figure 2.2 shows sensor input and

output.
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Figure 2.2 Sensor Input and Output [58]

2.5.3 Sensor Platforms

Sensor Platforms are platforms with a microcontroller, a wired/wireless interface, and memory.
They are able to interface with external sensors and have an interface for programming the
microcontroller to perform a specific function [55]. Radio communications, sampling, remote
manageability, and enclosure features on smart sensor platforms enables them to deliver smart
sensor systems [55]. Smart Sensor systems integrate signal processors, and intelligence capabilities
in a single chip [59]. They incorporate sensing and transduction functions with an analog interface
circuit, amicrocontroller with an integrated analog-to-digital converter (ADC), and an input/output
(I/0) bus interface in a single integrated package [57]. [55] Further mentions that physically or
wirelessly connecting sensor hardware and actuators to the sensor platform’s sensor interface
(digital or analog) makes the platforms useful for prototyping. Many sensor platforms exist but the

most common sensor platforms are Arduino, Shimmer, and smartphones.

2.5.4 Microcontrollers

More and more advanced semiconductor devices and equipment’s have been built with very high
intensity and density because of the increased development of Very Large Scale Integrated Circuits
(VLSI) in recent years. Millions of MOSFETS integrated in a very small semiconductor chip to
generate multifunction processors make up Microprocessors [60]. A microprocessor is a VLSI
device that can be programmed to perform specific functions or tasks [60]. One of the most popular
and important microprocessors is the Central Processing Unit, or CPU, which is the center of a
computer and used to process and coordinate all operations on a computer. By combining

microprocessors with a memory unit, and I/O ports into a single semiconductor chip a

22



microcontroller system can be built [60]. Figure 2.3 shows the structure of a microcontroller

system.
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Figure 2.3 Basic Structure and Configuration of a Microcontroller System [60]

A microcontroller is an integrated circuit consisting of a Processor, Memories, Peripherals, Inputs

and outputs.

2.5.5 Microcontroller Development Boards

A Microcontroller development board is a printed circuit board (PCB) with circuitry and hardware
designed to enable testing with a certain microcontroller board’s features [61]. Microcontroller
development boards are used in the largest phase of product design and manufacturing cycle called
the design and prototyping phase [62]. Microcontroller development boards are used in the design
and prototyping phase to save time. The Development boards are combined with a processor,
memory, chipset and on-board peripherals like Liquid Crystal Display, Keypad, Universal Serial
Bus, serial port, Analogue to Digital Converters, RTC, Motor Driver ICs, SD card slot, Ethernet,
etc. with debugging features [61]. In development boards all of the hardware and circuitry are
already assembled making experimentation and general prototyping much easier and preventing
doing of repetitive tasks [62]

2.5.5.1 Types of Microcontroller Development Boards

The two commonly used development boards are Arduino and Raspberry Pi. This study will focus
on Arduino because it is the microcontroller used to develop the prototype.
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a) Arduino

The arduino microcontroller board is usually used in prototyping. It is described in [63] as being
the simplest and most powerful open source platform for electronics and prototyping based on
Atmel AVR processor hardware and software [63]. Arduino is based on a simple input/output (1/0)
board and a development environment that implements the Processing language [64]. Arduino is
composed of two major parts: the Arduino board and the Arduino IDE.

)] Arduino Board

The Arduino board consists of a simple input/output board combined with a processor, memory,
chipset and on-board peripherals like Liquid Crystal Display, Keypad, Universal Serial Bus, serial
port, Analogue to Digital Converters, RTC, Motor Driver Integrated Circuits, SD card slot,
Ethernet, etc. [61] [64].

i) Arduino IDE

The Arduino Integrated Development Environment is a special program which can run on a
computer. It uses a simple language modelled after the processing language to allow for code to
be programmed for the Arduino board microcontroller [64]. The IDE translates the code into C
language and then using the compiler this code is translated into a form which can be processed

by the microcontroller [64].
Advantages of Using Arduino

The use of the Arduino development board has risen in popularity because of its many advantages

such as

i) Inexpensive - compared to other microcontroller platforms, Arduino boards are relatively
inexpensive. The hardware used is cheap and replacements do not cost much. [63] [64]

i) Ability to run on Cross-platforms - The Arduino Software (IDE) can be installed and run
on various operating systems such as Windows, Macintosh OSX, and Linux operating
systems. Most microcontroller systems are limited to Windows [63].

iii) Simple and clear IDE software environment - The Arduino Software (IDE) is easy-to-use
for beginners and enough for advanced users to take advantage of as well. Programming is

via a USB port making it easy since most modern computers have USB ports. [64]
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iv) Open source and extensible software - The Arduino software is open source and can be
extended by experienced programmers. The language can be expanded through C++
libraries. [63]

v) Open source and extensible hardware - The plans of the Arduino boards are issued under a
Creative Commons license making it possible for experienced circuit designers to extend

and improve it [63].

2.5.6 Sensor Platforms and the Electric Grid

The interconnected nature of the electric grid demands that grid variables and assets are monitored
at all levels. Sensor platforms provide that monitoring needed. Sensors in the electric grid are
needed to measure a wide range of physical parameters [65]. These physical parameters which
need to be sensed in the electric grid include Voltage, current, power, power factor, frequency and
harmonics. The sensors detect and measure power flow, voltage level, and power quality from the
generation, transmission and distribution systems [66]. The electric grid employs a multilayer of
sensors including electrical, mechanical, chemical, potential and current transformers [66].
Sensors in the distribution network are usually sparse and in most networks entirely absent. [67]
Suggests that the use of smart line sensors are options that can be used for distribution grid power
state monitoring. In [65] they mention that information received from sensors can assist in grid
planning involving planning the generation, transmission and distribution, grid operations which
involves real-time monitoring of electrical equipment to ensure stability and reliability and then
finally in events analysis to prevent disturbances and outages. Additionally sensors in the electric
grid can be used to determine the state of power, faults, devices, outages, topology and power
quality [67].

2.6 Cellular Wireless Communication

2.6.1 Introduction

Wireless communication involves the transfer of information between points that are not
connected by an electrical conductor [68]. Most wireless technologies use radio waves whose

distances can be a few meters or thousands and millions of kilometres [68].
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Wireless networks can be classified according to the communication signal range and application,
into wireless wide area networks (WWANS) , wireless metropolitan area networks (WMANS) ,
wireless local area networks (WLANS), wireless personal area networks (WPANS), and wireless
body area networks (WBANSs) [69] [70]. Table 2.1 shows the basic characteristics of wireless

networks
Table 2.1 Basic Characteristics of Wireless Networks [69]

Classification Cnmr:‘::’;:atmn Examples Current major applications
WWAN > 10 km GSM, UMTS Mobile Internet access
WMAN <10 km I[EEE 802.16 Broadband Intermet access
WLAN < 100 m IEEE 802.11a/b/g/n | Internet access, file sharing
WPAN <10 m IEEE 802,15 TG1 File sharing, headset
WBAN <]l m IEEE 802,15 TGo6 Body senor network

Wireless wide area networks are also referred to as cellular networks. Wireless Wide Area
Networks use licensed frequencies and extend beyond 50 kilometers [70]. Through multiple
satellite systems or antenna sites looked after by the service provider, cellular networks can be
maintained over large areas. There are mainly two available WWAN technologies: Cellular

networks and Satellites [70]. This literature review will focus on cellular networks.

2.6.2 Cellular Networks

The cellular network technologies, 4G and forthcoming 5G wireless services are a rapidly growing
industry and have increased an organization’s ability to reach customers regardless of their
locations. Cellular technologies have evolved over the years beginning with first generation (1G)
cellular systems, through second generation (2G) and third generation (3G) systems, and then
fourth generation (4G) systems. With the fifth generation systems being currently developed [71].
The first generation is no longer in use so this research will concentrate on the 2", 3, 4™ and 5%

generations of cellular networks.

2.6.2.1 Evolution of Cellular Systems

Cellular systems started with 1% generation which is no longer used as it offered limited services.
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The 2" generation systems based on digital, supporting voice and low speed data were discovered
in the late 1990s [72]. They use TDMA (time division multiple access) and CDMA (code division
multiple access) which enables it to offer higher spectrum efficiency, better data services, and
more advanced roaming than 1G systems [73]. Its main aim was to use the bandwidth of 30 to
200 kHz with data rate of 64kbps to deliver services like Text, Pictures, SMS, e-mails etc. [74].
With downloading being an issue and browsing speed low, users were not satisfied with the data
rates which lead to 2.5G and 2.75G being introduced [74]. 2.5G and 2.75G provided users with
more browsing speed and allowed downloading of mp3 songs by increasing data rates to 144kpbs
and 180kbps respectively. 2.5G and 2.75G were referred to as GPRS (General Packet Radio
Service) and EDGE (Enhanced Data rates for GSM Evolution) cellular technologies [75]. The
basic disadvantages of 2" generation cellular systems include having no support for higher data
rates, weak digital signal and inability to handle complex data.

2.6.2.2 Third Generation Cellular Systems

Third generation cellular systems were developed to meet the growing demand in network
capacity, high speed data transfer, multimedia applications supporting greater voice and data
capacity and high data transmission at low-cost with backward compatibility with 2G and 2.5G
systems [71]. It uses packet switching technique and Wide Band Wireless Network which provide
global access and more clarity. It is called UMTS (Universal Mobile Telecommunication System)
in Europe and CDMAZ2000 in America [76]. 3G systems have a bandwidth of 15-20MHz for high
speed internet and provide speed of around 125kbps to 2Mbps for faster downloading, thus
enabling clear and continuous voice and video calling [74] . According to [77] [76] the basic
disadvantages of 3G are high cost of upgrading, high power consumption and only 3G compatible
handsets can be used.

2.6.2.3 Fourth Generation Cellular Systems

As the data requirements increased, the downlink and uplink throughput rates were improved by
employing higher modulation techniques. This resulted in the introduction of the IP based fourth
Generation mobile system in the late 2000s [78]. 4G is also called LTE (Long Term Evolution)
and has been developed to be able to inter-operate with the other cellular systems [78]. 4G
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technology provides high speed, high quality, low latency, high capacity, security and low cost
services for voice and data services, multimedia and internet over IP [76]. LTE is able to provide
download rates of about 100 Mbps for multi-antenna (2x2) systems and upload rates of about
50Mbps by using Orthogonal Frequency Division Multiple Access (OFDMA) [78]. 4G also uses
MIMO (Multiple Input Multiple output) technology to enable signal quality and channel capacity

enhancement by transmitting different signals on multiple antennas [71].

2.6.2.4 Fifth Generation Cellular Systems

The fifth generation mobile and wireless communication network will be supported by LAS-
CDMA, OFDM, MC-CDMA, UWB, Network-LMDS and IPv6 [79]. Growth in video traffic,
shortage of spectrum, need to minimize energy requirements of web devices and network
infrastructure and the desire for higher data rates propelled the development of 5G systems [79].
The major difference between 4G and 5G is that 5G provides higher speeds, lower battery
consumption, better coverage, higher number of supported devices, lower infrastructure costs,
higher versatility and higher reliability of communications. Table 2.2 shows a comparison of the

5 generations of cellular systems

Table 2.2 Cellular Technologies Comparison [79]

Generation 1G 2G 2.5G 3G 3.5G 4G ‘ 5G
| Start 1970-1980 1990-2000 2001-2004 2004-2005 2006-2010 2011-Now Soon (2020)
Data 2 Kbps 64 Kbps 144 Kbps 2 Mbps More than 1 Gbps more than 1 Gbps
Bandwidth 2 Mbps
Analog Digital GPRS, CDMA 2000 EDGE, WiMax LTE |
‘reehnolou Cellular Cellular EDGE, (1xRT, EVDO) Wi-Fi Wi-Fi wWWwWw
CDMA UMTS, EDGE
Digital Voice, Integrated Dynamic Dynamic
SMS, Higher Integrated High Information Information
Service Voice Capacity SMS, High Quality Quality access, accens, Wearable
Packet Size MMS Audio, Video & Audio, Wearable Devices with Al
Data Data Video & Devices Capabilities
Data
Multiplexing FDMA TOMA, CDMA CDMA CDMA CDMA CDMA
CDMA
Switching Circuit Circuit, | Packet Packet | All Packet All Packet | All Packet
Packet
hﬁConN"Qt;o;k* PSTN PSTN " PSIN le;:)‘(‘t?N'/VW Internet Internet Internet
Handoff Horizontal Horizontal Horizontal Horizontal Horizontal | Horizontal & Horizontal &
Vertical | Vertical
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2.6.2.5 Architecture of a Cellular Network

The architecture of a cellular network consists of a radio access subsystem, network subsystem
and management subsystem [80] as shown in figure 2.4

l

Management
Subsystem

[

Network
Subsystem

l

Radio Access
Subsystem

Figure 2.4 Generic Cellular Network Architecture [80]

The radio access subsystem consists of the following equipment

i) Mobile station (MS), also called user equipment is the device whose position is to be
determined. It consists of a transceiver, an antenna, and control circuitry [80] [81]. The MS
is used to make and receive voice calls and for data download or upload.

i) Base stations (BSs — also called Node Bs) are fixed transmitters that are points of access to
the rest of the network. They consist of several transmitters, receivers and antennas which
handle full duplex communications [81]. An MS communicates with a BS during idle
periods for signaling purposes, for voice calls or for data transmission [80].

iii) Radio network controllers (RNCs) also known as base station controller (BSC) Control the
Base station and manage the radio resources of each BS and MS such as frequency

channels, time slots, spread spectrum codes and transmit powers [80].
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The network subsystem consists of

i)

The mobile switching center (MSC) and GPRSL1 support nodes (SGSN and GGSNs):
These carry voice and data traffic and handle routing of calls and data packets [80].
The mobile switching center (MSC), the GPRS1 support nodes (SGSN and GGSNs)
and gateway are responsible for handling voice and data. They perform the task of
mobility management, where they keep track of the cell or group of cells where a MS
is located and handle routing of calls or packets when an MS moves from one cell to
another [82]. They connect to the public switched telephone network (PSTN) and the

Internet.

The management subsystem consists of several databases used for keeping track of the entities

in the network that are currently serving the MS. They handle security issues, accounting and

other operations [80]. These databases include

i)

i)

Vi)

Operations and Maintenance Centre database — the operations and maintenance centre
database is used for ensuring a backup of the system is available for restoration in case
of loss of other databases [82].

Home Location Register database - The home location register (HLR) is a centralized
database in charge of the management of mobile subscribers. It maintains subscriber
profiles for all subscribers authorized to use the network, stores information about any
active IP addresses assigned to an MS as well as subscription and location information
[82].

Authentication Center database — Stores confidential data for each subscriber used for
authentication and encryption. It stores a secret authentication key for each registered
subscriber and implements the security algorithms [82].

Equipment Identity Register database - is a database whose main function is to maintain
a list of IMEIs for all known GSM MEs. This list is used to recognize whether an MS
that attempts to register to the network is using equipment that is obsolete, stolen, or
nonfunctional and allow the network to deny or limit services to such devices [82].
Visitor Location Register database - (VLR) is a database containing temporary
information for the subscribers who have roamed into the geographic area it serves
[82].
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2.6.3 Cellular Communication and the Electric Grid

Communication networks are important in the electric grid. These communication networks are
needed to transmit data from the sensors in the electric grid to centralized data centers for analysis.
Among the key parameters which are necessary for communication networks in electric grids are
bandwidth and latency [83]. Normally bandwidth of 64kbps to 50Mbps and low latency are
required for real time function and analytics which require sensed data to be delivered within a
strict time constraint [67]. Communication networks in the modern grid consists of customer
premises network, last mile networks (Neighborhood area network NAN, and Field area network
FAN) and Back haul network (Wide Area Network WAN) for connection to the utility control and
operations centre [21]. Cellular communication technology is used in the NAN and WAN
networks to transmit data from several smart sensors to the power utility [84] [83]. 3G and 4G
Cellular networks are used because of the high data rates provided covering distances of over
100km. The major advantages offered by the use of cellular technologies in the electric grid are
high bandwidth, low latency, wide area of deployment on already existing infrastructure, high data

transfer rates and security algorithms [85].

2.7 Software Development Methodologies

2.7.1 Introduction

Software development is a branch of Software Engineering which deals with the study and
Application of engineering processes to the design, development, and maintenance of software
[86]. Software development consists of many methodologies which provide a framework for
planning, executing, and managing the process of developing software systems [86] [87]. Many
software development methodologies exist, including Waterfall, Prototype, Agile development,
Iterative, V-Model, Scrum and Cleanroom with Waterfall, Agile development and Prototype being
the most commonly used [86]. The choice of software development method used usually depends
on the organization, project, and team characteristics, as well as market and operational forces
[86].
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2.7.2 Waterfall

The waterfall model also known as linear sequential model describes the process model organized
in a linear way consisting of — requirements analysis, design, implementation, testing, operations
and maintenance [88]. Each step is completed independently, and the next stage cannot begin
without successful completion of the one that precedes it [89]. The waterfall model includes
requirement analysis where requirements are gathered from different sources and then used to form
a design. In the implementation and testing stage the designed module is subjected to different
implementation standards and tested to remove errors so as to build the actual software as
proposed. After the implementation and testing stage the software operation and maintenance is
carried out [88]. The waterfall method is suitable for small system projects where requirements are
clearly defined by the project owner and the project manager [90]. The waterfall model was
originally used for hardware development and so can be used for both hardware and software

development [91]. Figure 2.5 shows the waterfall model.
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Figure 2.5 Waterfall Model [88]
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2.7.3 Prototype Model

The prototype model involves creating an incomplete version of a software program being
developed. It is used to enable the user understand how it will interact with the actual system
thereby enabling them understand the requirements better [87]. Prototyping process is used in
complicated and large systems for which there is no manual process or existing system to help
determine the requirements and for new innovations and software projects which have not been
developed before [87] [90]. In prototyping a prototype is created to perform a specific function,
tested to check the results and from the comments arising from the results, the planning stage is
done to meet the requirements [90]. Limitation of cost by understanding the problem before
binding enough resources is the basic goal of prototyping [92]. This method is suitable for large
scale projects where it is almost impossible to properly define exhaustive requirements before any
actual coding is performed. Prototyping methodology is also suitable for unique or innovative

projects where no previous examples exist [93]. Figure 2.6 shows the stages in prototype model.

[Hﬂiearch ]_. Planning l ‘ Design ]
-
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Figure 2.6 Prototype Model [90]
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2.7.4 Unified Modelling Language (UML)

Models in software development allow engineers to reduce the complexity of the software systems.
They are the means for the developer to reason about the requirements, communicating with
stakeholders and documenting the system to ease the development task [94]. UML (Unified
Modeling Language) is the modelling language usually used in software development and it
involves use of use-case diagrams, class diagram, sequence diagrams, activity diagram, state-chart
diagrams etc. [95]. UML diagrams are classified into fourteen diagrams on the basis of two
category levels:

a) structural level; shows how different components of the system are related to each other on
different levels of abstraction and these include class diagrams, object diagrams, package
diagrams, composite diagrams, deployment diagrams and profile diagrams [96] [97].

b) Behavioral level; shows dynamic behavior of objects including temporal changes in objects,
and their interactions with each other and these include use case diagrams, state machine diagrams,
activity diagrams, sequence diagrams, communication diagrams, interaction overview diagrams

and timing diagrams [96] [97].
2.7.4.1 Use Case Diagrams

In the Unified Modeling Language (UML), a use case diagram is a sub class of behavioral
diagrams. A use case diagram is one of the object oriented diagrams. It shows how a system
interacts with the external entities [98]. The Use case diagram is used to identify the primary
elements and processes that form the system. Primary elements are called "actors" and the
processes are called "use cases". Use case diagrams show which actors interact with each use case
[99]. Use cases represent what the customer wants the system to do i.e. the customer’s
requirements of the system and is applied during the entire analysis and design process [100]. Use
cases and actors are connected by associations. Table 2.3 below shows the elements and symbols

used in use case diagrams.
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Table 2.3 Elements and Symbols used in Use Case Diagrams [99]

Element Name AMeaning

Externaluser of the system
% Actor
4

ccroles>

Work carried out in the system/ functionality
Use case expected by user

connecter Connection between user and use cases

2.7.4.2 Sequence Diagrams

Sequence diagrams are used for modeling interactions between objects. It describes the
interactions between objects to fulfill a specific task [100]. A sequence diagram describes the order
in which method calls are executed and when they terminate [101]. They describe the flow of
messages, events and actions between objects. They also show concurrent processes, activations
and time sequences that are not easily depicted in other diagrams [102] .They are used for
requirements analysis as well as for test definition or after implementation.
A sequence diagram consists of
i) Participant (actor): indicates an object or entity that acts in the diagram. The diagram starts
with an unattached "found message" arrow
i) message: indicates communication between participant objects
iii) the axes in a sequence diagram: consists of
Horizontal: indicating which object/participant is acting
Vertical: indicating time [102].
iv) Object lifelines; are used in the sequence diagram to represent the existence of the object

during a scenario.
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Table 2.4 Elements and Symbols used in Sequence Diagrams [103]

Term and Dedinition Symbol
i
An actor: t
B s 2 person or system that derives benefit from and is external o the system. M
B Participates in a sequence by sending andfor receiving messages. FA
B |5 placed across the top of the dizgram. anActor
B |5 depicted sither a5 a stick figure (default) or, if 2 nonhuman actor is imvolved, as p—
a rectangle with <<actor== in it (alternative). ;:;rﬂul;
An object:
B Participates in a sequence by sending andfor receiving messages. anObject : aClass
B |5 placed across the top of the dizgram.
A lifeline: !
B [Denaotes the life of an object during a sequence. '
B Contains an X at the point at which the class no longer interacts. |
An execution oCourmende:
® Is 2 long narmow rectangle placed atop a lifeline.
B [Denctes when an object is sending or receiving messages.
A message: )
m  Conveys information from one object to another one. m—.. i
B A operation call is lnbeled with the messape being sent and 2 solid arrow, whereas Beturn Valus
a refurn is labeled with the value being returnad and shown as 2 dashed armow. e

2.8 Related Works

Related work carried out includes research in the use of sensors to sense various parameters
including substation and transformer measurements, street lighting and condition monitoring of

equipment. Cloud computing services are used for monitoring of sensed parameters.

Researchers in [104] propose a GSM cloud based street light control and fault detection system.
They use a Wi-Fi module for sending faulty light alert messages to the cloud so that information
can be captured anytime and anywhere and a GSM module is used to send an alert SMS to a mobile
phone. Arduino microcontroller is used to sense and control the streetlights. A light dependent
resistor is used to detect whether it is light or dark and is used to switch the lights on and off as
well as determine which light is faulty. The study in [47] propose and develop an 0T based

prototype model using the APC220 transceiver, GSM, GPRS, RFID, PIR, arduino microcontroller
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and cloud storage to curb theft of grain at storage points of the food reserve agency. PIR sensors
are used to sense motion and send a logical signal to the microcontroller which together with the
GSM/GPRS wireless module and RFID is used to send alerts to the cloud and track bags of grain.
They concluded that once this technology is adopted, theft will be reduced and grain management
in the FRA satellite depots will improve. However there was no provision for locating the satellite
depots in their prototype. The researchers in [48] conducted a base line study on the challenges
faced by ZAF in inventory management of spares and discovered that the major challenge was due
to the manual inventory management which resulted into incorrect inventory reporting and
pilferage of items. To address these challenges they propose a web based inventory management
system using cloud architecture and barcode technology. The prototype application developed
consists of the backend and the frontend components and users are created and managed by the
system administrator in order to keep track of their activities. A barcode reader is incorporated to
scan the barcode on the items. The barcode scan captures the barcode as well as other details on
the scanned item which are then saved to the database. The developed prototype proved to be
faster, efficient and more reliable than the manual and paper based system. The researchers
however did not provide means of alerting ZAF in the case of spares being pilfered in the form of
an alert on a cloud platform or an SMS to mobile phone. In [105] a localized data processing and
decision-making framework for loT enabled environment is proposed. It consists of a master unit,
which efficiently manages local sensor networks in Smart Homes. This master unit collects data
from the network of sensors installed in different locations within and around the house and
transfers the information to the cloud. The master unit is able to determine the dependencies among
the sensors whose output data can be predicted using data from other sensors. This minimizes
redundancy in usage and power consumption and approximate decisions can be made in case of
failure of some of the sensors. They conclude that this proposed framework can result in power
consumption and bandwidth saving as certain sensors are powered-on only when the predicted
output and last sensed output is above a predefined value. The researchers however concentrated
on how power and bandwidth consumption can be saved by learning the dependencies of the
sensors and not on how to actualize the use of these sensors in sending alerts to a cloud platform
or a mobile phone. [106] Proposes a prototype based on remote sensor network including cloud
and internet of things to aid the Food Reserve Agency in analytics, timely action and real-time

reporting from all its food depots spread-out throughout Zambia. A baseline study was conducted
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which identified the challenges FRA had, such as manual report generation, no connectivity to
remote warehouses, inability to track stock on demand, theft and spoilage of stock due to lack of
environmental monitoring. The proposed prototype was made up of Raspberry Pi microcontroller,
temperature and humidity sensors, motion sensors, GPS sensor, ZigBee transceivers and Wi-Fi
access. Through these devices they are able to monitor temperature, humidity, location and motion
through the cloud application. They concluded that modern warehousing relying on components
such as sensors provide better grain storage, management, transparency of operations and hence
lead to cost effective grain marketing which leads to better national food security. However the
researchers concentrated on alert messages using Wi-Fi which covers distances of about 100metres
and did not look at how GPRS or 4G can be used for the same purpose. The researchers in [107]
use GSM technology for detection and monitoring of transmission power line faults. The system
is able to send an SMS to the utility and the utility has the ability to set current limits to the system.
A PIC microcontroller is used to sense the current, voltage and frequency of the system. The PIC
microcontroller is able to detect short circuit limits by comparing the current sensed and the preset
limit. When the preset limit is crossed the microcontroller sends a signal for tripping the system
and an SMS alert is sent via the GSM network. Bidirectional communication was achieved making
the setting of the short circuit current limit possible from a mobile phone. The researchers however
did not look at how cloud application can further assist in monitoring the transmission line
parameters nor did they explore the sending of alerts together with the location of the fault. The
study in [49] presents a green data center air conditioning system with environment monitoring,
air conditioning, communication, ventilation, and temperature control, while a cloud platform
provides data storage, big data analysis and prediction, and up-layer application. Temperature and
humidity sensor nodes are used for environment monitoring while Zigbee is used as mode of
communicating the sensor information to the cloud platform. This in turn ensures modeling and
analysis in the cloud, forecasting air conditioner running condition, as well as providing guidance
for air-conditioning maintenance and care. The researchers used zigbee which has short
transmission ranges and did not consider the use of Wi-Fi or cellular communication to provide

longer distance coverage.

[108] [109] Propose a GSM based system for transmission and distribution fault detection. A
microcontroller is used for sensing the voltage, current and frequency. This is then reported to a

mobile phone and presented on a computer through serial RS232 communication. The researchers
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however do not explore the use of cloud technology through the use of cellular communication
nor do they explore the benefits of the use of location maps to indicate the location of faults
detected. The researchers in [110] [111] propose the use of GSM technology to monitor substation
parameters such as over voltage, under voltage, over current and send this information over to the
operator mobile for further action. An SMS through GSM technology is used to send the change
in status of the parameters to the operators and operators can send an SMS to read the parameters
of the substation. They use a PIC microcontroller for sensing the substation parameters. The
researchers however do not explore the use of cloud technology through the use of GPRS or 4G
technology which offer higher speeds nor do they explore the benefits of the use of location maps
for sending the location of faults detected. [112] Uses the combined GSM, SMS and ATMEGAL16
microcontroller system to monitor transformer parameters such as oil level, temperature and load
current. [113] Goes further to connect the microcontroller to a computer using RS232 to enable
monitoring of the transformer condition. However the researchers did not explore the use of cloud

services in monitoring the substation parameters.

From the proposed and implemented projects reviewed from literature, it has been observed that
there is substantial potential to be tapped from the use of sensing and cloud technology in power
systems and other sectors. It can also be noted that there exist a number of research gaps in the
sense that there were no experiments or projects which made use of cloud and sensor technology
as applied in three phase power failure management and monitoring enabling alert, location and
measurement information to be transferred to both the mobile phone and cloud services for storage

and for location on location maps.

This research attempts to develop a cloud based sensing device which will be installed on the
0.4kV distribution electricity lines for the purpose of detecting power failures and relaying this
information to the cloud platform and mobile of field personnel. The location of the power failure
will also be transmitted to the cloud platform and mobile phone enabling the power utility
determine the location of the power failure. Further from the platform it will be possible to
determine the duration of the power failure. This research will demonstrate how necessary this

device is for the power utility.
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2.9 Summary

In this chapter a comprehensive overview of the background theory on power failure management,
current distribution status, cloud computing and sensing components was carried out. This was
followed by a brief review of cellular communication technologies and software development
approaches. Lastly, this chapter closed by looking at some examples of the related works to the
application of sensing and cloud technology. From the proposed and implemented projects
reviewed from literature, it was observed that there is substantial potential to be tapped from the
use of sensing and cloud technology in power systems and other sectors and that there exist a

number of research gaps in sensing and cloud technology which need to be explored.
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CHAPTER THREE
METHODOLOGY

3.1 Introduction

In this chapter, the materials and methods used to conduct this study are presented. First and
foremost, the methodology that was used to conduct the baseline study is presented. This is then

followed by the methodology that was used to design the models and implement the prototype.

3.2 Baseline Study

The purpose of the baseline study was to establish the challenges faced by ZESCO (the service
provider) and the electricity Clients in the current power failure reporting management model. This
study employed exploratory and survey research designs. Exploratory Research Design is a
research design described as the problem-finding phase of research where the researcher focusses
on the scope of study [114]. The purpose of an exploratory research is the formulation of a
problem. The major consideration of exploratory research is the discovery of ideas and theories
that have not been completely explored [115]. Survey research is defined as “the collection of
information from a sample of individuals through their responses to questions” [116]. This type
of research allows for a variety of methods to recruit participants, collect data, and utilize various
methods of instrumentation. Survey research can use quantitative research strategies using
questionnaires with numerically rated items, qualitative research strategies using open-ended
questions, or both strategies i.e., mixed methods [117]. Further, Survey Research Design is
described as a type of research, which is used to give an overview assessing opinions, trends,
beliefs and feelings of selected groups of individuals [95]. Exploratory and survey research was
used to assess the challenges faced by both the electricity clients and ZESCO (the service provider)
in reporting and addressing power failure respectively as they would be able to give the best insight

into the challenges faced by ZESCO and the electricity clients .
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3.2.1 Study Population

The population target for this study was employees from Zambia Electricity Supply Corporation

who work in the customer service department as well as 383 electricity clients in Lusaka district.

3.2.2 Sampling Technique

The study selected electricity clients in Lusaka district and ZESCO employees in customer service
department specifically call centre and faults centre. A Purposive Sampling method was employed
in the selection of experts, as the interest was to target those with knowledge of the current power
failure management model. However, in selecting, the electricity clients, a multistage cluster
sampling method was employed in which eight (8) clusters (Townships) namely Matero,
Kalingalinga, Makeni, Emmasdale, Chilenje, Kaunda Square, Garden and Chawama were selected
using simple random sampling. Simple Random Sampling (SRS) is a sampling method in which
the sample is selected unit by unit, with equal and independent chance of selection for each unit at
each draw [118]. This method was selected because it is easy to conduct and each element has an
equal chance of selection giving a true representation of the population. Following that selection,
convenience sampling was then applied in which households were selected for questionnaire
distribution. Convenience sampling provided an easy way of identifying the households to target
for the research. Krejcie and Morgan sample selection technique guided the sample size for this
study, which follows a curve of relational values between population and corresponding sample
values at assumed standard error of 0.05. A sample size of Three hundred and eighty three (383)

respondents was used in this study.

3.2.3 Calculation of Sample Size

Krejcie and Morgan sample selection technique guided the sample size for this study. In Krejcie

and Morgan sample selection technique the following formula is used to determine sample size

2
S=— X NP(l; P) Where [119]
d?(N -1)+ X2P(1-P)

S =required sample size
X2 = 3.841 (the table value of chi-square for one degree of freedom at 95% confidence level)

42



N = the population size
P = the population proportion (assumed to be 0.50 since this would provide the maximum sample
size)

d = the degree of accuracy expressed as a proportion (0.05)

In the study, the population size of electricity clients in Lusaka district was determined to be
approximately 386,080 as at 31% June 2019. Based on Krejcie and Morgan’s formula for
determining sample size, for a given population of 386,080, a sample size of Three hundred and
eighty three (383) would be needed to represent a cross section of the population as the calculation

below shows.

_ (3.841x 386,080 x 0.5)x (1-0.5)
0.5% x (386,080 —1)+ (3.841x 0.5)x (1 0.5)

~370,733.32
968.89

~ 383

3.2.4 Sample Size for each Township

ZESCO in Lusaka district is divided into four regions namely central, eastern, southern and
western. Each of these regions is made up of townships. In this study two townships were selected
from each region by simple random sampling.

The sample size for each township was calculated based on the overall population of electricity
clients in Lusaka district and the number of electricity customers in each ZESCO region where the
townships are based. Below is the method used to calculate the sample size for the townships in

each region.

a) Central Region

In the central region the townships Makeni and Garden were selected through simple random

sampling.
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The population of electricity customers in the central region was captured as 65,872 as at 31 July
2019. Based on this population, the overall population from all four regions and the overall sample

size, the sample size for the central region was calculated as follows

(Populationfor central region )

- g x overall samplesize
(Overall populationfor all reglons)

65,872
386,080

j x 383 =~ 65
The Sixty five (65) was then divided into two and allocated to Makeni and Garden townships. In

this case Makeni sample size was Thirty Two (32) and Garden sample size was Thirty Three (33).

b) Eastern Region

In the Eastern region the townships Kaunda square and Kalingalinga were selected through simple
random sampling.

The population of electricity customers in the eastern region was captured as 94,251 as at 315 July
2019. Based on this population, the overall population from all four regions and the overall sample

size, the sample size for the eastern region was calculated as follows

(Populationfor Eastern region )
(Overall populationfor all regions )

x overall samplesize

94,251
386,080

jx383z94

The Ninety four (94) was then divided into two and allocated to Kaunda square and Kalingalinga
townships. In this case Kaunda square sample size was forty seven (47) and Kalingalinga sample

size was also forty seven (47).
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c) Southern Region

In the southern region the townships Chilenje and Chawama were selected through simple random
sampling.

The population of electricity customers in the southern region was captured as 119,901 as at 31%
July 2019. Based on this population, the overall population from all four regions and the overall

sample size, the sample size for the Southern region was calculated as follows

(Populationfor Southern region )

- - x overall samplesize
(Overall populationfor all reglons)

119,901
386,080

] x383~119

The hundred and nineteen (119) was then divided into two and allocated to Chilenje and Chawama
townships. In this case Chilenje sample size was sixty (60) and Chawama sample size was fifty
nine (59).

d) Western Region

In the Western region the townships Matero and Emmasdale were selected through simple random
sampling.

The population of electricity customers in the western region was captured as 106,056 as at 31%
July 2019. Based on this population, the overall population from all four regions and the overall

sample size, the sample size for the Western region was calculated as follows

(Populationfor Western region )

- . x overall samplesize
(Overall populationfor all regions )

(106,056

x 383 ~ 105
386,080
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The hundred and five (105) was then divided into two and allocated to Matero and Emmasdale
townships. In this case Matero sample size was fifty-two (52) and Emmasdale sample size was
fifty three (53).

3.2.5 Data Collection Sources

This research involved collecting information from both primary and secondary data sources.
Secondary data sources included review of published reports on the subject such as books, essential
Journals, conference papers, published academic papers and system documentation. Primary data
sources on the other hand included questionnaire interviews with the electricity service provider
(ZESCO) personnel and electricity clients in Lusaka District. Questions in these data collection
tools contained both open and close-ended questions. This enabled the study extract both
qualitative and quantitative responses.

Data collection was carried out over a period of Six weeks starting from the third week of August
to the last week of September, 2019. During data collection, the researcher distributed the self-
administered questionnaires to the respondents at all the target locations in Lusaka district in the
first and second weeks. The researcher then gave the respondents sufficient time which was spread
out into a few days to answer the questionnaires. The researcher collected all the answered
questionnaires in the third, fourth and fifth weeks of the data collection period. Where the
researcher noticed that the respondent was having difficulties in comprehending the questions in
the questionnaire, one to one administration of questionnaires was conducted where the researcher
explained what each question implied. In the sixth week, the researcher conducted unstructured
interviews with key supervisors in charge of ZESCO customer call centre and faults centre.

Qualitative and quantitative data was collected in these interviews.

3.2.6 Data Processing and Analysis

Data was analyzed by use of descriptive analysis through a computer based software called IBM

Statistical Package for Social Sciences (SPSS).
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3.2.7 Ethical Consideration

All the respondents who answered the questionnaires were not required to reveal their identities
by writing their names or any information that would give away their identities on the
questionnaires. Thus, the respondents were assured of confidentiality and non-persecution arising

from their responses.

3.2.8 Limitations of the Baseline Study

The ideal situation would have been to collect data from all the electricity clients in all the

provinces of Zambia. This was hindered by time, logistics and financial limitations.

3.2.9 Presentation of Findings

The data was summarized and presented in form of tables and figures such as pie charts and bar

charts to facilitate understanding.

3.3 System Automation

The system requirements specification and model design phase of the research study employed the
use of qualitative data which was collected through interviews with Call Centre and faults centre
supervisors as well as call centre and faults centre operation documentation that were supplied by
ZESCO. The interviews with the Call Centre and Faults centre supervisors provided a perspective
of the current business processes ZESCO uses in its Power Failure reporting operations. The Call
Centre and faults centre supervisor interviews and the documentation also provided the qualitative
data needed to specify requirements for the system, design models and finally, develop the system
prototype. The methodology that was used for the analysis, design and development of the
software system is the Object-Oriented Systems Development Methodology (OOSDM). Using
OOSDM it is easier to produce and understand designs as the real world functioning of the system
is directly mapped into the system designed. This research study utilized some of the diagrammatic
representations that are present in the Unified Modeling language such as use case and sequence
diagrams to show the behavior of objects and their interactions with each other. The Water fall

model System Development methodology was used for the entire prototype development in this
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research study. Waterfall method was used because it is simple and easy to use and manage and
provides clear defined set of steps to follow during system design making it possible to predict the

budget, timeline and scope of the design.

3.3.1 System Development

The prototype development followed a Systems Development methodology based on the waterfall
model. The waterfall model consists of a set of steps or phases in which each phase uses the results
of the previous one. The waterfall system development methodology consists of the phases (1)
Requirements analysis, (2) Design, (3) implementation of hardware and software, (4) Testing, (5)
Operations and Maintenance [88]. However because of time and financial constraints the following

phases were used in the development of the prototype for this research

(1) Requirements analysis, (2) Design, (3) Implementation of hardware and software, (4) Testing

3.3.2 Requirements Analysis

In this stage the need for a new product is first recognized and general specifications are defined.
The requirements describe what the system should do, the services that it provides and the
constraints on its operation. The requirements were derived from the baseline study conducted
through interviews and questionnaires administered to call centre and faults centre supervisors as
well as electricity clients in Lusaka district. These requirements reflect the needs of electricity
clients and ZESCO (service provider) for a cloud based power failure sensing management system.

System requirements can be categorized into functional and non-functional requirements.
Functional requirements are statements of services the system should provide and non-functional
requirements defines the performance attribute of a system such as scalability, capacity,
availability, reliability, recoverability and data integrity [88]. The System Requirements
Specification therefore, provides a complete description of all the functionalities and specifications
for the proposed Cloud Based Power Failure Sensing management model.
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a) Functional Requirements

Table 3.1 details the functional requirements required for the application processes.

Table 3.1 Functional Requirements - Application Processes

FR1

Users with the relevant access rights shall have the ability to view all the
information about the faults. (Such users may include a Call centre agent, faults

coordinator, field personnel, engineer and manager)

FR2

Users with the relevant access rights shall have the ability to view all the
affected areas. (Such users may include a Call centre agent, faults coordinator,

field personnel, engineer and manager)

FR3

Users with the relevant access rights shall have the ability to indicate power
failure problem, update materials required, Generate order number for material
and assign power failure faults. (Such users may include Faults coordinator,
field personnel and engineer).

FR4

Users shall be able to generate reports

FRS

The system shall be able to update location and duration of the power failure
fault. This shall be achieved by use of the 4G/GPRS/GSM/GPS module which

will update this information on the cloud platform and mobile phone.
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Table 3.2 details the system’s information and data flows.

Table 3.2 Functional Requirements - System Information and Data Flows

FR1 The system shall consist of a microcontroller based device installed on a
distribution power line to sense power failures.

FR2 The system shall receive data from the Arduino microcontroller through the
4G/GPRS/GSM/GPS cellular Module

FR3 The system shall sense power failure and generate power failure notification on
the cloud platform and mobile phone of field personnel

FR4 The system shall send location of the power failure to the cloud and mobile
phone accessed through google maps

FR5 The system shall capture history of any power failure events

FR6 The system shall display on the cloud platform the status of the three phases and
voltage values for the three phases

FR7 The system shall display the date, time and status of the power failure for each

phase
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Table 3.3 details the hardware performance requirements the system shall abide by.

Table 3.3 Functional Requirements - Hardware Performance Requirements

FR1 | Arduino Mega microcontroller board with Artmega2560 microprocessor for
processing signals from the sensor is to be used

FR2 | 4G/GPRS/GSM/GPS Module for wireless transmission of information to the
mobile phone shall be used

FR3 | The 4G/GPRS/GSM/GPS module antenna shall be long range.

FR4 | An electronic circuit shall be used for stepping down the 230V AC to 12 V AC
and then rectified to 12V DC.

FR5 | All hardware shall run on standard power (230V).

FR6 | The system shall be able to sense loss of power supply in any of the three phases
in an electricity distribution line

FR7 | The system power shall be powered by one of the phases of the electricity line

FR8 | Upon loss of supply from all three phases the system shall be supplied by a
battery charged by a solar panel

FR9 | A solar battery charge controller shall control the charging of the battery by the
solar panel
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b) Non- Functional Requirements

Table 3.4 details the software performance requirements the system shall abide by.

Table 3.4 Non-Functional Requirements - Software Performance Requirements

NFR1

Operating system, message passing and middleware, and programming

language(s) used shall follow industry standards and be commonly available and
widely used.

NFR2

The system shall monitor performance of the power sensing functionality

NFR3

The system shall be user-friendly and intuitive. Context sensitive help screens,

prompts and meaningful error messages shall be provided.

Table 3.5 details the systems’ availability and reliability requirements specifications.

Table 3.5 Non-Functional Requirements - Reliability and Availability

NFR1 | The hardware part of the system shall be able to perform indefinitely without
complete loss of service, except in the event of total failure of primary and
backup power.

NFR2

The hardware part of the system shall be able to perform even after loss of supply
from all three phases.
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¢) Proposed System Architecture Reflecting the Requirements

The diagrammatic representation of the system architecture of the proposed cloud based automatic
Power Failure Reporting model for ZESCO is shown in Figure 3.1.
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Figure 3.1 Proposed Cloud Based Power Failure Reporting Model for ZESCO

The proposed model for power failure reporting is based on sensing and cloud technology. Sensing
plays a key role in the acquisition of data about and from everything without needing physical field
visits. Sensing coupled with cloud services enables distributed sensory data collection, global
resource and data sharing, remote and real-time data access [39]. The proposed model consists of
an electronic device made from Voltage sensor circuit, Arduino microcontroller,
4G/GPRS/GSM/GPS module, solar charge controller, solar charged battery and web Cloud
services. The Arduino microcontroller will sense the loss of supply in the power line and transmit
the loss of supply indication and location of the power failure to customer call centre through the
cloud platform and to the mobile phones of field personnel. Arduino was used because of its low
cost, ease of programing, large support community, open source nature, scalability and easy to use
hardware and software [63] [120].
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3.3.3 System Modeling and Design

To design the system models for the power Failure sensing web application for the cloud platform
an Object-Oriented Design (OOD) based on use cases, sequence diagram, entity relationship
diagrams, block diagrams and flow charts was used. Models are essential in system development
because they provide a representation or simplification of reality. They provide blueprints that can
be followed in the development of the system.

a) Use Case Diagram
The Use Case diagram describes the proposed functionality of the new system. Use case
diagrams are used for visualizing the functional requirements of a system that will translate
into design choices and development priorities [121]. Use case diagrams model the
functionality of a system using actors and use cases. Use cases identify and describe system
processes from the perspective of users. Each use case is initiated by users or external systems
called actors [121]. Table 3.6 shows the actors and description of each actor in the power failure

sensing system web application for the cloud platform.
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Table 3.6 Description of Actors in the Web Application Use Case Diagram

Actor

Description

Power Failure Sensing system

Power failure sensing system consists of the
microcontroller based 4G/GPRS/GSM/GPS
electronic device which is responsible for
detecting loss of supply and transmitting an
alert to the mobile phone and web

application

Call Centre Agent

Call Centre agent is the personnel who is
able to view power failure faults and inform

customers.

Faults Co-ordinator

A faults co-ordinator is personnel in charge
of coordinating faults by assigning power

failure faults to field personnel

Engineer

An Engineer is personnel in charge of
making follow-ups on pending power
failure faults and reassigning faults to field

personnel

Field Personnel

A field personnel is personnel in charge of

investigating and resolving power failure

faults

Manager The manager is in top management and is
concerned with generating reports to track
system performance.

Customer A customer is an electricity client who

would be interested in knowing which areas

are affected by a particular power failure
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Figure 3.2 is a diagrammatic representation of the actors and the respective Use Cases for

each actor for the power failure sensing web application.
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Figure 3.2 Use Case Diagram for Cloud Platform Web Application

The system consists of seven actors as shown in figure 3.2 above.

i) The power failure detection system has use cases of update power failure location and

phase voltage values and phases as it is able to detect loss of power supply and update

power failure status, voltage values on the web application.

i) Call Centre agent has use cases of view power failure faults and send notifications as they

are able to view power failure faults and send customers notifications to update the

customers on the power failure situation

iii) The Faults Coordinator and Engineer are able to generate materials order number to be

used by field personnel to draw materials from stores, view pending power faults to assess

reasons for delay in resolving the power failure, assign power failure faults to field

personnel.
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iv) Field personnel are able to view power failure faults to determine power failure
assignments, indicate the problem that caused the power failure and the material needed to
resolve the fault. They are also able to view maintenance schedules, faults on main line and
load management to be able to distinguish the power failure faults which they are meant to
attend to.

V) Manager is associated with the use cases view power failure faults statistics and generate
reports as they are able to view power failure statistics and subsequently generate reports
to determine the performance as well as extract power failure information from the system.

vi) Customer is associated with the use cases view areas affected by power failure as they are
able to view the areas affected by the power failure and check whether the power failure

problem has been resolved or not.

b) Sequence Diagram
In the object-oriented approach, the flow of information is achieved through sending messages
either to and from actors or back and forth between internal objects. This flow of information into
and out of a system is described by a system sequence diagram [122]. A system sequence diagram
shows the sequence of messages between an external actor and the system. They illustrate the

objects that participate in a use case and the messages that pass between them over time [103].

Below are the sequence diagrams used in the design of the prototype cloud platform web

application depicting the sequence of message flows in various scenarios.

Figure 3.3 shows the sequence diagram for the actors faults coordinator, engineer, field personnel
and manager represented by the user. The flow of information is from the user who logs in through
the user interface such as a web browser. The login request messages are sent from the user
interface to the web server and eventually to the database for authentication and a successfully
return message is sent back to the user through the user interface upon successful authentication.
The sequence diagram also shows the flow of messages for viewing faults, updating faults

problem, indicate materials needed, generate materials number, viewing load schedules and
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Figure 3.3 Sequence Diagram Representing Use Cases Generated by the Actors Faults
Coordinator, Engineer, Field Personnel and Manager
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generating reports. All the message flows are from the user through the user interface to the web
server and then database and also shows the return messages.

Figure 3.4 below shows the sequence diagram for the customer through the user interface, web
server and database. The flow of information is from the user who logs in through the user interface
such as a web browser. The login request messages are sent from the user interface to the web
server and eventually to the database for authentication and a successfully return message is sent
back to the user through the user interface upon successful authentication. The customer is able to
view areas affected by the faults by sending messages through the user interface to the web server
were a particular webpage is stored and then through to the database were the data is stored. This
is then followed by the return messages from the database, webserver and through user interface

enabling the customer to view the areas affected by the fault.
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Figure 3.4 Sequence Diagram Representing the Use Case Generated by the Customer

Figure 3.5 shows the sequence diagram for the call centre agent who similarly logs into the system
through the user interface by entering the user name and password this information is passed on to

the web server and eventually to the database server for authentication. After successful
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authentication message is sent back to the call centre agent. The call centre agent is then able to

view faults and send notifications through the notification modules
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Figure 3.5 Sequence Diagram Representing the Use Case Generated by the Call Centre Agent

Figure 3.6 below shows the sequence diagram for the power failure sensing system. The sensing
system interfaces to the web server and database through the middle ware software which

facilitates the communication, update and storage of information in the database.
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Figure 3.6 Sequence Diagram Representing the Use Case Generated by the Power Failure
Sensing System

c) Entity Relationship Diagram
For the prototype cloud application database Entity-Relationship (ER) modeling was used. ER
modelling is a top-down approach to database design that begins by identifying important data
called entities and relationships between the data that must be represented in the model [123]. The
ER model describes data as entities, relationships, and attributes with entities being defined as a
thing, a person, a place, an object, an event, or a concept in the real world or in the user
environment with an independent existence about which the organization wishes to maintain data
[123] [124]. How the entities are associated is referred to as a relationship between the entities.
Each entity has attributes which are the particular properties that describe it [123]. The diagram
below shows the entity relationship model for the prototype cloud application database. It depicts

the different entities, their attributes and the relationships between the entities.
d) Relational Database Schema

The table below represents the structure of the database which is referred to as the database

schema
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Table 3.7 Relational Database Schema for Cloud Platform Database

Distribution directorate (Directorate ID, Directorate_Name)

Call Centre ( Centre_ID, Centre_Name, Directorate_ID)

Call Centre Agent ( Agent_ID, Agent_Name, Phone_NO, Centre_ID)

Customer Notification ( Notification_ID, Notification_Name, Notification_Time, Notification_Date,
Agent_ID)

Divisions ( Division_ID, Division_Name, Directorate_ID)

Regions ( Region_ID, Region_Name, Division_ID)

Engineer ( Engineer_ID, Engineer_Name, Phone_NO, Region_ID)

Townships ( Township_ID, Township_Name,)

Customers ( Customer_ID, Customer_Name, Customer_Phone, Customer_email, Customer_NRC,
Township_ID)

Zones ((Zone_ID, Zone_Name, Township_ID)

Faults Centre ( ECentre_ID, FCentre_Name, Phone_NO, Zone_ID)

Field Personnel ( Personnel_ID, Personnel_Name, Phone_NO, Zone_ID)

Materials Needed ( Materials_ID, Material Name, M_Date, M_Time, Personnel_ID)

Faults Problem ( Problem_ID, Fault_Name, Fault_Date, Fault_Time, Fault_Type, Personnel_ID)

Fault Co-ordinator ( Coordinator_ID, Coordinator_Name, Coordinator_Phone, FCentre_ID)

Faults ( Fault_ID, Fault_Name, Fault_Assignment, Fault_AssingmentDate, Fault_AssignmentTime,
Coordinator_ID)

Materials Number ( Materials_ID, materials_Name, Coordinator_ID)

Electronic Device ( Device _ID, Device_Name)

Power Failure ( Phase_ID, Status, Time,Phase_name,Date,Location)
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e) Block Diagram of the Prototype
Block diagrams were also used to simplify the design of the prototype. Below is the block

diagram of the proposed prototype.
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CHARGE 12V BATTERY
12V SOLAR ‘ CONTROLLER
PANEL

BRIDGE Voltage
RECTIFIER Divider

—

_‘ Buzzer

SIM 7600€ "
4G/GPRS/GSM/GPS ‘
MODULE I B

Y-phase BRIDGE Voltage
Trans- WM RECTIFIER i Oivider

ARDUINO MEGA

BRIDGE Voltage
RECTIFIER Divider

Figure 3.7 Block Diagram of the Arduino Microcontroller Based Power Sensing Device

The block diagram shows the proposed prototype which consists of an electronic device made
from Voltage sensor circuit, Arduino Microcontroller board, 4G/GPRS/GSM/GPS module, battery
charge controller module and Web Cloud services using cloud architecture, Web Application,
Google Map API.

f) Flow Chart of the Prototype Power Failure Sensing Functionality

A flow chart was used to design the power failure sensing functionality of the prototype as shown

in Figure 3.8.
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Figure 3.8 Flow Chart of Arduino Power failure Sensing Functionality

g) Electronic Device Design
The prototype consists of an electronic component part which was designed according to the
requirements in the requirements stage. According to the requirements there is need to step down
a voltage of 230 V to 12 V and use it as input to a 740mA load of the electronic device circuit.
For this requirement a transformer rated at 12V and above 740mA, 8.88W is needed
So the transformer rating found were 230V to 12 V , 2A transformer because it is readily
available and was easy to procure
The bridge rectifier used should be one which will be able to handle the voltage and current
of 12 V and 740mA respectively so we chose a bridge rectifier of 35V voltage with 2A
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current rating. This was chosen because these bridge rectifiers are readily available and were
easy to procure
lii.  The capacitance across the bridge rectifier was calculated as follow
The output after the rectification is not a proper DC, it is an oscillating output and has a very
high ripple factor. To remove the pulsating output a Capacitor is used. The Capacitor charges till
the waveform goes to its peak and discharge into the Load circuit when the waveform goes low.
So when the output is going low, the capacitor maintains the proper voltage supply into the Load
circuit, hence creating the DC voltage. The value of the filter capacitor was calculated as follows.

I

C=—ro
2fv

[125]

C = capacitance to be calculated

| = Max load current (740mA)

f = Supply Frequency (50Hz),

v = Peak to peak ripple voltage

The voltage on the secondary side of the transformer is 12VVrms so the peak voltage is 12Vrms
x 1414 =16.97V

Now 1.1V will be dropped on the diode bridge rectifier when forward biased for the half wave.
S016.97V - 1.1V = 15.87V

So if we take the peak to peak ripple voltage as being 10% of the peak voltage as recommended
in [126] [127] then we have 0.1 x 15.87 = 1.587

So Vpp =1.587V

SonowC=L
2fv

740mA

=—————— =4662.9uF ~ 4700uF as this value is readily available
2x50x1.587

iv.  Voltage divider circuit
The voltage divider circuit was used to provide the 1.5V input voltage for the arduino analogue

inputs for power failure detection. For the voltage divider circuit the following procedure was
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used to determine the values of the resistors (R8, R122, R30, R31, R32, R33). Since the circuits
are similar the same procedure was used to determine the circuit values
a) The voltage which is to be measured was determined. The input voltage for the arduino
analogue inputs should be between 0- 5V, so 1.5 V was chosen to allow for voltages
which go beyond 230V.
b) A suitable and standard value for resistor R1 (Representing resistors R8, R30, R32 in
main circuit board shown in appendix F) in kilo-ohm range was decided upon.
¢) Using formula

Vout =Vin & [128]
R2+R1

Where

Vout = Voltage output = 1.5V,

Vin = Voltage input = 12V,

R2 = Resistor R2 is calculated (Representing resistors R122, R31, R33 in the main circuit
board shown in appendix F)

R1 = Resistor R1 (Representing resistors R8, R30, R32 in the main circuit board shown
in appendix F)

d) If the value of R2 is not (or close to) a standard value, the value of R1 is changed and the
above steps are repeated.

e) In this instance 68 kQ was chosen as it is a standard value. This was arrived at after a
number of iterations which allowed us to get a standard value of R2. A resistor in the
kilo-ohm range was used

f) Using formula

v, =V [ [128]
R2+ RL

Where Vout = 1.5V, Vin = 12V and R1 = 68k then

68000 + R2

R2= 2% _g714 ~10k0
0.875

R2 was calculated to be 10k Q).
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v.  Power Supply Circuit
The power supply circuit is made up of the LM2596 regulator which was used because of its
high current capacity. The regulator inputs 12 V voltage and outputs 5V and keeps the voltage
constant. The power supply is provided by the three phases and the battery. When there is loss
of supply on all the phases the solar panel and battery provides the power supply. Appendix F

shows the circuit diagram of the prototype main circuit.

3.3.4 Prototype Implementation

This stage involved coding of the software as well as setting up the hardware components. To
develop the prototype the following materials were used
The software used in prototype implementation was

i) Arduino IDE for programing the arduino microcontroller board

i) HTML

iii) CSS

iv) Java Script

v) Microsoft SQL database

vi) Google API

Vvii) ASP.net

viii) Proteus simulation software
iX) Microsoft Visual Studio

Hardware used was
i) Arduino Microcontroller Development board
i) SIM7600E 4G/GPRS/GSM/GPS Module
iii) Electronic components
iv) 12 Volts battery
V) LCD display
vi) Laptop for accessing cloud services
vii)  Mobile phone for receiving power failure notification
viii)  Solar charge controller module
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iX) Solar panel

The prototype implementation consisted of two parts, the hardware and software implementations

a) Hardware Implementation
The prototype hardware consisted of the voltage sensor circuit, Arduino microcontroller board,
4G/GPRS/GSM/GPS cellular communication module, solar charge controller and power supply
circuit. The device realized from this hardware implementation is to be installed on the 0.4kV
distribution electric line as shown in the proposed model in Figure 3.1. These are the distribution

lines to which the customer premises are connected through a service line.

i.  Voltage Sensor Circuit

The voltage sensor circuit consists of three 230/12V Voltage transformers stepping down the
voltage from 230V AC to 12V AC. A diode bridge rectifier rectifies the 12V AC to DC and a
voltage divider circuit ensures input of approximately 1.5V DC to the Arduino board analogue
inputs. Loss of power in any of the phases results in the loss of the voltage input to the Arduino,
the embedded program in the Arduino detects the loss of supply and sends alert messages to the
cloud platform and predefined mobile phone number. The Arduino embedded program also reads
and displays voltage values of the three phases on the cloud platform.

The voltage sensor circuit consisted of various electronic components which were integrated
together on a printed circuit board. A printed circuit board was used to ensure ease of integrating

and testing the circuit.

ii.  Arduino Microcontroller Board

The Arduino microcontroller board is an Open Source electronic prototyping platform based on
flexible easy to use hardware and software. It consists of a circuit board, which can be programmed
and a ready-made software called Arduino Integrated Development Environment, which is used
to write and upload the computer code to the physical board. Arduino boards are able to read
analog or digital input signals from different sensors and turn it into an output. The board functions
can be controlled by sending a set of instructions to the microcontroller on the board via Arduino

IDE [27]. The Arduino Mega was used in this research because it provides more code memory and
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RAM. It is an 8-bit board with 54 digital pins, 16 analog inputs, and 4 serial ports. The analogue
inputs are used on the Arduino for power failure detection. These analogue inputs are able to
measure voltages from 0 to 5V and in this research approximately 1.5V was applied to the Arduino
analogue inputs for voltage detection. The analogue inputs have a 10 bit analogue to digital
converter that maps the input voltage into integer values between 0 and 1023. The voltages
detected are converted from analogue to digital and read by the embedded program to determine
loss of supply. The Arduino was implemented to communicate with the SIM7600E module
through the Universal asynchronous receiver transmitter (UART) transmit and receive pins which
is able to receive AT commands at a baud rate of 9600bps. Using AT commands to the SIM7600E
4G/GPRS/GSM/GPS module, power failure alert is sent to the mobile phone and cloud based

platform.

iii.  SIM7600E 4G/GPS Module

The SIM7600E is Multi-Band LTE-TDD/LTE-FDD/HSPA+ and GSM/GPRS/EDGE module
which supports uplink and downlink data rates of 5Mbps and 10Mbps respectively. It is designed
for applications that need low latency, medium throughput data communication, security and
flexibility such as metering, telematics, asset tracking, remote monitoring and E-health. This
module was used because it offers better data upload speeds making them suitable for use in
application of electrical network monitoring which requires almost real time data updates.

iv.  Battery Charge Controller

The electronic device consists of a battery which supplies power to the device in case of loss of
power from all the three phases. This battery is being charged by the solar panel through the
Maximum Power Point Tracking (MPPT) battery charge controller. A charge controller or charge
regulator is a voltage regulator that keeps the battery from overcharging. It regulates the voltage
and current coming from the solar panels going to the battery. The "12 volt™ panels used in this
study put out about 16 to 20 volts, so regulation is needed to protect the battery from damage due
to overvoltage. The solar charge controller is used to manage the power going into the battery bank

from the solar panel (photovoltaic module). It ensures that the battery is not overcharged during
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the day, and that the power doesn’t run backwards to the solar panels overnight and drain the
batteries.

In this study a Maximum Power Point Tracking (MPPT) solar charge controller was used because
it increases the solar panel’s effectiveness by 30% and extracts maximum power from the
photovoltaic (PV) module by forcing the module to operate at a voltage close to maximum power
point to draw maximum available power. Maximum Power Point Tracking is an algorithm that is
used in charge controllers for extracting maximum available power from the solar panel module
under certain conditions. The voltage at which the PV module can produce maximum power is
called “maximum power point” or peak power voltage. The controller checks the output of the PV
module, compares it to the battery voltage then determines the best power that the PV module can
produce to charge the battery and converts it to the best voltage to get maximum current into the
battery. It is a DC to DC converter which operates by taking DC input from the PV module,
changing it to AC and converting it back to a different DC voltage and current to exactly match
the PV module to the battery. A solar panel of rating 60W and 24Ah battery was determined to be
able to provide power to the device for a period of 16hours. The calculations were as follows
When there is no power supply from all three phases, the device will be powered by the battery. If
we assume average of 8 hours of sunlight per day then the device will be powered by the battery
for a period of 16 hours per day.

Run time required = 16 hours

Power consumption of device ~ 9W

Consumption per day = 9W x16hours = 144Wh

Determining Battery Rating

Divide this value by the supply voltage = 144/12 = 12Ah rating of the battery can be used

With the aim of leaving 50% in the battery we get 24Ah battery rating this is because each battery
has a Depth of Discharge (DOD) rate to prevent them to be damaged.

Determining Solar Panel Rating

Required Load in Watts

P-Total= (24 x 9W) = 216 Wh.

This is our daily load in watthours we need to be powered up by solar panels

If we assume to have an average of 8 hours complete sunshine per day. The solar rating will be
P-Hourly = 216Whour / 8Hrs = 27W
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So solar rating of 27 Watts is required

If we take the battery charging into consideration we get

Battery consumption in watthour = 24Ah X 12 = 288Wh

Taking into consideration the number of hours of sunshine per day
Solar Panel Rating in Watts = 288watthour/8 = 36Watts

So total panel rating will be 27+ 36 = 63 Watts ~ 60 Watts

v.  Power Supply Circuit

Power supply for the prototype is provided by the three phase supply and if there is loss of three
phase supply the device reverts to being supplied by solar panel and the battery being charged by
the solar panel. Regulator LM2596 is used for maintaining the 5V DC supply voltage to the

prototype circuit.

~— CHARGE CONTROLLER

BATTERY

3 _| LM2576 REGULATOR
=5

g Lco
SIM7600E MODULE

ARDUINO MEGA

VOLTAGE
SENSOR
CIRCUIT

Figure 3.9 Hardware Setup

b) Software Implementation
Software implementation involved coding of the Arduino microcontroller and web application

coding.
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i) Code Programming

The methodology which was used for code programming was the object oriented programming
based on the functionality flow charts, requirements analysis, use case and sequence diagram
models designed in section 3.3.2 and 3.3.3.

Obiject oriented programming was used because it makes it easy to maintain and modify existing
code as new objects can be created with small differences to existing ones. The programming
languages used in this study were embedded C language for Arduino and ASP.net for the cloud
platform web application, which are both object oriented programming languages. The software
used for programming the Arduino was the Integrated Development Environment and Microsoft
visual studio was used for programming the web application. The figures below show the steps

which were used for programming the Arduino and the web application.

E2 sketch_jul08a | Arduine 1.8.10 == O >
File  Edit Sketch Tools Help

sketch_julOg8a §

veid secup () { ~
f setup code here, to run once:

}

cid loop () {
Ir;ain ccde here, toc run repeatedly

ArduinofGenuino Uno

Figure 3.10 Arduino IDE Software Window showing the two Sections of the Arduino Code
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Figure 3.10 above shows a snap shot of the Arduino IDE and the program sections used in the
programming. The first section is called the setup and is where the code variables are initialized
and the second section is called the loop and this is where the program which is to run continuously
is defined.

[@ poweer_Failure Monitor |Arduim1.8.11! ~ =18 % ]

File Edit Sketch Tools Help

// standard pins for the shield, adjust as necessary n
#include <SoftwareSerial.h>//software serial library to make serial communication on arduinos digital pin
#include <LiquidCrystal.h>/////////lcd library

#include <EEPROM.h>//eeprom library to store, admin's mobile number in arduino's eeprom memory
LiquidCrystal lcd (21, 20, 19, 18, 17, 16);//lcd pin defined as per hardware connections

#define RECEIVINGCALL 1 //constant value assigned to name

#define IDLE 2 //constant value assigned to name

#define BUSY 3 //constant value assigned to name

#define NO ANSWER 4 //constant value assigned to name

#define TALKING 5 //constant value assigned to name

#define ERROR 6 //constant value assigned to name

#define Pin "pin" //constant value assigned to name

#define ok "OK" //constant value assigned to name

#define ERROR str "ERROR" //constant value assigned to name

#define Connected "Connected" //constant value assigned to name

#define Connecting "connecting" //constant value assigned to name

#define CLCC "+CLCC:" //constant value assigned to name

#define atCLCC "AT+CLCC" //constant value assigned to name

#define CMGF "AT+CMGF=1" //constant value assigned to name

A:,}:,‘c:nn CMOT N ONCT T = Bl s e i g s R ey e e . =

|
Figure 3.11 Arduino Prototype Code in the IDE

Figure 3.11 above shows part of the Arduino prototype code in the IDE which was used in this

research to realize the power failure sensing functionality
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LiquidC  GetBoardInfo Arduino Uno defined as per hardware connections

Arduino Duemilanove or Diecimila

P : "AVRISP mkIl” '
rogrammer; “AVRISP mki s

Burn Bootloader

#define' rooorvrmvocmoo— © Arduino Mega or Mega 2560 value assigned to name
: Arduino Mega ADK z
#define IDLE 2 dols Losrae: value assigned to name
fdefine BUSY 3 :’g“f""s"""d"“'" value assigned to name
rduino Micro
#define NO ANSWER 4 Arduino Esplora value assigned to name
#define TALKING 5 Arduing Mot value assigned to name
Arduino Ethernet
#define ERROR 6 Arduino Fio value assigned to name
. . ; Arduino BT
" " A
#define Pin "pin LilyPad Arduino USB ue assigned to name
#define ok "OK" U'Z"“‘“\'d“im ue assigned to name
Arduino Pro or Pro Mini
#define ERROR str "ERROR" Arduino NG or older ue assigned to name
#define Connected "Connected" Afduino Hobol Contiol ue assigned to name
Arduino Robot Motor
#define Connecting "connecting" Arduino Gemma ue assigned to name
. Adafruit Circuit Playground g
< . s
#define CLCC "+CLCC: Arduino Yan Mini ue assigned to name
#define atCLCC "AT+CLCC" A'd“i"g"'d"“"a'lm ue assigned to name
Linino One
#define CMGF "AT+CMGF=1" Arduino Uno WiFi lue assigned to name
BAn£3omm OMOT W OMOT oW Llonmarart cenlasin ccodcnnd dn oo Y
] n | »

Pictures

Figure 3.12 Selection of Arduino Mega Microcontroller

Figure 3.12 shows the selection of Arduino Mega microcontroller as this was used in the research.
There are several types of Arduino microcontrollers and in this research Arduino Mega
microcontroller was used as it has more memory for storing and running the code. The

microcontroller is selected in preparation for loading the code into the microcontroller.
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[ Power Faiture Monitoring | Arduino 1811 y W W F . [ | = [
File Edit [Sketch] Tools Help

et Upload Ctil+u =
Upload Using Programmer Ctrl+Shift+U =
Export compiled Binary  Ctrl+Alt+S

// &  Show Sketch Folder ek shield, adjust as necessary

#ing ﬂﬂﬁifmw '|h>//software serial library to make serial communication on arduinos digital pin

#include <LiquidCrystal.h>/////////lcd library

#include <EEPROM.h>//eeprom library to store, admin's mobile number in arduino's eeprom memory

LiquidCrystal lcd (21, 20, 19, 18, 17, 16);//lcd pin defined as per hardware connections

#define RECEIVINGCALL 1 //constant value assigned to name

#define IDLE 2 //constant value assigned to name

#define BUSY 3 //constant value assigned to name

#tdefine NO_ANSWER 4 //constant value assigned to name

#define TALKING 5 //constant value assigned to name

#define ERROR 6 //constant value assigned to name

#define Pin "pin" //constant value assigned to name

#define ok "OK" //constant value assigned to name

#define ERROR str "ERROR" //constant value assigned to name

#define Connected "Connected" //constant value assigned to name

#define Connecting "connecting" //constant value assigned to name

#define CLCC "+4CLCC:" //constant value assigned to name

#define atCLCC "AT+CLCC" //constant value assigned to name

#define CMGF "AT+CMGF=1" //constant value assigned to name

x:.x,..:;«.. OMOT M OMOT L1 & //_H“,.Lqu. e T e RO DI Sy e e . Y
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Figure 3.13 Loading of the Code into the Arduino Microcontroller

Figure 3.13 shows the loading of the code into the Arduino Microcontroller. The code is first
converted into a form the microcontroller will be able to interpret before it is loaded into the

microcontroller.
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Create a new project

Recent project templates c

5D ASP.NET Core Web Application

=]

2] Blank Solution

3

Search for templates (Alt+S)

Clear all

v All platforms v All project types v

Console App (.NET Core)

A project for creating a command-line application that can run on .NET Core on
Windows, Linux and MacOS.

Console c# Linux macOSs Windows

ASP.NET Core Web Application

Project templates for creating ASP.NET Core web apps and web APIs for Windows,
Linux and macOS using .NET Core or NET Framework. Create web apps with Razor
Pages, MVC, or Single Page Apps (SPA) using Angular, React, or React + Redux.

Cloud Cc# Linux macOSs Service Web Windows

Blazor App

Project templates for creating Blazor apps that run on the server in an ASP.NET Core
app or in the browser on WebAssembly. These templates can be used to build web
apps with rich dynamic user interfaces (Uls).

Cloud C# Linux mac0s Web Windows

Class Library (NET Standard)
A project for creating a class library that targets .NET Standard.

Android c# ios Library Linux macOSs Windows

Azure Functions

Figure 3.14 Snapshot of the Microsoft Visual Studio to Create the Web Application

Figure 3.14 shows a snapshot of the first step in the creation of the web application using ASP.net

in Microsoft Visual Studio. ASP.net core web application option is chosen.
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Create a new ASP.NET Core web application

‘.NET Core = | |ASP.MET Core 3.1 -
\1 Empty Authentication
[
An empty project template for creating an ASP.MET Core application. This template does not have any content in Mo Authentication

it.

API

A project template for creating an ASP.MET Core application with an example Contraller for a RESTful HTTP
service, This template can also be used for ASP.MET Core MVC Views and Controllers, Advanced

Web Application Configure for HTTPS

9 @

A project template for creating an ASP.NET Core application with example ASP.MET Razor Pages content. [] Enable Docker Support

(Requires Docker Desktop)

Web Application (Model-View-Controller) T

i

A project template for creating an ASP.MET Core application with example ASP.MET Core MVC Views and
Controllers, This template can also be used for RESTful HTTP services,

a Angular

A project template for creating an ASP.MET Core application with Angular

React.js Author: Microsoft
¥ Source: Ternplates 3.1.5

Get additional project templates

Baclk Create

Figure 3.15 Snapshot of Creating a New Web Application in Visual Studio

Figure 3.15 above shows the second step in the creation of the web application. In this step the
option web application is chosen since a web application is what is being created.
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Configure your new project

ASP.NET Core Web Application Cloud = Linux macos Service Web windows

Project name

| Power Failure Monitering |

Location

| ChUsershAdministratorisourcelrepos -| II'

Solution

| Create new solution -|

Solution name @

| Power Failure Monitoring |

[] Place solution and project in the same directory

[ [ t==

Figure 3.16 Snapshot of Web Application Configuration in Visual Studio

Figure 3.16 shows a snap shot of the third step in the creation of the web application. In this step

a name is assigned to the project. In this case the name assigned was Power Failure Monitoring.

D¢ File Edt View Project Debug Test Anabze Tools Bdensions Window Help  Search (Cirl<Q) P | Solutionl o - X
i@~ B2 W - Q- P Attach... ~ | 5 _iB = % | DOCTYPEHTMLS - _ & LiveShare &

1 <!--Dashboard FrontEnd--> <

2 =

3 Code to prepare were the backend data will be stored. to create the structure of the website were the data wi

4

5 [-ikasp:Content ID="Body" ContentPlaceHolderID="ContentPlaceHolderl" runat="server">

6 <!--Add Elements to the center of the page runat="server" : This enables asp.net control to be available

7 5 <center>

8 = <div> <!--Create a div at the center of the page The <div> tag defines a division or a section in an

9 = <div style="width: 100%; margin-left: 20px; margin-left: -10@px"> <!--create a div with 100% widt

10

11 <asp:ScriptManager ID="ScriptManagerl" runat="server"> <!--Create a Script Manager For Managi

12 <7asp:ScriptManagers|

13 <asp:UpdatePanel ID="UpdatePanell" runat="server"> <!--An update panel for aspx to update sts

14 <ContentTemplate> <!-- Create a new content template (the actual html view of the fronten

15 z <div> <!--Create a div-->

16 = <table width="100%"><!--Create a table with 100% the width of div-->

17 & <tr> <!--Create a row in the table to -->

18 [= <td align="center" colspan="5"> <!--Create a column with center alignment

19 <br />

20 <asp:Image ID="Image3" runat="server" ImageUrl="~/images/lines.png" $

21 &nbsp;<asp:Label ID="Label7" runat="server" Font-Size="Large" ForeCol

22 <br /><l--add a line break (new line)--> =
150% ~ o1 A9+ € D 4 » n:12  Ch:37 MIXED CRLF
& Design | @ Split
[7 Ready 2,

Figure 3.17 Snapshot of the ASP.net code in in Visual Studio
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Figure 3.17 shows the final step in the creation of the web application with part of the code which
was used in this research. This code is then downloaded into the web server of the website host of
this research. In this research I0TGecko was used as the cloud service provider and their web
servers were used for the storage of the web pages.

i) Arduino Coding

The Arduino microcontroller board was coded using embedded C language through the integrated
development environment provided by the Arduino. The IDE (Integrated Development
Environment) is a special program that allows for the writing of code for the Arduino board. Once
the code is uploaded to the board it is passed to the compiler that translates the code into the
language understood by the microcontroller.

A laptop and Arduino Integrated Device Environment (IDE) software was used to program the
Arduino. The Arduino board communicates with the computer using a communication port (COM
port) which can be selected from the operating System’s device manager. The COM port that was
selected for use in the prototype implementation was COM1. The arduino was programmed to
detect the voltage through its analogue inputs. Through the use of AT commands in the arduino
program it was able to communicate with the SIM7600E 4G/GPRS/GSM/GPS wireless module.

The steps followed in the coding are shown in Figures 3.10-3.13 above.

i)  Web Application Coding
Cloud services used are offered by the 1I0TGecko cloud services platform. 10TGecko cloud
platform offers API support over Arduino and other controller boards. It provides a GUI builder
and customized application creator system enabling developers to design desired 10T systems. The
platform is built on the web stack consisting of the client and the server end. On the client side the
software used was HTML (Hypertext Markup Language), CSS (Cascading Style Sheets) and
JavaScript. HTML makes up the content of the website and enables the browser (like Internet
Explorer or Google Chrome) to show the website. CSS was used to describe the presentation (the
look and formatting) of the web-site. JavaScript is a programming language which was used to
create interactive effects within the web browser. These softwares are referred to as client side
because they are executed by the browser on the personal computer to enable viewing of the

website. The client side software enables the alerts to be viewed in a certain presentation on a
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website. On the server side ASP.net programming language was used to program custom
functionality on the web-site such as enabling the updates of power failure alerts from the Arduino
microcontroller based device. The server consists of a database engine based on Microsoft SQL
for storage of data such as the status, date, start time and end time of the power supply from each
of the phases. The web server software used was Internet Information Services (IIS) and the
operating system was Microsoft windows. The steps followed in the coding are shown in Figures
3.14-3.17 above.

3.3.5 Prototype Testing

To measure success and performance, the prototype — electronic part was simulated and tested
using proteus simulation software to ensure that the electronic components used would produce
the expected voltages and currents and that the Arduino code would produce the desired outcome.
These tests were successful. The prototype was then setup and tested by connecting it to a three
phase power supply and a battery for backup supply as shown in Figure 3.18. Connection to the
cloud platform was established through a web browser interface on a laptop and a mobile phone
was used to receive messages from the prototype.

When power supply was switched on, the voltage values of the three phases was successfully
displayed on the LCD, cloud platform and an alert message was sent to the mobile phone. The
time it takes the three phase voltage values to be displayed both on the local LCD display and on
the cloud platform was measured and determined to be within 35 seconds. An SMS indicating the
status of the three phase supply was also sent to a predefined mobile phone number within the
same time. After this, the red phase supply was disconnected from the device. The red phase
voltage value and status was successfully transmitted and displayed onto the local LCD, cloud
platform and mobile phone and this transmission was measured to be within 35 seconds as well.
This was repeated for the yellow and blue phases each time obtaining similar results. Once all the
phases were disconnected a zero voltage value for all the phases was successfully reported to the
local LCD, cloud platform and phase status to the mobile phone. With the three phases
disconnected the device was able to run on the solar panel and battery. The three phase supply was
then connected back and the status updates were again successfully sent to the local LCD display,

cloud platform and predefined mobile number.
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Apart from the display of voltage values, location of the power failure was successfully displayed
on the cloud platform and mobile phone. The location was also determined to be correct once it
was compared with the actual location of the prototype setup. The date and duration of the power
failure was also indicated on the cloud platform. The start time, end time and date of the power
failure displayed on the cloud platform was compared with a GPS synchronized time and date and
found to be correct. To determine whether the voltage values displayed on the LCD and cloud
platform were correct, they were compared with values of the voltages from the three phases

measured using a digital multi-meter.

At the time of testing the prototype a call was made to the ZESCO call centre and it was noted
that it took about four minute for the call to be answered. This tallies with the statistics from the
call centre which indicate that average waiting and processing time for a customer calling call
centre is four minutes. When this is compared to the average of 35 seconds processing time in the

automatic power failure reporting system, the automatic power failure system performs better.

.3

Solar Panel

MPPT Charge
controller

-7

Three Phase Input
from distribution line

Figure 3.18  Prototype Testing Setup

3.4 Summary

In this chapter, the materials and methods that were used in the baseline study and the system

automation prototype were outlined. Exploratory and survey design methodology was used in the
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baseline study. Krejcie and Morgan method was used in the selection of the sample size for the
baseline study and a waterfall model system development method was used in the prototype system
design and implementation. System models consisting of use case diagrams, sequence diagrams,
entity relationship diagram, block diagrams and flow charts were presented to provide the means

by which the cloud based power failure sensing system may be implemented.
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CHAPTER FOUR
RESULTS AND DISCUSSION

4.1 Introduction

In this chapter, we present the results and the discussion of the results that were derived from the
baseline study. We also present and discuss results of the system prototype using screenshots of

the system application and hardware.

4.2 Baseline Line Study

In order to improve efficiency in power failure reporting management, a baseline study was
conducted to establish the specific challenges ZESCO and the electricity clients face in the current
power failure reporting management model. The challenges were identified through a survey
conducted with electricity clients. Insights gained from interviews with ZESCO call centre and
faults centre personnel were also analyzed. This section presents and discusses the results derived
from the baseline study. The results presented are derived from the analysis of each variable
through Statistical Package for the Social Sciences (SPSS) software. The presentation of the results

is in form of tables, bar charts and pie charts.

4.2.1 Demographic Data

Quantitative data was collected from 383 respondents from Matero, Kalingalinga, Makeni,
Emmasdale, Chilenje, Kaunda Square, Garden and Chawama townships located in Lusaka district.

The demographic study results are as shown in the figures below
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a) Gender
Table 4.1 Gender Distribution

Gender Distribution
Cumulative
Fregquency Percent | Valid Percent FPercent
Valid  Male 187 51.4 51.4 51.4
Female 186 436 436 100.0
Total 383 100.0 100.0

Gender Distribution

B raale
Bl Female

Figure 4.1 Gender Distribution

As regards to gender distribution out of the 383 respondents from the eight townships 197 were
male representing 51.44% of the total respondents whilst the rest were female as shown in Figure
4.1 and Table 4.1. This represents a well distributed survey able to produce results and challenges
which are reflective of the population thus assisting in achieving the first objective.
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b) Age Distribution

Age Distribution

Percent

Figure 4.2 Age Distribution

Figure 4.2 shows age distribution with 35.8% of the respondents being in the age group 18-29.

The respondents in the age group 30-39 and 40-49 were 24.3% and 20.4% respectively. Whilst

19.6% of the respondents were in the age group of 50 and above. This shows that the majority of

the respondents are over 29 years which reflects maturity in the respondents as well as respondents

who are in the age range of responsibility and therefore able to give accurate answers to the

questions posed and challenges faced thus assisting in achieving the first objective.

4.2.2 Summary of Results on Electricity Usage and Power Failure Reporting

Table 4.2 Summary of Results on Electricity Usage and Power Failure Reporting

NO | RESULT PERCENTAGE

1 RELIANCE ON ELECTRICITY

a Access to Electricity 100 %

b Alternative power sources YES 13.6 %
NO 86.4 %

2 POWER FAILURE EXPERIENCE

c Power Failure experience YES 93.7 %
NO 6.3 %

d Frequency of power failure Once a day 19%
Once a week 20.6%
Once a month 33.2%
Other 24%
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No applicable 3.2%
Longest Power failure experienced Hours 36.3%
Days 46.4%
Weeks 14.1%
Months 2.7%
Clients Reporting & Efficiency In ZESCO
Response
Personally Made Power failure report to YES 72.6%
ZESCO
NO 27.4%
Method used to report power failure Walk to ZESCO 35%
Call Call Centre 53%
SMS 2%
Neighbours Call 9%
Ease of getting in touch with call centre Very Easy 9.02%
Easy 8.75%
Average 23.08%
Difficult 33.95%
Very difficult 18.3%
Reasons for Rating Given in Getting Through | Line busy 48.5%
to Call Centre
Line takes time to be 34%
answered
Line always answered 9.2%
Longest time taken for ZSECO to respond Minutes 1.1%
when a fault is reported
Few hours 27.9%
Days 60.5%
Weeks 8%
Months 2.7%
Personally made complaint through call centre 66.8%
Difficulties in contacting call centre Line busy 55.2%
Line takes time to be 31.2%
answered
ZESCO request for directions YES 72.6%
NO 27.4%
CUSTOMER SATISFACTION OF ZESCO
SERVICES
Customer satisfaction YES 37.3%
NO 62.7%
Reasons for lack of satisfaction Response rate not good 90.4%
Poor Service 7.1%
Customer service not good | 2.6%
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4.2.3 Reliance on Electricity Discussion

The survey revealed that all the three hundred and eighty three (383) participants have access to
electricity and that of these 383, 86.4% do not have alternative power supply sources and are
solely dependent on power supply from ZESCO. This indicates that the majority of electricity
consumers are affected by power supply failures and would be more likely to report a power failure
thus would be able to give an accurate representation concerning the challenges being faced when
reporting power failures and would assist in achieving the first objective. This also entails that an
automatic power failure sensing system would be beneficial to a lot of customers who do not have

alternative power supply since outage duration would be reduced.

4.2.4 Power Failure Discussion

a) Power Failure Experience

Out of the three hundred and eighty three (383) respondents the majority indicated that they had
experienced power failure representing 93.7% of the total respondents whereas 6.3% indicated that
they had not experienced power failure as shown in Table 4.2. This shows that the majority of the
respondents had experienced power failure and would be more likely to report the power failure
and thus give accurate answers to the challenges being faced when it comes to reporting power
failures thus assisting in achieving the first objective. This also necessitates the need for an

automatic power failure sensing system since the majority experience power failures.

b) Frequency of Power Failure

When asked how often the respondents experience power failure 33.2% indicated that they
experience power failure once a month whilst the rest experience power failure once a day and
once a week. The results also reveal that the longest power failure the respondents have
experienced lasted days representing hundred and seventy five (175) respondents. Hundred and
thirty seven (137) of the respondents indicated that the longest power failure lasted a number of
hours whilst the rest indicated either that the power failure lasted weeks or months. This indicates

that the majority experience power failure more often and longer and are likely to report the power
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failure thus assisting in achieving the first objective to determine the challenges faced when
reporting the power failure. This also necessitates the need for an automatic power failure sensing

system to reduce on the duration of power failure experienced by electricity consumers.

c) Power Failure Reporting

Of the three hundred and eighty three (383) respondents 72.6% have personally made a power
failure report representing two hundred and seventy eight (278) of the total respondents while the
rest have never personally reported a power failure as shown in Table 4.2.

When asked what method was used to report a power failure the majority of the respondents
indicated that they called the ZESCO call centre representing 53% of the respondents. 35%
indicated that they walked to ZESCO whilst the rest used either SMS or neighbors called on their
behalf. Of the 72.6% respondents who reported a power failure fault to ZESCO 66.8% reported by
calling the call centre indicating that the majority of the reported faults were done through the call
centre. This shows that the majority have personally made a report of power failure and have called
ZESCO call centre to report a fault thus showing that they are able to give an accurate
representation of the challenges faced when accessing call centre and when reporting power failure

thus assisting in achieving objective one.

4.2.5 Power Failure Reporting Challenges Discussion

a) The Ease with Which One Can Get in Touch With ZESCO

The majority of respondents had challenges with calling call centre with 52.2% of the respondents
finding it either difficult or very difficult to contact the call centre. The reasons sighted for
difficulties in contacting call centre were line constantly busy and lines taking long to be answered
represented by 48.5% and 34% of the respondents respectively. A cross tabulation of those who
reported through ZESCO call centre and the reasons for difficulties in contacting call centre
indicated that the majority of those who called call centre indicated that they found it difficult to
contact call centre either because the line was busy or the line took too long to be answered
representing 86.4% of the respondents.

This shows that the majority who had reported a power failure fault by calling call centre had

challenges to contact call centre due to busy line or calls taking too long to be answered indicating
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that electricity clients do face challenges when reporting power failure and an introduction of
automatic power failure reporting system will ensure that these challenges are resolved as it would
be able to report power failure automatically to the power utility without the need for the customer
to report.

b) Response Time

The challenge faced by the service provider is long response time to power failures reported. The
longest time taken by ZESCO to respond to a power failure fault reported was days followed by
few hours then by weeks, months and finally by minutes. The statistics collected indicated that
60.5% of the response was that ZESCO took days to respond to power failures reported. This
indicates that the response time of ZESCO to power failures reported is long. This response can
be improved by the introduction of an automatic power failure reporting system. This system
would automatically send an alert of power failure to the cloud platform as well as the cell phone
of field personnel in a matter of seconds thereby removing delays caused by the customer reporting
the power failure fault as well as the fault coordinator having to assign the power failure fault to a
field personnel.

c) Request for Directions
Inability to know exactly where the power failure has occurred is also a challenge faced by the
service provider ZESCO. When asked if ZESCO asked for direction to customer premises when
there is a power failure fault, 72.6% of the respondents replied in the affirmative and the rest
replied in the negative as indicated in Table 4.2. This shows that there is need for an automatic
power failure reporting system showing the location of the fault to improve on response time. This
would ensure that the location of the fault is known and there would be no need to call the client
to determine the location of the power failure. The time which would be wasted to determine the
location by calling the customer would be eliminated and this would in turn result in improved

response times to power failures reported.

d) Customer Satisfaction
Another challenge faced by the power utility is to maintain customer satisfaction due to the power

utility inability to respond to power failures reported on time. The majority of the respondents
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indicated not being satisfied with the way ZESCO responds to power failures reported represented
by 62.7% of the respondents. The reasons indicated by the respondents for not being satisfied with
the ZESCO response to power failure were response rate not good representing 90.4% of the
respondents, poor service representing 7.1% of the respondents and 2.6% indicated that customer
service was not good. This shows that the majority of the customers are not satisfied with the
current power failure reporting management mainly because of the poor response rate and an
improvement is needed which can be brought about by the introduction of an automatic power
failure reporting system. This also supports the result above that the power utility has challenges

in responding to power failure reported on time.

4.2.6 Call Centre Statistics

a) Customer Call Statistics

70%
80%
70%
60%
[
& so%
5 a0 26%
=
I 30%
20% 49
10% -
0%
REJECTED CALLS SERVED CALLS ABANDONED
CALLS
Call Details

Figure 4.3 Customer Call Statistics

To determine challenges faced by the call centre, call centre statistics were analyzed and they
revealed that about 70% of the total calls received from customers are rejected and 4% are
abandoned by customers due to insufficient system resources as shown in Figure 4.3. The lack of
resources at the call centre to attend to all the customer calls resulting in some calls being rejected
by the system or being abandoned by the customer is another challenge being experienced by the
power utility. These statistics support the results from the survey that customers experienced
difficulties of line busy or line taking long to be answered resulting in customers abandoning the
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calls. An automatic power failure reporting system would ensure that power failure is reported

automatically without the need to call the call centre which would decongest the call centre.

b) Call Centre Reported Faults

1054

MO SUPPLY PRE PAID LOW VOLTAGE FLUCTUATIONS SPARKS
METER OF SUPPLY

Figure 4.4 Call Centre Reported Faults

The call centre statistics analyzed also revealed that the majority of the faults reported were
complaints of no supply representing 56% of the total faults reported as shown Figure 4.4. This
shows that if an automatic power failure reporting system is introduced the call centre would
be decongested and would concentrate on attending to other non-power failure faults reported
by customers. This would assist in achieving the second and third objective as it would be one
of the inputs to the design of the power failure model and prototype.

4.3 System Implementation

Manual methods of power failure reporting where the customer calls in to report the fault and
where the field personnel are informed of the power failure fault by the fault coordinator can
be replaced with automated systems in order to eliminate the challenges brought about by
manual systems. In order to show how an automated power failure reporting management

system will work, a prototype was developed to show proof of concept. The prototype was
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implemented using sensing and cloud based technology to show how an automated power
failure reporting system can be done.
In this study, power failure reporting models were developed and a system prototype was
implemented that shows the concept of how the automated cloud based power failure sensing
system will work.
Firstly, information was gathered, analyzed and formulated into useful system requirements
(see Chapter 3 Section 3.3.2). The system requirements were derived from data collected from
electricity clients in Lusaka district and from the interviews with call centre personnel and
faults coordinators that provided insight into the operations of ZESCQO’s current power failure
reporting management system.
Secondly, the system requirements and interviews informed the design phase of the
implementation. System models were developed using information obtained from primary
sources and secondary sources (literature review).
Thirdly, a prototype of the system was developed which consisted of an electronic device made
from a Voltage sensor circuit, Arduino Microcontroller board, 4G/GSM/GPRS/GPS module,
solar based battery charge controller and Web Cloud services using cloud architecture, Web
Application, Google Map API.
Finally, the prototype was tested to ensure that all functionalities were working correctly.
In this section, the current business processes that ZESCO uses in its power failure
management are illustrated as determined from the information obtained from the interviews
that were conducted with the call centre personnel and fault coordinators from faults centre.
The proposed business processes that ZESCO can use to automate the power failure reporting
management are also presented. The screenshots from the prototype implementation Graphical
User Interfaces (GUI) are presented. The screenshots include the hardware setup, mobile phone
GUI screenshots, local LCD and cloud platform screenshots. The functionalities that were
implemented in the prototype were:

i) The ability to login to the system,

i) Sensing the three phase power failure from a power supply line,

iii) Sending three phase power failure alerts to the cloud platform,

iv) Sending three phase power status alerts to a predefined mobile phone number,
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v) Sending the location of the power failure to the cloud platform as well as to a predefined
mobile phone number,

vi) Showing the voltage values of the three phases of the power line on the cloud platform
and

vii) Showing the phase id, status, date and time of the power failure of the three phases and

storing the information in the cloud database.

4.3.1 Current ZESCO Power Failure Reporting Management Business
Processes

To assist in achieving the second objective the current business processes were determined by
information obtained from the interviews with the call centre personnel and fault coordinators

from fault centre. The current business processes are described in this section.

a) Current Power Failure Reporting Management System

The current business processes which ZESCO uses for power failure reporting are reliant on
the customer reporting the power failure to ZESCO call centre. As shown in Figure 4.5, in the
current power failure fault reporting business model the customer can either call, SMS or walk
into the customer call centre to report a fault. After the power failure is reported to the call
centre agent the customer is given a reference number which can be used to make a follow up
on the power failure complaint. Once the report is entered into the system it is picked up by
the fault coordinator who calls the field personnel to attend to the faults. The field personnel
in turn calls the customer to get the location of the power failure. Once the fault is resolved the
field personnel calls and updates the coordinator who in turn manually enters the information
in the system. At the end of the shift the coordinator prepares a report which is emailed to the
regional manager. The challenges identified with this model are difficulties in accessing call
centre to report a fault due to either line being constantly engaged or line never answered,
locating the power failure point, limited resources at the call centre leading to rejection of some
of the calls from clients, poor response to power failures reported, coordinator inability to relay
the information to the field personnel and inability to determine accurate durations of the power

failure since update is done manually.
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Figure 4.5 Current Power Failure Reporting Management Model

4.3.2 Proposed ZESCO Power Failure Reporting Business Process Model

In this research, an alternative business process model based on the current business process that
is being used by ZESCO was proposed to achieve the second objective. Automating the current
business processes that are being used by ZESCO is the change that is proposed in this section.
The following is a description of the proposed ZESCO business process model as shown in Figure
4.6.
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Figure 4.6 Proposed ZESCO Power Failure Reporting Business Process Model

The proposed business model consists of an electronic device composed of a Voltage sensor
circuit, Arduino  Microcontroller  board, SIM7600E 4G/GSM/GPRS/GPS  Wireless
Communication module, solar charge controller and web Cloud services with a battery charged by
solar as backup supply. This device is connected to the three phases of a Low Voltage 0.4kV power
line. Power Supply on each phase is monitored by the voltage sensor circuit.

When there is loss of supply on any of the three phases input to the Arduino microcontroller
becomes zero and this is detected by the Arduino. Through the embedded program in the Arduino
microcontroller an SMS alert consisting of status of the supply on each phase as well as the location
is sent to a predefined cell phone number of field personnel using the connected Wireless
Communication module over the cellular network.

At the same time using the AT commands to the Wireless Communication module, the application
on the remote server is invoked to insert the power failure status data, voltage values and location
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of the power failure data into the cloud database for storage enabling this information to be viewed
by call centre and faults centre personnel as well as field personnel.

The power failure alerts are received on the Mobile phone and cloud application within 35 seconds
as revealed in the prototype tests conducted. Through this model the utility is able to be notified
of the power failure in a matter of seconds and would start responding immediately thereby
improve on response time.

The proposed business model differs from the current model in that the power supply failure is
automatically reported to ZESCO without the customer having to call in and report the fault.

4.3.3 Prototype Implementation

To achieve the third objective the business processes and models that have been presented in
Chapter 3 Section 3.3 and Sections 4.3.2 serve as the building blocks upon which the prototype
for the power failure management system is based and was developed. These will further serve as
the foundation upon which the fully functional power failure reporting system can be developed

in future. This section describes the prototype which was developed.

a) Hardware Setup

Figure 4.7 shows the hardware setup of the components used in the cloud based power failure
sensing  prototype implementation which include the Voltage sensor circuit, Arduino
Microcontroller board, LCD screen, 4G/GSM/GPRS/GPS Wireless Communication module, solar
panel, Battery Charge Controller, battery and web Cloud services. The voltage sensor circuit, LCD
screen, Arduino microcontroller board and 4G/GSM/GPRS/GPS wireless module are on the same
printed circuit board. The solar panel is connected to the battery charge controller which is in turn
connected to the battery and the device. An on board power supply for the Arduino and wireless
module is provided through the phases. When the three phases lose power supply the device is

powered by the solar panel and battery through the charge controller.
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Figure 4.7 Hardware Setup of the Prototype

b) Electronic Device Three Phase Power Failure Sensing
The electronic device has an LCD display to show the voltage values of the three phases. The LCD
screen gets its input from the Arduino as its embedded program detects the power supply failure
from the three phases through the voltage sensor circuit. Appendix C shows the Arduino code
which was used to realize this. In Figure 4.8 the voltage values are showing zero indicating that

there is loss of power supply on all three phases.

Figure 4.8 Voltage Values of the Three Phases Displayed Showing Zero Voltage
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In Figure 4.9 the display on the LCD screen is showing non-zero voltage values for all three phases

indicating that there is power supply on the three phases.

Figure 4.9 Voltage Values of the Three Phases Displayed Showing Non- Zero Voltage

Figure 4.10 is showing zero voltage value for red phase and non-zero voltage values for the other

two phases indicating loss of power supply in the red phase.

Figure 4.10 Voltage Values of the Three Phases Displayed Showing Zero Voltage for Red Phase

98



In Figure 4.11 the display on the LCD screen is showing zero voltage values for red and yellow

phases indicating that there is loss of power supply on the red and yellow phases

Figure 4.11 Voltage Values of the Three Phases Displayed Showing Zero Voltage for Red and
Yellow Phases

c) Cloud Platform Login Authentication
Figure 4.12 is the screen that greets the user when they first run the cloud platform web application
for the power failure sensing system. The purpose of login authentication is to enforce security

measures to ensure only authorized individuals have access to the system.

<& C {} @ Notsecure | threephase.iotgecko.com/IOTLogin.aspx * B0 :

HOME LOGIN

Welcome to the
Power Failure Monitoring System

Password

SUBMIT

Figure 4.12 Cloud Platform Login Window
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d) Cloud Platform Power Failure Alert

POWER FAILURE MONITORING SYSTEM &Administrator ~
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Figure 4.13 Cloud Platform Power Failure Alert and VVoltage Monitoring

Figure 4.13 shows the graphical representation of the power failure alert on the cloud platform.
On the cloud platform the three phases are graphically represented by bulbs distinguished by the
phase colors. Whenever a loss of power supply is detected by the electronic component on the
power line the power failure alert message is sent through the cellular network to display the
voltage status of the three phases on the cloud platform. The display on the cloud platform consists
of the voltage values for each of the three phases has shown above. The code used to realize cloud
platform web application is shown in appendix D.
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Figure 4.14 Power Failure Location

e) Cloud Platform Power Failure Location
As shown in Figure 4.14 the power failure location is displayed on the cloud platform web
application. Upon detection of the loss of supply by the electronic device on the power line,
location of the power failure determined by the 4G/GSM/GPRS/GPS module is sent to the web
application through the cellular network. Google maps API is used to display the location of the

power failure on a map indicating the name of the area in which the power failure has occurred.

f) Cloud Platform Three Phase Power Status, Date and Time

Figure 4.15 below shows the power failure status, date and time for the phases. As the power
failure is detected by the electronic device the alert messages are sent to the cloud platform and
displayed indicating the power supply status in the three phases, the date and time when the power
status was detected. This information is stored in the database and it is possible to view historical
information of the power failure alert messages. From this information it is possible to determine

the duration of the power failure.
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POWER FAILURE MONITORING SYSTEM &Administrator v
Dashboard i
ID Phase Status Date Time
1 Phase 2 2019/09/19 12:59:30
= Home 2 Phase 3 on 2019/09/19 12:58:25
3 Phase 2 on 2019/09/19 12:58:25
@ Power failure Monitoring 4 Phase 1 On 2019/09/19 12:58:25
5 Phase 3 off 2019/09/19 12:57:27
6 Phase 2 off 2019/09/19 12:57:27
Location Map 7 Phase 1 off 2019/09/19 12:57:27
8 Phase 3 on 2019/09/19 12:56:45
<5 Cuslomerinformation 0 Phase 2 On 2019/09/19 12:55:15
10 Phase 1 on 2019/09/19 12:54:20
_ 1 Phase 2 off 2019/09/19 12:52:42
= lasks 12 Phase 2 on 2019/09/19 12:44:02
13 Phase 2 off 2019/09/19 12:42:15
& Notification 14 Phase 1 off 2019/09/19 12:42:15
15 Phase 3 off 2019/09/19 12:40:56
16 Phase 1 on 2019/09/19 12:40:56
17 Phase 1 off 2019/09/19 12:20:36
18 Phase 3 on 2019/09/19 12:19:38
19 Phase 2 on 2019/09/19 12:19:38
20 Phase 1 on 2019/09/19 12:19:38 .

Figure 4.15 Power Failure Status, Date and Time

g) Power Failure Alert on Mobile Phone

In Figure 4.16 power failure alert messages sent to mobile phone is shown. Once the power failure
is detected by the electronic device on the power line a power failure alert message is sent through
the cellular network to a predefined cell phone number. The alert message displayed on the mobile
phone shows the status of power supply in the three phases. The alert message sent also consists

of a link to Google maps to show the location of the power failure.
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Figure 4.16 Power Failure Alert on Mobile Phone

h) Power Failure Location Display on Mobile Phone

The power failure location is also displayed on the mobile phone has shown in figure 4.17. The
power failure alert message sent to the mobile phone is displayed with a link to Google maps which
when clicked displays the location of the power failure on the mobile phone. The Google maps
link is sent as part of the alert message from the electronic device and is made possible through
the 4G/GSM/GPRS/GPS module which determines the location of the power failure based on the
location of the detecting electronic device and this location is in turn sent to the mobile phone in

form of a link to Google maps.
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Figure 4.17 Power Failure Location Display on Mobile Phone

4.3.4 Discussion on the Prototype Implemented

As indicated in the proposed model and snapshots from the prototype in section 4.3.3, the prototype
proposed is an example of how cloud based power failure sensing can be used to automate power
failure reporting. The overall architecture of the proposed system utilizes cloud based power
failure sensing technology for automatically reporting power failure to ZESCO personnel
consisting of a microcontroller based electronic device which is connected to a low voltage
distribution power line and uses a 4G/GSM/GPRS/GPS cellular wireless module to transmit power
failure alerts and locations as well as voltage values to the cloud platform and mobile phone of
field personnel. 4G/GSM/GPRS/GPS cellular wireless module ensures that the alerts can be sent
from anywhere as long as there are cellular towers around. The challenges that are faced by the
electricity clients and the service provider in the current power failure reporting management
system such as failure to get through to the customer call centre due to busy line, unanswered calls

and failed calls, the inability to attend to all the customers through the call centre as customer calls
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are rejected due to limited Call Centre system resources, difficulties in finding the location of the
power failure, challenges in relaying power failure information to field personnel, challenges in
determining duration of power failure and poor response time can be mitigated through the use of
automation.

Automating the power failure reporting system can significantly reduce the various challenges that
ZESCO and the electricity clients face regarding power failure reporting. The microcontroller
based electronic device eliminates the need for the customer to report power failure to ZESCO as
power failure is automatically detected and power failure alert messages are automatically relayed
to ZESCO field personnel as well as fault coordinators. This overcomes the challenges of accessing
call centre as well as the limited resources at call centre to attend to customer calls. Apart from
that the field personnel will automatically receive the power failure alert messages eliminating the
challenges fault coordinators face of relaying power failure information to field personnel.
Location of the power failure is also sent to the cloud platform and mobile phone of field personnel
thereby eliminating the challenges of locating the power failure site and in turn improving response
times.

Tests conducted on the prototype confirm that it performs better than the current power failure
reporting system which relies on the customer for fault reporting. The proposed prototype would
contribute to reduction of system outage durations, enable quick response and reduce the burden
on call centre resources as power failure would be reported automatically to mobile phone of field
personnel and cloud platform. The ability to show the time and date of the power failure will enable
determination of accurate power failure durations.

While all the business processes and models necessary for automation were mapped, the scope of
the prototype implementation was limited to developing the cloud web application showing the
location, time, duration, status and voltage values of the 3 phases of the power line and sending
alert message to the mobile phone of field personnel and cloud platform as shown in section 4.3.3.
The proposed prototype provides other benefits such as the ability to view the information about
power failure anywhere and anytime through the cloud platform. Through the cloud platform
managers can access the information about power failure and generate statistics anywhere they are

in the world.

This system can be adopted in the Low Voltage network where it will be able to capture power
failure and enable monitoring of the low voltage network as voltage readings of each phase are
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displayed on the cloud platform. From the cloud platform duration of the power failure is captured
and this can be used to determine the performance of the service provider when it comes to

responding to power failures.

Through the low latency SIM7600E 4G/GSM/GPRS/GPS module location and voltage values are
quickly updated through the mobile phone and cloud platform enabling almost real time
monitoring of the distribution network. This automatic and quick update enables monitoring of the
distribution network and rapid response to power failures resulting in reduced System Average
Interruption Duration Index (SAIDI) and Customer Average Interruption Duration Index (CAIDI)
indices for the power utility. The prototype has a solar charged battery through the MPPT charge
controller to ensure that it is still powered even after loss of all three phases for long periods of
time. The system can be programmed to send systematic alerts to the utility after a specified period
of power failure so that the utility is reminded of the power loss and avoid prolonged outage

durations.

4.4 Summary

In this chapter, the results of the baseline study were presented in form of tables, bar and pie charts
and discussed. The researcher established that ZESCO currently experiences challenges such as
difficulties in accessing call centre to report a fault due to either line being constantly engaged or
line never answered, locating the power failure point, limited resources at the call centre leading
to rejection of some of the calls from clients, poor response to power failures reported, coordinator
inability to relay the information to the field personnel and challenges in determining accurate
duration of the power failure due to manual updates of power failures. Under system
implementation, the current power failure business process was illustrated, and the proposed
design for automation of the current power failure reporting management model were presented.
Screenshots from the prototype implementation were presented and finally the prototype

implementation was discussed.
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CHAPTER FIVE

CONCLUSIONS AND RECOMMENDATIONS

5.1 Introduction

In this chapter, the conclusions and recommendations are presented. The conclusion starts by
highlighting the research findings and goes on to discuss how these research finding correlate with
existing knowledge as provided by literature, the recommendation is then given and finally, future

work and chapter summary are presented.

5.2 Conclusions

Zambia is a developing country located in sub-Saharan Africa. Loss of Power supply is the main
fault reported by customers. Power supply failure can be due to a number of causes such as High-
speed wind, flying objects, falling trees, physical contact by animals, lightning, snow storms, and
contamination of insulators, human errors, overloads, bad insulation, and protection failure.
Zambia’s power supply provider ZESCO and the electricity clients face challenges when it comes

to power failure reporting management.

In this research we conducted a baseline study to establish the challenges faced by ZESCO the
electricity service provider as well as the electricity clients in the current power failure reporting
management model. Questionnaires were used to collect the quantitative and qualitative data
needed for the baseline study. From the baseline study the challenges faced by ZESCO (power
utility) and the electricity client were determined as being failure to get through to the customer
call centre due to busy line, unanswered calls and failed calls, the inability to attend to all the
customers through the call centre as customer calls are rejected due to limited Call Centre system
resources, difficulties in finding the location of the power failure, challenges in relaying power

failure information to field personnel, challenges in determining duration of power failure and poor
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response time. These challenges can be mitigated through use of automation as presented in
chapter 4 section 4.3.2 and 4.3.3.

A detailed literature review was conducted to find related cloud based and sensing technology
applications. The literature review covered the workings and characteristics of sensing systems,
cloud services, microcontrollers, cellular technology, and software development methodologies as
well as power failure management in the distribution grid. It was further noted that there are no
sensors in the Zambian 0.4kV distribution network to enable visibility of the network and that this
made this research necessary. The literature review indicated that having sensors in the distribution
grid is indeed beneficial as it improves grid visibility and situational awareness for grid operators.
The literature review further revealed that cloud computing services are necessary for the
management of the huge amounts of data coming from the sensors in the electric grid. The benefits
of huge storage, processing power for analysis, availability and reliability of resources offered by
cloud computing makes it very useful in automation of the electric grid. Low latency and high
bandwidth cellular communication systems make it possible to relay the information from sensors
to the power utility operating centers. From the literature review it was noticed that there exists a
number of research gaps in the sense that there were no experiments or projects which made use
of cloud and sensor technology as applied in three phase power failure management and
monitoring enabling alert, location and measurement information to be transferred to both the

mobile phone and cloud services for storage and for location on location maps.

Qualitative data was obtained from interviews conducted with ZESCO call centre personnel and
fault coordinators to determine the current power failure management model and to inform the
system design process. The current power failure management model was determined to be
dependent on customer calls to report power failures. Manual relay and update of power failure
information is being used in the current power failure management model. The findings from the
interviews with ZESCO call centre personnel and data collected from the electricity clients were
used as a basis upon which the cloud based power failure sensing models were developed as

indicated in chapter 3 section 3.3.
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The business process model and the prototype that ZESCO can use to automate power failure
reporting was proposed; these include the use of Voltage sensor circuit, Arduino Microcontroller
board, 4G/GSM/GPRS/GPS module, Solar based battery charge controller and Web Cloud
services using cloud architecture, Web Application, Google Map API. System models used to
design the proposed prototype including interaction models (use case, sequence diagram models,
block diagrams and flow charts) and data models (database schema and entity relationship models)
were developed to provide the means by which the cloud based power failure sensing system may
be implemented. The models were then used as a blueprint to inform the prototype development.

The functionality achieved in the prototype developed was that when the power supply input to
the microcontroller based device becomes zero, the embedded program in the microcontroller
sends an SMS alert consisting of information on the phase which has lost supply as well as the
location to a predefined cell phone number using the connected 4G/GSM/GPRS/GPS Wireless
Communication module over the cellular network.

At the same time by sending AT commands to the 4G/GSM/GPRS/GPS, the application on the
remote server is invoked to insert the power failure voltage values and location of the power failure
data into the cloud database for storage.

The power failure alerts are received on the Mobile phone and cloud platform in a matter of
seconds. The prototype serves to demonstrate the proof of concept of how the cloud based power
failure sensing can be implemented. An implementation of a full-fledged cloud based power failure
sensing system was not carried out due to time and financial limitations. Based on the objectives
of this study, the following conclusions were arrived at:

The challenges faced by the power utility and the electricity clients as determined in chapter 4 can
be alleviated by replacing the current power failure management model which is dependent on
humans with an automated power failure management model consisting of a cloud based power
failure sensing device installed on a distribution electricity line. In the proposed model and
prototype developed cloud and sensor technology is applied in three phase power failure
management and monitoring enabling alert, location and measurement information to be
transferred to both the mobile phone and cloud services for storage and for location on location

maps. Power failure alerts are sent to the mobile phone and cloud application in a matter of seconds
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as previously mentioned this is definitely faster than having the customer report the fault. When

adopted this system will
1) Improve response times to power failure reports and reduce system outage durations as the
power failure will be reported automatically to the utility personnel through the cloud and

mobile phone.

i) Improve the power utility’s SAIDI and CAIDI indices due to reduced power outage
durations.

iii) Enable the service provider monitor the low voltage network and keep track of power
failure durations through the cloud platform,

iv) Reduce the burden on call centre resources and remove the burden of the customer
reporting power failures

v) Enable field personnel access to power failure information through the cloud platform.

5.3 Recommendation

As it has been noted earlier the low voltage electric grid in Zambia is not monitored resulting in
the lack of situational awareness of this part of the grid for the power utility. This results in the
challenges discussed in chapter 4. The prototype developed can be easily installed to provide the
visibility of the low voltage network to eliminate these challenges. We therefore recommend that
ZESCO automate power failure reporting for the 0.4kV low voltage network using sensing and
cloud technology to enable grid visibility and situational awareness thus ensuring rapid response
and reduction on the dependence on customer calls to report power failures and in turn reduce on
SAIDI and CAIDI indices. This will enable the utility experience all the benefits this system has

to offer.

5.4 Future Works

Further development of the system prototype to a full-fledged cloud based power failure sensing
system will be carried out. The current prototype is but a simple system showing proof of the
concept of power failure reporting automation using cloud and sensing technology.

Implementation of an alert message sent to the utility if power outage has prolonged for a specified
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period of time can be done. The prototype can be improved by including the detection of low
voltage faults and provide further measurements such as current and power apart from voltage

values.

5.5 Summary

In this chapter, the conclusion and recommendations are presented. In the conclusion the research
conducted is outlined. The literature review, gap identified and challenges are presented. The
chapter then reviews the challenges identified, current and proposed power failure management
model and the prototype developed. The chapter ends by presenting the recommendations and

future work.
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APPENDICES
APPENDIX A: Data Collection Customer Questionnaire

The University of Zambia

School of Engineering

By Janet Nanyangwe Sinkala (2017024198)
Contact Number: 0977 998659

Dear Respondent,

| am a student at the University of Zambia in my final year pursuing a Master of Engineering —
ICT. As partial fulfillment for the award of a Master’s degree, I am conducting a baseline study
on “CLOUD BASED POWER FAILURE SENSING AND MANAGEMENT MODEL FOR
THE ELECTRICITY GRID IN ZAMBIA”.

Your household has been randomly sampled to provide information for the topic indicated above.
The information being collected is purely for academic purposes as such, it will be treated with
maximum confidentiality. Subsequently, you are not supposed to indicate your name or any
personal information that can lead to revealing of your identity. Your co-operation will be greatly

appreciated.
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Research Supervisor: Dr. Jackson Phiri on 0966 693 731 or

Assistant Dean: Dr. Mwanaumo on 0969 561 353

SECTION A: GENERAL INFORMATION

1) Sex:
a) Male [ ] b) Female [ ]

2) Age in years.

18 -29 30-39 40 — 49 50 and above

3) Marital status
a)  Single (d) Separated []
b) Married (e) Divorced ]
(c)  Widowed []

4) Level of education

a) Primary School Certificate [ ] d) Secondary School Certificate [_]
b) College Certificate ] e) College Diploma ]
c) University Degree [] f)University Masters ]

If others, please specify........c.oiuiiiiiii
5) Which town and township of Zambia do you reside in?
Please SPECITY ... ... .ot e e e e e e e e e e e e e e e e

6) What is the size of your family?

a) 2 people D b) 3 people [ ] c) 4 people [ ] d)Above 4 people []

SECTION B: ELECTRICITY USAGE

7) Do you have access to electricity at your house/premises?

121



8)

9)

10)

11)

12)
13)

14)

a) Yes[ | b) No|[ ]

How do you pay for electricity?

a) Prepaid |:| ¢) Postpaid |:|

b) Fixed |:| Other............ooiiiiiiinn,
What Electricity Tariff are you on?

a) Residential c) Commercial

b) Social d) Maximum Demand
How much worth of Electricity do you consume per month?

a) K50-K500 [ ] d) K500 — K1000 [ |
b) K1000 - K200q | e) K2000 — K5000 [_|

c) Over K5000 [ ]

Do you have alternative Electricity supply like Genset, Solar panel etc.?

a) Yes|[ | b)No [ ]

If yes to question 11 above, specify the source of electricity..................ooevnena.n.
What do you use the electricity for?

a) Household lighting, cooking b) Pumping Water into Tank
b) Irrigating crops ¢) Running a Business

c) Other

If other please Specify.........ccooeiiiiiiii

Do you experience electricity power failure at your premises, which is not due to load
shedding but due to a fault? a)Yes [ ] b)No []

If you are using electricity for running a business kindly answer questions 15, 16, 17 and 18 and

if you are not using electricity for running a business kindly indicate N/A for 15, 16, 17 and 18

15)

What business are you running which uses electricity?
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Please SPeCify.....ovuiii i

16)  Approximately how much does your business lose per month due to power failure caused
by a fault?
Please SPeCI Y. ..o e
17)  Have you lost business or business products as a result of electricity power failure caused
by a fault?
a) Yes b) No
18)  Inwhat ways has electricity power failure due to a fault caused you to lose business?
a) Loss of customers c)Loss of products/goods
b) Loss of Revenue d)Other |:|

If Other Please SPECITY.....one i

19)  How often do you experience electricity power failure at your premises i.e. power failure
which is not due to load shedding but due to a fault?
a) Onceaday [ ] c)Once aweek [ |
b) Once amonth [ ] d) Other ]
If other please Specify........coeveiiiiiiiiiii
20)  What is the longest electricity power failure due to a fault have you ever experienced in
your residential area?
a) Hours [] b) days [ | c)Weeks [ | d) Months[ |
21)  Inwhat ways has electricity power failure caused by a fault affected your general
livelihood?
a) Loss of business customers D c) Damage of perishable food at home |:|
b) Loss of Revenue |:| d) Damage to household equipment |:|
Other specify......ccooviiiiiiiiininn...



22)

23)

24)

25)

SECTION C: CHALLENGES OF POWER FAILURE FAULT REPORTING
SYSTEM

Have you ever personally made a complaint to ZESCO regarding an electricity power

failure that you had experienced?

a)Yes[ | b) No[ ]

Do you know the number to use to report power failure to ZESCO i.e. the ZESCO call

centre number?

a)Yes [ ] b) No [ ]

When you have an electricity power failure

a) Do you report it yourself c) Others report it |:|

b) ZESCO lets you know of the power failure

If you have made a complaint regarding electricity power failure, which method of

complaint do you mostly use to make your reports to ZESCO?

a) Walk to ZESCO offices (] b) Called their Call Centre C] ¢) Email (]

26)

27)

28)

29)

d) Neighbors called ZESCO on behalf (] e) Not Applicable C] Other specify ............

If response to above is d) why is that so0?

Please SPECIEY . ...t
Have you ever experienced difficulties with calling ZESCO call centre e.g. network
problems, call falling to go through, call not being answered etc.?

a) Yes [] b) No []

When there is an electricity power failure caused by a fault and not by load shedding how

long does ZESCO take to restore the power supply?

a) Hours [ ] b) Days [ ] c) Months [ ]

When there is an electricity power failure caused by a fault how long does ZESCO take

to come to your premises to check the cause of power failure?
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30)

33)

34)

35)

36)

37)

b) Hours [ ] b) Days [ | c) Months [ ]

Based on your experiences with reporting electricity power failure to ZESCO, how would

you rate the extent to which it is easy to get in touch with the ZESCO call centre?
Veryeasy [ | b) Easy |:| C) Average|:| d) Difficult|:| e)Very difficulty|:|

Outline the reasons for your response on question 29 above..............cccovvviviviieneenne.

From your experience, what was the longest time that ZESCO took to respond when a
report was made about an electricity power failure fault in your township?

Minutes[ | b) Fewhours[ | ¢) Days [ ] d) Weeks [ ] e)Monthy |

From your experience how would you rate ZESCO restoration response to an electricity
power failure caused by a fault?
a) Excellent b) Good c) Fair d)Poor e)Fail

From your experiences reporting electricity power failure faults to ZESCO, does their
Customer Service Center ask directions to your premises before they come to restore
power?

a) Yes| | b) No [ ]
Does ZESCO call you back to confirm if power has been restored after reporting power
failure? a) Yes | b) No[ ]

Are you satisfied with the way ZESCO attends to reported power failure cases?

Yes b) No

If your answer to above question is NO above why is that?

Please SPeCITY. ...,



38)

39)

40)

41)

Do you experience low voltage in your township?

a) Yes b) No

If answer to above question is YES how often do you experience low voltage per month?

a) Once b) Twice ¢)Three Times Other

If other please SPeCIfY......oouiiiiii i,
What recommendations would you make to improve the performance of ZESCO in

attending to electricity faults reported by the public?...........cooviiiiiiiiii

Would you be in favor of a system which would automatically detect power failure so

that you would not have to report power failure to ZESCO?

a) Yes b) No

Thank you very much for your valuable cooperation
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APPENDIX B: Data Collection ZESCO Questionnaire

The University of Zambia

School of Engineering

By Janet Nanyangwe Sinkala (2017024198)
Contact Number: 0977 998659

Dear Respondent,

| am a student at the University of Zambia in my final year pursuing a Master of Engineering —
ICT. As partial fulfillment for the award of a Master’s degree, I am conducting a baseline study
on “CLOUD BASED POWER FAILURE SENSING AND MANAGEMENT MODEL FOR
THE ELECTRICITY GRID IN ZAMBIA”.

You have been purposively sampled to provide information for the topic indicated above. The
information being collected is purely for academic purposes as such, it will be treated with
maximum confidentiality. Subsequently, you are not supposed to indicate your name or any
personal information that can lead to revealing of your identity. Your co-operation will be greatly

appreciated.
Research Supervisor: Dr. Jackson Phiri on 0966 693 731 or

Assistant Dean: Dr. Mwanaumo on 0969 561 353
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SECTION A: DEMOGRAPHIC CHARACTERISTICS OF RESPONDENT

SECTION ONE - EMPLOYEE DATA

1. SEX
a) Male [] b) Female []

2. AGE
a) Below26 [] b) 26 - 30 [] c)31-35 [ ]
d 36-40 [ ] e)41-50 [] f)50andabove []

3. HIGHEST QUALIFICATION

a) Primary School Certificate [ | b) Secondary School Certificate [ ]
c)College Certificate [] d) College Diploma ]
e) University Degree [] f)University Masters O]

4. State the department as well as your formal position in the Organization.

DEPARTMENT POSITION

5. MANAGEMENT LEVEL?

a) Top Management [ ] ¢) Middle Management ]

b) Lower Management [ ] d) Classified Daily Employees ]
6. How long have you worked for Zambia Electricity Supply Corporation?

a) Less than one year [] c) 1-5 Years [ ] e) 6-10 Years [ |

b) 11-15 Years[] d) More than 15 Years ]
SECTION B: CURRENT POWER FAILURE MANAGEMENT PROCESSES
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42)

Indicate the current number of ZESCO employees..........ccovvviiiiiiiiiiiiiiiiinnnn

43)  Break down the numbers of these employees according to the category below
Residential Commercial Social Services Maximum Demand
44)  From your experience in your work place, what are the most common power failure
faults experienced in the Low Voltage network?
45)  Approximately how many unplanned outages do you have per month?
46)  What is the total outage duration for Lusaka District i.e. SAIDI (System Average
Interruption Duration Index)?
DI Y . e
47)  What is the total outage frequency for Lusaka District i.e. SAIFI (System Average
Interruption Frequency Index)
DI Y . e
48)  In which season do you experience the most power failures?
a) Summer b) Autom |:|
c) Winter d) Spring
49)  How many employees are there to attend to faults in each region......cceceeeeceiniiannnn..
50)  Briefly describe the order of steps or procedures of power failure faulty reporting by

customers.



51)  From your experience, how long on average does ZESCO take to attend to power

failures?
Minutes (] ho{ ] [ |Days []
Months
52) Indicate the common ways through which faults are reported by the electricity consumers
a) Walk to ZESCO offices ) b) ZESCO Call Centre ] ¢) Email (]
L0 1 T3 Uy 0155 i

53) Do you have a system which stores the power faults for further analysis and archiving

a) Yes [ ] by No []

54)  If yesto Q12 above, how are the reported faults recorded at your offices?
a)Books/paper{ ) b) Electronic ]
(0111 1S N 116 1

55)  How are the recorded faults stored?
a) Books/papers [:] b)Electronic D

56) Is there a toll free number for calling ZESCO call centre

a) Yes b) No
57)  How much revenue does ZESCO lose due to power failures faults

Please
] 01T )P

SECTION C: CHALLENGES OF THE CURRENT POWER FAILURE MANAGEMENT
SYSTEM

58)  What major challenges do you face with the current management system for power

FAITUTE? . oo



59) Does ZESCO have a deliberate policy to share the information on the processes of power
failure management for the Utility Company?
a) Yes, 0 b) No 0 c) don’t know( ]
60) If the answer to Q16 is yes, what kind of communication media do you use to share the
information to the public?
a) Television[ ] b) Radio[ ] c) Magazine[ ] d)Website Social NetworkD
61) Do you agree that implementing of a cloud based power failure sensing and management
system could mitigate some challenges faced in power failure and fault management?
a)Yes [ ] b)No [ ]
62)  Briefly explain the reasons for your response to question 18 above...........................

Thank you very much for contributing to my Research
God bless you
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APPENDIX C: System Prototype Code

Arduino Code

/I standard pins for the shield, adjust as necessary

#include <SoftwareSerial.h>//software serial library to make serial communication on arduinos
digital pins

#include <LiquidCrystal.h>/////////Icd library

#include <EEPROM.h>//eeprom library to store, admin's mobile number in arduino's eeprom
memory

LiquidCrystal Icd(21, 20, 19, 18, 17, 16);//lcd pin defined as per hardware connections

#define RECEIVINGCALL 1 /lconstant value assigned to name
#define IDLE 2 /[constant value assigned to name

#define BUSY 3 //constant value assigned to name
#define NO_ANSWER 4 /[constant value assigned to name
#define TALKING 5 //constant value assigned to name
#define ERROR 6 /[constant value assigned to name
#define Pin "pin™ //constant value assigned to name

#define ok "OK" /[constant value assigned to name

#define ERROR_str "ERROR" /lconstant value assigned to name
#define Connected "Connected" /[constant value assigned to name

#define Connecting "connecting”  //constant value assigned to name

#define CLCC "+CLCC:" /[constant value assigned to name

#define atCLCC "AT+CLCC" /[constant value assigned to name

#define CMGF "AT+CMGF=1" /[constant value assigned to name

#define CMGL "+CMGL.:" /[constant value assigned to name

#define CMGS "AT+CMGS=\"" /[constant value assigned to name

#define CMGD "AT+CMGD=" /[constant value assigned to name

#define UNREAD "AT+CMGL=\"REC UNREAD\"" /lconstant value assigned to name
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#define CMGDA "AT+CMGDA=0,4" //constant value assigned to name

#define CNMI "AT+CNMI=0,0,0,0" /lconstant value assigned to name
#define r_phase_pin A13 //pin name assigned

#define y_phase_pin Al //pin name assigned

#define b_phase_pin A0 /Ipin name assigned

#define FONA_PWRKEY 11 /Ipin name assigned

#define buzzer 25 //pin name assigned

#define status_led 27 //pin name assigned

I integer veriables//II1]
int r_phase_volts;
inty_phase_volts;

int b_phase_volts;

int index1;

int index2;

int no_configured = 0;
unsigned int first = 1;
unsigned long current_time ;

I string veriables/////1]

String r_phase_status; /[string names
String y_phase_status; //string names
String b_phase_status; //string names
String lat5 =""; //string names

String lon5 =""; /[string names

String r_phase_text = "R phase "; [[string names
String y_phase_text ="Y phase "; /[string names
String b_phase_text = "B phase "; [[string names

String call_number, num;

String sms_num, sms; // = get_sender_number();
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String numtel;

String msg =",

String indata ="";

String inputString = """;

String msg_index;

T bool veriables//1111

bool round_one = 0;

bool r_phase_bit =1;

bool y_phase_bit =1;

bool b_phase_bit = 1;

bool new_r_phase_bit = 1;

bool new_y phase bit = 1;

bool new_b_phase bit = 1;

bool gsm_set = 0;

bool gsm_connect = false;

bool notConnected = true;

HHTTTHTIHTEEPROM ADDRESS/IIIIITIIIIT

const unsigned int configl add = 0;

const unsigned int mobile_save_add_ = 100;

SoftwareSerial gsm(13, 12); /[software serial pins assigned

void setup()

{
I put your setup code here, to run once:
[ pins 1/0 functions defined
pinMode(buzzer, OUTPUT);
pinMode(status_led, OUTPUT);
pinMode(FONA_PWRKEY, OUTPUT);

I power key activated for gsm module
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powerOn();

[ display name on lcd
Icd.begin(20, 4);

Icd.print("Three Phase Power");
Icd.setCursor(0, 1);
Icd.print("Monitoring");
Icd.setCursor(0, 2);

Icd.print("Using 4G GSM™);
Icd.setCursor(0, 3);

Icd.print("And ArduinoMega");
delay(2000);

Icd.clear();

Icd.setCursor(0, 0);
Icd.print("Connecting GSM...");

I serial poer defined
Serial.begin(9600);
Serial.printIn(F("'Start™));
HITHHTTgsm module com port started
gsm.begin(9600);

gsm.listen();

delay(20000);

i hinitialised gsm
connect_gsm();

delay(1000);

gsm.end();//!l111////stop gsm serial port
delay(2000);
gsm.listen();///lll11///start gsm serial port
Icd.setCursor(0, 1);
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Icd.print("GSM Connected...");
delay(3000);
I check if mobile number is saved in memory or not
if (data_configured1() == 1)
{ numtel = get_saved_data(mobile_save add );
Serial.printin("eeprom get numtel= " + String(numtel)); }

[ display admins mobile number
Icd.clear();
Icd.setCursor(0, 0);
Icd.print("ADMIN Mob.=");
Icd.setCursor(0, 1);
Icd.print(numtel);
delay(10000);
[N enable internet to gsm module
connect_internet();////11111111// activate internet connection
flushsoftSerial();///////////wait for any data available on gsm serial port
gsm.end();}

void loop() {
// put your main code here, to run repeatedly:
r_phase_volts = calculate_r_phase();//////////measure voltage
y_phase_volts = calculate_y phase();//////////Imeasure voltage
b_phase_volts = calculate_b_phase();//////////measure voltage
tune_voltage_reading();//////////tune voltages
display_values();////display voltages on lcd
update_phase_status();/////lllll//update status of phases
[ check phases for failure or recovery

if ((r_phase_bit = new_r_phase _bit) or (y_phase_bit !=new_y phase_bit) or (b_phase bit !=
new_b_phase_bit))

{ /T his for loop id for confirmation of failure or recovery of phases
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for (inti=0;1<=150; i++) {
r_phase_volts = calculate_r_phase();
y_phase_volts = calculate_y phase();
b_phase_volts = calculate_b_phase();
tune_voltage reading();
display_values();
update_phase_status(); }
I failure or recovery if confirmed after few checks then execute below action

if ((r_phase_bit '=new_r_phase_bit) or (y_phase_bit !=new_y phase_bit) or (b_phase_bit !=
new_b_phase_bit))

{ digitalWrite(buzzer, HIGH);/////lturn ON buzzer
delay(2000);
digitalWrite(buzzer, LOW);//////turn OFF buzzer

String r_phase_status_sent = String(r_phase_bit);///////////convert bits to string
String y_phase_status_sent = String(y_phase_bit);///////////convert bits to string
String b_phase_status_sent = String(b_phase_bit);///////////convert bits to string

String volt_status_sent = String(r_phase_volts) + *' + String(y_phase_volts) + '*' +
String(b_phase_volts) + ™*' + String(r_phase_bit) + *' + String(y_phase_bit) + *' +
String(b_phase_bit);////ll1I/I////combine the voltage data

String gps_msg = get_gps_info();///11/111///////get gps location data

String 10T _datal = volt_status_sent + ™' + lat5 + "*' + lon5;//////////////combine voltage data
with location details

hit_loT _data(loT_datal);///////////////////send data to 10T website
delay(10000);

String alert_msg =r_phase_text + r_phase_status + y_phase_text + y_phase_status +
b_phase_text + b_phase_status + gps_msg;/////////////combine strings for sms text

sendsms(alert._msg, numtel); I send sms to the admin number
delay(10000);
gsm.end();
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I reset the phase status to avoid continuous triggering of failure detection
new_r_phase_bit =r_phase_bit;

new_y phase_bit =y phase_bit;

new_b phase bit=b_phase bit; } }

gsm.listen();
if (sms_available(sms_num, msg)) IIIcheck if any new sms receiving or not
{ checksms(sms_num, msg); I check sms for text admin string

delay(1000); }
gsm.end();
delay(200);}
[ Hexaplanation of r phase calculations appies for all three phases
int calculate_r_phase()////////////measure r phase voltage

{

long analog_r =0;

for (inti=0;i<200;i++) /Ifor loop for proper measurment
{ long new_analog_r = analogRead(r_phase_pin); /Imeasure analog value of r phase
voltage

analog_r = analog_r + new_analog_r; }

analog_r = analog_r / 200; /[divide by 200 since we measured it 200 times in
above for loop

float resister_dc_voltage = 1.5;

float x =204.6 * resister_dc_voltage; /1 1023/5 = 204.6(1023 is max analog read
count and 5 is corrosponding max dc volt controller can maeasure for 1023

int rphase_value = (analog_r * (230 / x)); //considering that we are measuring 230
volts

rphase_value = average_voltages(rphase_value); /laveraging of values done

if (rphase_value < 30) I voltage is less than 30 consider it as

phase failure
{ rphase_value=0; }

return (rphase_value); } /lreturn the output value
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int calculate_y phase()
{ long analog_y = analogRead(y_phase_pin);
for (int1=0;1<200;i++)
{ long new_analog_y = analogRead(y_phase_pin);
analog_y = analog_y + new_analog_y; }
analog_y = analog_y / 200;
float resister_dc_voltage = 1.5;
float x =204.6 * resister_dc_voltage;
int yphase_value = (analog_y * (230 / x));
yphase_value = average_voltages(yphase_value);
if (yphase_value < 30)
{ yphase_value =0; }
return (yphase_value);}
int calculate_b_phase()
{ long analog_b = analogRead(b_phase_pin);
for (inti=0;i<200;i++)
{ long new_analog_b = analogRead(b_phase_pin);
analog_b = analog_b + new_analog_b; }
analog_b = analog_b / 200;
float resister_dc_voltage = 1.5;
float x =204.6 * resister_dc_voltage;
int bphase_value = (analog_b * (230 / x));
bphase_value = average_voltages(bphase value);
if (bphase_value < 30)
{ bphase_value =0; }
return (bphase_value);}
int average_voltages(int average value)

{ if ((average_value >= 1) and (average_value < 40))
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{ average value = average value +10; }
else if ((average value >=40) and (average_value <= 50))
{ average value = average_value * 1.315; }
else if ((average_value > 50) and (average_value <= 100))
{ average value = average value + 10; }
else if ((average_value > 100) and (average_value <= 130))
{ average value = average value + 6; }
else if ((average_value > 130) and (average_value <= 160))
{ average value = average value +4; }
else if ((average_value > 160) and (average_value <= 180))
{
average_value = average_value + 2; }

else if ((average_value > 235) and (average_value <= 240))
{ average_value = average_value - 10; }
else if ((average_value > 240) and (average_value <= 260))
{ average_value = average_value - 15; }
return (average_value);}

M une voltages for better accuracy

void tune_voltage_reading()

{ if ((r_phase_volts == 0) and (y_phase_volts == 0) and (b_phase_volts > 150 and
b_phase_volts < 200))

{ b_phase volts =b_phase volts + 10; }

if ((y_phase_volts == 0) and (b_phase_volts == 0) and (r_phase_volts > 150 and r_phase_volts
< 200))

{ r_phase volts =r_phase_volts + 10; }

if ((b_phase_volts == 0) and (r_phase_volts == 0) and (y_phase_volts > 150 and y_phase_volts
< 200))

{ vy _phase volts =y phase volts + 10; }}
T Ihis updates the status of all phases according to the failure or recovery
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void update_phase_status()
{ if (r_phase_volts > 70)
{ r_phase_status = "OK\n";
r_phase_bit=1; }
else
{ r_phase_status = "Fail\n";
r_phase_bit=0; }
if (y_phase_volts > 70)
{ y_phase_status = "OK\n";
y_phase_bit=1; }
else
{ y_phase_status = "Fail\n";
y_phase_bit=0; }
if (b_phase_volts > 70)
{ b_phase_status = "OK\n";
b_phase_bit=1; }
else
{ b_phase_status = "Fail\n";
b_phase_bit=0; }}
M display values on led
void display_values()
{ Icd.clear();
Icd.setCursor(0, 0);
Icd.print("Three Phase voltages™);
Icd.setCursor(0, 1);
Icd.print("R Phase volt =");
Icd.setCursor(14, 1);
if (r_phase_volts < 11)

141



{ lcd.print("00"); }
else if (r_phase_volts <= 99)
{ lcd.print("0"); }
Icd.print(r_phase_volts);
Icd.setCursor(18, 1);
Icd.print("V");
Icd.setCursor(0, 2);
Icd.print("Y Phase volt =");
Icd.setCursor(14, 2);
if (y_phase_volts < 11)
{

Icd.print("00™); }
else if (y_phase_volts <= 99)
{ lcd.print("0"); }
Icd.print(y_phase_volts);
Icd.setCursor(18, 2);
lcd.print("V");
Icd.setCursor(0, 3);
Icd.print("B Phase volt =");
Icd.setCursor(14, 3);
if (b_phase_volts < 11)
{ lcd.print("00"); }
else if (b_phase_volts <= 99)
{ lcd.print("0"); }
Icd.print(b_phase_volts);
Icd.setCursor(18, 3);
Icd.print("V");}

// Power on the module
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void powerOn() { digitalWrite(FONA_PWRKEY, LOW);
delay(500);
digitalWrite(FONA_PWRKEY, HIGH):}

void checksms(String sms_number, String msg)

{ if (msg.indexOf(F("ADMIN™)) >= O)/HHHIIIIIIIIIITIcheck sms with word ADMIN id yes
then execute below code

{ sms_num =sms_number;
Serial.printIn("sms_num™ + sms_number);

sendsms(F("YOU ARE ADMIN"), sms_number);////////////send sms you sre admin to admin
number

numtel = sms_number;

save_data(numtel, mobile_save_add );//////////////save number in eeprom memory
EEPROM.write(configl_add, 1);

Serial.printin(F("1 CONFIGURED"));

delay(2000); }}

bool sms_available(String &sms_number , String &sms)///I11111111111111/check for any incoming
sms

{ inputString = sendcmd(UNREAD, 1);

if (inputString.indexOf(CMGL) >= 0)

{ Serial.printin("sms recieved");
index1 = inputString.indexOf(CMGL);
inputString = inputString.substring(index1);
index1 = inputString.indexOf(":");
index2 = inputString.indexOf(',");
msg_index = inputString.substring(index1 + 1, index2);
Serial.print("msg index :");
msg_index.trim();
Serial.printin(msg_index);

sms_number = inputString.substring(index2 + 1);
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index2 = sms_number.indexOf(',");
sms_number = sms_number.substring(index2 + 2);
index2 = sms_number.indexOf(',");
sms_number = sms_number.substring(0, index2 - 1);
Serial.print('sms_number :");
sms_number.trim();
Serial.printin(sms_number);
index1 = inputString.indexOf("\n");
index2 = inputString.indexOf(ok);
sms = inputString.substring(index1 + 1, index2 - 1);
sms.trim();
Serial.print("'sms :");
Serial.println(sms);
String del_sms_cmd = CMGD + msg_index;
sendcmd(del_sms_cmd, ok, 2000, 1);
Serial.printin(F("sms delete..."));
return true; }
else
{ Serial.printIn(F("waiting for sms"));
return false; }}

bool connect_gsm()

{ /I llllSerial.printin(F("" in connect_gsm()™));
delay(10000);//////////delay for module to become ready and find network and gps location
exicute_cmd(F("AT"), ok, 5000);
exicute_cmd("ATEQ", ok, 5000);///////enable echo
exicute_cmd(F("AT+CLIP=0"), ok, 5000);
exicute_cmd(CMGF, ok, 5000);//sms text mode
exicute_cmd(CNMI, ok, 5000);
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exicute_cmd(CMGDA, ok, 5000);//delet old sms
exicute_cmd(F("AT+CNMP=2"), ok, 5000);//
exicute_cmd(F("AT+CLCC=1"), ok, 5000);//list current call information
exicute_cmd(F("AT+CGPS =1"), ok, 5000);///enable gps section
return true;}
bool exicute_cmd(String ¢, String r, int t)
{ /I Serial.printIn(F("in exicute_cmd()"));
long current_time2 = millis();
gsm_connect = false;
while ('gsm_connect)
{ /I Serial.printIn("while gsm! connect loop ");
delay(2000);
if (sendemd(c, r, t, 1))
{ gsm_connect = true;
break; }
else if ((millis() - current_time2) > t)
{ gsm_connect = true;
Serial.printin("Command failed");
break; }
delay(1000); }
return true;}
bool sendcmd(String gsmcmd, String response, int timeout, int debug)
{ /I Serial.printIn(F(" in sendcmd1™));
Serial.printin("");
Serial.printin("cmd " + String (gsmcmd));
gsm.printIn(gsmcmd);
if (debug == 1)

{ return get_gsm_cmd_response(response, timeout); }}
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bool get_gsm_cmd_response(String resp, int tout)
{ /I Serial.printIn(F("in get_gsm_cmd_response()™));
char inChar;
bool cmd_exicute = false;
first=1;
Serial.print("Waiting for response");
current_time = millis();
if (gsm.available() <= 0)
{ Serial.print(" NA");
while (gsm.available() <= 0)
{ Serial.print(".");
if ((millis() - current_time) > tout)
{ Serial.print("no response in 5 sec");
return O;
break; } } }
if (gsm.available() > 0)
{ Serial.print(" Available ");
while (gsm.available() > 0)
{ Serial.print(" Reading ");
inputString = gsm.readString(); }
Serial.print("inputString=");
Serial.print(inputString);
Serial.print(* return 1 success");
return 1;
/I Serial.printIn("INPUT STRING" + inputString); }}
String get_call_number()
{ String call_data = sendcmd(atCLCC, 1);
if (call_data.indexOf(CLCC) >=0)

146



{ index1 = call_data.indexOf(\"");
num = call_data.substring(index1 + 1);
index2 = num.indexOf("");
num = num.substring(0, index2);
if (num.indexOf('+) < 0)

{ num="++num; }

return num; }}
String sendecmd(String gsmemd, int wait)
{ /I Serial.printin(F(" in sendcmd2"));

Serial.printin(gsmcmd);

gsm.printin(gsmcmd);

if (wait ==1)

{ long z =millis();
while ('gsm.available())

{ if ((millis() - z) >= 20000)
{ retunERROR_str; } }}

else if (wait == 0)

{ return™; }

if (gsm.available() > 0)

{ return get_data(); }

/I return 1;}

void hangcall()

{ sendcmd(F("AT+CHUP"), ok, 1000, 1);}
int call_status()

{ if (gsm.available() > 0)

{ indata = get_data();
if (indata.indexOf(CLCC) >=0)

{ return RECEIVINGCALL; }
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else

{ retunIDLE; } }
else

{ return IDLE; }}

String get_data()

{ /I Serial.printIn(F("in get_data()"));
char c;

Serial.printin(F(*data available™));
while (gsm.available() > 0)
{ c=(char)gsm.read();

/I Serial.print(c);

delay(1); }
Serial.printin(indata);
return indata; }

bool connect_internet()

{ exicute_cmd(F("AT+CIPMODE=1"), ok, 10000);
exicute_cmd(F("AT+CSOCKSETPN=1"), ok, 10000);
delay(5000);}

String get_saved_data(int addr)

{ String eeprom_read_data = "";
int data_len = EEPROM.read(addr);
addr++;
for (inti=0;i<data_len; i++)

{ eeprom_read_data = (char)EEPROM.read(addr);
addr++; }
return eeprom_read_data;}
bool save_data(String data_to_save, int add)

{ intl=data _to_save.length();
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if (add <10) { EEPROM.write(add, I);
add++;
for (inti=0;i<I;i++)
{ EEPROM.write(add, data_to_save[i]);
add++; }
return true; }
else
{ returnfalse; }}
void clear_eeprom(int addr)
{ int data_len = EEPROM.read(addr);
for (int i = addr; i <= (addr + data_len); i++)
{
EEPROM.write(i, 0); }}
int data_configuredl()
{ return EEPROM .read(configl_add);}
String get_gps_info()
{ delay(1000);
gsm.end();
delay(2000);
gsm.listen();
Serial.printIin(F("tracking..."));
delay(1500);
exicute_cmd(F("AT+CGPSINFO"), ok, 5000);
if (inputString.indexOf("+CGPSINFO:") >= 0)
{ /I Serial.printin("indata:" );

/[ Serial.printIn(indata); //+CGPSINFO:
1909.674576,N,07251.414932,E,160120,134843.0,10.6,0.0,135.8

/ hhkhkhkkhkhkhkkhkhkhkkhkhkkkhhhkkhhkhkhkhhkhhhkhhhkhhhkhhhkhkhhkhkhhkhkhhkhkhhhkihhkihhkhhhhhhhhhhhhhihkhiikiik

inputString.trim();
149



char gpsbuffer[120];
inputString.toCharArray(gpsbuffer, 120);
Serial.printin("gpsbuffer : " + String(gpsbuffer));
/I char gpsbuffer = String(indata);

char useless[20];

char lat[15];

char lat_dir[10];

char lon[15];

char lon_dir[10];

sscanf(gpsbuffer, "+%][",]:%[",],%]["],%["],%][".]", &useless, &lat, &lat_dir, &lon,
&lon_dir);

Serial.printin("useless: " + String(useless));
Serial.printin("lat: " + String(lat));
Serial.printin("lat_dir: " + String(lat_dir));
Serial.printIn("lon: " + String(lon));
Serial.printin("lon_dir: " + String(lon_dir));
String latl = lat;

double latitudel = latl.toFloat();

String latitude2 = String(latitudel, 6);
double latitude = atof(lat);

float degrees = floor(latitude / 100);

double minutes = latitude - (100 * degrees);
minutes /= 60;

degrees += minutes;

// turn direction into + or -

if (lat_dir[0] =="S") degrees *= -1;

latb = String(degrees, 6);

Serial.printin("lat: * + String(lats));////II1HTTHTHTHTTTTTTTTTTTIIIIIII
double longitude = atof(lon);
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String longitudel = String(longitude, 6);
longitude = longitudel.toFloat();
/[ Serial.printIn("longitudel: " + String(longitude));

/I convert latitude from minutes to decimal

”*************************************************

”**************************************************

Il convert longitude from minutes to decimal

degrees = floor(longitude / 100);

minutes = longitude - (100 * degrees);

minutes /= 60;

degrees += minutes;

/l turn direction into + or -

/[ if (longdir[0] =='W') degrees *= -1;

if (lon_dir[0] =="W') degrees *= -1;

/[ String lon5 = String(degrees, 6);

lon5 = String(degrees, 6);

Serial.printin("lon: " + String(lonS)); /T
String site = "\nhttp://maps.google.com/maps?f=q&q=";
String msg = site + lat5 + "," + lon5 + "&z=16";

return (msg);

/****************************************************************************

** 1}
bool hit_loT_data(String dataToSend)
{ String 10T _id = "janetsinkaka@gmail.com"; /ledit your
loT id here
String loT_pass = "8471"; /ledit your 10T

password here

String 10T _site = "GET http://www.loTgecko.com/IOTHit.aspx?";

String hitlink = 1oT_site + "ID="+ 10T _id + "&Pass=" + loT_pass + "&Data=" + dataToSend;
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/ltest this hitlink------ if
(sendemd(F("AT+HTTPPARA=\"URL\" \"loTgecko.com/loThit.aspx?ID=smithgarry93@yahoo
.com&Pass=7888&Data=231*232*235*1*1*0*75.00*%19.22\"\r\n""), ok, 10000, 1))

String 10T _path = "AT+CIPOPEN=0,\"TCP\" \"www.loTgecko.com\",80";
if (sendecmd(loT_path, "CONNECT", 30000, 1))
{ flushsoftSerial();
if (sendcmd(hitlink, "Labell", 20000, 1))
{ flushsoftSerial();
if ((indata.indexOf(F("true™)) >= 0))
{ flushsoftSerial();
return true;  }
else
{ return false; } }
else
{ returnfalse; } }
else
{ return false; }}
void flushsoftSerial() {
while (gsm.available())
gsm.read(); }
bool sendsms(String sms_data, String recivr_num)
{ sendcmd(CMGF, ok, 1000, 1);
delay(1000);
String sms_cmd = """;
sms_cmd = CMGS;
sms_cmd += recivr_num;
sms_cmd +="\"";
sendcmd(sms_cmd, ">", 2000, 1);

gsm.print(sms_data);
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delay(2000);

if (writecmd(26, ok, 10000, 1))

{ /I Serial.printIn(F("send"));
return true; }

else

{ /I Serial.printin(F("failed"));

return false; }}

bool writecmd(uint8_t gsmcmd, String response, int timeout, int debug)
{

/I Serial.printin(F(" in writecmd"));

gsm.write(gsmcmd);

/I Serial.printin(cmd);

if (debug ==0)

{ return get_gsm_cmd_response(response, timeout); }

return 0;}
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APPENDIX D: Cloud Platform Code

A) Dashboard Backend

public partial class CustomDash : System.Web.Ul.Page
{ protected void Page_Load(object sender, EventArgs e)
{
if ("IsPostBack)
{
try
{
fillGrid();
}

catch (Exception exx)

{

Response.Redirect("CustomHome.aspx™);

public void fillGrid()

{
string emailid = Request.QueryString["id"];
string type = "10T Three Phase";

SqglDataAdapter da = new SqlDataAdapter("Select Data from DataList Where Emailld =™
+ emailid + ™ AND type =" + type + ™ Order By ID Desc", con);

DataSet ds = new DataSet();
da.Fill(ds);
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int count = ds.Tables[0].Rows.Count;

if (ds.Tables[0].Rows.Count > 0)

{
DataTable dt = new DataTable();
dt.Columns.Add("ID");
dt.Columns.Add("Phase™);
dt.Columns.Add("Status");
dt.Columns.Add("Date");
dt.Columns.Add("Time");

for (inti=0; i < count; i++)

{
string[] data = ds.Tables[0].Rows[i][0]. ToString().Split("*");

dt.Rows.Add("™ + (i + 1), data[0], data[1], data[2], data[3]);

}
GridView?2.DataSource = dt;

GridView2.DataBind();
}

else

{

GridView2.DataSource = null;

¥

protected void Timerl_Tick(object sender, EventArgs e)

{
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fillGrid();
B) MAP BackendEnd
public partial class CustomMap : System.Web.Ul.Page

{
protected void Page Load(object sender, EventArgs e)
{
if ("IsPostBack)
{
try
{
if (Session["UType"] = "User")
{
Response.Redirect(*"index.aspx");
}
}
catch (Exception exx)
{
Response.Redirect("Dashboard.aspx");
}
}
}

public void fill(object sender, EventArgs e)
{
string id = Request.QueryString["id"];

SglCommand cmd = new SglCommand(**Select Data from Data Where EmaillD =™ + id +

con.Open();
SqglDataReader dr = cmd.ExecuteReader();
156



if (dr.HasRows)

{
dr.Read();

string[] data = dr[0]. ToString().Split(*");

con.Close();

if (data.Length >=5)
{
try
{
string lat = data[6], Ing = data[7];
IblLoc.Text = data[6] + "," + data[7];

latdata.Value = lat;

IngData.Value = Ing;

}
catch (Exception ep)

{

else

con.Close();
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C) Three Phase Backend

public partial class CustomThreePhase : System.Web.Ul.Page
{

protected void Page Load(object sender, EventArgs e)

{
if ("IsPostBack)
{
try
{
fill(sender, e);
Session["Page™] = "10T";
}

catch (Exception exx)

{

public void fill(object sender, EventArgs e)
{
string id = Request.QueryString["id"];

SglCommand cmd = new SglCommand("Select Data from Data Where EmaillD =™ + id +
™" con);

con.Open();
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SqglDataReader dr = cmd.ExecuteReader();
if (dr.HasRows)
{

dr.Read();

string[] data = dr[0].ToString().Split('*");

con.Close();

if (data.Length >=5)

{
IbIV1.Text = data[0];
IbIV2.Text = data[1];
IbIV3.Text = data[2];

if (data[3] =="0")
{

alarm(true);
imgP1.ImageUrl = "~/images/boff.gif";
}

else

{
if (imgP1.ImageUrl.Contains(*off"))

{

alarm(false);

k
imgP1.ImageUrl = "~/images/bon.gif";

if (data[4] == "0")
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alarm(true);
imgP2.ImageUrl = "~/images/boff.gif";
}

else

{
if (imgP2.ImageUrl.Contains(*'off"))

{

alarm(false);

¥
imgP2.ImageUrl = "~/images/bon.gif";

if (data[5] =="0")
{
alarm(true);

imgP3.ImageUrl = "~/images/boff.gif";

}
else
{

if (imgP3.ImageUrl.Contains(*'off"))

{

alarm(false);

}

imgP3.ImageUrl = "~/images/bon.gif";
}
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else

con.Close();

public void alarm(bool flag)
{
if (flag)
{
beep_one.Attributes.Add("loop”, "loop™);
beep_one.Attributes.Add("autoplay", "),
¥

else

{

beep_one.Attributes.Remove(*loop™);

beep_one.Attributes.Remove("autoplay");
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APPENDIX E: Entity-Relationship Diagram for the Cloud Application Database
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APPENDIX F: Main Circuit Board
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