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ABSTRACT

The growth in the use of online services on the World Wide Web has proliferated into cyber
mischief, personality or object misrepresentation, and cybercrime. Diverse entities of different
interests and intentions form a wide range of complex online identities and beneficiaries of the
online activities. Fraudsters and criminals hide their online identities to steal services, assets
and other valuables or harm innocent internet users. This research would help in strengthening
of identity management systems as a way to arrest this growing problem and guarantee secure
online services and online interactions. This research desires to identify a mathematical model
that would help in improving cyber security in digital identity management. This work intends
to develop metrics models based on distance metrics in order to quantify the credential identity
attributes used in online services and activities. This study adds knowledge to past work on the
subject matter to provide quantitative analysis to quantify the credential identity attributes in
online services. The study considers major sources of identity attributes currently being used
in the application and registration forms for the various services offered both in cyber and real
space. The study further explores the extraction of key identity attributes that were extracted
from identity tokens like identity documents, application and registration forms for the various
services offered both in the cyber and real space. At the core of the research, the study seeks to
establish how we would develop the identity attribute metrics model which could be used to
quantify the identity attributes based on distance metrics mathematical models. The study
utilized survey research with closed-ended researcher administered questionnaire. A total of
160 questionnaires were administered with a response rate of 93%. The primary data obtained
from questionnaires was analysed using Statistical Package for Social Science (SPSS) and
Excel. The respondents were drawn from Banks (14%), Churches (12%), Government of the
Republic of Zambia (6%), Hospitals (16%), Insurance (10.7%), Mobile Phone companies
(2%), and less than 1% from Pensions. Others were Schools (21%), Universities (16%), and
Utility companies (1.3%). The techniques that have been used include data mining techniques
and statistical analysis. The perception constructs in the research included Usefulness, Trust,
Ease of use, Image, and User satisfaction. It was observed that some attributes were more
important than the others in identifying entities. Statistical analysis revealed that among the
constructs that were used, Usefulness, Trust and Ease of use were strongly related. Tools to
text mine the identity attributes helped to generate statistical data to come up with a quantitative
model metrics to assist in the identification of an online entity. Using a detailed literature

review, questionnaire surveys in this area, text mining of the identity attribute from the

Vi



application forms, and the results of the study helped to develop the identity attribute metrics
model. An identity attribute metrics model based on distance similarity has been proposed. The
Distance similarity is based on Cosine Similarity measure. Based on this study, digital identity
management in online services and activities should adopt the developed Cosine Similarity
measure, the identity attribute metrics model based on distance metrics, to strengthen online
identity management. This will help to curb online fraud, identity theft, and other cybercrimes.
This model could be augmented to past efforts to come up with a multimodal solution and add
value to the resolution of the said problem.

Keywords: Identity Attributes, Metrics Model, Digital identity, Online services, Distance
metrics, similarity measure, cosine similarity, model, normalization, term weight, data mining,

entropy.
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CHAPTER ONE
INTRODUCTION TO THE RESEARCH

1.1 Introduction

This chapter introduces the purpose of this research, it will give the background of the ethos
of this work, and show the significance of this study. We will outline the context and
limitations of the study as well as present the actors in the area under investigation of this
research. The problem statement for this research, the aim, and objectives of the study will
be spelt out in this chapter. An enlistment of the research questions, that we need to address,
will be done within this chapter. We will spell out the organization or roadmap of this

dissertation in this part of the dissertation.

1.2 Background

The proliferation of online digital information resource utilization has presented challenges
in digital identity. Examples of online activities that have presented challenges include
social media, online shopping, online banking, online billing, online reservations, online
medical services, online relationships, and government’s electronic service provision. We
will elaborate further on the examples that we have indicated above. Social media has given
rise to character assassination, distortion of information, misuse of information, and
breakups of relationships due to falsehoods. Electronic commerce has witnessed the rise of
online theft of personal digital identity and misrepresentation of ownership. Goods are
procured, online, using other people’s identities; individuals and organizations get swindled
by fraudsters who disguise themselves to be selling goods when in fact the real intention is
usually to harm innocent people or get access to their assets. Ownership of assets and
possessions of innocent people have been lost to fraudulent transactions that appear to be
legitimate when in fact not. Individuals and Financial institutions have suffered the brunt of
fraud as they largely rely on identification of claimants of ownership, for any transaction
that takes place; hackers would harvest the credentials of the legitimate owners of accounts
from either websites, applications, or electronic devices to get access to assets that are not
theirs. In the case of online medical services, accurate identification of persons to have
correct records is very significant for online medical services to be secure. Innocent people
get hacked by fraudsters with intentions to harvest their data or information to defraud them.
Such actions may also be meant to injure reputations or characters of legitimate owners of
data, information, or assets. Online relationships, in terms of friendships and love affairs,

sometimes end up in disappointments or tragedy. Sometimes love affairs may truly flourish
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with online individuals but only to discover that the individuals presented wrong
information about themselves. For instance, a person may fall in love with a wrong
individual, say someone who is older than expected, or not with good looks, or has bad
character; this is usually done by misrepresenting facts and misleading the other person.
Such experiences lead to despondency when these online lovers meet in person.
Governments across the globe are diversifying their efforts in service delivery by extending
to new methods of online services. These approaches require a robust and effective
management of digital identity to avoid fraud, misrepresentation, and mischief. Recent
studies [1] suggest that Zambia is not an exception to this experience as it has also been
rocked with identity management challenges. An example is in the area of distribution of
farmers’ inputs by the government to the needy is one such area. Fraudsters pose to be
legitimate clients of the government so that they could receive government support even
when they are not legitimate beneficiaries. Government has spent a lot of money with the

understanding that the recipients were the intended beneficiaries when in fact not.

Government of Zambia, through its Ministries, experiences challenges to enlist legitimate
needy for them to receive government support; this has led to unmerited government
expenditure. For instance, it is reported [2] that wrong individuals had benefitted from
programmes by various ministries and/or departments at the expense of more deserving poor
and vulnerable women, the youth, elderly and persons with disabilities. The report further

indicates in [2] that some people that deserved to be on the programme were left out.

Ministry of Community Development and Social Services provides social assistance, social
security, social health insurance, livelihoods and empowerment and protection [3] contends
that it is important to have accurate identification of beneficiaries in the provision of the
service [3]. Furthermore, Ministry of Agriculture provides Farmer Input Support
Programme (FISP) which is considered one of the largest social protection programmes in
Zambia, supporting about 800,000 beneficiaries [3]. The Ministry indicates in [3] that
support is given to illegitimate beneficiaries, then this huge cost is misplaced; intended
beneficiaries are left out whilst illegitimate individuals get the benefits, defeating the
purpose of the service. The report [3] indicates that the poor are underrepresented among its
beneficiaries. It is evident that the issue of identification of legitimate beneficiaries is

important, more so when service delivery is automated or is accessed online.

The advent of internet banking, electronic sending of money through Mobile phone service

providers has experienced theft of digital identities in these transactions.



Developing techniques of identification of the real owners of the digital identification would
help in resolving this problem [1] and enhancing security in online activities. Researchers
have explored the area of digital identity management but the growth of online services
shows that more efforts are required to address the security challenge in this area. This
research looks at the development of a metrics model in order to quantify the credential
identity attributes. This will contribute to the efforts of enhancing security in online
activities by validating the true owner of a digital identity. This research will contribute to
the body of knowledge on addressing challenges of online identity problems which include
loss of assets and privacy. This work was carried out of interest in the trends in information

security to provide solutions to problems affecting society.

1.3 Scope

This study was conducted in Lusaka, targeting organizations that generate and use
identification data for the registration of individuals or customers in their course of
businesses. Primary data were based on the survey conducted on the sampled organizations;
these included Banks, Insurance, Government, Universities, colleges and Schools, hospitals,
mobile phone service providers, utility companies (Water and Electricity), and others. The
sample size for primary data collection was based on the planned financial resources to cater
for the activities of the research in this geographical area. Secondary data were derived from
internet pdf (Portable Document Format) documents for the same organizations, the regions

for data collection in the sampled regions and organizations.

1.4 Problem statement

Activities on World Wide Web are having challenges regarding digital identity
management. Fraudsters pose to own digital identities so as to have access to the owners’
information or assets. These challenges are increasingly causing online users to lose trust in
online services. This is despite that when online services have been appreciated to
increasingly bring good solutions to the online users. If only the digital management
problem is addressed, then the benefits of online services, transactions, or interactions
would be appreciated. Therefore, to maximize, the benefits of online interactions and
services, we need to eliminate the threat of identity abuse, identity theft, or
misrepresentation. Online interaction, access to online information assets and transactions,
and safety to privacy is a very topical issue regarding the World Wide Web. There are a
number of incidences that have occurred online that have brought a challenge to digital
identification. Research interests have tried to address the issue of digital identity

management while an amount of research work has been spent on establishing tools that
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would help resolve this problem. The past efforts have not done much on using some
techniques of using identity metrics modeling based on distance metrics. The research

focuses on getting identity attributes of an entity by using different techniques and use the

1.5 Aim

This research aims to develop an effective response to the challenge that is currently being
faced by online users, regarding digital identity, digital identity theft, abuse, and
misrepresentation. The research intends to contribute to the development of a framework to
identify attribute metrics modeling which is based on distance metrics. The research also
intends to explore how we can construct a multi-modal, user friendly authentication system

that combines multiple digital identification techniques.

1.6 Objectives

To realise the aims mentioned above, the following core project objectives will need to be
met during the research:

i. To identify the main services as the sources of identity attributes from both in the real
space and cyber space
ii. To use data mining tools and techniques to mine the attributes in (i) above.
iii. To use mathematical models based on distance metrics to quantify the identity

attributes

1.7 Research questions

This research attempts to identify techniques that would help to uniquely identify an online
entity by using identity metrics models based on Distance Metrics. This area has not been
explored much, and thus will be able to add value to research efforts that have been done in
the past. We will attempt to answer the questions listed below in order to attend to our

research question:

I. What are the sources of identity attributes that could be used in online activities and
services?
ii. What are the major services that use identity attributes?
iii. How can we extract the attributes mentioned in (i) and (ii) from the sources?

iv. Based on distance matrix, how do we develop the identity attribute metrics modeling?



1.8 Significance of study

Online service delivery and online interactions of individuals have been facing challenges
of identity of online users. There is need to ensure that rightful owners of identity received
their required services and that interactions are secure from the growing internet challenges.
It is important to improve security in online services so that owners of online assets can
legitimately claim their legitimate identify and not have fraudsters gain access to their
assets. The owners of the assets could be individuals or organization, and in some instances

it could be machines or information systems.

This research will contribute to past efforts in research in digital identity management and
will contribute to the identification of entities of online service users to help to arrest
cybercrime; this will help to address the challenges that come with online identity. The study
will develop a metrics model that would quantify the credentials’ identity attributes in online
services. This will assist in raising the probability of accurately identifying the right
individuals who need to be identified in online services in the cyberspace and therefore,
curtail cyber fraud, improve information integrity, and confidence in online service and
interaction. This would add value to already developed solutions to come up with a multi

modal solution to address the challenges of digital identity management.

1.9 Organization of dissertation
This dissertation has five (5) chapters, each of which addresses a specific area of concern.

Chapter 2 will cover the literature that will be consulted on areas that affect this research.
Quite a wide range of pertinent issues will be considered and evaluated. Some areas of
interest will include impact of internet, digital identity, mathematical modeling,
normalization of data, data mining, Shannon information theory and entropy, distance
similarity measure, and term weighting to mention but some. Related works regarding this

study have been consulted so as to establish the past efforts impacting on this study.

Chapter 3 will cover the methodology of the study, present methods, tools, and techniques

that will be used in attending to the needs of our research and introduce the proposed model.
In Chapter 4, we will present the findings of our research.

Chapter 5 will present closing notes of this study, this will which include discussion,

conclusion, recommendations, and future study interests.



1.10 Summary

The chapter gave a snapshot of the whole picture of this research; it gives the picture of
what this study is all about, the problem the research is trying to address and the key issues
of the problem of the research. This chapter also indicates the organization of this

dissertation.



CHAPTER TWO
LITERATURE REVIEW

2.1 Introduction

This chapter discusses literature that has been reviewed in relation to this research and past
work that relate to this research. A number of areas have been reviewed, these include
literature on internet and activities on internet. Other areas include influence of internet,
benefits that have come with internet, and the challenges that have come with it. Literature
on digital identity management, mathematical modeling, statistical techniques, and data
mining are some other areas that have been looked at. Further areas of interest that were
reviewed include Shannon’s information theory - including Shannon’s entropy, distance

similarity measure, and term weighting techniques.

2.2 Impact of internet
2.2.1 Positive effects of internet

Jibrin et. al. stated that Internet has made computers around the globe to interconnect [4]
and therefore, creating a World Wide Web. They further stated indicted internet is a global
community, one with a very active life [4]. The interconnection of computers has brought
individuals, machines and systems of different background to interact together, online. This
has revolutionized the way we carry out our lives, the way we interact, the way we do
business, the way we transact, and the way we secure our assets both in real space and on
cyber space. The internet has brought a number of benefits; technology is seen as an
important catalyst for the restructuring of commercial activities and business development
strategies. Digital technologies have proven to be the drivers of economic growth and
competitiveness of doing business as electronic business revolution [5]. This however,
comes with challenges that may endanger the benefits that come with technology. Amongst
the changes that internet has brought include social and commercial relations, change of our
attitudes towards trust, creation of social networks, increased risks arising in electronic
businesses, and electronic shopping (which largely is electronic commerce) [5].
Governments, Universities (and schools), hospitals, financial institutions, and other public
companies offer services that the community would need to access. Other areas which are
using internet immensely are research, electronic games, and remote access of services in
different areas. All these areas and a lot more assume that the individuals, machines, and
systems that exchange data and information are either the rightful owners, intended
recipients or legitimate stakeholders in the interactions on the internet. This therefore,



implies that online identification is pivotal in cyber interaction before the online actors

would benefit from the online assets.
2.2.2 Adverse effects of internet

The rapid development of information and communication networks by governments,
colleges, enterprises and individuals means that they are employing more and more
information systems, perhaps without clear distinctions of the persons and devices behind
their use [6]. It is obvious that the need for identity that would provide complete privacy is
vital [6]. A study in [7] shows that cyber-crime has become one of the fastest growing crimes
in the world. It was observed in [8] that networks are subject to attacks from malicious
sources; with the advent and increasing use of internet, attacks are most commonly
increasing. In 2007 it was reported [9] that in Australia alone, the proceeds of identity theft
was still one of the largest sources of fraud, and it was estimated to be nearly $6 billion a
year. Identity theft is one of the fastest growing crimes in the world; each year, more than
10 million people fall victim to identity theft, and many do not discover the crime until it is
too late [9]. When devices are lost or stolen, allowing the right user to access the devise and
not losing sensitive information or data stored on mobile device are the key concerns that

are necessary to be considered against threats on mobile enterprise [10].
2.2.3 Alist of some benefits and challenges

A study in [11] identifies areas that are benefits that arise from internet use:
e Social networking
Internet brings people from far flung areas to interact in real time. Years ago, you needed
to wait for days, weeks, months or years to get a response from a letter. Today people
get responses in seconds or minutes. Blogs have made people from different areas from
around the globe to socialize by chatting and exchanging views online. Business
activities are conducted on social platforms using different applications like Zoom,
Skype, and Google meetings.
e Electronic communication
Communication has been made easy through internet; there is a variety of media
communication tools which include short messaging service (SMS), electronic mail,
Twitter, Facebook, Skype etc. In early 2021, Zambia Election Commission
communicated to the electorates to confirm their voter registration details via online

access to their data base.



e Information sharing

Information can easily be moved from one medium to another; this could be from
electronic gadget to another e.g. from iPad to mobile phone. The benefits of information
sharing are experienced by Zambia Revenue authority (ZRA) and its clients. Tax returns
by ZRA customers are done through online applications to reduce customer queues at
their offices.

e Electronic banking

It is easy to have access to banking services through mobile phones and computers which
access the internet. Most of the Banks have extended their business hours and
interactions with their customers by providing internet banking services by giving
customers access to their accounts and perform transactions in their own time.

e Online payments, bills and shopping

Electronic payments are done to procure various services like paying for bills for water
and sewerage, electricity, data bundles, tax, etc.

e Selling and making money

Procuring of goods and services are being done online; gambling is done online to reach
several individuals who need to gamble. This benefit of the internet is one of the reasons
that prompted this research. In addition, money transfers are being done using mobile
phones, this has become a very popular phenomenon as it is making life easy for
customers to send and receive money to each other and to organizations.

e Collaboration, work from home, and access to a global workforce

The experiences around the world with the pandemic of Corona Virus (Covid 19) caused
countries, schools, colleges, universities, organizations and individuals to work
remotely, using internet, from homes.

e Donations and funding

During campaigns politicians use internet to reach their supporters through blogs (e.g.
Twitter, WhatsApp, and Facebook), electronic mails. Donations and funding are made
through electronic platforms.

e Cloud computing and cloud storage

Storage and provision of services has been extended to servers being hosted on
geographically distant locations on wide area networks. This removes the burden of
organizations and individuals spending time and resources on managing data as this

could be outsourced through cloud computing.



2.2.4 Challenges with internet

Internet has come with its own challenges [12], [13], [14] which identify in the following
thematic areas:

e Pervasion of privacy
Politicians, Public individuals, popular people, celebrities, and different individuals

usually find that their private space is pervaded. This brings the interest of strengthening
security to accord individuals and organisations the privacy they deserve. This study
takes keen interest in this area.

e Impaired public/private boundaries

Poor management of security of private information and data leads to abuse of private
and classified information.

e Cyber crime

This has become a very big online problem, criminal activities happen on internet
affecting innocent lives. This is the main reason for this research, to find a way to
contribute to arrest this situation. Criminals tend to steal innocent people’s lives to hide
themselves as they commit criminal activities. This has caused a lot of anguish and loss
of property, assets and lives by innocent lives

All these activities mentioned here touch on the key element of our research; the users of
the services above would need to be uniquely identified to access these services, otherwise

fraudsters would take advantage and access these services.

2.3 ldentity
2.3.1 Definition of identity

Our identity is, literally, who we are: a combination of personal history, innate and learnt
beliefs and behaviors, and a bundle of cultural, family, national, team, gender or other
identities [15]. The report in [15] goes on to say that our identity is important because it
exists in relation to others. Identity exists in relation to the economic and social structures
in which we live. How we are represented in economic, political and other societal systems
—and our degree of choice and control as to how we are represented in these systems — sets
the parameters for the opportunities and rights available to us in our daily lives [15]. It was
stated that in [15] that our identity is increasingly digital, distributed and a decider of what
products, services and information we access. This identity online is not simply a matter of
a website login or online avatar — it is the sum total of the growing and evolving mass of

information about us, our profiles and the history of our activities online. It was reported
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that in 2018, the average internet user had 92 online accounts, and is likely to have over 200
by 2020 [15].

Pfitzmann & Hansen defined identity in [16] as any subset of attributes of an individual
which sufficiently identifies this individual within any set of individuals. Identification of
an individual requires an entity to be unique from any other entity so that this entity is
distinguished from any other entity. Ayed in [17] indicates that identity refers to a set of
qualities and characteristics that make an entity definable, distinguishable, and recognizable
comparing to other entities. In other words, pieces of identity include a sense of personal
continuity, a sense of uniqueness from others, and a sense of affiliation [17]. Identity is
defined as consisting of traits, attributes, and preferences upon which one may receive

personalized services which could exist online [7].
2.3.2 Partial identity

We observe from [17] that a specific partial identity is provided for identification. The
researcher in [17] further indicates that the context will determine which subset of attributes
is required, or which partial identity will establish enough trust for a given transaction to go
forward. He further indicates that partial identity refers to ‘a subset of identity information.
A subject can have more than one mapped identity, where each identity encompasses valued
attributes within an application context [18]. We call these multiple identities partial
identities of the subject and denote the completed identity as the set of combinations of these
partial identities that are used for specific application contexts [18]. An entity might have
various roles, depending on the situation, the context and with whom they communicate, an
entity is, therefore, likely to have a number of partial identities, each containing some of the
attributes of the complete identity [19].

Research in [20] submits that a person may be represented by different identities, depending
on the situation and the context. A person may have different identities according to the
context in which the identity is applied. For instance, a researcher may be a father, magazine
columnist, human right activist, sportsman, politician, philanthropist, friend, and lecturer.
He is identified differently by different people according to each respective context. Each
context has respective attributes that form each respective partial identity. For each context,
respective attributes make him identified accurately; these attributes may differ from one
context to the other. In each context, the identity seems to be complete yet the identity is
just but a subset of his universal identity. This scenario is illustrated in figure 1 below. We
learn in [20] that the identity of a person comprises a huge amount of personal data with
respect to individuals. All subsets of identity represent the person (or components of a

person). Some of these partial identities uniquely identify the person.
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Figure 1: lllustration of Partial identity

Identity encompasses all the essential characteristics that make each human unique [7]. An
identity of father of this individual may have characteristics of: father of three, kind, loving,
hardworking, protective, supportive, merciful, jovial, progressive, etc. The identity of a
person comprises a large number of personal properties [7], as indicated above. These

properties help to uniquely identify an individual.

2.4 ldentity attributes
2.4.1 Entities, identities, and identifiers

Findings in [21] indicate that the term entity refers to an active element of a system - e.g.,
an automated process, a subsystem, a person or group of persons that incorporates a specific

set of capabilities.

An arbitrary string which is an information identifying the user in a non-ambiguous way
(through identities like email address, social security number etc.), in other words, to
represent an entity, we have characteristics of a set of elements that will together identify
an entity [22]. It is suggested that users are generally identified by their attributes identity

of any user as a set of attributes.

An entity (which could be a person or thing) can be identified using specific identification
like user name, objects like electronic cards, biometrics like voice etc. The frequency of the
attributes or identifiers which could be used in the identification would help in establishing
metric models quantifications which could further help in uniquely identifying the entity.
The figure below shows the relationships among entities, identities and attributes/identifiers

contained by the identities.
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Figure 2: Entities, Identities, and Attributes/identifiers [23]

2.4.2 Relationships among entities, identities, and identifiers

An individual may have access to different services and needs that would need identification
of this individual. These services could be provided by different entities. For instance, he
could be an employee of a given company who had a bank account at a given bank. He may
need to procure land from a government department and at the same time may be enrolled
as a postgraduate student at an institution of higher learning. He may have different tokens
of identities. Each institution relating with him may identify him differently.

With the growth in number of online services, a person may have access to several accounts
of online services which would in turn need to confirm that they are dealing with a legitimate
person. An individual may have identity tokens of various organizations like companies,
banks, government Ministries or Departments, schools or universities. There could be
another individual who would claim the identity that you have which would then pose a
challenge in online service providers to trust online customers. The figure below illustrates

what the situation would look like.

Collectives
Companies Banks Governments Schools
r :
TITITT
@ @ I
Individuals
Alice Identity
S
Identity . ) Bob
Attributes Identity Claims

Figure 3: Example of identity claim by different individuals to same interests [24]

With the help of Partial Identities users are enabled to have a set of several identities in one

community to decide for each identity which of their personal information they want to

-13-



disclose. Each Partial Identity of a user appears to other users as a unique, individual
community member [25]. Credentials are often presented as evidence of identity.
Credentials consist of one or more attributes. Attributes are the constituent components of
credentials. During the process of establishing a person’s identity, often more than one

credential is required to achieve a higher level of trust [16].

It is noted in [7] that a user or object that would carry identification for access to a service
would be termed as an entity. An Identity Provider is the issuer of user identity; a Service
Provider is a relay party imposing an identity check. An identity will carry a set of user
attributes. A Personal Authentication Device (PAD), which holds various identifiers and

credentials and could be used for mobility.

2.5 Digital identity

In their study, ClauR and Kéhntopp in [20] contended that Identity management systems
enable the user to control the nature and amount of personal information released. In another
study [26], Sittampalam stated that Identity management systems are elaborated to deal with
the following core facets to reduce identity theft:

e Reducing identity theft - the problem of identity theft is becoming a major one,
mainly in the online environment. Providers need more efficient systems to tackle
this issue,

e Management - the number of digital identities per person will increase, so users need
convenient support to manage these identities and the corresponding authentication,

e Reachability - the management of reachability allows a user to handle his contacts to
prevent misuse of his email address (spam) or unsolicited phone calls,

e Authenticity - ensuring authenticity with authentication, integrity, and
nonrepudiation mechanisms can prevent identity theft,

e Anonymity and pseudonymity - providing anonymity prevents tracking or identifying
the users of a service, and

e Organization personal data management - A quick method to create, modify, or
delete work accounts is needed, especially in big organizations.

As shown in [26], the problem of identity theft is becoming a major one, mainly in the online
environment. Providers need more efficient systems to tackle this issue. Bhasker and
Kapoor in [26] indicate that a digital identity is a virtual representation of a real identity that
can be used in electronic interactions with other machines or people. An identity consists of
traits, attributes, and preferences upon which one may receive personalized services. E-

services require an effective way to manage digital identity information of the users [27]. A
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digital identity is a distinguishing character or personality of an individual; it lays the
groundwork necessary to guarantee that the Internet infrastructure is strong enough to meet
basic expectations for security and privacy [28]. Digital identity management is a key issue
that will ensure not only service and functionality expectations but also security and privacy
[28].

In general digital identities can be considered and defined in terms of identity space, which
can be categorised as Real-space and Cyber-space [29]. The Real-space identities are the
physical identity tokens such as birth certificates, passports and driving licenses; the digital
identities include the credential attributes such as usernames, passwords and Internet
Protocol (IP) addresses [29]. A digital identity consists of two parts, whom the person or
entity is and the attributes associated or owned by the entity (credentials and their attributes).
These credentials define a digital identity and are varied, of widely differing values and
have many different uses [29]. In cyber-space, when a person is interacting with another
machine or person, the digital identity is usually a combination of many attributes that help
to identify the other person’s association [29].

Windley defines a digital identity as the data that uniquely describes a subject or an entity
and the ones about the subject’s relationships to other entities [30]. Further, Windley states
that a digital identity is the persona that an individual presents across all the digital spaces
[30]. In [31], we define digital identity as the electronic representation of personal
information of an individual or organization (name, address, phone numbers, demographics

etc.).

Al-Khouri indicates that digital identity is not just a number but a set of parameters that
constitute a profile of the identity holder [30]. He further states that digital identities to
specific persons will be authorised to perform certain actions in physical or digital forms
[30]. We discover that in [31] in the digital world a person’s identity is typically referred to
as their digital identity [31]. It is argued in [32] that identity encompasses all the essential
characteristics that make each human unique. They further argue [32] that these
characteristics are the ones we call as attributes of an identity. The identity of a person
comprises a large number of personal properties. It was observed that the networked
environment in which we live and work requires digital identity — it is the key by which we
are able to communicate, interact, transact, share reputations and create trusted relationships
with people, business and devices electronically [33]. It is suggested in [33] that virtual
identities, in the virtual world, can be connected to entities in the real world. Satchell et. al.
[33] indicated that identifiers of a respective individual or entity would identify the entity

online, from any context of the identity. An identifier uniquely identifies an entity (a person,
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a computer, an organisation, etc.) within a specific scope. This underscores that digital
identification is key in online activities of an entity on internet or computer network. It is
observed that identity theft occurs when personal information is used by someone else
without their knowledge; it usually supports criminal activity, including fraud, deception,
or obtaining benefits and services in the person’s name [33]. This is why researchers have
taken a lot of interest in digital identity for the search of solution to cyber challenges that

have come with online services and activities.

An individual or object, for instance a gadget, with a given identity will be represented by
a token of identity to access areas where identification would be required. The token of
identity could be a National identity card, passport, birth certificate, driver’s license,
marriage certificate, visa, or any other that fully identify an individual. Club membership
cards, employee identity card, or student identity card are some other examples. ISO/IEC
29003:2013 in [9] gives a list of recognized tokens of identification. The token of
identification is meant to fully distinguish the rightful owner of the token. The digital
identity has attributes that help to establish an identity on online activities and services. As
shown in [9], there is a list of internationally accepted attributes that have been identified
that can identify an individual online. The figure below gives an imagery presentation of
these details.

First Name ———

Middle Name
Object/Claimant

of identity Surname Name

Token of identity 1D Number

&=

‘ Mobile phone No.

House Number

Race —
Height

Identity Attributes

Eye colour

Date of Birth

Weight )

Figure 4: Representation of a digital identity by Identity Attributes

Entities in the physical world have digital identities which are represented by attributes
which are the identifiers of the entity. A study in [34] shows that digital identity
management presents solution to safeguarding personal information or information about
an entity to protect private assets. Due to the unrestrictive nature of the Internet, without
proper identification and authentication, users are becoming more vulnerable to identity
fraud and theft. Online identity theft, fraud, and privacy concerns have become a huge issue

now. Identity theft is big business.
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2.6 Factors affecting digital identity
2.6.1 Information Security

In [35], security is defined as the quality or state of being secure - to be free from danger.
The optimum state during the exchange of information or during communication would be
when the actors in this environment are guaranteed of passing or receiving information
freely. This is when there would be no intruder or party who would distort the intention of
sending or receiving of such information. This exchange of information would imply
exchange or receipt of assets. Information Security is defined in [36] as the protection of
information and information systems from unauthorized access, use, disclosure, disruption,
modification, or destruction in order to ensure confidentiality, integrity, and availability.
This implies that mechanisms should be put in place to deter any effort of ill intention that
would harm legitimate interests in the exchange of information. This would be during the
process of initiating the sending, the conveying, or receipt of information or any value
attached to this information.

Smedinghoff in [37] states that the three concepts that embody the fundamental security
objectives for both data and for information and computing services include Confidentiality,
Integrity, and Availability. Only authorized parties should be able to access information, or
assets associated with this information. To achieve this, there is need to put in place
mechanisms that would limit access to confidential information and assets. For information
to be deemed to have integrity, unauthorized entities should not be allowed to change any
part of data or information. Upholding of integrity of data and information would help in
building confidence in the data or information, the medium of exchange of these items, and
the receipt of data and information. It is therefore, important to consider ways of establishing
mechanisms that would help achieve this. The users or authorized individuals or entities
should be able to have access at any time of their desire to access, use, or transact with these

assets.

This research takes interest in finding ways of developing mechanisms to strengthen
information security. This is meant to ensure that there is confidentiality, integrity, and

availability of data or information or corresponding assets to rightful owners.
2.6.2 Electronic identification

Internet activities and interactions involve identification of entities. As mentioned in [38]
identification process is designed to answer the question ‘who are you?’, it involves
associating one or more attributes (e.g., name, height, birth date, SSN(Social Security

Number), employer, home address, passport number) with a person in order to identify and
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define that individual to the level sufficient for the contemplated purpose. It is proposed in
[26] that entity identification would include identity proofing, identity vetting, and
enrolment; this process is usually a one-time event. It typically involves the collection of
personal information about a person to be identified. Gathering of identifiers occurs at
enrolment; Al-Khouri in [26] defines enrollment process as registration of the entity,
collecting various identifiers, and storing them for later verification and validation. The
internet has come with risks on digital identity. As demonstrated in [33], the rate of identity
theft and fraud has increased due to risks posed by data deluge. Data deluge poses risks to
theft and fraud; for instance, disks that are full of social security data, or laptops that are
loaded with tax records left in taxis, or credit-card would be stolen for fraudulent use. The
owners of this data may lose properties or assets as a consequence of that loss of gadgets.

2.6.3 Technology

Soneka in [39] showed that there was a relationship among the three variables: perceived
usefulness, perceived ease of use and perceived risk to E-tax adoption. In her study, these
three variables were used to explain how these variables affect the adoption of E-tax system
in rural Zambia. This demonstrated that there is some motivation in the use of tools by users
to adopt or gain interest in the usage of such tools. This would suggest that even in the tools
for digital identification would have the similar experience. Only constructs that were
relevant to her research were applied. There is need to consider constructs that affect our

research and observe the effect on the outcome of the relationships of such constructs.

It is stated in [40] that motivation of the use of technology, in this case identity tokens, is
reflected in Technology Acceptance Model (TAM). This is tailored to information system
contexts, and was designed to predict information technology acceptance and usage on the
job. TAM has been widely applied to a diverse set of technologies and users. The study of
Kabwe and Phiri in [41] suggests that whenever an individual perceives that using a certain
technology will bring some benefits to the company, the individual will be eager to adopt
it.

The research of Matikiti in [42] showed that TAM provides a basis for tracing how external

variables influence belief, attitude and intention to use new technologies.
2.6.4 Identity management

Identity management elements include the user who has to sign in for issuance of a service,
or for authentication for access to an electronic or non-asset device. The identification
request has to be verified by a single or multi-mode verifier. An authorisation of the

identification permits the requester access to the service or asset. Authentication is an
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assumption of trust [43] and the enrolment of an applicant therefore, takes place. It is at this
point of this process where fraud can either be prevented or allowed. We would say that the
individual or person would be digitally identified at this stage.

e
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User Sign-In Verified Person Authorization Digital Identity
* Issuance * Establishment « Consent « User Experience
* Authentication * Resolution * Enrollment * User Notification
» Revocation » Validation » Delegation » Session Risk
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Trusted and Standardized Infrastructure

Figure 5: Identity management elements [44]
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Research in [43] has showed that a Digital Identity Management System (DIMS) using
multi-modal authentication would play a very big role in reducing cases of identity theft and
fraud on online services. The system will incorporate the use of physical metrics (e.g. full

name, passport number and race) pseudo metrics (password).

In [16], it is stated that a digital identity management system using a multimodal
authenticating system was developed to address the issue of identity fraud and theft seen on

most online services today.

There is a growing phenomenon of electronic service delivery by governments to their
citizens. This is observed in [45] that government agencies are moving into the ‘transaction
stage’ of Electronic Government (e-Government), it becomes clear that Identity
management (IDM) more and more belongs to the core of national and international e-
Government policy agendas. Miriam and Chiky observed that new questions arise as to how
core IDM concepts like ‘identity’, ‘identification’, and ‘identity management’ can be
redefined for their deployment in emerging e-Government environments [45]. They further
noted that the continuing use of traditional paper-based and face-to-face public service
arrangements and, with that, the use of traditional IDM means, requires not only a
redefinition of these concepts for new digitised public service environments [45].
Organisation for Economic Co-operation and Development reports that e-government
continues to be based on the initial principle of enabling users to access government
information and services when and how they want (i.e. 24 hours a day, seven days a week)

through channels including the Internet [46]. They further observed that delivery of user-
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focused e-government services, on the other hand, largely involves government dealing with
people in their capacity as customers or subjects, either as individuals or as part of a business
[46]. The report also noted that ensuring the security and privacy of personal data that is
collected and /or used in the process of electronic delivery is essential to building and

maintaining users trust in online services [46].

Researchers have gained interest in this area to address the challenges that have come due
to the growth in the use of internet and the problems that have evolved with it. The identity
of an entity within a scope is the set of all characteristics (also called attributes) that have
been attributed to this entity within that scope [47]. Identification of attributes of digital

identity is of great interest in this research.
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Figure 6: Digital identification process
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In Digital Identity Management, enrollment of identity of an entity is by the collection of
the identifiers of this entity, which we call as attributes. The attributes will be key elements
in the identification proofing and verification of the applicant. At a request of an online
service, by a subscriber, it is imperative that only the right subscriber should be given access
to this service. Research efforts in [47] indicate that multimode authentication is likely to
be the solution for most problems of fraud and identity theft seen on the cyber space today.
Inambao et. al. in [48] showed that the use of mathematical models in the quantification of
identity attributes can enhance security values to different identity attributes. They further
indicated that digital identities are varied according to how sensitive or prominence the

attributes are in the credential token [48].

According to [49], authentication of digital identity has three factors as the cornerstones of
authentication: something you know (e.g., a password), something you have (e.g., an ID
badge or a cryptographic key) and something you are (e.g., a fingerprint or other biometric

data). It is stated that the strength of authentication systems is largely determined by the
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number of factors incorporated by the system — the more factors employed, the more robust
the authentication system [49]. This research therefore, takes interest in enhancing
authentication of a digital identity; this is adding value to multifactor authentication.

2.6.5 Process of digital identification

In most cases, digital identification requires that the requester for identification must be on
the database for identification. The entity must have made an application to be enrolled for
recognition. The application could be done by filling in a form where details of personal
identification are captured on a database. The applicant becomes subscribed and a token of
identification is issued. The subscriber becomes a claimant until specific identification can
be made by the applicant that is when authentication has to be made. A session of
authentication takes place and verification of details that were submitted by the subscriber
are thoroughly checked. The identification of the subscriber is done as verification of the
personal details of the subscriber; the verifier has to be a secure mechanism. The attributes
of the subscriber are the subject of authentication. It is therefore, important that a lot of
attention is paid to the attributes of identification as they are the pillar of the security of
identification of a subscriber. In our work, we will consider the application forms and the
attributes identified which we shall apply in our work to strengthen further the process of

identification. When identification is done, the subscriber can be authenticated.

A claimant of an online identity would need to apply for an online service, he would need to
be authenticated through a process. Verification would need a number of techniques to be
applied during this process. This includes the identification or extraction of attributes of a
claimant. Other techniques that would need to be employed are data mining techniques to
assess whether the attributes of a claimant match those of a real owner of the identifying
attributes. Our interest in this research is on the verification of the attributes using a model
we will later propose. Therefore our key area of interest is on the verification part of the
process indicated in the figure below. A number of efforts have been made on improving the
verification of claimants to have access to different interest on the internet. The figure below
helps to present the area of interest of our research in the process of claim and grant of access

to a claim of interest on the internet.
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Verification of online users requires an assessment or identification of the online users
through a process as the one mentioned above. It was established in [50] that there are two
ways of identifying the individual on the other side of the network session: explicit or

implicit identification.

Explicit identification relates to processes in which the person is aware or even participates
in the identification process by being prompted to submit a username and password; this is
done so that the server could authenticate the user’s identity (this is a shared secret) [51]. A
person using a government service has to be fully authenticated with name, address, phone
etc., whereas a person when shopping does not need to provide all these details. These
changes of identity depending on the situation are represented by partial identities [51].
Implicit identification is when the user is not aware that their information is being used to
authenticate them by obtaining identity information via log files, IP number of the person
and visual appearance [51]. Digital Identity uses credentials of four different types and the
credentials attributes mapping to segment the space of credentials into four different groups
which are pseudo metrics, physical metrics, biometric and device metrics [52]. Most users
are familiar with these attributes hence it is easier for the user to understand during
authentication, however, this can also be a disadvantage as it is difficult to prove online
whether the person is whom he or she claims to be. Hence other metrics are usually
combined with physical metrics to obtain more robust user digital identity [32], [52], [53].
There are three areas that could be used to verify identification; this could be based on what
a claimant is. What a claimant is would include finger print, iris, cornea, face, and voice;
these are the biological phenomenon of an individual. Other form of identification would
be based on what you know, this include things that could be remembered or memorized.
They include names of objects, names of places, and things, these are the passwords that we
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use for logging in for verification. The last kind of identification is based on what you have,
this is the category that involves identification tokens to access online interests. Some
examples of these tokens include smart cards, mobile phone, and security tokens. This is
the category of verification of our interest in this study. The product of our study has to be

developed to address the verification of tokens that fall in this category.

/_ Who you are ‘\" /‘:Mhat you |-<r'|ow_\\ (/_Whnt you have
(= i 1234 Smart
fr;ggl]', Fingerprint PIM @ Card

— @ Hello1234
) Password
Mobile
@ face A1B2C3
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? 24 Words L\ Security
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Figure 8: Types of identity verifications [54]

.

The figure below shows the process of verification regarding the identification token which

will rely on the identity attributes of an individual or gadget.

Identity Enrolment Digital ldentity Proofing (Claim of Digital Identity Authentication Digital Identity Authorization

(Collection of identity identifiers identity for access of online :I:l%nm'._rrverlﬂ;atul)‘;\] Clalm':nt s Access to onling services or assets
of an entity) assets or services) identifiers should mest the allowed
identification threshald

Figure 9: Digital identification verification process

Authentication of digital identity follows the identity proofing from the identity attributes
(identifiers) that were collected at enrolment. Authentication can be strengthened by
augmenting the authentication system with other factors that would make the identification
robust. These augmented factors are the areas of interest of this research, particularly the

similarity metrics.
2.6.6 Privacy requirement

Privacy is a central issue with identity and this is the reason why the official authorities of
almost all countries that manage information and data of identification of entities have strict
laws and policies related to identity. The reason is that privacy tends to protect the exposure
of identity to theft or compromise to non-authorized access, use, or manipulation. Privacy
is therefore associated with identity management of personal information and data. We
observe in [25] that privacy is a complex and subjective concept that has different meanings
to different people when used in different contexts. Privacy encloses four dimensions:
privacy of the person, privacy of the personal behavior, privacy of personal

communications, and privacy of personal data [25]. In this research, the interest we have is
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the consideration of all the four dimensions. The reason being is that life on the internet or
electronic interactions touch all the four dimensions mentioned above. Online interactions
need to recognize the great need of privacy in all the four dimensions to enhance security

of the digital identity.

Solove in [55] stated that privacy has a social value, privacy at its core relates to the integrity
and autonomy of the individual, so that when privacy is compromised — no matter what type
of privacy — the individual is being harmed in some way.

2.6.7 Trust framework

Trust, as defined in [56], is a psychological state comprising the intention to accept
vulnerability based upon positive expectations of the intentions or behavior of another; it is
a basic constituent of social life [57], [58].

This research has recognized a trust framework model which is demonstrated in [59], which
is based on the communication model by Shannon and Weaver. It incorporates the sending
and receiving process of information by an individual according to the three tier approach
of data, information, and knowledge. The Shannon and Weaver model in [60] is one way
directed and stems from the domain of information theory. In this model, a trustor places
trust in the trustee [61]. It is indicated in [61] that communication consists of four major
components, the sender, the receiver, the message, and the environment. The
communication process can generally be distinguished in the three phases: sending,
transmitting, and receiving. The phases of sending and receiving are concerned with the
process of the message formation and comprehension by the sender and the receiver
respectively. The communication framework guides the interaction of entities that interact
or transact in the cyberspace. For two individuals to interact or transact, trust has to be
involved. There has to be a trustor and a trustee, their relationship is based on the experience
they have with each other in their interactions or transactions. Each actor has to verify the
identity of the actor that one is relating with. The objects involved in their interactions can
be accepted subject to verification of the identity of the actors, respectively. When the
trustor requests for an object during communication, the trustee would need to verify the
identity of the requestor. Verification would depend on the identifiers that resident on the

data repository.
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2.7 Mathematical modeling

Haines and Crouch (2007) characterize mathematical modeling as a cyclical process in
which real-life problems are translated into mathematical language, solved within a
symbolic system, and the solutions tested back within the real-life system. This
demonstrates how mathematical modelling can present a mathematical model that would
help in solving a real life situation using mathematics. It is the interest of this research to
establish a model that would help in presenting a solution to the problem of this research.
Mathematical models comprise a range of representations, operations, and relations, rather

than just one, to help make sense of real-life situations (Lehrer & Schauble, 2003).

From the scientific and mathematical point of view, distance is defined as a quantitative

degree of how far apart two objects are [61].

2.8 Data standardization

A statistical standard normal distribution (X), normally termed as the z curve, has a mean,
i.e. 4 = 0 and a standard deviation ¢ = 1. This standard deviation is a measure of the extent

to which it spreads about its mean [62].

As it is mentioned in [62], we often want to compare scores or sets of scores obtained on
different scales. Standardizing data that comes from different sources would help us to
eliminate the unit of measurement by transforming the data into new scores with a mean of
0 and a standard deviation of 1; these transformed scores are known as Z-scores [62].
Considering that this research has interest to compare with the performance of other metrics,
it is prudent that we have a common ground of comparing the performance of the metrics
as it is asserted by Abdi in [63] to improve our ability to discover knowledge [63]. Abdi
[63] further indicated that this transformation includes normalising of data. In data
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normalization, data from input sources is scaled to fall within a specified range such as 0.0
to 1.0 [64]. Olson and Delen in [65] indicate that the main advantage is to avoid attributes
in greater numeric ranges dominate those in smaller numeric ranges. Another advantage is
to avoid numerical difficulties during the calculation. It was noted in [66] that normalization
may improve the accuracy and efficiency of mining algorithms involving distance
measurements. It was further observed that incomplete, noisy, and inconsistent data are
commonplace properties of large real-world databases and data warehouses. Incomplete
data can occur for a number of reasons. Attributes of interest may not always be available,
such as customer information for sales transaction data. Other data may not be included
simply because it was not considered important at the time of entry [66]. J. Han and M.
Kamber in [66] further note that incorrect data may also result from inconsistencies in
naming conventions or data codes used, or inconsistent formats for input fields. They also
stated that some attributes representing a given concept may have different names in
different databases, causing inconsistencies and redundancies [66]. It was observed that
having a large amount of redundant data may slow down or confuse the knowledge
discovery process [66]. It was found that if some of the object’s attributes are measured
along different scales, attributes with larger scales of measurement may overwhelm
attributes measured on a smaller scale. To prevent this problem, the attribute values are
often normalized to lie between 0 and 1 [67]. We normalize data so that each attribute falls
within the same range. This step helps ensure that attributes with large domains will not
dominate attributes with smaller domains [68]. We discover that a direct application of
geometric measures (distances) to attributes with large ranges will implicitly assign bigger
contributions to the metrics than the application to attributes with small ranges. The
attributes should be dimensionless because the numerical values of the ranges of
dimensional attributes depend on the units of measurements and, therefore, the choice of
the units of measurements may greatly affect the results of clustering. One should not use

distance measures without normalization of data [69].

To normalize our data, we had to find the Z-scores of the dataset of our interest; we subtract
the mean of the scores from each score prior to dividing by the standard deviation [70]. A
set of N scores each denoted tf, (Term Frequency) and whose mean is equal to M and whose
standard deviation is equal to SD is transformed in Z-scores [64].

— tfn_M
Zn - S_D (21)

Aksoy and Haralick indicated that this normalization procedure (Zn) transforms the feature

component tf, to a random variable with zero mean and unit variance [71]. Researchers in
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[72] show that the goal of all normalization procedures is the normalization of each feature
component to the [0, 1] range, i.e. the min—max normalization [72].

2.9 Related Works

Campbell et. al. state that in the simplest case, the components of the sparse vectors are the
raw frequency counts of each term in each document [72]. They also observed that search
engines of the World Wide Web (WWW) are based on certain information retrieval models
like Boolean model, Probabilistic model, and Vector space model [72]. Our interest is in the
vector space model; Campbell et. al. indicate that the main purpose of information retrieval
models is to retrieve relevant documents specific to a search [72]. It was observed in [72]
that vector space model uses a storage matrix where columns represent the documents in a
collection and whose rows represent term frequencies among the documents [72]. They also
stated that for ad-hoc querying, dynamic queries are compared against a static document
database in order to find documents closest to the query [72]. Simplistically speaking, a
search engine has static database of documents, a query processor, to convert incoming
(dynamic) queries into a format compatible with the representation model, and a relevant
measure to compare converted queries against documents [72]. The researchers indicate that
when conducting a query, one method is to search through the storage matrix and match the
query terms with row terms producing the document closest to the query [72].

Researchers in [73] have established that Shannon’s entropy method is one of the various
methods for finding weights. In this study [73] it was observed that multiple attribute
decision making (MADM) would require an evaluation, prioritization, and selection over
the available alternatives that are characterized by multiple, usually conflicting, attributes.
Lotfi and Fallahnejad also observed that since each criterion has a different meaning, it
cannot be assumed that all the attributes have equal weights, and as a result, finding the
appropriate weight for each criterion was necessary [73]. From this study [73], they
discovered that in MADM, the greater the value of the entropy that corresponds to a special
attribute (implying that the smaller attribute’s weight), the less the discriminating power of
that attribute in decision making process. It was established in [72] that the original

procedure of Shannon’s entropy can be expressed in a series of steps as follows:
i. Normalize the raw data,
ii. Compute the entropy of this data,
iii. Check the degree of diversification of data, and

iv. Set the degree of importance of the attributes.
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In these steps, the raw data are normalized to eliminate anomalies with different
measurement units and scales. This process transforms different scales and units among
various criteria into common measurable units to allow comparisons of different criteria
[73]. A study in [74] indicates that the entropic-weight method, from Shannon's entropy
theory, was applied for the purpose of quantification of information in the respective
variables under consideration. Vajapeyam in [75], summarizes Shannon’s entropy as a
direct measure of the number of bits needed to store the information in a variable, as opposed
to its raw data. He adds that entropy is a direct measure of the ‘amount of information’ in a

variable [75].

Inambao et.al. in [48] came up with a digital identity model that would supply trusted digital
identities; this model would identify and extract various forms of identity attributes from
various forms (identity tokens) [48]. The model was established on Euclidean Distance
metric based on Euclidean geometry. This model identified attributes that were very key as
identifiers of an entity, in other words, these are attributes that can closely identify an entity.
This model helps in quantifying, implementing, and validating of the attributes from

application forms (or identity tokens) [48].

We observe in [76] how to secure biometric data whilst at rest and or in motion so as to
deter attackers in public organizations. Biometric identification contributes immensely to a
person’s identification and can therefore, contribute to the collection of digital identity

attributes for individual identification.

Ibou et.al. in [77] indicated that attribute-based digital identity modelling needed to take
into account privacy issues; A model was proposed in [78] that takes into consideration
three fundamental aspects, namely security, privacy and identity theft.

The work of Phiri et. al. in [79] introduced a multifactor authentication system based on two
identity attributes metrics models. This was in quest to demonstrate that an authentication
system which has more than one factor would be improve in improving methods of identity
management. Multifactor authentication broads the scope of digital identification in an
Identity Management system; we could employ different modes of identification to make
the digital identification robust and effective. Strengthening of the security of digital identity
would include the developing of multi-modal authentication. This would include a
combination of different authentication methods. For instance, [79] indicates that in the case
of using an ATM bank card, in addition to the PIN number the user may be requested to
submit a biometric feature such as a fingerprint in order to withdraw a certain amount of

money above a given limit. Furthermore, a combination of biometrics, token based
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credentials and pseudo metrics will most likely form a very effective defense against
imposters [79]. The researchers where hoping that an additional fourth category of inputs
would take into account identity attributes such as the name, date of birth, address and other
acquired identity attributes for consideration [79]. Our research efforts are building on these

past research efforts.

Phiri et. al. in [77] argued that a multifactor authentication system (in this case four factors
of authentication ) reduces the cases of cybercrime since it becomes difficult to forge all the
authentication factors. In [77], one of the factors of authentication included biometrics. They
went on to demonstrate the performance of the three fuser block technologies namely
Artificial Neural Networks (ANN), Fuzzy Inference System (FIS) and Adaptive Neuro-
Fuzzy Inference System (ANFIS) using the term weight and entropy identity attributes
metrics [77].

The interest of this current research was an effect of the work of Phiri et. al. The aspect of
expanding factors of online identification to metrics modelling became an area of interest.
Phiri et. al. proposed in the close of their paper a consideration of authentication factors

that would include metrics modelling methodologies [77].
2.9.1 Important data considerations

2.9.1.1 Term frequencies

Attributes are words (terms); word frequency (term frequency) is the number of times terms
occur in a document itself and in a collection. Term frequency is the frequency with which
a term occurs in each document [80]. In other words, Term frequency is the frequency with

which a term appears in the whole document collection [81].

For us to determine which entity document contained the identity texts for an entity, we
needed to ensure that we recognized text that was important for the required representation

of a particular identity.

2.9.1.2 Term weights
Terms that appear in many documents in the collection should be discounted compared with
the terms that appear in only a few documents. Thus, it is usual to take into account a term

weight (also known as an inverse document frequency or IDF), denoted here as idf [82].

Jones in [83] stated that frequently-occurring terms in a corpus are required for good overall
performance. It is argued that terms should be weighted according to collection frequency,
so that matches on less frequent, more specific terms are of greater value than matches on

frequent terms.
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2.9.1.3 Shannon Information Entropy
In information theory, as espoused by [84], the entropy of a random variable is the average

level of information, surprise, or uncertainty inherent in the variable’s possible outcomes.

Shannon Information Entropy represents the information content in a given variable in a
data set; in this case the variables are the identity attributes. The Shannon information of a
random variable X, with possible outcomes Xi,...,xn, Which occur with probabilities
p(x1),...,p(Xn), the entropy of X is formally defined as [85]:

H(X) = - Xi=1 p(x) log p(x;) (2.2)
where

> denotes the sum over the variable values and log is the logarithm, the choice of base
varying between different applications.

Base 2 gives the unit of bits (or Shannons); a bit (a binary digit) is either 0 or 1, the entropy
H(X), expressed in bits, can take any positive value [86]. The base of the logarithm in (2.2)
above can be chosen freely [86]. Since a change of base amounts to a multiplication by a
constant, it specifies a certain unit of information. Then Shannon's entropy is simply the

logarithm of the number of possible values [86].

We need to recognize that in logarithmic functions, it is a principle that for a variable x

— log, x = log, i (2.3)
where a is a base

It is also worth noting that for a given function,

Yie1kan =KXz, ay (2.4)

It then follows that Shannon Entropy function can be written as follows:

1
p(x;)

H(X) = - 21 p(x) log p(x1) = Tty p (x:) log, | (25)

The text-mined documents in our research had statistics of text frequencies (represented by
tf, for all x in X - a corpus of n documents) noted and applied in our computations. We apply

Shannon Entropy function (2.5) above,

where

X=tf; (2.6)
and tf; >0

fori=1,2,3, ...,nfor our corpus of n documents.
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tf; is an event, term frequency, of an attribute; it is determined from the Shannon entropy

function as follows:

H@) = i p(x)logs [ 7] 27)

where H is the entropy with the information x, while x; is the i" digital identity attribute of

a given vector of a data set; p(x;) is the probability of occurrence of the it symbol.

2.9.1.4 Data Normalization
Term frequencies of the attributes of the subject dataset are collected according to
organizations and countries, respectively. To standardize the data, we follow the Shannon

entropy series.

Studies in [87] indicates that data integration needs to be transformed into forms suitable
for mining. Data transformation involves smoothing, generalization of the data, attribute
construction and normalization. Data transformation such as normalization may improve
the accuracy and efficiency of mining algorithms involving clustering classifiers.
Normalization is particularly useful for classification algorithms involving distance

measurements such as lustering.

From the research in [88], it was stated that for distanced-based methods, normalization
helps prevent attributes with initially large ranges from outweighing attributes with initially
smaller ranges. Such methods provide better results if the data to be analyzed have been

normalized, that is, scaled to specific ranges such as [0.0, 1.0]

We have opted for Z-Score standardization since our data are not structured and we can
identify the minimum value and maximum value from any given vector of our dataset. We
would also be able to compute the mean value of each vector of a data set. We can also
determine the standard deviation for the data that we have. Normalization by Z-score

standardization goes with the function:

Zn= tf;_;M (2.8)

where Z, is the normalized data, tf,, is the text frequency of an identity attribute, within the
data set on n elements. M is the mean of all the attributes in a data set of a given organization,
and SD is the standard deviation of the data set (the set of scores).

The mean of a given vector of attributes is obtained by the following function:
_ L tfi
M= — (2.9)

The Standard Deviation (SD) of a given data set, of n elements, is computed by the function:
2
SD = /2("% (2.10)
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where x is an observation per data, n is the sample size, and m is population mean.

Text frequencies of the identity attributes from the four organizations in our research formed
the vectors of our consideration. There were 19 attributes as our sample size, we had four
organizations, namely: Banks, Government, Insurance Companies, and Universities and

Schools.

2.9.1.5 Term weights using Shannon Entropy

Term weight of the identity attributes can also be determined using Shannon’s Entropy. This
would help to classify which attributes have more frequency in the documents than the
others; the entropy would equally help to disregard the differences that would be in
measurements of different attributes. The noise in the information of the identity attributes
would be eliminated. The computations of the entropy would lead to classification of the

different identity attributes according to importance in identifying an entity.

The weight for each attribute could be obtained by computing the entropy of each desirable

property of the identity attribute by following the steps that are given in section 2.9.1.3.

From the Entropy function, we could deduce that:

Weight of an attribute = W;= p; log, (pil_) (2.11)

Simplistically, we would represent the Shannon’s Information Entropy by

H =3 p: loga (1) (2.12)

2.10 Distance metrics

A cluster is a collection of data objects that are similar to objects within the same cluster
and dissimilar to those in other clusters. Similarity between two objects is calculated using
a distance measure [89]. Charulatha et.al point out that clustering is the grouping of similar
instances/objects, some sort of measure that can determine whether two objects are similar
or dissimilar [59]. As pointed out by Backer and Jain, in cluster analysis a group of objects
is split up into a number of more or less homogeneous subgroups on the basis of an often
subjectively chosen measure of similarity (i.e., chosen subjectively based on its ability to
create ‘interesting’ clusters) [49]. Researchers note that it is natural to ask what kind of
standards we should use to determine the closeness, or how to measure the distance
(dissimilarity) or similarity between a pair of objects, an object and a cluster, or a pair of
clusters [49].
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In order for the distance metrics to make sense, good data transformation or normalization
is required. In data normalization methods, the objective is usually to ensure that the
computed distance metric or similarity measure will reflect the inherent distance or
similarity of the data [50].

Documents and clusters are represented as points in space, we can compare them using
vector cosine. Clusters include a “center” or centroid vector that is the weighted average of
the documents or clusters they contain. To prevent longer documents from dominating
centroid calculation, we normalize all document vectors to unit length. To compare a
document to a cluster, we simply calculate the cosine between the document vector and the
cluster’s centroid vector [90]. Similarity function or measure is a real-valued function that

quantifies the similarity between two objects [91].

Cosine similarity measure is a similarity that measures the cosine of the angle between two

vectors projected in a multi-dimensional plane [91].

A study by Weller-Fahy et. al. in [92] shows that a distance measure is a function dist()

which takes as input two distinct variables A and B, and returns the value as distance.

When documents are represented as term vectors, the similarity of two documents
corresponds to the correlation between the vectors. This is quantified as the cosine of the
angle between vectors as the cosine similarity. Cosine similarity is one of the most popular
similarity measures applied to text documents, such as in numerous information retrieval

applications and clustering [93].

It is mentioned in [94] that the cosine of 0° is 1 and it is less than or equal to 1 for any other
angle. It is thus a judgement of orientation and not magnitude: two vectors with the same
orientation have a cosine similarity of 1, two vectors at 90" have a similarity of 0 and two
vectors that are diametrically opposed have a similarity of -1, independent of their
magnitude. Cosine similarity is restricted to the first quadrant of the Cartesian coordinate
system. Cosine similarity gives a useful measure of how similar two documents are likely
to be in terms of their subject matter [94]. This distance metric will give us a number from
the closed interval [0, 1], where the two overlapping vectors (i.e. 0°) would denote 0 and
vectors having an angle of 90 ° (which is the highest difference between the vectors in the
first quadrant) would denote 1 [95]. Cosine Similarity is a measure of similarity between
two vectors of an inner product space that measures the cosine of an angle between them
[95]. Cosine similarity is an efficient distance metric that compares the difference between

vectors [96].
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2.11 Term weighting scheme

The frequency term means the raw frequency of a term in a document. Moreover, the term
regarding inverse document frequency is a measure of whether the term is common or rare
across all documents in which can be obtained by dividing the total number of documents

by the number of documents containing the term [97].

The term frequency factor (TF) has a substantial importance in a term-weighting system
[98].

Term frequency alone is not enough to achieve plausible performances in retrieval systems.
There are situations where the query terms are spread in the entire document collection,
making the system retrieve all these documents and consequently affecting the precision of
the results. This means that in order to fill the precision gap, a new factor must be introduced.

That factor is the inverse document frequency (IDF) [99].

Words that appear often in a collection of documents do not provide much information as
words which occur occasionally. IDF is given by the equation 3.19 and is given by the
logarithm of the inverse proportion of a word over the entire document corpus. In equation
3.19, N is the total number of documents in the collection and n; is the number of documents

which contain the query term i [99].

The Inverse Document Frequency component (idf) of the function is expressed when we
multiply original tf factor by an inverse collection frequency factor [52]. The study in [100]

shows that the inverse document frequency, can be calculated by

. The number of total docments in the corpus
idf = ! D (2.13)

~ The number of documents that include the term

Each word in a document has weights, these weights can be of two types i.e. local and global
weights. If local weights are used, then term weights are normally expressed as Term
Frequencies (TF). If global weights are used, Inverse Document Frequency (IDF) gives the
weight of a term. It is possible to do better term weighting by multiplying “TF” values with
“IDF” values, by considering local and global information. Therefore, total weight of
represented by “Total weight of a term = TF-DF”. This is commonly referred to as “TF-

IDF” weighting [101].

The Term Frequency-Inverse Document Frequency (=TF-IDF) is a numerical statistic
which reflects how important a word is to a document in the collection or corpus [101]. This
method is often used as a weighting factor in information retrieval and text mining. In [102],
Buckley stated that one class of term weights has proven itself to be useful over a wide
variety of collections; this is the class of tf*idf (term frequency times inverse document
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frequency) weights. The function “TF-IDF” is also one of the most popular term-weighting

schemes for user modeling and recommender systems [56].

Researchers indicate that term frequency (tf) factor is represented by the logarithm of the
term frequency to scale the effect of unfavourably high term frequency, where N is the total
number of documents in collection, and nj is the number of documents to which a term is

assigned [52], for a term i in a document.

Chen and Chang indicate that the Term Frequency (TF) and inverse document frequency
(IDF) form an algorithm TF-IDF (Term Frequency-Inverse Document Frequency) weight
which is widely applied to count the weight of a term [100]. TF represents the number of
times a term occurs in a document in a given corpus, while IDF is the inverse document

frequency, IDF, indicates the general importance of a term in overall documents [100].

Umadevi’s work in [103] shows that the cosine similarity between two vectors (or two
documents in a Vector Space) is a metric which measures orientation and not magnitude, it
can be seen as a comparison between documents on a normalized space because we are not
taking into the consideration only the magnitude of each word count (tf-idf) of each

document, but the angle between the documents.

We will represent the term frequency by tf, where tf > 0. A lecture in [104] indicates that a
log frequency weight of term i in document d in a corpus is defined as follows

Wigq = { Lt thiw if tia>0 (2.14)
0 otherwise

It follows that the term frequency of a document d would be expressed as
TF=1+logtf (2.15)

In the weight scheme tf*idf, the idf factor is the inverse document frequency, which
estimates the document frequency of the term | (the numbers of documents that contain i).
df; is an inverse measure of the informativeness of i,

while

df; < N, where N is the total number of documents in the corpus.

We define inverse document frequency (idf) by

idf, = 1og§ where df; > 0. (2.16)

The combination of the term frequency measure and the inverse document frequency forms
the well- known weighted scheme, TF-IDF, which is given by (2.17). In this equation, tf (i)
is the number of times that the term i occurs in the document collection, N the total number

of documents and n; the number of documents that contain the terms q in their contents.
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TF « IDF(i) = tf(i) X 1og§ (2.17)

Researchers in [105] state that TF-IDF can be interpreted as the total quantity of information
needed in order to compute the mutual information between documents and query topics.
This means that TF.IDF can be thought as the reduction of the uncertainty about a random

variable.

Table 6 represents the term frequencies (TF) of the corpus. Considering the TD-IDF term
weight scheme, from our findings above, we would have the weighting computational
outcomes to be as indicated in the tables 18 and 19 below. Since Wi = TF-IDF, then from
the function below (which has already been stated above),

1+tfig, if tfia>0 (2.18)

Wi,d = { .
0 otherwise

it follows that when tf; ; > 0, the metric would be represented by:

Wi = tfi*idf; = (1+|ogtfi,d)*1ogdifi (2.19)
Otherwise we would have:

Wi = tfi*idfi = o*logdifi =0 (2.20)

We obtain the weighting of the attributes (terms) by considering the function above of which
the outcomes are indicated in the tables 19 and 20 below.

Cosine similarity using tf-idf vectors showed accuracy in the research conducted in [91].

Summary

Literature related to areas of interest for this study was reviewed so as to establish what has
been covered by other researchers. Pertinent issues that touch on the issues of this study
were considered and looked at in the literature involving these areas. Some of the areas
include the impact of internet on the lives of the users, benefits and challenges associated
with the use of internet. We looked at the concept of identity and attributes that are
identifiers of an object or individual. Online identification was considered, reflecting on
contributing elements of entity identification. We consulted literature to consider the effect
of trust and privacy on online users as they interact with each other. Literature covering
mathematical modelling and the standardization of data was reviewed. Literature on
distance metrics and how it could be of use to identification of online users was reviewed.
In general, the literature covering past work that was related to this study was looked at. The
gaps between past efforts related to this study and the interests of this research were
identified.
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The table below is a summary of some literature that has been consulted which is relevant

to the study.
Table 1: Summary of literature review
No. | Title Year |Author Findings Gap
1 Design and 2006 {J. Agbinya, A digital identity that
Implementation of N. Mastali, distinguishes character | Identity Attribute
Multimodal Digital R.  Islam, or personality of an | Metrics Model based
Identity and J. Phiri | individual consists of | on
Management traits; digital identity | Distance Metrics were
System Using management is a key | neither considered nor
Fingerprint issue in online service, | developed
Matching and Face security and privacy
Recognition
2 Identity Attributes 2012 J. Phiri and| Identity attributes can
Quantitative T Zhao be quantified to
Analysis and the develop a Metric
Development of a Model wusing Text
Metrics Model Mining techniques and
Using Text Mining Information Theory
Techniques and
Information Theory
3 Identity 2001 |S.ClauBand| The identity of a
Management and M. person comprises a
its  support  of Koéhntopp | large  number  of
multilateral personal  properties.
security, Computer All subsets of the
Networks properties  represent [Identity Attribute
partial identities of the |Metrics Model based on
person and may relate |Distance Metrics were
to roles the person |neither considered nor
plays developed
4 Credit Card Frauds 2010 K. The  process on
and Measures to Christian, | identity management
Detect and Prevent B. Katja, T.| includes
Them Markus, H. authentication. This is
Stephan and a process of verifying
R. Kai claims about holding
specific identities
5 A model for 2019 |P. N. There isa model which
improving  E-Tax Soneka and reflects that factors |i. Only the importance
Systems Adoption J. Phiri that influence the level | of some constructs
in Rural Zambia of e-Tax systems | were considered
based on the TAM adoption in Zambia
Model using Technology | ii. Identity  Attribute
Adoption Model Metrics Model
(TAM) are useful, based on Distance
easy to use, and secure Metrics were not
6 User Acceptance of 2003 V. TAM has been widely even looked at
Information Venkatesh | applied to a diverse set
Technology: et. al
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Toward a Unified of technologies and
View users
7 Application of the 2018 |R. Matikiti,, TAM provides a basis
Technology M. for tracing how
Acceptance Model Mpinganjira| external varriables
and the , and M., influence belief,
Technology- Roberts- attitude and intention
Organisation- Lombard to use new
Environment technologies
Model to examine
social media
marketing in the
South African
tourism
organization
3 Digital Identity 2018 |W. The study was able to
Modelling for Inambao, J.| extract and identify the [The focus was on
Digital  Financial Phiri and D, identity attributes that |identifying attributes that]
Services in Zambia Kunda were closely related in ranked high in
identifying an entity. identifying an entity.
This would largely [Identifying a legitimate
help in ranking key [claimant from multiple
attributes that would claimants  was  not
be required in lemphasized.
identifying an entity.
0 A Comparative 2018 O. E. Cosine similarity gives |
Analysis of Oduntanet. | a useful measure of [This area has not been
Eucledian Distance al. how  similar  two [focused on as a means to
and Cosine documents are like to cconsider the identity,
Similarity Measure be in terms of their [ttributes that could be
IonSrS aAyl{El(');;?gjrading subject matter close to identify an entity
10 | Choosing a Distance 1998 [E. Korkmaz | Distance metric will |Previous studies on
metric for automatic and G. give us a number from (digital identity did not
word categorization Ucoluk the closed interval look at using distance
[0, 1], O denoting that metric to identify an
the two vectors are fauthentic claimant. We
overlapping and 1 could employ distance
denoting that there the |metric to test if a4
highest difference [claimant could be used in
between the vectors  |digital identity
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CHAPTER THREE
METHODOLOGY

3.1 Introduction

This chapter covers the setup of the research and the approach that was taken to conduct the
research to respond to the research questions; this includes the strategies, methods, and the
design for the collection of data. During the research, target population had been identified
and sample size of the research was considered. Sampling procedure and research
instruments for this research were considered. Data gathering methods and techniques for
extraction of data that had been established. The procedures and techniques that were used
to gather, analyse, and implement the model were considered, and the the model

development was proposed.

In our methodology we addressed our research objectives which included the finding of
major sources of identity attributes. These are used in the application and registration forms
for various services offered both in the cyber space and real space. We showed ways of
extracting the key identity attributes from the application and registration forms. These were
for various services that were offered both in the cyber space and real space using data
mining techniques. The research established a mathematical model which was based on

distance metrics to quantify the identity attributes.

3.2 Research setup

A study in [106] states that research design is intended to provide an appropriate framework
for a study. In research design process, the choice is made regarding research approach since

it determines how relevant information for a study will be obtained.

Research design is the conceptual presentation within which research is conducted. It

includes the blueprint for the collection, measurement, and analysis of data [107].

Our research design was intended to help in addressing the research problem and guide us
to attend to the research objectives. The design included the research methods and
techniques that helped us collect data, extract identity attributes from identity entities,
analyse the attributes, and come up with a model that helped us to quantify the attributes for

further analysis.

Figure 11, below, shows our general approach that was employed in this research. We chose
our research approach, identified our research population and sample, identity documents

for the entities were represented in real space or in cyber space. We then extracted data from
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the entity documents. We had two sets of data that we considered in our research, primary
data and secondary data; Key identity attributes from these entity documents were then
identified for analysis. We established a mathematical model that helped us to quantify the
identity attributes which helped us to identify the claimant of a digital identity in a given

space, either real or cyber. The figure below shows the phases that were used in this

research.
N/ N7 N N [ N N N ( N
Select
Choose research choose Collect || Analyse || Interpret || Develop || TESt
research [ o0y lation research data dat data model the
approach || and sample methods ala model
N/ VAN JAR PAN VAN DA y

Figure 11: Research phases
3.3 Research Approach

In our research, we took a quantitative approach; Leedy in [108] explains that this is a
research method that deals with numbers and anything that is measurable in a systematic
way of investigation of phenomena and their relationships. It is used to answer questions on
relationships within measurable variables with an intention to explain, predict and control a

phenomena.

The research was quantitative since there was need to quantify the identity attributes using
a mathematical model on distance metrics. A study in [1] showed that we could use the
Distance metrics to quantify the identity attributes. The quantification would identify
attributes that are very key as identifiers of an entity, in other words, these are attributes that

can closely identify an entity in online activities.

The research considered different variables of different identity attributes and observed

from the mathematical model the relationships amongst attributes.

The reasoning of our adoption of the quantitative approach was based on the following:
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e The research quantified the identity attributes using distance metrics mathematical
models,

e The identity attribute model that was established was used to quantify the identity
attributes is quantitative in nature,

e The results of quantification and computations assisted us to establish relationships
between phenomena of different variables,

e The study was based on representative sample, results were generalizable to the
population and this helped us to make inferences on the population.

e We had to compare the relationships between and among different variables of
identity attributes.

e The research had used numerical data and therefore, needed to employ quantitative

analysis.
3.4 Research methods, techniques, and tools

A number of methods and techniques appropriate for this research were employed. Some of
the techniques included data collection techniques mentioned below, text mining techniques
and statistical analysis. Key identity attributes from identity tokens like identity documents,
application and registration forms for the various services offered both in the cyber and real
space were extracted using data mining techniques and use of data mining tools. More

details have been supplied at respective appropriate portions of this work below.

3.5 Research Population

The entire set of cases from which research sample is drawn is called a population. Since,
researchers neither have time nor the resources to analyze the entire population, they apply

sampling technique to reduce the number of cases [109].

The research population was conveniently selected as Lusaka, as it is the National Capital
of Zambia, which is a hub of commerce and administration of most institutions in Zambia.
This is supported by position of a study in [110] which indicated that Lusaka provides
services including administrative functions to Zambia as a whole. Another study by the
United Nations Development Programme indicates that Lusaka province is relatively more
industrialized and economically diversified and has a larger share of productive, and

predominantly nonagricultural and employment [111].

Most of the sampled institutions deal with entity documents of identification in their day-
to-day businesses for registration of business accounts and electronic commerce. Most of

these organizations also have online information systems that run on internet and electronic
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information systems that can be accessed by end-users on computer networks. These
institutions include Banks, Government Ministries, Universities, colleges, schools,
Insurance companies, Mobile phone companies, Utility companies, and Churches. Some
information systems in Lusaka that would be found in some of these institutions include

farmers input system, mobile money system, Zambia Revenue Authority Tax payer system

3.6 Sampling

Sampling is the process of selecting a statistically representative sample of individuals from
the population of interest [112]. We would therefore, say that a sample is a representative
unit (or section) from a population for study. Sampling is an important tool for research
studies because the population of interest usually consists of too many individuals for any
research project to include as participants. A good sample is a statistical representation of

the population of interest and is large enough to answer the research question [113].

Choosing a study sample is an important step in any research project since it is rarely
practical, efficient or ethical to study whole populations. The aim of all quantitative
sampling approaches is to draw a representative sample from the population, so that the

results of studying the sample can then be generalized back to the population [114].

Our research sample for primary data was picked from organizations in Lusaka using
probability; this included clustering and systematic sampling techniques. Organizations
were identified according to their groupings in their business areas, lists from online
information were made per each business area. Systematic sampling was then applied on
the list of each grouping. Secondary data sample was equally picked using the same
sampling techniques to identify the regions and countries whilst maintaining same clusters

of institutions.

Clustering involves the task of dividing data points into homogenous classes or clusters so
that items in the same class are as similar as possible [60]. We observe in [60] that clustering
can also be thought of as a form of data compression, where a large number of samples are

converted into a small number of representative prototypes or clusters.

160 closed-ended self-administered questionnaire were distributed to the identified
organizations.

3.7 Eligibility criteria

For primary data, organizations that were considered needed to be Lusaka based;
respondents needed to be those who had first-hand experience and were involved in the

registration of accounts for the services that their organizations offered. Research was being
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conducted in English, therefore, respondents needed to be able to respond in English since
the research was being done in English. Secondary data were gathered from countries and
regions that were English speaking with organizations that were in the similar clusters of

the primary data organizations.

3.8 Delimitation of the study

The field work for this research was conducted in Zambia and was restricted to Lusaka,
according to the resources that were available. Economic activities in Zambia are largely
concentrated in urban areas like Lusaka. The research’s focused on tokens that involve
registration for identification, it would therefore be suitable to be done in Lusaka as it is the
capital of Zambia where most registration of identity in many organizations would be found.

Secondary data were collected from internet and are discussed further in the succeeding

sections of this dissertation.

3.9 Ethical Attention

There were no ethical issues in the research since there was no sensitive information or
issues that were encountered. Permission was sought from the University to conduct a
research in Lusaka and an introductory letter of the researcher to the targeted organizations

was issued.

3.10 Research Limitations

The researcher was self-sponsored, therefore, only a sample that was within the budget of
the researcher, time, and available logistics was considered. However, the sample had to be
sufficient to address the requirements of the research to deliver representative results.
Respondents to the questionnaires answered at their own time due to their busy schedules,

only few of them did not return questionnaires that were issued to them.
3.11 Conceptual framework

We adopted Technology Acceptance Model (TAM) as our conceptual framework for
analysing data involving different variables (constructs) of our data. This helped us to
identify the constructs that influenced research respondents in the use of identity tokens.
These identity tokens contained the identity attributes of service applicants and service users

in their respective organizations.

The TAM is an information technology framework for understanding users’ adoption and
use of emerging technologies particularly in the workplace environment and has been tested
in older populations [115], [116].
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The theory posits that a person’s intent to use (acceptance of technology) and usage
behavior (actual use) of a technology is predicated by the person’s perceptions of the
specific technology’s usefulness (benefit from using the technology) and ease of use.
Simply, users are more likely to adopt a new technology with high-quality user experience

design (i.e., usable, useful, desirable, and credible) [117].

In the context of the TAM, Davis et al [118] argued that people form attitudes and intentions
toward learning to use a novel technology, which are associated with uncertainties, before
starting efforts aimed at performing. As an early form of acceptance, intention to use

represents a well-established predictor of behavior

This framework was applied on primary data that were collected since the questionnaire
was designed to collect data that would be useful for our analysis. Secondary data had no
such provision for collection of such data, therefore, primary data were adequate to attend

to this part of analysis that we needed.

In our survey for this research, we asked respondents to indicate their perception of the
identity tokens that were used in their day-to-day operations in delivering services. There

were five constructs as shown in figure 2 above.

Respondents had to choose from a rating scale from the following options: Strongly disagree
(score was 1), Disagree (score was 2), Neutral (score was 3), Agree (score was 4), Strongly
Agree (score was 5), and Not Applicable (score was 0).

The variables in this analysis were the constructs that included Usefulness, Ease of use,

Image (status), Trust, and User satisfaction.

The sources of identification documents (identity tokens) that were considered could be
noted from the questionnaire which is on Appendix 3 of this dissertation, these were Banks,
Insurance, Government, Universities and Schools, Hospitals, Mobile phones, and Utility
Bills.

The data pertaining to how these constructs affected the acceptance of the identical tokens
(documents of identity and service application forms) was analysed and the outcomes are
reflected in figures 18 and 19 of Chapter 4 of this dissertation. The use, acceptance of these
documents, and effect of the constructs are also discussed in Chapter 4. The outcome of
statistical analysis are indicated on figures 18 and 19 and the corresponding discussion
thereof. We looked at all the variables (constructs) that are involved in this part of the
research and considered what the motivations were there on these variables. We subjected
the responses from the questionnaire to statistical analysis. Using SPSS, we analysed the
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data using statistical methods to analyse and determine which variables were in key in the
use of the identity tokens.

3.12 Data collection

According to Faryadi [119], data collection in research is a long process of gathering,
measuring and establishing meaning so that you have answers to your questions. It is useful
to have a systematic road map for gathering relevant and current data to answer your

hypotheses and research questions.

The method of collecting data, analyzing data, and evaluation of data were tailored to
respond to the needs of this research. Data collection methods, data collection techniques,
data analysis methods and techniques of this research were chosen with a hindsight of the

type of this research, research question, and objectives.
3.12.1 Data collection methods

The researcher had to decide which sort of data would be used (thus collecting) for the study
and accordingly select the method of data collection. The methods of collecting primary and
secondary data differ [120], we therefore, chose the methods according to the purposes of

the data and the objectives of this research.

This research involved primary data and secondary data, therefore, the methods of collecting
data were those for primary and secondary data. Our research questions and research

objectives required primary data collection due to the following reasons:

e We needed to sample from research population and involve respondents who had
first-hand experience with identity tokens that had identity attributes.

e We needed data that were original, as originality increased authenticity.

e There was need to formulate specific questions which needed specific responses
from questionnaire respondents. These questions had to attend to our research

questions and objectives

Our research also involved secondary data because of the following reasons:

e There was data which were already available from documents that had identity
attributes which were subject of our research.

e This method of data collection did not need much resources for collection. Costs for
collecting and analyzing this data were expected to be lower than what would be

spent on primary data.
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e We would gather a lot of data in a short space of time to meet the required data of
our research.

e Data were already cleaned and stored in electronic form, therefore, much of the time
was spent on analysis than collection of data.

e |t was easy to gather data to represent the chosen sample.

The primary data and secondary we collected was meant to help us attend to our first
objective of our research. We gathered the data which helped us to identify the key identity
attributes from the application forms to identify applicants. These application forms were
used as the source of identity attributes for various services offered by both in the real space
and cyber space. We used secondary data to text mine data from pdf documents that had
identity attributes from application forms for required services. This helped us attend to the
second objective of our research. We used the results of text mining to attend to the third

objective of our research.

3.12.1.1 Primary data
Kathari in [120] defines primary data as the data which are collected afresh and for the first

time, and thus happen to be original in character.

To collect primary data, a closed and structured questionnaire was developed and distributed
to various organizations of our selected research sample. The study considered the major
sources of identity attributes currently being used in the application and registration forms
for the various services offered both in the cyber and real spaces. The organizations that
deal with registration of identity tokens include Banks, Driver license registration
organization, Insurance companies, Mobile phone networks, Government Departments,
Pensions organizations, Power utility companies, National Tax Registration organization,
Universities, Schools, Hospitals, Clinics, Water utility companies, Churches, and Clubs.
Selection of organizations for consideration was cast to cover a wide range of organizations

that are very active in identity registration.

3.12.1.1.1 Primary data collection approach
To collect primary data, the following steps were followed and factors:
I.  Aclosed questionnaire was prepared which was based on the research question and
research objectives,
ii.  Each questionnaire was answered by one person who was familiar with opening of
an account for service delivery in an organization,
iii.  Questionnaires were self-administered,

Iv. Respondents answered the questionnaire at their own time,
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v. The respondents answered all sections and all questions,
vi.  Confidentiality of responses on the questionnaires was upheld,
vii.  Organizations to participate in the survey were sampled for the distribution of
questionnaires, and
viii.  Questionnaires were delivered to organizations together with an introductory letter

from the University of Zambia.

3.12.1.1.2 Primary data collection and instrument (questionnaire)

Kathari elucidated in [120] that a questionnaire consists of a number of questions printed or
typed in a definite order on a form or set of forms. The questionnaire is sent to respondents
who are expected to read and understand the questions and write down the reply in the space
meant for the purpose in the questionnaire itself. The respondents have to answer the

questions on their own [120].

The questionnaire was developed and a survey was conducted within the sample that was
adopted. This questionnaire had four parts, of which the first part was focusing on
demographic information; the second part was on perceived importance of identity tokens.
The third part of the questionnaire was on the level of importance of identity attributes, and
lastly, the fourth part was assessing the frequency of use of identity documents.

3.12.1.1.3 Demographic information
Part one included questions on gender, marital status, age, highest level of education, type

of employment of the respondent, and occupation.

We need to see how different groups within the population, would relate with each other
with respect to identity attributes of a given entity. Different demographic groups in a
population could help us get insights of particular ways of understanding or perceptions on

different topics.

3.12.1.1.4 Perception of importance of Identity document

The second part of the questionnaire was considered the perceived importance of the identity
tokens that are used in organizations. Respondents from various organizations gave their
responses according to their perception. Five constructs were assessed regarding how
respondents perceived these identity tokens against these five constructs, respectively. The
constructs that were assessed were Usefulness, Ease of use, Image (status), Trust, and User
satisfaction. These data were helpful to identify which documents were more important in
identification of entities than the others according to the perception of users. The data were
also important to identify the perception of different organizations in the level of importance

of different constructs, respectively. It was also important to observe how these constructs
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relate with each other for us to develop a framework of in determining constructs that would
be of great importance in choosing constructs of a digital identity document. The definitions

of these constructs were as follows:

Table 2: Description of constructs on perception of identity tokens

Construct Meaning of construct

Usefulness The degree to which a person believes that using the particular document
would help his or her job in identifying an individual/thing.

Ease of use “The degree to which the document is perceived as being difficult to
use”
Image “The degree to which use of the document is perceived to enhance one’s

(social status) | image or status in one’s social system”

Trust (secure) | How would the attributes on the document of the individual/thing being
identified enhance trust

User How satisfied with the use of the document
satisfaction

The constructs were being assessed within the following options:

Table 3: Key used in rating the technology constructs

SA = Strongly Agree
NA= Not Applicable

OPTION MARK
SD = strongly disagree 1
D = Disagree 2
N = Neutral 3
A = Agree 4
5
6

3.12.1.1.5 Identity attributes’ level of importance

We found it important and necessary to consider what International Standard Organization
(1SO) already has on recognized important identity attributes. It was important that we apply
the already established standards, on identity attributes that are known to be important, in
our investigations for certain parts of our research. In this case, our interest at this stage was
to observe the performance of the standard attributes in our research regarding their
importance. Attention was paid to which sources were major for the identity attributes from

our chosen sample from secondary data.

Part three had a list of identity attributes that are based on the International Standard
Organization (ISO/IEC JTC 1/SC 27) [121]. Users had to consider these attributes based on
their identity tokens how they would rank them with respect to their perception of
importance. The ranking was from the range of 1 to 5, of which a choice of 1 would be that

of a least identity attribute important whilst 5 would be very important.
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3.12.1.1.6 Identity Document’s frequency of use
Part four considered the use of identity tokens in the respective organizations. This part
assessed how long a respondent had been using the document. The range of choices was

from the following list:
e Under 1 year
o 1-2years
e 3-4yearsand
e More than 4 years

The other consideration was to assess how often in a week a respondent used the document;
the options were as follows:

e Notatall,

e Once a week,

e 2-3times,

e More than 3 times.

3.12.1.2 Secondary data

According to Green [122] secondary data were data which the researcher did not collect for
him/herself directly from respondents or subjects. This means that secondary data were not
collected with the researcher’s purpose and objectives in mind. It may have been collected
by institutions, whose job is to collect data (e.g. government or regional offices of statistics

and information, international bodies whose purpose is information collection).

Secondary data were gathered from the pdf application forms that had been placed online
by organizations for customers to print and fill in their identity particulars for registration
of accounts for application of services. The pdf documents had text for the identification of
respective applicants for the requested services or accounts for sampled institutions, and

regions.

This was done by searching for these enrolment application forms on internet from the areas

of interest that were sampled.

3.12.1.2.1 Secondary data collection framework

We followed the following steps to collect secondary data:
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I.  Countries and regions were sampled using clustering and systematic sampling
techniques,

ii.  Sampled countries and regions had to be English speaking,

iii.  The pdf documents needed to be able to be text mined. Documents that were not
able to be text mined would not have the text for identity attributes separated for
statistical analysis,

iv.  If document was in MS Word it needed to be converted to pdf for readiness for text
mining as the required by the text mining tool,

v.  The pdf document needed to be converted to text file as the text mining tool could
only deal with pdf documents for text mining,

vi.  The names of the electronic files needed not to be long for ease of processing on the
compulter,

vii.  Files needed to be saved in the folders on the computer according to their clusters
for ease of processing according to respective clusters.
viii.  Use text mining tool to mine the text from the text files

3.12.1.2.2 Secondary data collection, techniques, and tools

A research population was established by considering only the regions and countries that
use English in their official functioning of their governments, since the researcher was
English speaking. Lists of countries from these regions were listed, respectively, random
sampling and clustering techniques were employed to establish samples from internet lists.
To avoid any bias, countries that occupied odd number positions on the lists were selected.
From the regions of the world that were picked, countries were selected following the same
method as indicated above. The resultant regions and countries included the following:
African Countries, Common Market for Eastern and Southern African countries
(COMESA) countries, Southern African Development Community (SADC) countries,
European countries, Asian countries, United States of America, Australia, Canada, and New
Zealand. The sampling was done at random from listed countries of respective given

regions. Table below gives the list of countries and regions that had their data extracted.

Table 4: Sampled Regions and countries for secondary data

AFRICA COMESA SADC ASIA EUROPE OTHER
(general) REGIONS
Botswana Ethiopia Botswana Bahrain Cyprus Australia
Ethiopia Kenya Lesotho Brunei Gibraltar Canada
Ghana Malawi Malawi Burma Iceland New Zealand
Lesotho Rwanda Mauritius India Ireland United States
of America
Libya Swaziland Namibia Israel Malta
Mauritius Uganda Seychelles Malaysia Monaco
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Namibia Zambia Tanzania Palestine United
Kingdoms

Rwanda Zimbabwe Zambia Philippines

Seychelles Zimbabwe Singapore

Uganda Thailand

Zambia

There was need to consider the identity attributes from different regions of the world,
therefore, literature for International Standard Organization was consulted to identify
attributes that are recognized as standard in the enrolment of diverse online services.
Therefore the already identified attributes by International world standards, ISO/IEC JTC
1/SC 27, were considered and used in this research. These standards have identified a list of
attributes that could be collected from individuals during the time of enrolment of
individuals; we learn from [121] that entities from identity tokens can be validated during
Identity Proofing, Identity Information Verification and Verification regarding. A list of
attributes that ISO/IEC JTC 1/SC 27 indicates as elements that would form identifiers to

identify an individual include:

Table 5: A list of standard attributes based on 1SO

ATTRIBUTES (ISO/IEC JTC 1/SC 27)

First name ID Number

Middle name Issuing authority

Last name Expiry date

Date of Birth Home email address

Place of Birth Work address

Race Work telephone
number

Gender Work email address

Home address Bank account details

Home Unique Property | Height

Reference Number

(House Number)

Home telephone

number

Documents in pdf format in the four organizations namely Banks, National Governments,
Insurance, and Universities and Schools were collected from internet from the institutions

of these respective organizations in the sampled countries.

The identity documents and applications documents for consideration are documents that
fell in the category of the international standards of ISO/IEC 29003:2013 [121]. A list of

such documents are listed as standards.

Secondary data for this research had to be gathered from PDFs of identity tokens, which are
used to collect personal data of individuals during identity enrolments of respective services.
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Avreas of interest for the research were areas which are active in enrolment of individuals
for different services in different organizations. Collection of data, as indicated above was
done from the internet by searching using the search engines from internet web browser.
The browsers that were used in searching for the pdf documents of the account or customer
service application forms were Google Chrome and Mozilla Firefox; Google search engine
was the search engine that was used in searching for the documents. The data collection was
done from computers which had pdf writers.

Documents were searched from the internet satisfying different queries at different times.
A search query would include a given country and given sampled organization at a given
time. The organizations included Banks, Governments, Insurance, and Universities and
Schools. The folders that were containing these organizations that were sampled were

placed in a folder of a country that was under consideration, respectively.

There was need to separate pdf files for this research so that there was good management of
data for this research. Folders were created on the computer to represent different sampled
regions, respectively. These regions included Africa, COMESA, SADC, Asia, Europe,
Australia, Canada, New Zealand, and United States of America. The folders for these
regions contained folders for countries that were randomly sampled from the regions
mentioned above, respectively. These folders for the countries, in turn, contained folders
containing pdf files for sampled organizations for this research. These pdf files were
harvested from internet after searching for the areas of the organizations that were of interest

in this research.

The collected data were to be subjected to online identification for online services; these are
the attributes that are used as identifiers of individuals who wish to enroll for some specific
online services. Attention was to be paid in the ranking of the commonly used attributes in
the assessment of the performance of the attributes during the research. The hierarchy of
importance as perceived from different parts of the world was closely observed. The same
organizations were maintained for consideration in the nominated countries from different
geographical areas, which were sampled. Collection of pdf documents and conversion of
the same to text files was then followed by text mining. This was for the extraction of the
key attributes, based on the established International world standards, from the online

documents.

3.13 Data analysis

Data analysis refers to the computation of certain measures along with searching for patterns

of relationship that exist among data-groups. In the process of analysis, relationships or
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differences supporting or conflicting with original or new hypotheses should be subjected
to statistical tests of significance. This is to determine with what validity data can be said to
indicate any conclusions [123].

Analysis of data in a general way involves a number of closely related operations which
are performed with the purpose of summarizing the collected data. The analysis should

organize these in such a manner that they answer the research question(s) [120].

Data analysis for primary data and secondary data focused on addressing the research
objectives and the research questions. Attending to these issues was the crux of our research.
To keep an eye on these elements, it was worth restating them at this point once more. The

objectives of our research were as follows:

1. To identify the key identity attributes from the application forms used as the source
of identity attributes for the various services offered both in the real space and cyber
space

2. To mine the key identity attributes from the sources in (1) using data mining tools
and techniques

3. To use mathematical models based on distance metrics to quantify the identity
attributes.

The research questions that we were addressing were as follows:

1. What are the major sources of identity attributes currently being used in the
application and registration forms for the various services offered both in the cyber
and real space?

2. How can we extract the key identity attributes from the application and registration
forms for the various services offered both in the cyber and real space using data
mining techniques?

3. Based on distance metrics mathematical models, how do we develop the identity

attribute metrics model used to quantify the identity attributes?
3.13.1 Data analysis methods

Since we had primary data and secondary data, we analyzed primary data and secondary

data separately.

In general terms, to analyze data we used statistical analysis (including descriptive statistics
and inferential statistics in our primary data), Shannon Information Entropy, and text
analysis at appropriate stages of the data analysis, respectively. We used statistical analysis
to summarize and compare the data variables and observe visual presentation; we used

Shannon Information Entropy to evaluate the amount of information and level of importance
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of the text in the identity attributes, that was contained in the data variables that were under
consideration. We used text analysis to analyze the text that was mined from pdf documents
for our secondary data; text frequencies were observed and coupled with some text-weight
schemes, we were able to rate the level of importance of identity attributes by using
Shannon’s Information Entropy. Our proposed model was able to determine the uniqueness,
quantify the identity attributes, and determine the level of importance of identity attributes

that were involved in the data that were collected.

3.13.1.1 Statistical analysis

According to [124], statistical Analysis shows "What happened?" by using past data in the
form of dashboards. Statistical Analysis includes collection, Analysis, interpretation,
presentation, and modeling of data; it analyses a set of data or a sample of data. There are

two categories of this type of analysis - Descriptive analysis and inferential analysis.

Under descriptive statistics, we used graphical methods and numerical methods. Numerical
methods that were applied were measures of central tendency like mean, frequency and,
percentages; measures of variability that we applied were Standard deviation whilst Normal
distribution method that we used in this research was standardized scores (also known as z-

scores).

It is stated in [125] that inferential statistics takes data from a sample and makes inferences
about the larger population from which the sample was drawn. The goal of inferential

statistics is to draw conclusions from a sample and generalize them to a population.

Regardless of the specific test, an identical process is used for all inferential statistical tests:
e Select a sample representative of the population.
e Calculate the appropriate test statistic.

e Test the Null hypothesis.

The statistics that we used in our research that are inferential in nature include ANOVA,
Chi-square, and correlations. According to [126], ANOVA (analysis of variance) is an
inferential statistic used to determine whether the value of a single variable differs
significantly among three or more levels of a factor. Chi-square is an inferential statistic
used with qualitative data to determine if differences between frequency distributions are
statistically significant. Correlation is an inferential statistical test that is used to determine
whether there is a statistically significant connection, or a relationship, between two

variables.

The study in [127] indicates that Chi-square test is a nonparametric test used for two specific

purpose: (a) to test the hypothesis of no association between two or more groups, population
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or criteria (i.e. to check independence between two variables) and (b) to test how likely the
observed distribution of data fits with the distribution that is expected (i.e., to test the
goodness-of-fit). Chi-square is used to analyze categorical data.

3.13.1.1.1 Primary data analysis

Statistical analysis was used as a technique for data analysis using descriptive statistics and
inferential statistics. Descriptive statistics tries to describe the relationship between
variables in a sample or population. The study in [128] mentions that descriptive statistics
provide a summary of data in the form of mean, median and mode. Inferential statistics use
a random sample of data taken from a population to describe and make inferences about the
whole population. It is valuable when it is not possible to examine each member of an entire

population.
3.13.1.1.2 Analysis tools

In our approach, we used computer software called Statistical Package for Social Sciences

(SPSS) and Microsoft Excel as data analyse tools.

Shannon Information Entropy was used to identify the identity attributes that were key in

identifying entities.

We used the Shannon Entropy method to analyse both the primary data to determine the

level of importance of identity attributes as perceived by respondents in the primary data.

3.13.1.2 Data analysis using Shannon’s Entropy

We used Shannon Information Entropy to determine the level of importance of identity
attributes of service applicants from text mined service application forms for the secondary
data. The computations that were undertaken for this method of analysis are covered under

section 4.4 of this research dissertation.

An assertion was made in [75] that the entropy of a variable is the "amount of information”
contained in the variable. Shannon’s entropy quantifies the amount of information in a

variable, thus providing the foundation for a theory around the notion of information.

A study in [129] shows that the entropy weight method, grounded on Shannon's entropy
theory, was applied for the calculation of the objective weights or to apply a data analysis.
The particular purpose of this approach is to obtain a ranking by means of a weighted sum

3.13.1.3 Text analysis
Text Analytics is the discovery of new, previously unknown information, by automatically
extracting information from different written resources [130]. The studies suggest in [130]

suggest that Text Analytics is an extension of data mining, that tries to find textual patterns
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from large non-structured sources, as opposed to data stored in relational databases. Text
Analytics, also known as Intelligent Text Analysis, Text Data Mining or Knowledge-
Discovery in Text (KDT), refers generally to the process of extracting non-trivial
information and knowledge from unstructured text. It indicated in [130] that Text Analytics
can cover unstructured or semi-structured data sets such as emails, full-text documents and

HTML files, blogs, newspaper articles, academic papers, etc.

We utilized Text analytics to analyse data that was text mined from the pdf documents that
were extracted and collected, in our research sample, from the World Wide Web as
secondary data. The text mining tool had inherent algorithm for clustering of data from the
text mined data. Documents were clustered according to the respective queries on specific
texts that were made, this was the text of identity attributes from identity tokens.

Research in [130] shows that clustering is a technique used to group similar documents, but
it differs from categorization in that documents are clustered without the use of predefined
topics. In other words, while categorization implies supervised (machine) learning in the
sense that previous knowledge is used to assign a given document to a given category,
clustering is unsupervised learning: there are no previously defined topics or categories. We
further observe in [130] that a basic clustering algorithm creates a vector of topics for each

document and assigns the document to a given topic cluster.

Studies show that clustering technique can be used for corpus summarization by providing

coherent summary of the collection in the form of word cluster [131], [132].

3.14 Identity Attribute text mining

This part of the research helped us to address the need of the second objective of our
research. In our second objective of this research, we mined the key identity attributes from
the application forms as a source of identity attributes for the various services offered in the

real space and cyber space.

The term text mining is a special form of data mining and is referred to as "text data mining"
or "text analytics". The text data mining refers to computer-based methods for the semantic
analysis of texts, which support the automatic or semi-automatic structuring of texts,

especially very large amounts of texts [133].

Text data mining aims to identify and extract knowledge that is implicit in the text that the

user of the information system does not know [134].

Text mining process is the same as data mining, except, the data mining tools are designed

to handle structured data whereas text mining can able to handle unstructured or semi-
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structured data sets such as emails, HTML files, and full text documents etc. Structured data
is data that reside in a fixed field within a record or file; these data are contained in relational
databases and spreadsheets. The unstructured data usually refers to data that do not reside
in a traditional row-column database and it is the opposite of structured data. Semi-
Structured data is the data that are neither raw nor typed in a conventional database system
[135].

3.15 Text mining tools and text mining process
3.15.1 Text mining tools

The Pdf documents were converted into text files respectively using a pdf converter tool,
TalkHelper PDF Converter version 2.2.9.0. This was followed by text mining of these text
files using an open source AntConc 3.5.8, a Natural Language Processing text mining and
analysis toolkit. Since AntConc 3.5.8 can only read text files, we had to convert the pdf files
to text files which can be read in the Notepad software. The text files were then loaded into
AntConc 3.5.8 text mining tool when there were required for text mining process and text
analytics. It is stated in [136] that AntConc 3.5.8 is a freeware corpus analysis toolkit for
creating concordance and text analysis. It runs on any computer running Microsoft
Windows (tested on Win 98/Me/2000/NT, XP, Vista, Win 7), Macintosh OS X (tested on
the versions of 10.4.x, 10.5.x, 10.6.x), and Linux (tested on Ubuntu 10, Linux Mint). It is
developed in Perl using various compilers to generate executable software for the different

operating systems.

AntConc 3.5.8, the text mining tool was used to get the text frequency of the corpus files
that were gathered from different organizations and regions. The gathering of data and text
mining of this data was done as discussed above. Data were imported into the tool for

processing from respective folders which were holding these files.
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Figure 134: AntConc 3.5.8, a corpus analysis toolkit for data mining

3.15.2 Text mining process
There are five steps under text mining process: Data collection, Data pre-processing, and

Data transformation, Data analysis and Result evaluation [137].
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3.15.3 Document gathering

In the first step, the text documents are collected which are present in different formats. The
document might be in form of pdf, word, html doc, css etc. [137].

As indicated above, text documents from different sources, containing data, were collected;
the documents were from different unstructured data of different formats including pdf, MS
Word, HTML documents, etc. Data collection was followed by Data pre-processing; during
this process documents that were not in pdf were converted to pdf before a text mining tool
was used. Documents that were in image form were eliminated as these could not have text
on the document separated or extracted for text mining. Documents that could not be
converted to text files were equally eliminated from the corpus. Data preprocessing was
meant to prepare documents for text mining before analysis of text was done. The AntConc
3.5.8 text mining tool is designed to carry out the stages of Data pre-processing (partially),
Data transformation, Data analysis and Result evaluation of the text mining process.
AntConc 3.5.8 [138] is widely used tool in linguistics and corpus linguistics. AntConc 3.5.8
has a dedicated keyword-extraction module, that extracts keywords (consisting of one
word). AntConc 3.5.8 can be used to extract single-word and multi-word terms by using the
“Word List” and “N-Grams” modules respectively, which list the words and multi-word
expressions sorted by the frequency of occurrence in the corpus. AntConc 3.5.8 evaluates
and reflects the role of pure frequency for term extraction.

3.1.5.4 Document pre-processing

In this step the collected data were preprocessed for removing redundancies,
inconsistencies, separate words and stemming. In the tokenization, the data were divided
into single words i.e. tokens [137]. In this process, the given input document was processed
for removing redundancies, inconsistencies, separate words, stemming and documents were
prepared for next step, the stages performed included tokenization, removal of stop word,
and stemming [137]. With tokenization, the given document was considered as a string and
identified single word, character, or phrase, in a document i.e. the given document string
was divided into one unit or token. Removal of Stop word removed usual words like a, an,
but, and, of, the etc. Stemming described the base of particular word. Inflectional and
derivational stemming were two types of methods. One of the popular algorithms for
stemming was porter’s algorithm, e.g. if a document pertained word like resignation,
resigned, resigns then it would be considered as resigned after applying stemming method
[137].
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AntConc 3.5.8 [138] used the Concordance tool to allow the researcher to see how words
and phrases were commonly used in a corpus of texts. It removed redundancies,
inconsistencies, separated words, stemming and documents were prepared for next step. The
Key word List tool of the AntConc 3.5.8 allowed us to identify characteristic words in the

corpus, for example, as part of a genre.

Data transformation was the next phase in the text mining process; data transformation was
meant to convert text document into the bag of words or vector space document model
notation, which was used for further effective analysis. In feature extraction, the useful
meaning words were extracted from the document whilst in feature selection, relevant words
were selected. There were two methods in feature selection i.e. filtering and wrapping
methods [137].

AntConc 3.5.8 converted text documents into a bag of words which were easily identified,
ordered and listed. Useful meaning words which were relevant were extracted from the

documents.

3.16 Text mining techniques
3.16.1 Vector Space Model

We would need a standard to determine the closeness, or to measure the distance or
similarity between a pair of objects, an object and a cluster, or a pair of clusters. A data
object is described by a set of features, usually represented as a multidimensional vector
[139].

Vector space model (VSM) [140], [141] is a model based on a vector space, which
represents information objects (e.g., terms, images, documents, queries, etc.) by vectors in
a vector space. We can think of a vector space in general, as a collection of objects that
behave as vectors do in multi dimension real space (R") [142], where n is the dimension of

the space (n=1, 2, 3, ...,). The objects of such a set are called vectors.

Each dimension of a vector space represents a feature of an information object,

corresponding to a basis element of a vector space of the VSM [143].

For the weighted information-object vectors, distance functions are often used to determine

how to measure the similarity between information-object vectors [144].

One common similarity measure between two information-object vectors is the cosine
similarity, measuring the cosine of the angle between two information-object vectors in a
vector space of the VSM [145].
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3.16.2 Statistical Methods

In the work of [146] it was mentioned that most of text mining tools use statistical methods

in conjunction with other methods.

We observe from [138] that the Keyword List tool in AntConc 3.5.8 used statistical methods
like Chi-Squared and Log-Likelihood. The Collocate tool in said text mining tool ordered
words by the value of a statistical measure. The collocates were ordered either by total
frequency, frequency on the left, frequency on right of the search term, or the start or end
of the word. The Clusters tool in AntConc 3.5.8 ordered the word clusters by frequency, the
start or end of the word, the range of the cluster (number of files in which the cluster

appears), or the probability of the first word in the cluster preceding the remaining words
3.16.3 Text Clustering

Research in [147] indicates that text clustering involves document representation, document
similarity measure and clustering techniques. There are many clustering approaches all
based on the principle of maximizing the similarity between objects in a same class (intra-
class similarity) and minimizing the similarity between objects of different classes (inter-

class similarity)

As indicated in [138], the Cluster tool in AntConc 3.5.8 allows to search for a word or
pattern and group (cluster) the results together with the words. The clusters can be ordered
by frequency, the start or end of the word, the range of the cluster (number of files in which
the cluster appears), or the probability of the first word in the cluster preceding the

remaining words. The Cluster tool in AntConc 3.5.8 produces a set of clusters from a corpus.

3.17 Data analysis and interpretation

Secondary data from a given corpus were standardized by normalization, anlysed using
statistical methods, and interpreted. A weighting scheme, of inverse document frequency
(IDF) was used on the term frequencies (TF) from identity tokens to remove noise
(anomalies) in the data to improve accuracy of data. Data were further analysed to determine
the weighting of the text that was mined from a corpus of identity tokens, and then
interpreted. The purpose of analyzing the text weighting of identity attributes was to
identify the identity attributes were key from the identity tokens. Shannon information
entropy was also used in the analysis of text of the identity attributes. This was used to
evaluate the level of importance of identity attributes and the quantification of information

in the text corpus of the identity attributes.
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3.18 ldentity attributes Quantification
3.18.1 Proposed model

The third objective of our research required us to develop the identity attribute metrics
model which could be used to quantify the identity attributes of an entity. This model is
based on the distance metrics mathematical model.

We considered the word “develop” in the English dictionaries, the following were the

meanings we adopted in our research:

1. To make available or usable of something [148].

2. Change the use of and make available or usable of something [149].
3. To bring out the capabilities or possibilities of; to evolve [150].
4

Convert to a new purpose by making other use of the object’s resources [151].

Our application of the word “develop” was based on the definitions above; we considered
the word development as the making available or usable of an existing mathematical model
which had capabilities of quantification of identity attributes and would be applied in
options that were available. In other words, we utilized an existing mathematical model in

purposes it would not have been much applied or used; this model was to meet our objective.

The studies in [152], [153] indicated that vector space model (VSM) is a mathematical
model which represents information objects (e.g., terms, images, documents, queries, etc.)
by vectors in a vector space. Each dimension of a vector space represents a feature of an
information object, corresponding to a basis element of a vector space of the VSM [154].
For the weighted information-object vectors, distance functions are often used to determine
how to measure the similarity between information-object vectors [155]. One common
similarity measure between two information-object vectors is the cosine similarity,
measuring the cosine of an angle between two information-object vectors in a vector space
of the VSM [156]. In the vector space model after representing the documents as a vector,
we can find out the similarity of documents with each other by measuring the angle between

two vectors [157].

Clustered documents form subgroups on the basis of an often subjectively chosen measure
of similarity [158]. It is mentioned in [159] that clustering algorithms require a metric to
quantify how different two given documents are. This difference is often measured by some

distance measure such as Euclidean distance and Cosine similarity.
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Documents that cluster together (are very similar to each other) will have a similar relevance
profile for a given query. Much research work has been focusing on browsing of the World
Wide Web and search of documents [160], [161].

In the context of document classification and clustering, there has been numerous researches
on the effectiveness of different similarity measures [162]. Subhashini et. al. [163]
evaluated the clustering performance of different similarity measures on three web
document collections. Cosine similarity performed better than Euclidean similarity distance

and Jaccard similarity measure in this evaluation.

Singhal in [161] indicated that Cosine similarity is most commonly used in high-
dimensional positive spaces. In information retrieval, a document is characterised by a
vector where the value of each dimension corresponds to the number of times that term
appears in the document. Cosine similarity gives a useful measure of how similar two
documents are likely to be in terms of their subject matter. We saw in [164] that Cosine
similarity compares two documents with respect to the angle between their vectors.
Document vectors for similar documents generally point in the same direction [165].

Several recent studies [166], [167], [168], [169] have showed how Cosine similarity has
extensively been used in matching and retrieving text documents and web pages. This
showed how effective and undoubtedly had the focus of Cosine similarity measure been in

document retrieval from online information internet.

The study in [170] shows that the Cosine Similarity Measure could be used to compare
documents or give a ranking of documents, with respect to a given term of query words.
The cosine similarity measure was superior to the other measures such as Jaccard measure

and Euclidean measure for text documents.

A study in [171] showed that Cosine Similarity was a popular and commonly used similarity
measure. This could be derived directly from Euclidean distance, however, Euclidean
distance was generally not a desirable metric for high-dimensional data mining applications.
Cosine similarity is one of the most popular text similarity measures. Cosine similarity is

most commonly used in high-dimensional positive spaces.

In research from [172], we learnt that Clustering algorithms required a metric to quantify
how different two given documents were. This difference was often measured by some

distance measure such as Euclidean distance and Cosine similarity

Cosine similarity measure is a mathematical model which is based on a distance metric

which can be used to quantify the identity attributes. Cosine similarity measure is not new
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but has largely been applied in data mining for clustering of text documents to retrieve

similar documents.

Our interest is to avail and use this similarity measure of retrieval capabilities of text from
documents. We would want to utilize these capabilities and redirect this distance metrics
resource into text retrieval capabilities for the quantification of the identity attributes. Our
focus in our research will be on text clustering than document clustering using Cosine

similarity measure.

In text mining, a document is represented as a vector in which each component indicates the
value of its corresponding feature in the document [173]. We learn in [174] that text
similarity aims to find the commonality existing among text documents. It was argued in
[175] that Cosine similarity was a more favourable distance measure in text mining than
Euclidean, Manhattan, and Jaccard Index. It was found that Cosine similarity handles both
continuous and categorical variables. Cosine similarity measure is useful when finding the
similarity between two text documents whose attributes are word frequencies [176]. In the
research [177], it was found that Cosine similarity measure outperformed Euclidean
distance in high dimensional space, while [176] suggests that Euclidean distance is only

appropriate for data measured on the same scale.

It was stated in [178] that VVector space model (VSM), helps us to convert the original string
text within a document into a vector of numbers. In VSM, each document is considered as
a vector in a vector space. Assume D = {d1, dz ,..,dn} is a data set that has n number of
documents and that T = {ty, t2,.....,ta} is a set of distinct terms, which occurs in D. Then the

It was indicated in [178] that vector representation of document D is defined as:

vg={tf (1, d), tf (t2, d), (t3,d), ... tf (¢, d)} 31)
where tf(t,d) denote the frequency of term t €T in document d €D.

From [178], we find that the vector representation of two documents d; and d; is as follow:

Udlz {tf(tlr dl)r tf(tz: dl)' tf(t?n dl)' tf(tn: dl)} (32)
Vg, = {tf (t1, d2), tf (t3,dy), tf (t3,d3), .. tf (tn, d3)} (3.3)
where tf (t,, d1) denote the frequency of the term t,€T in document d; and tf (t», d2) denote

the frequency of the term t, € T in document, d» [178].

In the vector space model after representing the documents as a vector, we can find out the

similarity of documents with each other by measuring the angle between two vectors [179].
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According to [178], Cosine similarity is an angle based measurement. It calculates the
cosine of the angle between two vectors and helps us to find out how related two documents
are. The cosine similarity of A and B is defined as:

A.B
0= lAllllBI| (3.4)
or
d,.d
Cossim(dr, d2) = o (35)

dy.dy =[tf (&, d)*tf (tq, d)H[ tf (£, d)*tf (E, dR)1+.. 4 tf (En, dq) * tf (ty, d2)] (3.6)

lldyll = Vtf (tr, d1)? + tf (t2,di)? + = + tf (tn, d1)? 3.7)

lldall = Vtf (81, d2)? + tf (5, d2)? + -+ + tf (tn, d2)? (3.8)

The cosine value varies between [-1, 1]. If documents are similar, their vectors will be in
the same direction from origin, thus, they form a relatively small angle, which its cosine
value will be near 1. On the other hand, when two vectors are different direction from origin,
they form a wide angle and the value of the cosine is near to -1, consequently, the documents

are dissimilar, and they map no similarity [178].

Given two documents d4 and d, with the angle between them in vector space beingd, the

Cosine similarity measure between d, and d, would be represented by:

di.dy

Similarity = S(d4,d;) = Cos 6 = Cos (dq,d;) = ld1llld2ll [160]

For n-dimensional vectors, this could be generalized as

n
Yi=1dy,id>i

Similarity = S(d4,d;) = Cos 6 =
JZ?=1 di,i\/z?=1 d3;

[180]

The proposed model Identity Attribute Metric Model based on the Distance Metrics in this
research is the Cosine Similarity measure presented above. This mathematical model would
be used as an identity attribute model to quantify the identity attributes. It will be used for

the identifying of a unique service applicant or unique identity ownership.

In summary, we could cultivate our model based on outcomes of research work from diverse
researchers alluded to in this section of our research. The following were the points that
made us identify Cosine Similarity measure as the best candidate in coming up with a model
which we could apply in this research:
e Cosine similarity measure is a mathematical model that is one of the most popular
similarity measures applied to text documents in information retrieval applications

and clustering.
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This similarity measure can be used in text similarity with the aim of finding the
commonality existing among text documents and the text within the documents.
Cosine similarity measure is a real-valued function that quantifies the similarity
between two objects

It is suitable to be used for quantification of identity attributes utilizing its
capabilities as the cosine of the angle between vectors as the cosine similarity.

It is useful when finding the similarity between two text documents whose attributes
are word frequencies

Cosine similarity has extensively been used in matching and retrieving text
documents and web pages. This showed how effective and undoubtedly had the
focus of Cosine similarity measure been in document retrieval from online

information internet.

Cosine Similarity Measure could be used to compare documents or give a ranking
of documents, with respect to a given term of query words. The cosine similarity
measure was superior, in text mining than and in high dimensional space, to the other
measures such as Jaccard measure, Manhattan measure, and Euclidean measure for

text documents.

It is a more favourable distance measure in text mining than similarity measures like
Euclidean, Manhattan, and Jaccard Index.
Cosine similarity measure outperformed Euclidean distance in high dimensional

space. Euclidean distance is only appropriate for data measured on the same scale.

Cosine similarity measure is useful when finding the similarity between two text
documents whose attributes are word frequencies

Cosine similarity handles both continuous and categorical variables.

The measure can compare a document to a cluster, by calculating the cosine between
the document vector and the cluster’s centroid vector

This similarity measure measures the cosine of the angle between two vectors
projected in a multi-dimensional plane

Cosine similarity is accurate using tf-idf vector scheme.

We will take advantage of the widely application in document retrieval efficiency of Cosine

similarity measure to direct our attention on how it could be used in information security,

particularly in Digital Identity Management. In this case, our consideration is how we could

use it in the quantification of identity attributes of a digital identity of an entity.
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3.18.2 Model quantification

The computations from Cosine similarity distance metric gave us outputs, as numbers, from
the closed interval [0, 1] [95]. We were interested to observe outcomes of our computations
when two documents (entities) were similar and when they were dissimilar, based on the
outputs of the quantifications. Two documents would be similar when the angle of
orientation between the two vectors of the two documents was 0° (zero degrees), this was
when the similarity measure of the two documents was 1 i.e. Cos 0° = 1. On the other hand,
when documents were not similar, the extreme measure would be when the two documents
were diametrically opposed. In a logical sense, the extreme circumstance would be when
one document had text and the other one being compared to, was blank. This would be the
extreme case of comparison of two documents hence being diametrically opposed. An angle
of diametrically opposed to 0° would be 180°, whose cosine measure would be Cos 180° =
-1. Therefore, similarity of two documents could be fully represented between 0° and 180°,
i.e. in the first and second quadrants of the Cartesian plane. However, term weights of a
document could never be negative, therefore, cosine similarity measure which was negative
would not be of use in this instance. This ruled out the consideration of the second quadrant,
and therefore, left us only with the first quadrant of the Cartesian plane, i.e. between 0°

and 90°, in our application (this gives Cosine similarity range of zero to one, [0, 1]).

The study in [59] suggests that cosine similarity measure is a measure between two vectors
by measuring the cosine of the angle between them. As the angle between the vectors
shortens, the cosine angle approaches 1, meaning that the two vectors are getting closer,
meaning that the similarity of whatever is represented by the vectors increases.

In addition to the points that played a role in identifying Cosine Similarity measure as the
best candidate in coming up with a model, the following factors were pinnacle in the

consideration and quantification of the identity attributes:

1. For verification of ownership
a. When we are specifically interested in attending to one applicant for
verification of ownership claim of a particular digital identity with known
identity attributes.
b. When multiple applicants make claims of ownership claims of a particular
digital identity with known identity attributes and we need to verify.
2. The principle of orientation of two similar vectors in a metric space that is inherent
with the cosine Similarity distance.
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Cosine Similarity measure is used in data mining as a technique to compare two documents
that are similar based on the text that these documents contained. This metric is used in
considering those who share same tags on a blog, persons who viewed same documents,

customers who bought similar items online.

We used the data that we collected to compute, evaluate, and quantify the uniqueness of any

given two points in a vector space and ascertain their uniqueness.
3.18.3 Identity verification

Verifying online identity for claimants could either be that of an individual applicant or for
multiple applicants. The metrics and mathematical computations would still be the same.
For the sake of checking the metrics, we considered applications of multiple applicants in
different organizations. We shall therefore, use sampled data from Zambian organizations
in this research to test our model, i.e. the Cosine Similarity measure that has been elaborated
above. We checked if this model could be used in the verification process of an applicant or

applicants in the Digital Identity Management System.

We were keen to observe which identity attributes were key in identifying an entity that was
under consideration. We were interested to consider this phenomenon from different regions
that were sampled. A comparison of the important identity attributes which were observed
from primary data and secondary data was of particular interest. Our research placed great
importance in verifying if our model could show the uniqueness of the identify attributes
that could identify an entity online. In other words we were interested to establish the

identity ownership of an entity.
3.18.4 Testing the model

A record of the term frequencies of respective attributes from the tokens was made per
subject organization, country and region. Each attribute had its term frequency recorded as
indicated, from corpus analysis toolkit. Frequencies for each respective identity attribute
from respective organizations in this research were recorded for further analysis. Examples
of the tables that have these records include Table 6, Table 8, Table 14, Table 15, Table 18,
Table 21, and Table 24. Since the data collected were quite enormous from the countries
and regions that were mentioned, for the sake of computations, we used a representative
country to show calculations and quantify the identity attributes as a sample for the other
countries and regions. In this case, we used Zambia, the residence of the researcher in our
computations.

To test the proposed model, we got a set of documents at random from our selected area,

Zambia. We picked ten (10) documents from one of the organizations in our research, from
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departments’ category, of the Government of the Republic of Zambia. Our model had
focused on identifying the set of attributes that would identify a claimant of a digital identity
that sufficiently matched the entity for identification. Matching of a claimant could be done
on one claimant or multiple claimants. In simple terms from our documents, if one document
was an entity that owned the digital identity which was being claimed by the claimant, we
could compare the attributes of digital identity of this entity to those of the claimant. For the
purposes of this research, the ten documents would suffice, of which one was the object and
the nine others were claimants of the digital identity. We subjected all the ten documents to

be claimants of the object.

As indicated, ten (10) documents were picked from a set of documents from the Government
of Zambia. These included:

1. Airspace application form

2.Residence Permit application form

3.Visiting Visa application form

4.Consent Form application form

5.Farm small holding application form

6. Residential Land acquisition application form

7.Aquaculture Fund application form

8.Borehole Form application form

9. Health Professional Council membership application form

10. Immovable Property application form

Documents in PDF format from the corpus of the Government of the Republic of Zambia
documents were searched and harvested from the internet. Text mining was done on these
documents using the same techniques as discussed above, based on the nineteen (19)
existing attributes that we were used above. The following table shows the term frequencies

(tf) of each of the respective attributes after the text mining.

Table 6: Term frequencies of ten documents for computing TF*IDF Weighting
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Middle name
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For us to identify the hierarchy of importance of attributes in the corpus, we needed to
consider the term weight of each attribute within the corpus of the ten (10) documents. We
had represented the ten (10) documents in our functions as di, dz, ds, ..., dio. The general

expression of di, represents the same ten documents ranging from ds to dso.

In text mining each document is represented as a vector. The elements in the vector reflect
the frequency of terms in documents, and each word is a dimension and documents are
vectors [103].

3.18.5 Term importance

Jiao et. al. established that a classic way to assess the importance of a term is the so-called
tf-idf (term frequency - inverse document frequency) term weighting scheme [57]. They

further indicated that the term importance is based on two assumptions:

a. idf assumption: rare terms are more informative than frequent terms,
b.tf assumption: multiple occurrences of a term in a query document are more relevant
than single occurrence [57].
After sorting the outcomes of the computations of the weighting in the product tf*idf we

were able to arrange in order of which attribute was more important than the other.
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3.18.6 Euclidean distance based similarity

Past efforts in [16] have showed that Euclidean Distance Geometry could improve the
authentication in digital identity management system and particularly improve the security
in digital financial services. Therefore we would need to test Euclidean Distance measure

on the same dataset.

The Euclidean distance between two points or terms (a and b), from a corpus, in an n-
dimensional space is represented by the function

dayp; = 21e1(@ = b)? = /(a1 — b1)? + (a2 — by)? + -+ + (an — by)? (3.9)

wherei=1,2,3,....n

3.19 Summary

This chapter looked at the research process and methods that guided our study; other areas
that were looked at included process of data collection, research methods, techniques, and
data analysis. Data were analysed using different tools and techniques; two types of data
were collected, these were primary data and secondary data. Primary data were collected
through a survey, in a sample of a population, using methods and tools appropriate for the
quantitative research. Secondary data were extracted and text mined using adopted methods
and tools. We discussed limitations that were in this study and also the ethical considerations
regarding this research. Data were standardized and data that had more weight than the other
were analysed using different methods and techniques. Major sources of identity attributes
that were used in the application and registration forms of various services offered both in
the cyber and real space were identified. Identity attributes were extracted from documents
that were gathered from the internet using text mining techniques. We established a
mathematical model based on distance metric, to develop an identity attribute metrics model

to quantify the identity attributes.

The model for this research was proposed, tested, and was used to quantify identity

attributes for the verification of ownership identification.
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CHAPTER FOUR
RESULTS

4.1 Introduction

This chapter gives the outcome of the research; this will be presented in parts by considering
the assessment of the primary data on the research, this will be followed by the assessment
of the secondary data. A framework influencing research based on primary data will be
considered. Statistical analysis of different techniques will be considered. Results on
standardized data will be reflected on. The assessment of the proposed model will follow

thereafter by verifying the outcome of the metrics on the standardized data.

4.2 Statistical analysis results
4.2.1 Results on primary data

Data were subjected to the analysis of using Statistical Packages for the Social Sciences
(SPSS) software and Microsoft Excel spreadsheets for graphical presentation. Results of the
analysis have been given below.

The outcomes of the analysis has been presented in section 4.2.2 of this report.

4.2.2 Mean score

The following mean score for each organization across the 5 dimensions were computed
and used for ranking. These scores were mean scores from the frequencies of part two of
the questionnaire; this part of the questionnaire was rating each identity attribute how it was
perceived by the respondents from the five constructs: usefulness, trust, ease of use, image
(status), or user satisfaction. The results below are the means of the outcomes of the survey
for that section.

Table 7: Mean score of the five constructs on perceived importance of identity tokens

Constructs
Institution and tokens Ease User

Usefulness | Trust | of use | Image | satisfaction
Banks 4,59 441 | 4.18 3.80 4.09
Insurance 4.06 3.88 | 3.88 3.49 4.11
Churches 4,91 497 | 497 4.69 4.69
Government 4.94 482 | 4.80 4.50 4.71
Hospital 4.64 440 | 4.53 4.25 4.59
Mobile Phone Companies 4.83 3.58 | 3.50 3.50 4.83
Schools 4.80 466 |4.80 4.56 4.49
Universities 4.60 442 |4.32 4.16 4.49
Utility Bills 5.00 4,00 | 3.50 4.00 4.50
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The chart below gives the average scores for the five constructs, namely Usefulness, Trust,

Ease of use, Image (status), and User satisfaction.

Average Scores of Constructs by Institution

6.00
5.00
4.00
3.00
2.00
1.00
0.00
Banks Insurance  Government  Hospital Mobile Phone  Schools Universities  Utility Bills
Companies
M Usefulness mTrust | Ease of use Image W User satisfaction

Figure 14: means scores for the eight organizations across the 5 constructs
From figure 15 above, we observe that data from all institutions including government,
hospitals, schools, Banks, insurance, and Mobile phone companies considered a large
amount of identity attributes from our list to be very important and scored an average of
more than 3 out of five score level. Where 1 was for least important and 5 was for very

important attributes.
4.2.3 Key identity attributes

4.2.3.1 Primary data
Mean score of identity attributes were as follows:

Mean Scores of Attributes
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Figure 15: Mean scores for the identity attributes
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The analysis of the primary data (using statistical methods, techniques, and MS Excel)
revealed that 89.47% (rounding the score to one significant figure) of the attributes that were
obtained from ISO/IEC JTC 1/SC 27 for use in this research were important for
identification of an entity. From the survey, each identity attributes scored at an average of
either 3 or above, out of 5, respectively. It was observed that key identity attributes that were
on application forms included the following identity attributes with their respective outcome
performances in the analysis:

Table 8: Level of importance of key attributes

Mean Score (in one

Attributes significant number)

Item on the importance of

Attributes
1 Last name 5
2 First name 5
3 ID Number 5
4 Date of Birth 4
5 Home address 4
6 Gender 4
7 Middle name 4
8 Home telephone number 4
9 issuing authority 4
10 | Place of Birth 4
11 | Expiry date 3
12 | Work telephone number 3
13 | Work address 3
14 | Home Unique Property Reference Number 3
(House Number)

15 | Home email address 3
16 | Work email address 3
17 | Bank account details 3

Only “height” and “race” attributes from the ISO identity list were below average of
importance of identity attributes, as per responses from our survey. The survey results from
our sample confirmed that these 17 identity attributes were very key in identifying an entity

in real space.
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4.2.3.2 Secondary data
Table 9: Key identity attributes from secondary data

Zambian Institutions
Organisations

Average term weights of attributes Shannon

ATTRIBUTE Information
Banks Gov Insurance Univ & Sch | Entropy
W, W, Wjs W,

Place of Birth 0.5193 | 0.5279 | 0.3824 0.1643 1.5939
Bank account

0.4814 | 0.5307 | 0.4721 0.0820 1.5662

details

ID Number 0.4788 | 0.5205 | 0.4890 0.0256 1.5139
Date of Birth 0.4690 | 0.4193 | 0.4619 0.0403 1.3905
Gender 0.4253 | 0.4347 | 0.4980 0.0324 1.3904
Last name 0.4692 | 0.3425 | 0.4885 0.0323 1.3326
Home _telephone | , 5305 | 0000 | 05305 0.1739 1.2346
number

First name 0.5263 | 0.1373 | 0.5075 0.0591 1.2302
Work telephone | ) 1155 | 00000 | 0.5300 0.2107 1.1829
number

Middle name 0.5079 | 0.4581 | 0.0000 0.0363 1.0023
Work email | 4 5000 | 0.0000 | 0.0000 0.0000 0.5000
address

Expiry date 0.1993 | 0.0000 | 0.0000 0.2804 0.4797

Home address 0.2755 | 0.1228 | 0.0000 0.0000 0.3983
Work address 0.0000 | 0.0533 | 0.0000 0.0000 0.0533
Race 0.0000 | 0.0000 | 0.0000 0.0000 0.0000

Home Unique
Property
Reference 0.0000 | 0.0000 | 0.0000 0.0000 0.0000
Number (House
Number)

issuing authority | 0.0000 | 0.0000 | 0.0000 0.0000 0.0000

Home email | 4 5000 | 0.0000 | 0.0000 0.0000 0.0000
address
Height 0.0000 | 0.0000 | 0.0000 0.0000 0.0000

The selected sample from our secondary data from text mined pdf documents was subjected
to weighted schemes of computations to consider the level of importance. It was observed
that the “Race” and “Height” identity attribute were found to be insignificant in identifying
an entity. Two other identity attributes were found among the least important identity
attributes to identify an entity. The identity attributes that were found to be key or highly
important were about 77% of the entire list as highlighted and shown on table 9 above. We
had to normalize the data to remove errors from data, we used the Shannon Information

Entropy to establishing the weighting of the identity attributes.
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4.2.4 Demographic analysis

Table 10: Results on demographic analysis

Frequency | Percent | Valid Cumulative
Percent Percent

Gender Male 76 51.0 52.8 52.8
Female 68 45.6 47.2 100.0
Total 144 96.6 100.0

Missing System 5 3.4

Total 149 100.0

Marital status Single 58 38.9 40.3 40.3
Married 80 53.7 55.6 95.8
Divorced 1 N N 96.5
Other 5 3.4 3.5 100.0
Total 144 96.6 100.0

Missing System 5 3.4

Total 149 100.0

Age 20 years & | 4 2.7 2.7 2.7
below
21-30 years 71 47.7 48.0 50.7
31-40 years 48 32.2 32.4 83.1
41-50 years | 19 12.8 12.8 95.9
61+ years 6 4.0 4.0 98.0
Total 148 99.3 100.0

Highest education | Grade 12 & | 15 10.1 10.1 10.1

level below
Diploma 54 36.2 36.5 46.6
First degree | 52 34.9 35.1 81.8
Master’s 25 16.8 16.9 98.6
degree
PhD 2 1.3 1.4 100.0
Total 148 99.3 100.0

The respondents from the sample had 53% male and around 40% were single. Close to 50%
were aged below 30 years. In terms of education level, only 10% had either grade 12 or less
in qualifications — with 37% having a college diploma, another 35% with university degree

with the rest having a masters or PhD. Almost 88% were salaried employees.

For the banking organization usefulness was ranked highest (means score 4.2), followed by

Trust & Ease of use (3.8), user satisfaction (3.7) and the least was image or status (3.6).
4.2.5 Correlation Analysis

The table below highlights the results for the correlation analysis. Testing at 0.05 and 0.01
levels of two tailed-test, it was found that there was a positive significant relationship
between how often one uses the document and perceived ease of use, perceived usefulness,

and security (trust). Other studies have shown similar trends around such variables.
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The results show that relationships that exist between the following variables in the TAM
model are positive significant ones. The relationship of perceived usefulness with trust gave
us the following outcomes: r (133) = 0.759, p < .001. Similarly, there was a relationship
between usefulness and ease of use, r (138) = 0.759 and so was the case of between trust
and ease of use, r (136) =0.751, p=0.00. How often the use of the documents was also related
to perceived usefulness, r (136) =0.201, p<0.05), trust - r (135) = 0.203, p <0.05) and ease
of use - r (133), p<0.01.

Table 11: Correlation on perceived use of the research constructs

Ease
Often | Usefulness| Trust | of use
Spearman's | Often Correlation 1, o0y |_901* 203" |-251™
rho Coefficient
Sig. (2-tailed) |. .019 .018 |.004
N 142 136 135 133
Usefulness Corre!apon 201" |1.000 759" | 759™
Coefficient
Sig. (2-tailed) |.019 . .000 |.000
N 136 141 139 138
Trust | Correlation | 503+ | 759 |1.000 |.750"
Coefficient
Sig. (2-tailed) |.018 .000 . .000
N 135 139 139 136
Ease of use Corre!ayon _951™ | 759" 251 11,000
Coefficient
Sig. (2-tailed) |.004 .000 .000 |.
N 133 138 136 138

*. Correlation is significant at the 0.05 level (2-tailed).

**_Correlation is significant at the 0.01 level (2-tailed).

4.2.6 Regression Analysis

Table 12: Correlation of how documents are used

Ease

Often | Usefulness | Trust | of use

Pearson Often 1.000 -.230 -.226 | -.270
Correlation Usefulness | -.230 1.000 J71 | 738
Trust -.226 Ja71 1.000 | .760

Ease of use | -.270 738 .760 | 1.000

Sig. (1-tailed) Oftenl . .004 .005 | .001
Usefulness | .004 . .000 | .000

Trust .005 .000 . .000
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Ease of use | .001 .000 .000

N Oftenl 132 132 132 132
Usefulness | 132 132 132 132
Trust 132 132 132 132
Ease of use | 132 132 132 132

From the table above, it can be seen that ease of use (p=0.001) is the largest predictor of

how often documents are used, followed by usefulness (p =0.004) and lastly trust (p =

0.004).
The table below shows a relation between the dependent variable — How often documents

are used and the predictor variables ease of use, usefulness and trust. Both the model

summary and the analysis of variance shows a good relation between how often documents

are used with the predictor variables, with p =0.018.

4.2.7 Constructs relationships

Table 13: Framework affecting this research

Std. Change Statistics
Adjusted [Error of [R
R R the Square |F Sig. F

Model |R Square | Square | Estimate | Change | Change | df1 df2 | Change
1 |.274%| .075 054 | .39392 | .075 | 3.469 3 128| .018

a. Predictors: (Constant), Ease of use , Usefulness , Trust

b. Dependent Variable: Oftenl

In the model summary (above) of the regression, although test R Square = 0.075 which
is 7.5% variance in how often this accounts for use, there is a relationship which can
be accounted for by perceived ease of use, trust and usefulness. Using the Anova table
test and taking alpha as 0.05 refer to Table 5, the regression model for the variance of
the predicators was significant, F (3.4) = 7.5, p < 0.005. The variance of the

independent variables as a whole was therefore significant as it was less than the alpha.

4.2.8 ANOVA
Sum of
Model Squares df Mean Square F Sig.
1 Regression |1.615 3 .538 3.469 .018
Residual 19.862 128 155
Total 21.477 131
a. Dependent Variable: Oftenl
b. Predictors: (Constant), Ease of use , Usefulness , Trust
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4.2.9 Chi-Square Test

When Chi square test is conducted for each construct in relation to how often they use the
identity documents, there was strong statistical association across the number of times
identity documents are used and their perceived usefulness, perceived trust and perceived
ease of use. Those who perceived the identity documents more useful (50.5%) were more
likely to use them two or more times in a week compared to those whose perceptions were
less (37%). This was similar for trust perceptions (41.7%) and ease of use (44.3%) against
33.3% and 29.6% respectively.

Table 14: Relationship between use and constructs

Usefulness | Trust Ease of Use
At most once a week 37.0% 33.3% 29.6%
2 or more times a week 50.5% 41.7% 44.3%
Chi-Square X?=0.001 | X?=0.0003 | X?=0.00014

Relationship between Use and constructs

60.0%
50.5%

>0.0% 2175% 44.3%
40.0% 37.0% 33.3%
s00 29.6%
20.0%
10.0%
0.0%

Usefulness Trust Ease of Use

M At most once a week M2 or more times a week
Figure 16: Use of identity tokens against the constructs for this study

Methodology: Mean scores for each organization across the 5 dimensions were computed
and used for ranking.

Results: For the banking organization, usefulness was ranked highest (means score 4.2),
followed by Trust & Ease of use (3.8), user satisfaction (3.7) and the least was image or
status (3.6).
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Grade of importance documentation

4.3
4.2
4.1
4.0
3.9
3.8
3.7
3.6
3.5
3.4
3.3

3.8 3.7

3.6

m Usefulness  m Trust Ease of use User satisfaction M Image or status
Figure 17: Rating of identity documents against importance
4.2.10 Conceptual framework

The model that was influencing our research was adopted as the Technology Acceptance
Model (TAM), as indicated below.

| 1
X1 : User motivation :
1
: i
1
Perceived ] :

Usefulness Attitude b Actual
towards i

/ ) ! system use

using I
Perceived :
Ease of Use 1
:
1
1

Figure 18: Model influencing this research

The five variables that were key in the use of the identity tokens, included Use of use, Trust,
Ease of use, User satisfaction, and Image (status). We applied our adopted framework, TAM
model, to the analysis of these variables to find out how these variables related to each other.
These variables were considered as considerations involved in accepting to use these
documents that contained identity attributes of a user or applicant of a required service.
Subjecting these variables to statistical analysis, we were able to find the relationships
among these variables. The relationship amongst these variables was the motivation of the
use of the identity tokens. Figure 19 shows the interaction of the five variables and the

resultant variables that motivated the actual use of the identity tokens.

The following was the resultant framework from analysis and was proposed as our research

framework for the study:
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Usefulness of token

Y

Ease of Use —I—p Actual token use

Security features

Figure 19: Proposed research framework

Statistical analysis in correlation analysis, regression analysis, and chi-square test revealed
that the variables of usefulness, Ease of use, and Trust (security features) were key
motivations in the use of identity tokens. They were influential in motivating a user of the
identity tokens that bear the identity attributes of an entity.

4.3 Results on Secondary data

The term frequencies of the selected attributes and organizations for Zambia were as given
in table 14.

4.3.1 Text analysis

4.3.1.1 Identity’s Term Frequencies

The table shows a term frequencies of identity attributes from four different institutions in
Zambia from a corpus of secondary data. This was the basis of our analysis of secondary
data using different statistical methods and other methods of finding the amount of
information from the extracted text for the identity attributes.

Table 15: A sample of Term frequencies

ZAMBIA

ORGANIZATION

Universities &

ATTRIBUTE Banks Government Insurance Schools

No. of No. of No. of No. of

Tokens Fregq. | Tokens Freq. | Tokens | Freq. | Tokens | Freq.
First name 22 18 23 1 16 18 36 19
Middle name 22 13 23 7 16 5 36 24
Last name 22 22 23 9 16 40 36 36
Date of Birth 22 23 23 14 16 43 36 32
Place of Birth 22 5 23 5 16 1 36 6
Race 22 0 23 0 16 0 36 0
Gender 22 17 23 15 16 37 36 36
Home address 22 29 23 8 16 36
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Home Unique
ooy Rezﬂgﬂgz 22 0 23 2 16 0 |36 1
Number)
nHuor:]“;er telephone | », 5 23 0 16 3 36 5
ID Number 22 32 23 51 16 15 36 49
issuing authority 22 0 23 1 16 0 36 0
Expiry date 22 17 23 0 16 0 36 3
Home email address | 22 0 23 0 16 1 36 0
Work address 22 17 23 14 16 0 36 0
mﬁer telephone | », 12 |23 0 16 3 36 5
Work email address 22 3 23 0 16 3 36 0
Bank account details | 22 43 23 14 16 5 36 18
Height 22 0 23 0 16 0 36 0
Total 256 141 174 234

The term frequencies needed to be standardized through normalization so as to remove
errors or noise which could affect the accuracy of the data. The data in Table 14 were
normalized in preparation for further for further analyses of data. Table 15 below shows
that outcome of standardization of data in Table 14. Data were normalized using the z-score

Normalization (zero-mean Normalization) technique.

Table 16: Normalised data in the four organizations in Zambia

ZAMBIA

rou | Destaleropees of e
ATTRIBUTE Banks | Government | Insurance gnsi\éﬁgs;tlises Tt P = thy Yt

® | ©) @

feq |meq  |feq  |teq  |ofmh [P |Pe [P |P
First name 18 1 18 19 56 0.3214 | 0.0261 | 0.4820 | 0.9582
Middle name 13 7 5 24 49 0.2653 | 0.1930 | 0.1697 | 0.9745
Last name 22 9 40 36 107 0.2056 | 0.1056 | 0.5242 | 0.9773
Date of Birth 23 14 43 32 112 | 0.2054 | 0.1569 | 0.5706 | 0.9717
Place of Birth 5 5 1 6 17 0.2941 | 0.4067 | 0.1299 | 0.8784
Race 0 0 0 0 0 0.0000 | 0.0000 | 0.0000 | 0.0000
Gender 17 15 37 36 105 | 0.1619 | 0.1701 | 0.5046 | 0.9773
Home address 29 ) 0 0 37 0.7838 | 0.9108 | 0.0000 | 0.0000
House Number 0 2 0 1 3 0.0000 | 0.6667 | 0.0000 | 0.6000
Home telephone number | 5 0 3 5 13 0.3846 | 0.0000 | 0.3578 | 0.8707
ID Number 32 51 15 49 147 | 0.2177 | 0.4426 | 0.2320 | 0.9821
issuing authority 0 1 0 0 1 0.0000 | 1.0000 | 0.0000 | 0.0000
Expiry date 17 0 0 3 20 0.8500 | 0.0000 | 0.0000 | 0.7792
Home email address 0 0 1 0 1 0.0000 | 0.0000 | 1.0000 | 0.0000
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Work address 17 14 0 0 31 0.5484 | 0.9623 | 0.0000 | 0.0000
Work telephone number | 12 0 3 5 20 0.6000 | 0.0000 | 0.3488 | 0.8405
Work email address 3 0 3 0 6 0.5000 | 0.0000 | 0.8571 | 0.0000
Bank account details 43 14 5 18 80 0.5375 | 0.3730 | 0.2091 | 0.9414
Height 0 0 0 0 0 0.0000 | 0.0000 | 0.0000 | 0.0000
Sum 256 141 174 234

4.4 Shannon Information entropy
4.4.1 Primary data analysis

From the Table 16 above, tf are the term frequencies for each identity attribute where tf is a
term frequency for a respective attribute and i = 1, 2, 3,..., n in a document vector.

ytf; (4.1)
This is the sum of term frequencies for each identity attribute in a corpus.

_ _tfi
T (4.2

P; is the mean frequency on normalized data of each identity attribute in the corpus.

is a desirable property of the attribute and tf; is the Term Frequency (tf) of a given i"

attribute in a given organization.

P(tf;) is the probability of the occurrence for each term from the set of identity attributes.
An example of computations from the formula above

tf,= Banks = 0.3214

tf,= Governments = 0.0261

tf;= Insurance = 0.4820

tf,= Universities and schools = 0.9582

tfi
Z?=1 tfi

It follows that for P; = , wheni =1, then

P, = ;—E = 0.32143

Computing for each term frequency of the different organizations in a similar way for the
same attribute and calculating the entropy function on the attribute would yield the

following:
H(x = First Name) = $&, P; log () = 1.2302 (4.3)

This is therefore, the entropy of the attribute, First Name, which is the calculated weight of
the attribute in the dataset that was obtained. Repeating the calculations for each attribute

would yield the figures indicated in the corresponding table below under 4.4.2. From the
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table, W1, W>, W3, and W4 are the contributing entropies of the required weight of an identity
attribute. The last column h; represents the computed information of an attribute in a given
dataset. This entropy is the weight of an attribute in this dataset.

4.4.2 ldentity Attribute Entropy

Table 17: Weighted data using Shannon entropy

ZAMBIA

Weighting Entropy cli)i(\elgtgerri(iefic:atiocr)lf
ATTRIBUTE Piloga(1/P)

hi = > Pilog2(1/Pi) | Div=1- hi

Wi W2 W3 Wa
First name 0.5263 | 0.1373 | 0.5075 | 0.0591 1.2302 -0.2302
Middle name 0.5079 | 0.4581 | 0.0000 | 0.0363 1.0023 -0.0023
Last name 0.4692 | 0.3425 | 0.4885 | 0.0323 1.3326 -0.3326
Date of Birth 0.4690 | 0.4193 | 0.4619 | 0.0403 1.3905 -0.3905
Place of Birth 0.5193 | 0.5279 | 0.3824 | 0.1643 1.5939 -0.5939
Race 0.0000 | 0.0000 | 0.0000 | 0.0000 0.0000 1.0000
Gender 0.4253 | 0.4347 | 0.4980 | 0.0324 1.3904 -0.3904
Home address 0.2755 | 0.1228 | 0.0000 | 0.0000 0.3983 0.6017
House Number 0.0000 | 0.0000 | 0.0000 | 0.0000 0.0000 1.0000
Home telephone number | 0.5302 | 0.0000 | 0.5305 | 0.1739 1.2346 -0.2346
ID Number 0.4788 | 0.5205 | 0.4890 | 0.0256 1.5139 -0.5139
issuing authority 0.0000 | 0.0000 | 0.0000 | 0.0000 0.0000 1.0000
Expiry date 0.1993 | 0.0000 | 0.0000 | 0.2804 0.4797 0.5203
Home email address 0.0000 | 0.0000 | 0.0000 | 0.0000 0.0000 1.0000
Work address 0.0000 | 0.0533 | 0.0000 | 0.0000 0.0533 0.9467
Work telephone number | 0.4422 | 0.0000 | 0.5300 | 0.2107 1.1829 -0.1829
Work email address 0.5000 | 0.0000 | 0.0000 | 0.0000 0.5000 0.5000
Bank account details 0.4814 | 0.5307 | 0.4721 | 0.0820 1.5662 -0.5662
Height 0.0000 | 0.0000 | 0.0000 | 0.0000 0.0000 1.0000

The entropy of data from secondary data from different regions is compared and the top ten

of the attributes are compared as follows:

a. Randomly selected countries for the sake of comparison with that of the model that
has been developed. The countries include Zambia, Botswana, Namibia, Canada,
Australia, New Zealand, and USA.

b. Weighted data from ten documents whose data were used to test the developed

model
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4.4.3 Top ten identity attributes on sampled countries, respectively

Table 18: Comparison of top ten identity attributes from different countries

ZAMBIA NAMIBIA BOTSWANA CANADA
Entropy Entropy Entropy Entropy
ATTRIBUTE ATTRIBUTE ATTRIBUTE ATTRIBUTE
Y Pilogz(1/Pi) > Pilogz2(1/Pi) > Pilogz2(1/Pi) > Pilogz(1/Pi)
Place of Birth | 1.5939 First name 0.6980 Work 1.8446 Bank account | 1.8734
telephone details
number
Bank account | 1.5662 Middle name | 1.2829 Home address | 1.7646 ID Number 1.6134
details
ID Number 1.5139 Last name 0.7807 Expiry date 1.7302 Expiry date 1.5662
Date of Birth 1.3905 Date of Birth | 0.9268 Date of Birth | 1.7060 Home address | 1.5647
Gender 1.3904 Place of Birth | 0.9480 ID Number 1.6739 Gender 1.5530
Last name 1.3326 Race 0.0000 Gender 1.6532 Last name 1.5294
Home 1.2346 Gender 1.1667 Last name 1.5053 Date of Birth | 1.4653
telephone
number
First name 1.2302 Home address | 1.1599 Bank account | 1.3760 First name 1.3952
details
Work 1.1829 Home Unique | 0.0000 Place of Birth | 1.3691 Work 1.2952
telephone Property telephone
number Reference number
Number
(House
Number)
Middle name 1.0023 Home 0.7428 First name 1.3266 Place of Birth | 1.2561
telephone
number
AUSTRALIA NEWZEALAND USA
Entropy Entropy Entropy
ATTRIBUTE ATTRIBUTE ATTRIBUTE
> Pilogz(1/Pi) > Pilogz2(1/Pi) > Pilogz2(1/Pi)
Bank account | 1.8017 Bank account | 1.5904 Work 1.6212
details details telephone
number
Home address | 1.5838 Last name 1.5855 Home address | 1.5913
Gender 1.4741 Date of Birth | 1.4848 Bank account | 1.5820
details
Last name 1.4715 Expiry date 1.4499 Date of Birth | 1.4773
Date of Birth 1.3971 Home address | 1.4411 Gender 1.4395
ID Number 1.3827 First name 1.4271 Place of Birth | 1.4062
Middle name 1.3419 Place of Birth | 1.3611 ID Number 1.3328
Work 1.2705 Gender 1.2313 Last name 1.3054
telephone
number
First name 1.2634 ID Number 1.2029 First name 1.2679
Home 1.1512 Home 1.0386 Home 1.0528
telephone telephone telephone
number number number
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4.4.4 Quantification of identity attributes

Weighting of the text mined identity attributes improves the accuracy of data since errors
and noise get eliminated during this process. We had adopted the TF-IDF weighting scheme
to weight the identity attributes in our corpus. Table 18 computes the first part of the scheme
i.e. the term frequencies (TF) of the attributes.

Table 19: Term frequencies on ten documents for the metrics

ZAMBIA
tf; =1+ logtf;
i i
ATTRIBUTE
dq d, ds ds ds ds ds ds dg d1o

First name 1.6990 | 1.6990 | 1.6021 | 1.3010 | 1.6021 | 1.6021 | 1.3010 | 1.4771 | 1.0000 | 1.3010
Middle name 1.6990 | 1.6990 | 1.6021 | 1.3010 | 1.6021 | 1.6021 | 1.3010 | 1.4771 | 1.0000 | 1.3010
Last name 1.6990 | 1.6990 | 1.6021 | 1.3010 | 1.6021 | 1.6021 | 1.3010 | 1.4771 | 1.0000 | 1.3010
Date of Birth 0.0000 | 1.6990 | 1.3010 | 0.0000 | 0.0000 | 0.0000 | 0.0000 | 0.0000 | 1.0000 | 0.0000
Place of Birth 0.0000 | 1.4771 | 1.4771 | 0.0000 | 0.0000 | 0.0000 | 0.0000 | 0.0000 | 0.0000 | 0.0000
Race 0.0000 | 0.0000 | 0.0000 | 0.0000 | 0.0000 | 0.0000 | 0.0000 | 0.0000 | 0.0000 | 0.0000
Gender 0.0000 | 1.4771 | 1.4771 | 0.0000 | 1.3010 | 1.3010 | 0.0000 | 0.0000 | 1.0000 | 0.0000
Home address 1.0000 | 1.0000 | 1.3010 | 1.4771 | 1.6021 | 1.0000 | 1.4771 | 0.0000 | 1.0000 | 1.4771
House Number 1.0000 | 0.0000 | 0.0000 | 0.0000 | 0.0000 | 0.0000 | 0.0000 | 0.0000 | 0.0000 | 1.0000
nHuoer;aer telephone | 4 5500 | 0.0000 | 0.0000 | 1.0000 | 1.0000 | 1.0000 | 1.0000 | 0.0000 | 0.0000 | 0.0000
ID Number 1.0000 | 1.0000 | 1.0000 | 0.0000 | 1.0000 | 1.0000 | 1.0000 | 0.0000 | 1.0000 | 0.0000
issuing authority 1.0000 | 0.0000 | 0.0000 | 1.0000 | 1.0000 | 1.0000 | 0.0000 | 1.0000 | 1.0000 | 1.0000
Expiry date 0.0000 | 1.0000 | 1.0000 | 0.0000 | 0.0000 | 0.0000 | 0.0000 | 0.0000 | 0.0000 | 0.0000
Home email address | 0.0000 | 0.0000 | 0.0000 | 1.0000 | 1.0000 | 1.0000 | 1.0000 | 0.0000 | 1.0000 | 0.0000
Work address 1.0000 | 1.0000 | 0.0000 | 1.3010 | 1.6021 | 1.0000 | 0.0000 | 0.0000 | 1.0000 | 1.4771
xvuﬁ:'ger telephone | 4 5500 | 0.0000 | 0.0000 | 1.0000 | 1.0000 | 1.0000 | 1.0000 | 0.0000 | 1.0000 | 0.0000
Work email address | 0.0000 | 0.0000 | 0.0000 | 1.0000 | 1.0000 | 1.0000 | 1.0000 | 0.0000 | 1.0000 | 0.0000
Bank account details | 0.0000 | 0.0000 | 0.0000 | 0.0000 | 0.0000 | 0.0000 | 0.0000 | 0.0000 | 1.0000 | 0.0000
Height 0.0000 | 0.0000 | 0.0000 | 0.0000 | 0.0000 | 0.0000 | 0.0000 | 0.0000 | 0.0000 | 0.0000

The table below quantifies the index document frequencies (IDF) in our term weighting
function (TF-IDF). Once we know the TF and IDF, then we can obtain TF*IDF so as to be

able to rank the most weightier identity attributes
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Table 20: Inverse function (IDF) for the TF*IDF weighting

[72]

g . N
ATTRIBUTE 5 idf; =log—=log N - log df

L

S

b

s

o

|_

N d1 d2 ds da ds ds d7 ds do dio
First name 10 | 0.30103 | 0.30103 | 0.39794 | 0.69897 | 0.39794 | 0.39794 | 0.69897 | 0.52288 | 1.00000 | 0.69897
Middle name 10 | 0.30103 | 0.30103 | 0.39794 | 0.69897 | 0.39794 | 0.39794 | 0.69897 | 0.52288 | 1.00000 | 0.69897
Last name 10 | 0.30103 | 0.30103 | 0.39794 | 0.69897 | 0.39794 | 0.39794 | 0.69897 | 0.52288 | 1.00000 | 0.69897
Date of Birth 10 | 0.00000 | 0.30103 | 0.69897 | 0.00000 | 0.00000 | 0.00000 | 0.00000 | 0.00000 | 1.00000 | 0.00000
Place of Birth 10 | 0.00000 | 0.52288 | 0.52288 | 0.00000 | 0.00000 | 0.00000 | 0.00000 | 0.00000 | 0.00000 | 0.00000
Race 10 | 0.00000 | 0.00000 | 0.00000 | 0.00000 | 0.00000 | 0.00000 | 0.00000 | 0.00000 | 0.00000 | 0.00000
Gender 10 | 0.00000 | 0.52288 | 0.52288 | 0.00000 | 0.69897 | 0.00000 | 0.00000 | 0.00000 | 1.00000 | 0.00000
Home address 10 | 1.00000 | 1.00000 | 0.69897 | 0.52288 | 0.39794 | 1.00000 | 0.52288 | 0.00000 | 1.00000 | 0.52288
House Number 10 | 1.00000 | 0.00000 | 0.00000 | 0.00000 | 0.00000 | 0.00000 | 0.00000 | 0.00000 | 0.00000 | 1.00000
Home telephone 10 | 1.00000 | 0.00000 | 0.00000 | 1.00000 | 1.00000 | 1.00000 | 1.00000 | 0.00000 | 0.00000 | 0.00000
number
ID Number 10 | 1.00000 | 1.00000 | 1.00000 | 0.00000 | 1.00000 | 1.00000 | 1.00000 | 0.00000 | 1.00000 | 0.00000
issuing authority 10 | 1.00000 | 0.00000 | 0.00000 | 1.00000 | 1.00000 | 1.00000 | 0.00000 | 1.00000 | 1.00000 | 1.00000
Expiry date 10 | 0.00000 | 1.00000 | 1.00000 | 0.00000 | 0.00000 | 0.00000 | 0.00000 | 0.00000 | 0.00000 | 0.00000
Home email address 10 | 0.00000 | 0.00000 | 0.00000 | 1.00000 | 1.00000 | 1.00000 | 1.00000 | 0.00000 | 1.00000 | 0.00000
Work address 10 | 1.00000 | 1.00000 | 0.00000 | 0.00000 | 0.39794 | 1.00000 | 0.00000 | 0.00000 | 1.00000 | 0.52288
xYJ(;:Eer telephone 10 | 1.00000 | 0.00000 | 0.00000 | 1.00000 | 1.00000 | 1.00000 | 1.00000 | 0.00000 | 1.00000 | 0.00000
Work email address 10 | 0.00000 | 0.00000 | 0.00000 | 1.00000 | 1.00000 | 1.00000 | 1.00000 | 0.00000 | 1.00000 | 0.00000
Bank account details 10 | 0.00000 | 0.00000 | 0.00000 | 0.00000 | 0.00000 | 0.00000 | 0.00000 | 0.00000 | 1.00000 | 0.00000
Height 10 | 0.00000 | 0.00000 | 0.00000 | 0.00000 | 0.00000 | 0.00000 | 0.00000 | 0.00000 | 0.00000 | 0.00000

4.45 Weighted identity attributes

Table 20 gives the results of the computation of the weighting of the identity attributes in the function

W=TF*IDF, where “W” represents the weights of respective identity attributes from the corpus of

the ten documents from a Zambian government Department that we had sampled. Using these

figures, we would be able to rank the identity attributes in their level of importance.

Table 21: TF*IDF weighting of the identity attributes on ten documents

ZAMBIA
_ . N

Wi’d_TFi *[DFi = tf; * logﬁ

ATTRIBUTE '
di d2 d3 ds ds ds d7 ds dg dio

First name 0.511441 0.511441 0.637524 0.909381 0.637524 0.637524 0.909381 0.772355 1.000000 0.909381
Middle name 0.511441 0.511441 0.637524 0.909381 0.637524 0.637524 0.909381 0.772355 1.000000 0.909381
Last name 0.511441 0.511441 0.637524 0.909381 0.637524 0.637524 0.909381 0.772355 1.000000 0.909381
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Date of Birth 0.000000 0.511441 0.909381 0.000000 0.000000 0.000000 0.000000 0.000000 1.000000 0.000000
Place of Birth 0.000000 0.772355 0.772355 0.000000 0.000000 0.000000 0.000000 0.000000 0.000000 0.000000
Race 0.000000 0.000000 0.000000 0.000000 0.000000 0.000000 0.000000 0.000000 0.000000 0.000000
Gender 0.000000 0.772355 0.772355 0.000000 0.909381 0.000000 0.000000 0.000000 1.000000 0.000000
Home address 1.000000 1.000000 0.909381 0.772355 0.637524 1.000000 0.772355 0.000000 1.000000 0.772355
House Number 1.000000 0.000000 0.000000 0.000000 0.000000 0.000000 0.000000 0.000000 0.000000 1.000000
ITL?I‘?:;EI’ telephone 1.000000 0.000000 0.000000 1.000000 1.000000 1.000000 1.000000 0.000000 0.000000 0.000000
ID Number 1.000000 1.000000 1.000000 0.000000 1.000000 1.000000 1.000000 0.000000 1.000000 0.000000
issuing authority 1.000000 0.000000 0.000000 1.000000 1.000000 1.000000 0.000000 1.000000 1.000000 1.000000
Expiry date 0.000000 1.000000 1.000000 0.000000 0.000000 0.000000 0.000000 0.000000 0.000000 0.000000
aHd%Teess email 0.000000 0.000000 0.000000 1.000000 1.000000 1.000000 1.000000 0.000000 1.000000 0.000000
Work address 1.000000 1.000000 0.000000 0.000000 0.637524 1.000000 0.000000 0.000000 1.000000 0.772355
\I’f\l/,l?]’:lt()er telephone 1.000000 0.000000 0.000000 1.000000 1.000000 1.000000 1.000000 0.000000 1.000000 0.000000
Zgg ::SS email 0.000000 0.000000 0.000000 1.000000 1.000000 1.000000 1.000000 0.000000 1.000000 0.000000
(?:tr;llis account 0.000000 0.000000 0.000000 0.000000 0.000000 0.000000 0.000000 0.000000 1.000000 0.000000
Height 0.000000 0.000000 0.000000 0.000000 0.000000 0.000000 0.000000 0.000000 0.000000 0.000000

From table 20, we were able to identify and rank from the ten documents which identity

attributes were most important in identifying an entity from an identity token. The table

below gives a sequence of the most important attribute in the corpus amongst our attributes

of interest that we had listed from the corpus.

Table 22: Listing of importance of the identity attributes

ZAMBIA
Term (tf;)
T F*IDF;
. |Z]z n y
o o S| s
= = 2= tf, X log—
prd Sle| 2> Z fiXlogs
ATTRIBUTE S| - E=] o| =| 90| & |Total | i=t i
- | ' =l | Z2 | 3| 2| w
= | Bl |3 22|22
- = S k=1 ~= = Lo > (@] (@)
= o = PE% =) o Ll o o @
~|lu|l << | S| £ 5| x| O |wuwu|>
s|ala|l == El 2| |9o|u
i} 8 > £ § - 5 Y & as]
O Z Ol e | T = S| O T <
< | W | 2| & E|lEE|Q| T |F| 2
a |l ol E s | @ o | < | w| o] O
el 2|z |2/ E|B|3|5|8]|2
< |le|>S|8|&|&|lI|alz|2
Home address 1 1 2 3 4 1 3 0 1 3 19 7.86397063
First name 5 5 4 2 4 4 2 3 1 2 32 7.43595130
Middle name 5 5 4 2 4 4 2 3 1 2 32 7.43595130
Last name 5 5 4 2 4 4 2 3 1 2 32 7.43595130
1D Number 1 1 1 0 1 1 1 0 1 0 7 7.00000000
issuing authority 1 0 0 1 1 1 0 1 1 1 7 7.00000000
Work telephone
number 1 0 0 1 1 1 1 0 1 0 6 6.00000000
Work address 1 1 0 2 4 1 0 0 1 3 13 5.40987908
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Home telephone

number 1 0 0 1 1 1 1 0 0 0 5 5.00000000
Home email address 0 0 0 1 1 1 1 0 1 0 5 5.00000000
Work email address 0 0 0 1 1 1 1 0 1 0 5 5.00000000
Gender o I3 13 1o 212 1o lo |1 o |12 3.45409156
Date of Birth 0 5 2 0 0 0 0 0 1 0 8 2.42082187
House Number 1 0 0 0 0 0 0 0 0 1 2 2.00000000
Expiry date 0 1 1 0 0 0 0 0 0 0 2 2.00000000
Place of Birth 0 3 3 0 0 0 0 0 0 0 6 1.54471062
Bank account details 0 0 0 0 0 0 0 0 1 0 1 1.00000000
Race 0 0 0 o lo o |0 0.00000000
Height 0 0 0 0 0 0 0 0 0 0 0 0.00000000
sum 22 |30 |24 |16 |28 |22 |14 |10 |13 | 14 | 193

4.5 Verification of ownership

For the purposes of verification of ownership of the attributes by an online user, we will
assume that the object of ownership is the user of document 2 from our corpus of ten
documents. Document 2 was capturing attributes of a people applying for residence permit.
It is only an individual who has entered responses that match the attributes of the specific
individual. For the sake of assessment of key attributes, we will consider the attributes
involved in identifying the digital identity of our object and compare with the other
attributes from the other nine (9) documents. We are going to look at the attributes of the
second document and compare them to each of the documents of the nine other documents,
respectively. Using our proposed model of the Cosine Similarity measure we would then
observe the performance on similarity of the attributes of the second document to those of

the other nine.
4.5.1 Verification based on Term Frequencies

We have the following vectors from the Term Frequencies of the attributes of the ten
documents of the corpus:
i. Airspace (dy): thh=d1=(5,5,5,5,3,0,3,1,0,0,1,0,1,0,1,0,0, 0, 0)
Ii. Residence Permit (d2): tf.=d>=(5,5,5,0,0,0,0,1,1,1,1,1,0,0,1,1,0,0,0)
iii. Visiting Visa (d3): tfs=d3 = (4, 4,4,2,3,0,3,2,0,0,1,0,1,0,0,0, 0,0, 0)
iv. Consent form (da): tlha=ds=(2,2,2,0,0,0,0,3,0,1,0,1,0,1,2,1,1,0,0)
v. FarmSmallholding (ds): tfs = ds = (4, 4,4,0,0,0,2,4,0,1,1,1,0,1,4,1,1,0, 0)
vi. Residential land (de): tfe = ds =(4, 4,4,0,0,0,2,1,0,1,1,1,0,1,1,1,1,0,0)
vii. Aquaculture Fund (d-): t,=d7=(2,2,2,0,0,0,0,3,0,1,1,0,0,1,0,1, 1,0, 0)
viii. Borehole Form (ds): tfs =ds = (3, 3,3,0,0,0,0,0,0,0,0,1,0,0,0,0,0,0,0, 0)
ix. Health Prof Council (do): tfo=do=(1,1,1,1,0,0,1,1,0,0,1,1,0,1,1,1,1, 1, 0)
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X. Immovable Property (D1o): tfio=d1w0=(2,2,2,0,0,0,0,3,1,0,0,1,0,0,3,0,0,0,0)
Replacing the variables of the documents in our model, we let the documents to be identified
by di, d, ...,d10. We then apply these vectors in the model given here below.

dyxd; Y, dod;

ldzllldll
2 R, df BT, df

Similarity = S(d,,d;) = Cos(d,, d;) = (4.4)

1. For S(d,, d,):

d2.d1=(5,5,5,5,3,0,31,0,0,1,0,1,0,1,0,0,0,0). (5,5,5,0,0,0,0,1,1,1, 1, 1, 0,
0,1,1,0,0,0)

((5X5)+(5X5)+(5X5)+(5X0)+(3X0)+(0X0)-+(3X0)+(1x1)+(OXL)+(0X1)+(1xL)+(0X1)+(1x0)+(
0X0)+(1X1)+(0X1)+(0X0)+(0x0)+(0x0)) = 78

This follows that

d2*di d2.d1 | d2.d2 | d2.d3 | d2.0s | d2.05 | d2.dg | d2.d7 | d2.dg | d2.do | d2.d10

Outcome | 78 122 |92 |35 |75 |69 |34 |45 |26 |36

lld- |l =
V52 + 52 + 52 + 52 + 32 + 0% + 32 + 12 + 0% + 0% + 12 + 0% + 12 4+ 02 + 12 + 02 + 02 + 02 + 02

=122

lld, ] =
V52452452 402402402402+ 12+ 12+ 124+ 12+ 12 + 02 4+ 02 + 12 + 12 4+ 02 4 02 4 02

=82
S _ _ dyxdy _ 78  _
Therefore, Similarity = S(d,,d;) = Cos(d,,d;) TR R YT i 0.007797
It follows that for the rest of the computations we have
il | lldall | lldall | ldsll | lldall | lldsll | lldell | lld7 1| lldgll | lldoll | lldsoll

Outcome | 82 122 |76 30 90 60 26 28 13 32

The rest of the computations are as follows:

2. For S(d,,d,):

dz*dz _ 122

= =0.008197
llazlllldzll 122 x 122

S(dz, dz) = COS(dz, dz) =
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3. For S(d,, ds):

dz *d3 _ 92

S(d,,d3) = Cos(d,,ds3) A PRTT R 0.009922
4. For S(d,, d,):
_ _ dz*d4 _ 92 _
S(d,,d,) = Cos(d,,dy) S llal - 22276 0.009563
5. For S(d,,ds):
_ _ dz*ds _ 75 _
S(d,,ds) = Cos(d,,ds) Sl - 122x0 - 0.006831
6. For S(d,, dg):
_ _ dz*d6 _ 69 _
S(d,,dg) = Cos(d,,dg) Sl - 122760 0.009426
7. For S(d,, d,):
_ _ dz*d7 _ 34 _
S(d,,d;) = Cos(d,,d;) S llal - 2.2 0.010719
8. For S(d,,dg):
_ _ dz*dg _ 45 _
S(d,,dg) = Cos(d,,dg) S lldel - 122x28 - 0.013173
9. For S(d,,dy):
_ _ dz*dg _ 26 _
S(d,,dg) = Cos(d,,ds) Salidel - 122515 - 0.016393
10. For S(d,, dq0):
S(dy, dyo) = Cos(dy, dyy) =—22810_ =3¢ - 009221

lldzlllldqoll 122 x 32

Sorting the Cosine measure of the outcome that was calculated based on the Term

frequencies of the documents ds, dz, ds,...,dio will give us the following:

Table 23: Results on un-weighted data on the Cosine measure

How close is the
Rating document to the
Function | Item object (d2)?
1 S(d2,ds) | Document 2 compared to Document 5 0.006830601
2 S(d2,d1) | Document 2 compared to Document 1 0.007796881
3 S(do,d2) | Document 2 compared to itself 0.008196721
4 S(d2,d10) | Document 2 compared to Document 10 0.009221311
5 S(d2,ds) | Document 2 compared to Document 6 0.00942623
6 S(d2,d4) | Document 2 compared to Document 4 0.009562842
7 S(dz,d3) | Document 2 compared to Document 3 0.009922347
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8 S(d2,d7) | Document 2 compared to Document 7 0.010718789
9 S(do,ds) | Document 2 compared to Document 8 0.013173302
10 S(d2,dg) | Document 2 compared to Document 9 0.016393443

It was observed that using term frequencies in our computations yields a result where the
metrics using Cosine similarity measure gives an interesting result. Comparing a document
to itself without standardizing data in the computations yields a result which ranks third on
the table. This is clear indication that using term frequencies includes errors from the
documents, which would include noise and other errors. Using standardized data helps in

improving accuracy of results.
4.5.2 Verification based on Term Weights

We have the following weights of the ten documents:

d2*di do.d1 | d2.d2 | d2.d3 | d2.ds | d2.ds | d2.de | d2.07 | d2.ds | d2.0o | d2.010

Outcome 3.784715 | 6.239353 | 5.545708 | 2.167639 | 3.955580 | 3.978167 | 3.167639 | 1.185042 | 5.818119 | 2.939995

We also have

il | Ndall | Ndall | lldsll | lldall | ldsll | idell | lld7l | lldgll | lldsll | lldsoll

Outcome 7.784715 | 6.239353 | 6.066322 | 8.077454 | 8.859156 | 9.219310 | 8.077454 | 2.789598 | 13.000000 | 5.673987

We therefore, have the following Cosine similarity measures from the data we have above:

1. For S(d,, d,):

$(dz,dy) = Cos(dy, dy) Tlldalllld4]l ~ 6.239353 x 7.784715 0.077920
2. For S(d,, d,):
_ _dyrdy 6.239353 _
S(dz,d;) = Cos(d,, dz) T lldalllld2ll ~ 6.239353x 6.239353 0.160273
3. For S(d,, d3):
$(dz d3) = Cos(d,,ds) Tlldzllllds]l ~ 6.239353 x 6.066322 0.146518
4. For S(d,,d,):
_ _dyrds 2.167639 _
S(dz,dy) = Cos(dy,dy) Tlldalllldall ~ 6.239353 x 8.077454 0.146518
5. For S(d,, ds):
S(dy, ds) = Cos(dy, ds) = drds 395580 _ (071561

ld2lllldsll ~ 6.239353 x 8.859156
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6. For S(d,, de):

S(dz, d6) = COS(dz, d6) =

7. For S(d,, d;):

S(d,,d;) = Cos(dy,d;) =

8. For S(d,, dg):

S(dz;ds) = COS(dzfds) =

9. For S(d,,dy):

S(d,, d9) = Cos(dy, d9) =

10. For S(d,, dqp):

S(dz;dw) = COS(d2;d1o) =

dy*xdg 3.978167

Tlldalllld1oll ~ 6.239353 x 5.673987

= = = 0.069158
lld2lllldell  6.239353 x 9.219310
dyxd 3.167639
=L = = 0.062852
lldslllld;]l  6.239353 x 8.077454
dyxd 1.185042
= = 0.068085
[l lllldgll  6.239353 x 2.789598
dy*d 5.818119
e = =0.071730
lldslllldell  6.239353 x 13.000000
dy*d 2.939995
= =0.083046

Our main interest is to identify the text from the documents that would be the best identifier

of the online user. The details of the digital object of an applicant of identity and verification,

which in our case is represented by the identifying attributes, would need to accurately

match attributes of verification. We therefore, consider the importance of attributes that is

in the corpus of ten documents. The table below shows the documents that are sorted in the

order of importance; in this case, the documents would represent the applicants that are

being subjected for verification by the process of authentication.

Table 24: Results on using weighted data on the proposed model

How close is the

Rating Function Documents compared document to the
object (d2)?
1 do*d> Document 2 compared to itself 0.160273
2 do*da Document 2 compared to Document 3 0.146518
3 do*d1o Document 2 compared to Document 10 0.083046
4 do*dy Document 2 compared to Document 1 0.077920
5 do*ds Document 2 compared to Document 9 0.071730
6 do*ds Document 2 compared to Document 5 0.071561
7 do*ds Document 2 compared to Document 6 0.069158
8 do*ds Document 2 compared to Document 8 0.068085
9 do*d- Document 2 compared to Document 7 0.062852
10 do*ds Document 2 compared to Document 4 0.043010
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From this table we see that it was important to normalize the Term frequencies from the
documents so as to remove the errors from data. Without normalizing the data, we have the
rating of the document affected to a point that the document compared to itself shows deficit
in the content of terms. Removing the errors through normalization done by term weighting
of the data from the corpus of the ten documents gives the rating where document 2 is
compared to itself becomes first in rating. This is the natural expectation of the outcome of

this process.

From the computations, we have been able to show that when we apply our metrics model
on ten different documents, we have different results. Applying the model on two documents
that have same identity attributes, the model is able to identify the closeness of the identity
attributes to each other to be 100%. The model is able to identify that the two documents
had the two sets of identity attributes match by 100%. This notion is very important for
matching an online applicant for identification to oneself. This implies that if an applicant
has the identity attributes that match the identification by 100%, then this would be the
owner of the identification that is being sought; this would be the legitimate owner of the
identity. We also noticed that when we applied the metric model on two different documents
that contained two different sets of identity attributes, the result was very clear that the two
documents did not match. The percentage of matching was less that 100%, depending on

the identity attributes contained therein.

We have just established that when an online application or applications from multiple users
for authentication, Cosine Similarity measure could help us to accurately identify who the
true owner of the digital identity would be. This indicates that Cosine Similarity measure
could be a very strong tool in information security to add another level in authentication.
Coupled with other techniques, we could build a robust system in information security for

Digital Identity management.
4.5.3 Results on Metrics Model

The table below shows the top ten identity attributes from the ten documents where TF*IDF
term weighting was applied. Picking identity attributes that have been found to be higher in
terms of weighting would help us identify the owner of the identity attributes for online
identity claimant. Applying developed Identity Attribute Metrics, which was developed

using the Cosine Similarity measure we obtain the following results:
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Table 25: List of top ten identity attribute from the proposed model

ZAMBIA
Term (tf) TFIDF,
o 2| B
o« s £ = | 2 n
= Sl 2]l 3| = ; N
S| S |1 2| = 5| S| = ok —
ATTRIBUTE SIEE 3|3 25|38 €| Toul tfi» log g f.
€| E|S|S|s5|2|5||2]|¢ i=1 l
.. = ~ - [ e =] =
~~ ) ns = o < = o o
= o L2 = F= — <4 L? Y= 5
Sl 8l>2|e|=|2|2|3|82|s=
Sl s| 2| 5|53l |%)|¢
gl=2|=|2|le|=2|s|T|=8)|8
2!'2|2|5|5|3|=3|5| 8| E
|l |S|Sc |l flel|lmalX| E
Home address 1 1 2 3 4 1 3 0 1 3 19 7.86397063
First name 5 5 4 2 4 4 2 3 1 2 32 7.43595130
Middle name 5 5 4 2 4 4 2 3 1 2 32 7.43595130
Last name 5 5 4 2 4 4 2 3 1 2 32 7.43595130
ID Number 1 1 1 0 1 1 1 0 1 0 7 7.00000000
issuing authority 1 0 0 1 1 1 0 1 1 1 7 7.00000000
Work ~ telephone | , 1o | 4 |1 |1 [1 |0 |2 |0 |8 6.00000000
number
Work address 1 1 0 2 4 1 0 0 1 3 13 5.40987908
Home telephone
number 1 0 1 1 1 1 0 0 0 5 5.00000000
Home email address 0 0 0 1 1 1 1 0 1 0 5 5.00000000

Table 24 gives a list of the top ten identity attributes from the quantification of the identity

attributes after applying our model, Cosine similarity function.

4.6 Summary

This chapter has presented results from field work of the research where primary data were
collected and analyzed. Data extracted from secondary data using text mining tools and
analyzed using statistical methods, tools and techniques has been presented in this chapter.
Analysis of data has extensively employed various statistical techniques. A framework
influencing this research has been identified. It has been established that data would need
to be standardized before we could use it to enhance accuracy on the metrics. The chapter
has also presented the model that has been proposed and the output of the test of the model
on the data that was text mined and had its data weighted to standardize the data. The chapter
has a presentation of the outcome of the comparison of data from primary data of various
organizations and countries to secondary data. The model has been tested on secondary data
and compared to that of primary data. From section 4.6.2, the model has been verified to be
able to identify the owner of the identity attributes that would identify an online user. The
chapter has indicated that there are identity attributes that would be key to identify an online

service user or digital identity claimant.
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CHAPTER FIVE
DISCUSSION AND CONCLUSION

5.1 Introduction

This section discusses the results of this study that is in chapter four of the dissertation, it
presents the answers to our research problem and objectives. The chapter concludes the

outcome of this research.

5.2 Sources of key identity attributes

We observed that some identity attributes were found to be more important than the others,
in a given collection, as they ranked high using statistical mean. The mean scores of the
identity attributes indicated that some attributes were more commonly used than the others.
The attributes that were uniquely able to identify an entity were found to be more important
than the others. The major sources of identity attributes were documents that were used for

collecting identity attributes or identity tokens of entities.

Identity attributes differ from organization to organization in the level of importance to
identify an entity. However, some attributes rank high across different organizations. It is
also observed that identity attributes of high importance differ from country to country or
region to region. The identity attributes affecting perceived importance of identity tokens

differ from one organization to the other.

Organizations gather identity attributes from their customers through service application
forms. Once these identity attributes are collected, they are used on the tokens of identity
for identification of entities or individuals. Therefore, to extract identity attributes, we have
to go to documents that are used for gathering identifiers of entities. Identity attributes have
different levels of importance in identifying an entity.

Analysing primary data and secondary data indicated consistency on some identtity attributes
over the others. After obtaining the term weight of data on primary data and on secondary

data, we find the consistency of terms that are perceived to be more imporetant by the others.

It was observed that it was important to standardise data before use in the metrics as this

removes errors and at the same time improves accuracy in the computations in the metrics.
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5.3 Constructs influencing token usage

Identity attributes from identity tokens could be classified into categories, this was observed
in all the organizations that were surveyed. We had five variables to classify these identity
attributes, we called these variables as constructs. The constructs varied in importance from
one organization to the other. Some constructs had more influence in the adaptation of use
of identity tokens. Ease of use, Usefulness, and Trust were key predictors of how the use of

identity tokens would be influenced.

The five constructs as demonstrated by their strong mean scores, showed that the perception
of the identity tokens affected their use. All the organizations tested in this research showed
that the constructs were very useful. However, some organizations had stronger perception
of importance of the identity tokens. For instance, for banking organization, usefulness was
ranked highest (means score 4.2 out of 5), followed by Trust & Ease of use (3.8 out of 5),
user satisfaction (3.7 out of 5) and the least was image or status (3.6 out of 5).

Demographics played a major role in influencing perception of importance of use of the
identity tokens. Gender analysis showed that more men responded more on the perception
of importance of identity tokens than women. It was also found that marital status influenced
the perception of importance of identity tokens. The married ones perceived had highest in
the affirmative of importance of identity documents followed by singles, then divorced, with
other groups being last. The age group between 21 years and 30 years had the highest score,
this implied that this age group trusted technology more than other age groups. It was
observed that the older the respondents, the least they perceived importance of identity
tokens. Education was found to impact perception on the importance of identity documents.
Frequency of use of the identity token was affected by perception of the level of importance

of a given construct.

5.4 Research data

There was a relationship between primary data and secondary data. Identity attributes that
were found to be very key in primary data were also very key in secondary data. The ones

that were not key in primary data were also not very key in secondary data.

Standardizing data through normalization improved in helping to uniquely identify an
entity. When term weighting schemes were applied on data, we were able to identify very
key identity attributes in a given corpus. The attributes that were frequent in the corpus were

not necessarily the most important ones. The weighting schemes helped us to identify the
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key identity attributes in identifying an entity and we were able to rank the level of

importance of these identity attributes.

Comparing the term weights from primary data (using Shannon’s entropy) and the TF*IDF
term weights on secondary data, it was observed that 50% to 70% of the terms of the top
ten of the nineteen terms from respective organizations and countries, were popular. It was
also found that using the TF*IDF weighting, 80% of the top ten of the terms were more

popular.

5.5 Extracting key identity attributes

Text mining of identity attributes was found to be very useful in extracting of identity
attributes from identity tokens. Documents have to be prepared in the format that is suitable

for extracting of text before it is analyzed.

Our developed mathematical model which is based on distance metrics was able to quantify
the identity attributes and rate them in their level of importance. The model was found to be
very useful in the unique identification of a claimant of an identity. The identity attributes
of the legitimate identity were found to match the object identity attributes (which were a
match of itself) by 100% using our model. Other sets of identity attributes could not match

the object identity attributes by 100% using the developed model.

5.6 Conceptual framework

The research framework that we adopted was the Technology Acceptance Model (TAM) it
was found to have a very strong influence on this research. Relationships on the constructs
were tested in the study and found that out of the five constructs that we were testing, three
of them had more influence in the acceptance of the use of the entity documents; an identity
token would often be used once it was trusted. An identity token which is easy for use
becomes popular to users. It was found that a document would become popular in use once
users found it to be important as the importance of the document would draw them to the
document. TAM model has shown its influence on this research by demonstrating that the
actual use of a given identity token is strongly affected by the usefulness of the token, the

ease of use and the security features the identity token has.

5.7 Proposed model

Testing the proposed Cosine Similarity measure as an Identity Attribute Metric Model
verifies that this model can identify the document that uniquely has its identity attributes

similar to itself as the the highest and hence identify a claimant of the digital identity as the
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legitimate owner. The matching of the identity attribute give a 100% match, the model would
be able to identify the claimant from one to multiple claimants. This would help in improving
security on identifying the legitimate digital identity owner of a specific identity. Only such

an owner should be given access to online assets, services, or attention.

5.2 Conclusion

The study was able to identify identity attributes that were important to identify an online
identity claimant. The key identity attributes were extracted from identity tokens; for
primary data, we were able to extract from the entity documents like service application
forms. For secondary data, identity attributes were extracted using text mining techniques
using text mining tools, which are data mining tools. Data were gathered from internet as
pdf documents which were then subjected to text mining and text analysis to be able to use
text analysis methods to understand the closeness of identity attributes. The study was able
to develop an identity attribute metrics model, a mathematical model, using the Cosine
Similarity distance measure and show that Cosine similarity measure could be used to
quantify the identity attributes. The model was tested on data that were text mined and
standardized; the outcome showed that the Cosine Similarity model could identify the
unique owner of the digital identity attributes. The model also showed that it could identify
a legitimate identity claimant from multiple claims as the results of applying the model were
able to show a set of identity attributes that could uniquely match the object identity
attributes. This model could add value to enhancing security in online activities by
validating the true owner of a digital identity. This model could also be used in multi modal
tools for a robust online digital solution to arrest the challenges of online information

security.

5.3 Future research interest

There is need to develop and implement the outcome of this research and build a multimodal
solution which will consolidate previous works in this area and come up with a single robust
solution. Such a solution should recognize how much threat would be rid of in the online

services and activities.
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Appendix A: Mean scores of the constructs per organization

APPENDIX

Institution and tokens Constructs
Banks Usefulness | Trust Ease  of Image Usz_er .
use satisfaction
Mortgage application form 4.67 4.56 3.88 3.87 4.18
Bank loan application form 4.88 4.47 4.12 3.81 4.12
Credit card/Debit card application 475 456 433 360 413
form
Student loan application form 4.23 3.86 3.93 3.54 3.31
Eaarrcljk account application form and 484 453 405 3.80 4.44
Emp|0yee 1D 4.67 4.63 4.63 4.13 4.47
Club membership cards 411 4.25 4.29 3.89 4.00
Ease  of User
Insurance Usefulness | Trust Use Image satisfaction
Life Insurance application form and
card 3.15 3.08 2.92 2.50 3.46
Car Insurance application form and
disc 4.71 4.31 4.29 4.07 4.38
Medical insurance application form
and card 4.33 4.25 4.44 3.89 4.50
Average 4.06 3.88 3.88 3.49 4.11
Churches Usefulness | Trust Ease  of Image US?V .
use satisfaction
Baptism certificate 4.81 4.94 4.94 4.38 4.88
Club membership card 5.00 5.00 5.00 5.00 4.50
Average 4.91 4.97 4.97 4.69 4.69
Government Usefulness | Trust Ease of Image Use_zr .
use satisfaction
National Visa application form and
card 5.00 5.00 5.00 5.00 5.00
Title Deeds 5.00 4.50 4.50 3.50 4.50
Marriage certificate 5.00 5.00 4.33 4.67 4.33
Divorce certificate 4.33 4.00 4.00 3.33 3.00
Driving license 5.00 5.00 5.00 4.50 5.00
National tax application form 5.00 5.00 5.00 5.00 5.00
National vehicle registration
certificate 5.00 5.00 5.00 4.00 5.00
National birth certificate 5.00 5.00 5.00 5.00 5.00
National Passport 5.00 5.00 5.00 5.00 5.00
National ID card 5.00 4.50 5.00 4.50 5.00
Average 4.93 4.80 4,78 4.45 4.68
Hospital Usefulness | Trust Ease of Image Use_r .
use satisfaction
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Club membership card

3.93 4.29 4.36 3.92 4.36
Employee 1D card 4.90 445 | 458 4.76 4.74
Medical insurance application form
and card 4.84 4.16 4.72 4.12 4.61
Patient Registration Card 4.88 4.70 4.48 4.19 4.67
Average 4.64 4.40 4.53 4.25 4.59
Usefulness | Trust Ease  of Image Ust(_arf fi
Mobile Phone Companies use satistaction
Sim registration application form and
sim card 5.00 3.67 3.67 3.67 5.00
Internet services registration
application form and service
4.67 3.50 3.33 3.33 4.67
Average 4.83 3.58 3.50 3.50 4.83
Schools Usefulness | Trust Ease  of Image US‘?r .
use satisfaction
Student ID card 4.92 472 | 4.96 4.58 4.81
University application form 4.75 471 471 457 457
School certificate (or
Diploma/Degree/Masters/PhD)
4.94 4,76 4.89 4,72 4.89
Club membership card 457 433 4.80 4.33 3.57
Employee ID card 4.83 477 | 462 4.62 4.62
Average 4.80 4.66 4.80 4.56 4.49
Universities Usefulness | Trust Ease  of Image Usgr .
use satisfaction
University application form 4.74 4.42 4.19 4.21 4.56
School certificate (or | 4.83 4,61 4,50 4.27 4.62
Diploma/Degree/Masters/PhD)
Club membership card 4.00 Percent | 3.88 3.80 421
Average 4.60 4.54 4.32 4.16 4.49
Utility Bills Usefulness | Trust Ease of Image Use_zr .
use satisfaction
Water bill 5.00 4.00 4.00 4.00 5.00
Electricity 5.00 4.00 3.00 4.00 4.00
Average 5.00 4.00 3.50 4.00 4.50
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Appendix B: Top ten identity attributes for respective organizations and sampled

countries
o Universities &
g Banks Government Insurance Schools Overall
5
® Bank Date of
account 3.7045 Birth Last name | 3.1464 Last name | 3.3436 | Last name
details 2.6059 8.9541
Date of ID First Date  of
Birth 0.8269 | Lastname | 4 ;555 | Nymper | 16763 name 1.8662 | giiy 45180
Last Place of Date of ID
name 0.7118 | Birth 1.7523 | Birth 0.6963 Gender | 04943 | \\ ber | 3.1480
. Bank
aHd(ziTeess 0.3090 :\I?meer Ez)i(tzlry 0.6963 II\IEZmeer 0.4943 | account
0.8986 details 2.9656
Middle First Date  of First
name 0.1939 | Gender 0.4718 | name 0.2063 Birth 0.3888 name 2.1962
First First Middle -
name 0.0788 name 0.0449 Gender 0.2063 name 0.0333 Gender 1.1361
ID Work - Home Place of | - Place of
Number | 2078 | address | 0.1685 | address | %2002 Birth 0.0333 | Birth 0.6359
. . Bank Work .
Egtzlry 0.0788 mﬁgle - account 0.2063 telephone 0 3499 E;(tg'ry -
0.3819 | details number ' 0.1678
Home Work Bank Home
Gender i - telephone | -0.0387 account - -
0.0363 | address | 3819 | nymber details | 0-3499 |address | 1o0g
Home i Expiry i Home Home ) Work
telephone 02090 | date 03819 telephone | -0.2837 telephone 0.4554 telephone | -
number number number number 0.9795
p | Bank ID Date  of ID ID
3 | account 2.4147 3.7306 - 2.3048 2.3470
=) ] Number Birth Number Number
> details 7.9907
ID Date of
Number 1.5151 | Gender 0.6488 | Last name | 2.1005 Last name | 1.5153 Birth 4.9065
Home Date  of
address 1.2698 Birth 0.5632 | Gender 1.8962 Gender 1.5153 | Last name 4.4483
Date of Work First Date  of
Birth 0.7791 address 0.5632 name 0.6022 Birth 1.2594 | Gender 43487
Bank . Bank
r';:frfe 0.6973 | account | 0.5632 :\IDumber 0.3979 r'\]g'rzg'e 0.7475 | account
details details 3.0584
First 03702 | Lastname | 0.1352 | Middle 1 563 First 0.4277 | First
name name name name 0.8503
Home Bank Bank Middle
Gender 0.2884 address 0.0496 | account -0.2832 account 0.3637 name
details details 0.3896
. . Home
Expiry Middle - Place of | - Home
date 0.2884 name 0.0360 telephone | -0.4194 Birth 0.4041 | address -
number 0.0923
Work Home
Work Place of | - - Work
address 0.2884 | Birtn 0.2073 | telephone | -0.4194 telephone | 1589 | address -
number number 0.5601
Home
Unique
. Property Work Work .
Middle - - . - Expiry
name 00387 Reference 04641 email -0.4194 telephone 04681 | date
Number address number
(House -
Number) 1.5666
Z | Bank
Q
3 account 2.7832 D 1.9499 | Lastname | 2.9146 D_ate of 2.3110 | Lastname | 8.2703
5 . Number Birth
2. | details
® Last Place of Date  of
1.5191 | Lastname | 1.8532 R 1.5894 Last name | 1.9833 . 6.5313
name Birth Birth
Date of Date  of Date of Home Home
Birth 1.2382 Birth 1.4663 Birth 1.5157 address 1.3280 address 3.6567
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Home Home First Home ID
0.8871 1.0793 telephone | 1.0003 2.7009
address address name Number
0.8286 number
Place of Home ID Place of
Gender 0.6764 Birth 0.9826 address 0.3623 Number 0.8365 Birth 1.4632
ID Expir Bank First Bank
Number 0.3253 datz y 0.5957 | account 0.2764 name account 1.4320
details 0.0172 | details
Expir Middle Work
p Iy 1 0.1848 0.4022 | Gender | -0.0058 email 0.0172 | Gender | 0.2491
ate name
address
Work - Work ID - First
address 0.0961 | address 0.0153 Number -0.4107 Gender 0.1466 | name 0.1674
First - work Expiry - Expiry
name - Gender 02749 telephone | -0.5089 date 01466 | date 0.0268
0.3068 number
. . Home Home .
Middle - First - - Middle -
- telephone | -0.5212 email
name 0.3068 | name 03717 | number address 0.1466 | name 0.8712
Universities
Banks Government Insurance & Schools Overall Total
Z | Home Date  of Date  of Date  of
[9°]
2 | address 2.3007 | Lastname | 2.2120 Birth 3.1021 Birth 2.3970 Birth 9.8715
B Date of Date  of First
D . 2.1604 . 2.2120 | Lastname | 1.2674 1.9681 | Last name | 5.9005
2 Birth Birth name
2 | Bank Bank Bank First
account 1.0377 | account 1.8299 | account 0.6941 Last name | 1.4535 2.7548
. . . name
details details details
Last Home Work Bank
0.9676 | email 0.6837 | telephone | 0.5794 Gender 1.1105 | account 2.6995
name .
address number details
Home . . Home
telephone | 05115 | 7't 0.3016 | First 0.4647 telephone | 0.3386 | 1ome 2.5470
name name address
number number
Home Work D Home
Gender 0.1957 0.3016 | email 0.3500 0.2528 | telephone | 0.6229
address Number
address number
Home
Unique
Middle ) Home Property
0.1606 | Gender telephone | 0.2354 Reference | 0.0813 | Gender 0.4674
name 0.2715
number Number
(House
Number)
Home
Unique
. Property . Home
First - Home Expiry - -
name 0.0203 | Reference 02715 | address 0.1207 date 0.0813 | email 0.7586
Number address
(House
Number)
work ID - Expiry Home - Wwork -
telephone | 0.0203 | \\\her | 0.2715 | date 0.1207 address | 0.1760 | (EIEPhONE | gong
number number
. Home . .
- Expiry - - Middle - Expiry -
Race 0.0849 | date 0.2715 | email 0.1207 name 0.5191 | date 1.0315
address
>
g | Last 22453 | DA 0f |5 p1g, | Home 1.6592 Last name | 2.5046 | Last name | 8.1047
< name Birth address
= | Home Date  of Date of Date  of
> address 2.1168 | Last name | 2.3261 Birth 1.5016 Birth 2.5046 Birth 7.5132
Bank Home Middle Expir Home
account 1.2173 1.0831 1.0287 pIry 1.2493 4.3966
. address name date address
details
Date - of | ) )ggg | Middle | g569 | Lastname | 1.0287 Gender | 0.4505 | Gender | 1.5809
Birth name
Home ID Work Middle
telephone | 0.4464 0.7148 | Gender 0.7135 telephone | 0.4505 1.5768
Number name
number number
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Home

Work

Middle | 3179 | Gender | 0.4846 | telephone | 0.7135 D 0.1081 | telephone | 0.2263
name Number
number number
. . Home
ID Expiry - Work First -
Number 0.1894 date 0.1599 | address 0.7135 name 0.1201 telephone | 0.0991
number
Home
Unique
Work Property
- Place of | - - ID -
Gender | 4 0676 | Birth 0.3441 | telephone | 0.5558 Reference | 3484 | Number | 0.0081
number Number
(House
Number)
Home
Unique
Property . Home Bank
- Work - First - -
Reference | , 4676 | address | 0.3901 | name 0.3982 telephone | ) 34g, | @CCOUNE | ) 4590
Number number details
(House
Number)
Home
Unique
Work Bank Property
- - Home - Work -
telephone account Reference | 0.3982
number 0.0676 details 0.5282 Number address 0.4625 | address 0.6920
(House
Number)
8 Bank Date of ID Date of Date of
> acco_unt 2.1681 Birth 2.9875 Number 2.3258 Birth 2.4295 Birth 8.8117
details
Date of First Date  of First ID
Birth 1.4699 name 1.3768 Birth 1.9248 name 1.3541 Number 2.5972
ID 1.4699 | Lastname | 1.2102 | TSt 0.4010 Last name | 1.3541 | TSt 23327
Number name name
Work . .
telephone | 1.0335 | Middle 14 4q6 | Middle 14 4090 Race 1.1886 | Lastname | 2.2533
name name
number
Work Work
email 0.8590 | telephone | 0.7659 | Last name | 0.4010 Gender 1.0232 | Gender 1.3431
address number
Gender | 0.5071 | WOrk 0.0994 | Gender | 0.4010 Home 0.27g7 | Middle 14 143p
address address name
Home
Unique
Home Work ) Property Home Bank
0.5971 | email Reference | 0.1604 telephone | 0.2787 | account 0.6906
address 0.1783 .
address Number number details
(House
Number)
Home ExDir ) Home Middle Work
telephone | 0.1608 piry telephone | 0.1604 0.1959 | telephone | 0.6168
date 0.2894 name
number number number
Home Home
. - Place of | - . Place of | - Home
email 0.1011 | Birth 0.3449 | email 0.1604 Birth 0.3004 | address | 0-°9%°
address address
. Work Work Home
Middle - Home - . -
name 05374 | address 0.4005 email 0.1604 telephone 0.3004 telephone | 0.1993
address number number
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Appendix C: Research Questionnaire

The University of Zambia

School of Natural Sciences

Development of identity attribute metrics model based on distance metrics

Felix Musama Lameck Kabwe (Student No: 2017014609)
MSc Computer Science

For more information or any queries, kindly get in touch on 0974285177
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Dear Respondent,

| am a student at the University of Zambia in my final stage pursuing an MSc in
Computer Science. As partial fulfilment for the award of a Master’s degree, | am
conducting a baseline study on: “Development of identity attribute metrics

model based on distance metrics.”

You have been purposefully sampled to provide information for the topic indicated
above. The information being collected is purely for academic purposes as such, it
will be treated with maximum confidentiality. Subsequently, you are not supposed
to indicate your name or any personal information that can lead to revealing of your

identity.

Your co-operation will be greatly appreciated.
For more information or any queries, kindly get in touch with the following:

Project Supervisor: Dr. Jackson Phiri (0966 693 731) or
Head of Department: Mrs. Monica M. K. Kabemba (0211-293901)
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Name of

rganisation

Part 1: Demographic information (Please tick [])

1.

2.

Gender: Male[] Female []

Marital Status: Single[] Married[] Divorced[] Other|[]

.Age: 20orunder[] 21-30[] 31-40[] 41-50[] 51-60]] 61+ ]

. Highest level of education:

Grade 12 Certificate or below [ ] Diploma [ ] First degree [] Masters [] Ph.D. []

. Type of employment:

Not working [] Salaried worker []  Self-employed [] Pensioner [ ]

. Occupation (Please specify, e.g. “University lecturer in Computer Science”)
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Part 2
We have a number of documents or sources of identification that we use in our daily life for the purpose of identifying entities/individuals, either
physically or electronically. This research would like to find out from the respondent the documents/sources of identification that are used, in
order of importance as is perceived by the respondent. A list of usually used documents has been given below, a respondent is requested to
grade each document/source of identification. The grading ranges from 1 to 5, where five is the mostly important or valued document and 1 is
the least important or valued document.
EXPLANATION OF IMPORTANT WORDS
i. Usefulness
The degree to which a person believes that using the particular document would help his or her job in identifying an individual/thing
ii. Ease of use
“The degree to which the document is perceived as being difficult to use”
iii. Image(status)
“The degree to which use of the document is perceived to enhance one’s image or status in one’s social system”
iv. Trust
How would the attributes on the document of the individual/thing being identified enhance trust?
v. User satisfaction
How satisfied with the use of the document
SD = strongly disagree | D = Disagree | N = Neutral | A = Agree | SA = Strongly Agree | NA= Not Applicable

Usefulness Trust Ease of use Image User satisfaction
SOURCE OF (Secure) (Your status)
IDENTITIFICATION sD [D|[N|A[sA [NA ]sD [D|N]A]sA [NA |sD [D[N|A[SA [NA |sD [D[N]A]SA |[NA |sSD [D|N/A[SA [NA
1 |2 |3l4ls [- J1 [2]3]4a]ls |- |1 [2(3]4a]5 [- J1 J2[3]a]s |- |1 [|2]3]l4]l5 |-
BANKS
Mortgage application
form
Bank loan application
form

Credit card/Debit card
application form

Student loan application
form

Bank account application
form and card
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Employee 1D

Club membership cards

INSURANCE

Life Insurance
application form and card
Car Insurance
application form and disc
Medical insurance
application form and card
GOVERNMENT

National pension

application form

National Visa application
form and card

Building society account
application form and card

Title Deeds

Marriage certificate

Divorce certificate

Driving license

National tax application
form

National vehicle
registration certificate

National birth certificate

National Passport

National ID card

Employee ID card

Club membership card

UNIVERSITIES AND
SCHOOLS

Student ID card
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University application
form

School certificate (or
Diploma/Degree/Masters
/

PhD)

Club membership card

Employee 1D card

HOSPITAL

Medical insurance
application form and
card

Patient Registration Card

Club membership card

Employee 1D card

MOBILE PHONES

Sim registration
application form and sim
card

Internet services
registration application
form and service

UTILITY BILLS

Water bill

Land rates

Electricity

Telephone

OTHERS

Baptism certificate

Club membership card

ANY OTHER
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PLEASE NOTE
The respondent can add any five more documents that could not be listed above and grade them
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Part 3

The identification documents mentioned above, may usually request for particular
items of identification for a particular service. These items of identification are referred
to as attributes. The following are some attributes that a service provider may request
from you for registration of a service. The grading ranges from 1 to 5, where five is the
mostly important or valued document and 1 is the least important or valued document.

GRADING IN PERCIEVED IMPORTANCE OR VALUE

ATTRIBUTE (WHERE “1” is the LOWEST AND “5” IS THE MOST
IMPORTANT)
1 2 3 4 5

First name

Middle name

Last name

Date of Birth

Place of Birth

Race

Gender

Home address

Home Unique Property
Reference Number (House
Number)

Home telephone number

ID Number

issuing authority

Expiry date

Home email address

Work address

Work telephone number

Work email address

Bank account details

Height

PLEASE NOTE

The respondent can add any five more documents that could not be listed above

and grade them
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Part 4: Actual use of Identity documents (Please tick [])

1. How long have you been using Identity documents?
Under lyear[] 1-2years[] 3-4years[] morethan4years]|]

2. On a weekly basis, how many times do you use Identity documents?
Not atall [] once aweek[] 2-3times[] more than 3times]|]
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