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Abstract

This study investigates and analyses the security situation related to the deployment of
wireless local area networks (WLANS), configured in infrastructure mode, for three
selected business centre in Lusaka central district, using a software analyzer tool
called wireless Mon. Wireless local area networks (WLANS) popularly called Wi-Fi
have become very popular with between 60% to 70% business centres in Lusaka
central district. The deployment ranges from homes, business centres to large
corporate organizations due to ease of installation, employee convenience, avoiding
wiring cost or alteration, which this technology offers. However, WLANSs are
susceptible to cyber-attacks and the public easily accesses private WLANs. To
achieve this aim, the study was conducted in two specific phases, where the first
phase involved determining or scanning for the availability and unavailability of

wireless access point on selected business centres in Lusaka central district.

The study established how many WAPSs, secured, unsecured, vendor device type,
media access control addresses (MAC address) and their operating channels. In the
second phase, a survey to ascertain awareness of the security issues and cyber-attacks
relating to wireless networks technology and what remedial tools, processes have
been implemented was conducted. Data gathered by parking car (war parking)
techniques supplemented with readily available information on the internet together

with security flaws were analyzed and enumerated.

The preliminary results showed that 70% of business centres in Lusaka district are
aware of the security issues and have installed anti-cyber software to secure their
networks though expressed cost challenges for implementing a complete secure

system.
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Adhoc mode: Two wireless enabled devices communication to each other without

the use of wireless access point.

Access control: The ability of any business centre to grant appropriate access to

wireless network resources based on user’s identity.

Authentication: A processing by a business centre to know who is trying to obtain

communication through the wireless access point network, which has installed.

Confidentiality: A process of ensuring that the contents of data will be kept secret
during transmission via an installed wireless local area network on any business

centre.

Hacker: A person who spends enough time learning the details of wireless
networking technology, computer programming and how to test the limits of their

capabilities, and analysis with their vulnerabilities and further exploit them.

Infrastructure mode: A wireless communication where all networking traffics is

transmitted by wireless access points by wireless enabled device.

Integrity: The process of ensuring that data has not been modified or altered and that
the data received is identical to the data that was sent during communication via an

installed wireless local area network of any business centre.
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Chapter One

1. Introduction

This chapter presents the background to this research study on wireless local area
network security, a case study conducted on the business centre’s wireless local area
networks in Lusaka central district. We begin by looking at a brief introduction to this
research, statement of the problem, purpose of the study, specific objectives, research
questions, significance of the study, study area, limitation of this study and the
contribution which this research adds to the Zambian society. Finally, the dissertation
organisation and summary of the chapter is also presented. The methodology and
tools for wireless local area network security situation and practices investigations,

including data acquisition, processing and analysis are offered.

Wireless local area networks (WLANS) are equivalent to a wired local area network
but radio waves being the transport medium instead of traditional wired networks.
This allows the users to move about in a limited area while being still connected to the
network. Thus, wireless local area network combines data connectivity with user
mobility and through simplified configuration, enable movable local area network [1].
Wireless Local Area Network technologies provide all the functionality of wired local
area network, but without the physical constraints to the wire itself.

Generally, wireless local area network based on IEEE 802.11 standards operates in
two modes. This technology may operate in either infrastructure mode where all
network traffics is transmitted by wireless access points or in ad hoc mode where
wireless networks cards interface communicates directly to each other without going
through an access point. The Access Point transmits data between different nodes of a
wireless local area network and in most cases serves as the only link between the
wireless local area network and the wired local area network. The wireless nodes, also
called clients of a wireless local area network usually consist of devices with wireless
enabled network interface cards, which might be susceptible to cyber-attacks and
public access if Wireless local area networks are not properly configured or secured or

in case of an out of box installation.



This research study investigated and evaluated the security situations, practices and
status for the deployed wireless local area networks (WLANS); operating in
infrastructure mode taking three, Business centres wireless local area network (s) in
Lusaka central district as a case study. Caution was taken to avoid network access as

only the existence of wireless access point network was sought.

This study carried field evaluation of the deployed wireless local area network
considering the use of warcarparking lot technique and measures that can been taken
to improve wireless local area network security for business centres in Lusaka central
district. Wireless local area network security assessment and analytics can help in
raising the security awareness of users and in increasing skills, leading to

improvement of the entire wireless local area network security situation.

The methodology and tools in this study were used for detecting and processing
wireless access point scan results for three selected business centres in Lusaka central
district. In order to answer the research questions a case study was performed on the
three business centres and because of the confidentiality the business centres will be
mentioned as EPM, MHM and LJM. Data gathered by car parking (war parking)
techniques supplemented with readily available information on the internet together
with security flaws were analysed and enumerated. A software analyzer tool from

Pass mark called wirelessMon [2] was used to achieve the results of this study.

1.1 Background

Wireless networking is one of growing technologies be deployed today, from home
networks to corporate level wireless networks. Businesses centres in Lusaka central
district as well as general users are taking the advantage of the benefits which wireless
local area networks provides such as cost effectiveness, flexibility in the installation
and easy to use. Most network threats come from the ignorance of users, the inactive
attitudes of corporations, businesses centres, and the improper implementation of
security features by wireless devices manufacturers and network administrators [3].
Some researchers suggest that with the increased demand for wireless connections,

comes a growing concern about the security and protection the wireless networks [4],

[5], [6], [7], 8], [9].



Wireless local area network security is a system designed to protect networks from the
security breaches to which wireless transmissions are susceptible. Wireless local area
networks popularly called Wireless Fidelity (Wi-Fi) have become very popular with
between 60% to 70% business centres in Lusaka central district deploying it.
However, WLANSs are susceptible to cyber-attacks and the public easily access

private wireless access networks if not properly secured.

Network operations and availability can have been compromised in case of a WLAN
security breech. To address wireless security breaches, various authentication,
encryption, invisibility and other administrative controlling technique are used in
wireless local area networks. Business centres and corporate WLANS require
adequate security measures to detect, prevent and block eavesdroppers and other
intruders. However, the secure usage of wireless local area network depends on users
connecting to the network via a predetermined wireless access points (WAPS) using

protocols in order to access the Wireless network securely.

To keep business centre’s wireless local area network from attacks, advancements in
security standards demand concurrent outspread of their awareness among people and
securing a wireless network is a critical component of public awareness. Security
standards mechanisms such as wired equivalency privacy (WEP), Wi-Fi protected
access (WAP) and Wi-Fi protected access version 2 (WAP2) of Wireless local area
network will only be of assistance if business centre in Lusaka central district adopt
and put them into practice. Information about Wireless Local Area Network (WLAN)
practices, in an area, in order to determine its security status, practices can be
collected by capturing and analysing as many wireless signals [10], while parked a car
at any parking lot of a business centres. Hence, the main goal of this research study is
to determine the prevailing security situation setting, practices and status of some
business centres wireless local area network operating in infrastructure mode in

Lusaka central district.

Information regarding wireless local area network (WLANS) security settings, status
to understand the adoption practice in Lusaka central district’s business centre is
desirable to commercial, individual and administrative authorities as it helps to

identify growth hurdles of the technology and thus set path to overcome them. It also



helps authorities or researchers to compare results overtime and analyses outcomes of

their previous campaigns done in similar direction.

This research has taken a deep look into the wireless local area network security
settings status, practices and reports the findings to assist with improving wireless
security and awareness. The study also focused on detected Wireless Access Point
(WAP), vendor device name obtained from mac address for all detected WLANS that

can be useful for new users as well as business houses in Lusaka central district.

Developed freeware software tools for searching and detecting availability or
unavailability of Wireless Access Points are readily available on the internet [11] (e.g.
WirelessMon or NetStumbler for Windows, SWScanner for Linux and KisMac for
Macintosh).

They software tool were designed to ensure that wireless network(s) are set up
properly or be used to locate poor coverage within a WLAN and further detect any
networks interference, discover any unapproved "rogue" access points in the
company’s network. Regrettably, the tools are also been used by hobbyist (hackers)
[12] [13] to obtain access or detect the settings configured on a wireless access point.

To achieve the objective of this study and its research questions a software analyzer
tool called wirelessMon [2] was used. WirelessMon is a tool that allows users to
monitor the status of wireless adapter(s) and gather information about nearby wireless

access points in real time.

Wireless Access Points are the core of a wireless network and their security has an
effect and present a threat to five security requirements namely confidentiality,
authentication, access control, integrity and non-repudiation. The wireless local area
network security settings status, practices in any given business centre recognizes the
awareness and sets direction for concerned citizens. Knowing the security setting
status, practices requires periodic evaluation, testing and properly securing Access
Points is the first step of wireless networks. Furthermore, unless a breach is detected,
risk to the business networks may go unnoticed by many wireless local area networks

(WLANSs) administrators due to lack of security issues awareness.



This technology may operate in either infrastructure mode where all network traffic is
transmitted by wireless access points (WAPS) or in ad hoc mode where wireless
networks cards communicate directly to each other without going through an access
points (Aps).

The wireless transmission medium for wireless local area networks is the air, contrast
with wired networks where data signals are transmitted via cable and uses physical
boundaries and access controls of the building as its protection mechanism. This
difference between the two means that wireless local area networks (WLANS) suffer

from many security threats and attacks.
1.2 Statement of a problem

Wireless networking is designed to welcome all users without resorting to any
physical connections and manual configurations [14] making the security of wireless
local area network always questionable. The absence of a physical barrier and
medium for its transmission makes this technology highly vulnerable to attacks [15].

Business centre’s WLANS in Lusaka central district are installed by connecting to a
wired internal network through a local loop creating a hybrid of two networks
(wireless and wired component) and once installed and everyone can connect to these
devices, they will never be touched again. Studies have been done elsewhere using
war driving techniques to detect the security practices situation of the deployed
wireless access points. The problem is that there is a possibility that either a non-
technical or a technical member with insufficient knowledge on some business centre
in Lusaka central district may implement an out of box installation and no such study
has been conducted in Zambia. An out of box installation will lead to the network of
business centre being open and vulnerable to be exploited. In this regard, this research
used warcarparking lot techniques with Passmark WirelessMon installed on Toshiba
laptop with Qualcomm Atheros AR8162/8166/8168 network interface card to detect
the presence or absence of wireless local area network operating in infrastructure and

security practices situation on the deployed wireless access points.



1.3 Research Aim

The main aim of this research was determining prevailing security practices situation,

status and the degree to which wireless installers enforces wireless security settings in

wireless local area network based on IEEE 802.11 standard. The deployed wireless

access points on three business centres were considered as a case study in Lusaka

central district.

1.4 Research Objectives

The main objective of this research is to:

Ascertain the security practices and levels of the WLANS in selected areas

within Lusaka Central District in Zambia.

The specific objectives are to:

To ascertain the operating mode of wireless access points networks detected at
the three business centres of interest.

To detect the presence or absences of wireless local area networks (WLANS)
and security issues using car parking (war parking) techniques on some
business centres in Lusaka Central district.

To determine the vulnerability risks of the selected business centres and

suggest corrective measures.

1.5 Research Questions

In this research, we address some of the questions regarding the security practices and

levels in WLANS. The fundamental questions at the core of this research are:

What sort of WLAN operating mode exists in the business centres of interest?

Which security setting mechanism has been implemented?

Wireless local area networks (WLANS) are inherently insecure and always
show their presences. Can this be true about wireless access points on some

business centres in Lusaka central district?

How vulnerable are the WLANS in the selected business centres to attacks?

Can these be minimised and if so how?



1.6 Significance of the study

Wireless local area network (WLANS) security is a significant issue in the context of
computer and network security, in that the confidentiality of data of some business
centres in Lusaka central district and individuals, may be at risk due to lack of testing
and awareness of wireless network security implications. Discovering wireless local
area network security practices, security-setting situation of business centres wireless
networks in Lusaka central district is main objective of this research study. The fuzzy
boundaries that make wireless local area network attracting gives rise to security

concerns.

Because of ease with which wireless network may be installed non-technical staff
may implement an out of box installation without enough understanding of the
security implication. Security problem arise when an out of box installations are
implemented because the vendor’s default setting usually sacrifices security in favour

of functionality and ease of installation.

This research is significant because recently there has been an increase in the usage
and reliance on wired and wireless network by some business centres in Lusaka
central district and identifying their security setting status and practices would help in

raising awareness to the business owners and individuals.

1.7 Study Area

This research study was conducted and limited to the following business centre in
Lusaka central district and because of the confidentiality, security and privacy
reasons, the business centres will be mentioned as follows:

i) EPM

i) MHM

iii) LIM

1.8 Scope of the Project

The scope of this study has been restricted to IEEE 802.11 wireless local area
networks (WLANSs) standards operating in infrastructure mode. The study may not

give the overall picture of wireless local area networks security for all the business



centres in Lusaka central district as it is only limited to three. Furthermore, this
research did not consider seeing or evaluate the percentages of wireless local area
networks that will been deployed by 2030 in line with Smart Zambia that will operate
in either infrastructure, ad hoc mode or mixed mode. In addition, the study did not
perform another scan on business centres in Lusaka central district within the period
of six months to see the possibilities of access point configuration change and security

improvement.

1.9 Research Contribution

1. This research will assist end users both non- technical and technical looking
for new wireless installations to refrain from wireless security malpractices.
Malpractice such as out of box installation and just doing enough to make

people connected without putting wireless security issues into perspectives.

2. For section of society involved in improving public awareness about the
significance of wireless security, this study provides the current wireless
security status on some business centres in Lusaka central district for their

planning campaigns.

3. For those who are seeing business opportunities in setting up training centres
around the country, this research can be being used as a baseline for
conducting similar studies and see where it is best fit. Furthermore, the
University of Zambia under School of Education can be used as conduit to
train people on wireless security solution mechanism already in place and the

dangers of not adopting the best practices on securely wireless networks.

1.10 Ethical Consideration
The author has consulted with the local laws such as those in Electronic

communication and transaction act 2009 (Ecta-2009) [16] and the National



information and communication policy [17] and many other written literatures

regarding wireless discovery [18]. This study is to be used for academic purpose and

therefore, caution was taken to avoid network access on any of the three-business

centre as only the existence of wireless local area networks is sought. Furthermore,

the clearance to carry out this research study will have been obtained from the

University of Zambia ethical committee.

1.11 Plan of Development

The remainder of research work is organised as follows:

Chapter Two

Chapter Three

Chapter Four

Chapter five

Describes the Wireless LAN network, the underline network
architecture. The various units and subunits that make up a WLAN
network are discussed in detail. The units described in this chapter
include: The Access point (AP), end users or stations or mobile
devices, wireless routers and the various interfaces on the WLAN
network. This chapter also explains the various Institute of Electrical
and Electronics Engineers (IEEE) standards for WLAN networks.

Proposes and gives the research design, research tools and a
framework for achieving the set objectives in terms of the

methodology.

Presents, discusses and analyses the results obtained through a
chosen methodology. Three sets of results have been given in line

with the three objectives outlined in chapter one.

Gives the summary of the research, conclusion and
recommendations based on the results obtained. Finally, potential

future work is also outlined.



Chapter Two

2. Wireless Local Area Networks

This chapter describes the Wireless LAN network, the underline network architecture.
The various units and subunits that make up a WLAN network are discussed in detail.
The units described in this chapter include; the Access point (AP), end users or
stations or mobile devices, wireless routers and the various interfaces on the WLAN
network. This chapter also explains the various Institute of Electrical and Electronics
Engineers (IEEE) standards for WLAN networks.

2.1 Wireless Local Area Network Architecture

An IEEE 802.11 wireless local area network (WLAN) is a group of wireless enabled
nodes located within a limited physical area and normally consists of several
components that interact and provide supports for wireless client mobility. Wireless
Local Area Networks utilizing electromagnetic waves in the transmission and/or
broadcasting of its information: from one end to another without the need of cables.
This technology brings with it with a lot of serious issues like security, low quality of
service if not properly configured [19]. In wireless local area network (WLANS) the
access point works like the Switch in wired networks and operates on unlicensed
bands of radio frequency (RF). The purpose of using of an Access point is to transmit
and receives the data signals of the nodes or between the nodes of another network.
Wireless local area networks normally operates in two mode namely adhoc and

infrastracture mode.

Wireless local area networks provide internet and intranet connectivity to authorised
users. They operate in the unlicensed frequency bands of 2.4 to 2.6GHz. there are two
types of network architecture: ad-hoc WLAN and infrastructure-based WLAN. These
two modes or architecture types are all widely used depending of scenario and

environment situation.

2.1.1 Ad-hoc WLAN
Ad hoc mode also referred to as peer to peer or Independent Basic Service Set is a

type of local area network in which the network is created only by the wireless

10



devices without the need of any centralized controller or access point. In ad hoc
architecture the wireless network is comparatively easy to create, each wireless
enabled device can communicate with each other equipment in the network with help
of network interface cards.

Ad hoc networks are useful for small to medium businesses where computers are not
interested to see the information of other computers.

In ad hoc mode network depicted in figure 2.1, Wireless Access Points (WAPS) are
not needed because all of the wireless enabled workstation and computers are
connected with a wireless network cards (NICs) which communicates with one
another via Radio waves and more applied in hotel conference centre, meeting room
or any place where enough wired infrastructure mode do not exist. One of the stations

will act as the controller of all the other nodes.

Ad — Adhoc Wireless Network
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Figure 2.1: Ad-Hoc Wireless Local area network [20]

2.1.2 Infrastructure based WLAN
Infrastructure architecture in wireless local area network (WLAN) depicted in figure

2.2 is used to expand wired network in business centre by using the wireless
equipment such as wireless access point (WAP) which can perform either as a bridge
between wireless and wired network or as centralized controller in a wireless network
for all wireless clients. The wireless access point is responsible for managing the
transmission and reception of wireless enabled clients within a limited boundary of

11



the network. Different vendor’s product supports different ranges and number of
wireless devices based on wireless standard. This research study relates with the

infrastructure mode and all the work done in this architecture [21].

Infrastructure mode Wireless Network
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Figure 2.2: Infrastructure mode wireless local area network [22]

The infrastructure based wireless local area networks assume the use of wireless
Access Point (that dictates the access to the wireless medium. In this type of
networks, it becomes critically important to assure that only authorised users connect
to the network. WAPs guarantees privacy of data being transmitted between client and
the Access Point. WAPs also keeps the credentials for the user from being hijacked

during authentication process.

2.2Wireless Local Area Network Standards

The IEEE 802.11 standard which was planned in 1997 was a signpost for wireless
local area network (WLANS) and was formally revised on the 16th September 1999.
The new standard called 802.11b working on the 2.4 GHz frequency band offers a
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speed of data at a rate of 11 Mbps and its equivalent to wired network. The IEEE
802.11b  provides the interoperability between different vendor's product and

compatibility with legacy 802.11 products.

The new standard called IEEE 802.11a was officially announced in September
1999,in which all the wireless enabled devices are operated at 5 GHz frequency band.
The IEEE 802.11 a and b were not compatible to each other because 802.11 a works
on a new coding scheme that is Orthogonal frequency division multiplexing (OFDM)
that offers a high data rates up to 6, 12, 24, 54 Mbps and sometimes beyond this speed
in comparison to 802.11 b[23]. Because of the compatibility issue IEEE introduced a
new band called IEEE 802.11 g [24] 2001.

Two different modulation techniques namely Packet binary convolution code (PBCC)
which offers speed of 22 and 33Mbps data rate and orthogonal frequency division
multiplexing (OFDM), offers speed of data at a rate of 54Mbps were introduced in
IEEE 802.11g and compatibility issue were resolved in 802.11g products with
802.11b products[24].

IEEE 802.11n was initiated to increase the range and the speed of data for wireless
local area network (WLANS) at a speed of 300Mbps. The IEEE 802.11n has the
characteristic of backward compatibility with 802.11b, 802.11a and 802.11g and by
using the 802.11n standard the throughput of the products are improved as compare to
the previous standard products with the help of large bandwidth channels and multiple
antennas are connected with the devices to get the better reception of the radio

frequency (RF) signals[25].

The IEEE 802.11i was introduced to solve the weakness that was available in WEP
and TKIP security solutions. The IEEE suggested a new individual standard that
offers an improved level of security in the WLAN products such as access points
(APs), wireless network interface cards (NICs) and also to supports the backward
compatibility with previous standards. This was to improve the security in the media
access control (MAC) layer and offer the necessary security goals like authentication,
confidentiality and integrity [26]. This section of wireless local area network standards

is further summarised in table 2.1.
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Table 2.1: Summary of wireless local area networks (WLANS) standards [24] [26]

IEEE EXPLANATION FUNCTION AVAILABILITY
STANDARDS
802.11i It was designed for | Itis animproved | The product has
wlan security and it | security. been available since
is based on AES. Its 2004
able to encrypt
communication that
run on 802.11a,b,g
802.11n it is standard that it has an increased | The product has
will extensively data throughput been available since
recover wireless and backward 2009
network throughput | compatible with
IEEE 802.11a/b/g.
802.11g it has maximum it has Higher The product has
data rate of 54 performance with | been available since
Mbps and Uses IEEE 802.11b and | 2003
OFDM/PBCC. backward
compatibility,
with speed similar
to IEEE 802.11a
802.11b 2.4 GHz (ISM) RF | it has Performance | The product has
band and m has enhancements and | been available since
aximum data rate of | good signal range | 2001
11 Mbps.
802.11a It works up to 5 It provides higher | It has been available
GHz (UNII) radio performance and | since 1999
frequency band and | no signal
it has maximum interference as it
data rate is 54 operates in
Mbps. It uses licensed
OFDM frequency.
802.11 it uses 2.4 GHz This is a legancy

(ISM) RF band. and
has maximum data
rate is 2Mbps.

technology that is
used minimally

2.3 Wardriving and Wireless Security Setting

Wardriving techniques are a widely accepted process for wireless security assessment

[19] [22]. Wardriving techniques have been an activity practiced by enthusiasts,

hobbyists, security experts and malicious hackers since 2001. This section presents

only the Wardriving activities related to academic research [23] [24] [25]. It was

performed all over the world for example Australia in 2011 [26] [27] and New

Zealand in 2013 [28] [29]. This type of research study is also popular and similar in




other regions, where current and up to date statistical reports and analyses from
Croatia in 2013 [30] [31], Romania in 2015 [32]and Serbia since 2010 [33] [34] [35]
[36] were published. The experiences from the presented research studies, acquisition
tools and analysis techniques are used for shaping the methodology in this research
work.

The likes of Warwalking techniques have become a part of never-ending research and
imparting awareness is never ending struggle [37]. Over the period new technologies
are discovered and so are the loopholes associated to them [38] [39]. Wireless
network security deployment statistics is a periodic activity, which has been updated
by many researchers in the past and will continue in the future. To carry it out in the
most effective way, reports from previous researches were studied and their

suggestions were noticed.

This section reviews similar published works in the field of warwalking/Parking lot
techniques, conducted in different parts of the world. It includes research related to
warwalking/parking lot techniques, Wireless local area network (WLANS) standards
and their security encryption mechanisms. However, the analysis of wireless local
area network (WLAN) signal propagation and other wireless technologies are not part

of this literature review.

2.4 Wireless Security Setting and Authentication

Wireless Security Settings for wireless local area network falls into the following
categories Open, WEP, WPA, WPA2 and mixed-mode networks. Mixed-mode
networks support both WPA and WPAZ2 [44]. The Wired Equivalent Privacy (WEP)
protocol [45] which was designed in September 1999 is IEEE 802.11loptional
encryption standard implemented in the MAC Layer to protect link-level data
communication in wireless transmission between wireless enabled clients and access

points.

The first wireless network encryption standard Wired Equivalent Privacy (WEP) was
introduced as part of the original 802.11 specification ratified in 1997. Vulnerabilities
in this encryption method were discovered in 2001, which required the development
of a new encryption standard [46]. In 2002, Wi-Fi Alliance released a new encryption
method Wi-Fi Protected Access (WPA), which was compatible with old hardware and
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thus only required software upgrade [47]. However, this was only a temporary
workaround and Wi-Fi Alliance kept on improving WPA. The wireless specification
802.11i was ratified in 2004 and it included the improved Wi- Fi Protected Access 2
(WPAZ2). Since then no new encryption standards have been ratified, but in 2007 Wi-
Fi Alliance created an additional safety method — Wi-Fi Protected Setup (WPS). WPS
makes it possible to connect to a wireless network just by pressing a hardware button,
thus avoiding entering a password altogether [48]. It should be noted that since the
focus of the research is the security of wireless networks using pre-shared key
encryption methods, the security of enterprise networks has not been researched. The
802.1x authentication method is used in enterprise-grade networks. Instead of using
one pre-shared key, unique usernames and passwords are distributed to clients of the
network, increasing the overall security of the wireless network [48].

2.5 Related Work

Field trials was conducted by Halim [40] who walked for an hour with a Windows
laptop, installed with a NetStumbler software for detecting the presences or absences
of wireless local area network in the central business district of Auckland via queen
Street. Similarly, Sarkar and Abdullah [41] conducted a warwalking field trial in
Auckland central business district area to compare security updates in 2010 with
respect to 2004 and 2007; while Nisbet [28] drove around all surrounding areas of
Auckland City for more than four hours to cover as many as wireless access points as
possible. Kalbasi, Alomar, Hajipour and Aloul [42] conducted similar drive in the
United Arab Emirates with two laptops and with a global position system to detect
wireless access points. Tsang, Kwok, Kwan, White and Fox [43] also did their
wardriving using a Windows laptop as well as a Linux one to have a better
comparison. They also covered the central area of Hong Kong by flying in a
helicopter to capture signals at vertical heights. Most of the studies were limited to
Central Business Districts of respective locations, but Nisbet [28] took the additional
step of collecting data from suburbs too. His results presented more awareness in

suburban parts than in business districts.

Halim [40] also considered running the same scan at night to collect statistics of
residential areas. Tsang, Kwok, Kwan, White and Fox [43] went an extra mile by

listing the physical layer types of the detected wireless access points. Along with
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unique characteristics, most of the researchers have matching aspects too. Halim [40],
Sarkar and Abdullah [41], Tsang, Kwok, Kwan, White and Fox [43] as well as Nisbet
[28] all compared their study results with past studies to investigate changes in
security status over the past few years. Moreover, NetStumbler on Windows and
Kismet on Linux were the most used software in all the studies of detecting wireless

local area network operating in infrastructure mode.

As part of wireless local area network security, Singh, Mishra and Barwal [14]
describe the history of wireless encryption mechanism standards. Wired equivalent
protocol (WEP) was introduced with 802.11b standards and was found to be weak in
terms of protection. Kalbasi, Alomar, Hajipour and Aloul [42] suggest wireless
protected access with pre-shared key (WPA-PSK) instead of WEP. They also consider
Media Access Control (MAC) address filtering as a security mechanism, which Halim
[40] also suggests deploying an additional security layer, in conjunction with a robust
one. Singh, Mishra and Barwal [14] however advocate in favour of MAC binding
with IP addresses.

Wireless protected access version 2 (WPAZ2) is the most suggested wireless local area
network security mechanism of all studies as it keeps updating the encryption keys
periodically unlike WPA and WEP. SSID broadcast hiding is also recommended by
most researchers, however, Tsang, Kwok, Kwan, White and Fox [43] do not consider
this feature noteworthy. If SSID is to be broadcasted, Halim [40] advises to at least
change the default settings.

Other than regular encryptions, Singh, Mishra and Barwal [14] endorse practical
methods like virtual private network (VPN) and fencing of wireless access points
using the firewall. They also explain 802.11i, which is specifically introduced for
wireless security. Halim [40] adds an intrusion detection system (IDS) in the practical
solution list to enhance security. Sarkar and Abdullah [41] found a considerable
increase, not only in adoption of encrypted wireless networks, but also in other
practices to secure the wireless networks and provided four specific recommendations

for securing wireless communications over WLAN.

These recommendations include better encryption technology should be chosen for
WLANSs, the default SSID should not be used to improve security, WLAN access
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should be controlled by minimizing MAC addresses and VPN should be used to
improve security. Similarly, a continuous monitoring of security status of these
wireless networks is also recommended [39]. Nisbet [28] describes the existence of 11
channels in 2.4GHz band but mandates configuring the wireless access points to
communicate in 1st, 6th or 11th channel only. He explains how the channels may
overlap if not kept distant. His study also listed the channel configurations of all the
detected APs. Tsang, Kwok, Kwan, White and Fox [43] state that the 2.4GHz band
interferes with microwave and Bluetooth devices. They collected channel data for
both 2.4GHz and 5GHz bands. Kalbasi, Alomar, Hajipour and Aloul [42] explained
how SSID provides the channel information. Their study found more than 70% APs
using channel 11, which can slow down all the APs in the vicinity of each other.

Similarities among different studies do highlight the importance of carry out this
research study. The author of this research will also carry out a similar investigation
on some business centre’s wireless local area network in Lusaka central district using
a laptop installed with wirelessMon through warcarparking techniques. The aim was
to recognize security patterns for wireless local area network operating in

infrastructure mode primarily at commercial level in Lusaka central district.

NetStumbler and Kismet were the mostly used software for detecting and collecting
data. The collected data mostly specified the encryption standards and the
communication channels of the wireless local area networks operating in

infrastructure. This inspires the selection of wirelessMon for this study.

WirelessMon [2] offers comprehensive graphing of signal level and real time IP and
802.11 Wi-Fi statistics. It can log all wireless information it has collected into a file,

for archival purposes and future reference.

WirelessMon is a software tool from Passmark Software, which lets one scan for the
presences or absence of wireless local area network (great for wardriving/parking),
verify the security settings for local access points, measure network speed,
throughput, view available data rates, and verify that the 802.11 network

configuration is correct.

Comparisons of the results from the three business centres as well as a comparison of

data from different sources constitute the qualities of this research report.
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2.6 Chapter Summary

This chapter has presented the detailed description of the hybrid WLAN networks and
the appropriate WLAN IEEE standards. Specific WLAN network mode and subunits
and elements like the end users or mobile nodes, AP and interfaces have been
described. WLAN security settings and authentication types have been discussed
including the war driving testing methods. The chapter ends with a discussion of
related work on WLAN security and contribution of this work has been given. Open
wireless local area network in this research study is the one which uses neither
encryption nor authentication. In this study, with the used wirelessMon tools, open
networks are identified as wireless local area networks with the absence of encryption
and authentication data and only with the data about the network type such as the
extended service set for infrastructure mode or independent basic service set for ad-

hoc mode.
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Chapter Three

3 Research Methodology

Planning plays a vital role in the delivery of quality researches [49]. This research
used six different phases with a mixed research approach to employ both qualitative
as well as quantitative methods of study. It was conducted using inductive research
methodologies while taking a concurrent triangulation mixed research approach [50].
The final data collected was compared with the results obtained from the literature
review of this study. The review of warcarparking related studies in the literature
review of this study provided enough understanding for building up the experimental
system, devising a route to carry out the warcarparking lot in the field for detecting
the presences or absence, security practices situation, status of wireless local area
network at EPM, MHM, LJM business centres in Lusaka central district within

predefined time duration

3.1Research Design

Wireless local area networks are inherently insecure and always show their presences.
Can this be true about the deployed wireless networks at EPM, MHM, LJM business
centres in Lusaka central district? What are the current wireless local area network
security status and practice on the deployed wireless access point networks at EPM,
MHM, LIJM business centres? What sort of WLAN operating mode exists in the
business centres of interest? Which security setting mechanism has been
implemented? How vulnerable are the WLANS in the selected business centres to
attacks? Can these be minimised and if so how? WLAN security standards demands
outspread of their awareness among the people. Have wireless installers shown
awareness of the security issues and standards in view with what was detected and
deployed at EPM, MHM, LJM business canters’ wireless local area network in

Lusaka central district?

The total number of wireless access points networks that was detected at EPM,
MHM.LJM business centres in Lusaka central district was the first set of data. The

detected wireless access points networks which used both encrypted and unencrypted
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methods for data communications portrayed the security state, practices and status of
wireless local area network of the business centres under study. A comparison on each
business centre in Lusaka central district to the ones obtained in previous studies
indicated the awareness trend among installers setting up wireless access point

network devices and sets direction for improvement.

3.2 Research Method and Tools Used

To effectively, answer research questions of this study, the research was conducted in
six different phases at EPM, MHM, LJM as showing in Figure 3.1 below. The method
used included literature review, system setup, pilot testing, data collection, data
analysis and its comparison with results of the previous research.

Phase 1

Phase 2

Phase 3

Phase 4

Phase 5

Phase 6

Literature Setup pilot Data Analyse Compare
. : : data with previous
Review System testing collection
collected study

Figure 3.1 Research Phases Flow Diagram at EPM, MHM, LIM

Each research phase of this study employed different methods as shown in figure 3.1
above. The literature review of phase 1 of this research, was conducted to enable the
author to understand the works of different researchers and their future

recommendations. This phase 1 constituted the qualitative part of this research study.

The system setup of phase 2 involved preparing the equipment (laptop) installed with
Passmark WirelessMon for the field trials (pilot testing of phase 3) of detecting
wireless local area network operating in infrastructure mode at EPM, MHM, and LIM

business centres in Lusaka central district.

3.3 Specific tools used in the study

Specific Equipment used in phase one of this study was a laptop computer,
Manufactured by Toshiba Corporation. This laptop uses an i5-3230m Intel® core
Processor. It has Microsoft windows 7 64-bit Professional Operating System with
Memory: 8.00GB of RAM and Qualcomm Atheros AR8162/8166/8168 Wireless
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Network Interface Card. The researcher also used a WirelessMon v 4.0 Software
Analyser.

WirelessMon software is capable of logging the status of wireless access points
(WAPs); media access control (MAC) address, network name, Service Set Identifier
(SSID), manufacturer/vendor, security state, and other data, such as signal strength,
channel of detected WLAN access points. WirelessMon does not however, show

actual data traffic from clients to the access point which is advisable during research.

3.4 Testing procedure

The scanning method used to detect the presence or absence of wireless local area
networks (WLANS) on some business centres in Lusaka district was essentially the
same process used in war driving or parking lot techniques similar to the methods

used by hacking specialists.

The required hardware was initially used with WirelessMon software running under

the Windows 7 64-bit professional operating system.

3.5 Data Collection Procedure and Timeline

The period for data collection and analysis was from early April 2018 up to the last
week of July 2018 and lasted for sixteen (16) weeks. The data collection (phase 4,
figure 3.1) of this research involved carrying out experiments by
warcarparking/walking techniques at EPM, MHM, LIM parking lot’s business centres
in Lusaka central district for a fixed duration. This phase constituted the quantitative

part of this research study.

3.6 Data Processing and Analysis

The scanning method was used to detect the presence or absence of wireless access
points networks and their security practice situation, status at EPM, MHM, LIM
business centres in Lusaka central district are essentially the same processes used in
war driving or parking lot techniques methods used by hobbyist (hacker) specialists.
Passmark WirelessMon [2] software logs include the status of wireless access points
networks, media access control (MAC) address, network name, Service Set Identifier
(SSID), manufacturer/vendor, security state, and other data, such as signal strength,

channel of detected wireless access point networks. They log were mapped to
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Microsoft Excel for readability and to easily classify the networks based on their
security status, encryption standard, wireless access points manufacturer, frequency
channel and SSID broadcast status. WirelessMon was chosen because could produce
the data needed for this study at EPM, MHM, LJM and is available at a fee on the

Internet and 30 days’ complete trial version.

3.7 Data Analysis

The collected data was analysed and summarized using standard statistical methods as

follows,

Number of scans performed at EPM, MHM, LJM business centres in Lusaka central

district and Results of each scan and then overall results.
Individuals’ scans at EPM, MHM, LIM business centres data analysis.

For each of the five scans that were performed at EPM, MHM, LJM business centres
in Lusaka central district, the following statistics were generated: The number of
wireless access point networks detected; The count and percentage of each network
type; The count and percentage with WEP enabled; the count and percentage with
WPA enabled; the count and percentage with WPA2 enabled; the count and
percentage with default SSID setting; the count and percentage with changed SSID
setting; the count and percentage without any security setting enabled; the count and
percentage of the manufacturers of the wireless access points hardware that was
detected based on their MAC address.

To summarize the distribution of each of the frequency statistics the following
statistics were generated: The minimum value; the count or frequency (n); the
maximum value; the centre shown by average and median; the spread shown by

standard deviation and inter quartile range.

The final phases of this research compared the results obtained at EPM, MHM, LIM

business centres Lusaka central district.
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3.8 Data Presentation

In order to provide a clear understanding of the security status and practices on the
deployed wireless local area network (WLANS) in Lusaka central district, the
processed data are presented in tables and 3-D column charts. A comparison table
showed the total number of wireless access points networks found in each scan at
EPM, MHM, LIM.
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Chapter Four

4 Results and Discussion

A field study was conducted as per the methodology and the software compatibility

issues were resolved before the actual run. The data collection with the wirelessMon

was run for five consecutive days at EPM, MHM, LJM business centers and the

readings with sources, wirelessMon and laptop, were analyzed and presented in each

result subsection of this section. After the PILOT run, most of the wireless access

points were not logged and locations of most of the logged ones were incorrect. Also,

some of the log files showed that a greater number of access point detected were

showing unavailable.

4.1Results on Operating Mode of the WLANS

The results found that all the wireless access points networks detected at EPM, MHM,

LJM were operating in infrastructure mode as shown in figure 4.1, 4.2, 4.3.
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Figure 4.1: screen shot showing results at EPM wireless local area network operating

in infrastructure mode.
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Figure 4.2: screen shot showing results at MHM wireless local area network operating

in infrastructure mode.
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Figure 4.3: screen shot showing results at LIM wireless local area network operating

in infrastructure mode.
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The Passmark wirelessMon log files were copied after stopping its running service to

avoid any file corruptions. The collected log was imported to excel for analysis.
4.2 Results on Security Practices and Service Set Identifier (SSID)

3-D column chart representation of total wireless local area networks found in
different scans and their classifications based on security practices and service set

identifier (SSID) are presented here.

Figures 4.4, 4.5 and 4.6 Results of the security status and practices at EPM, MHM,
LJM business centres in Lusaka Central District showed that between 41 percent to 60
percent on each of the detected wireless local area network is for WPAZ2 standard with
changed SSID and 20 percent to 57 percent is for WPA2 which still uses out of box
SSID (see Section 4.4 Scans performed at EPM, MHM, LJM business centres in

Lusaka central district).

Scan 1 and 2 results showing security status for detected APs at
EPM business centre
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Figure 4.4: Showing security practices and status for detected wireless access points
at EPM business centre
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Scan 1 and 2 results showing security status for detected APs at
MHM Business centre

With With No Total Aps
default changed Security Detected
SSID and SSID and
WPA2 WPA2
enabled enabled

4
o<
(@]
100 E
9 z
% 200 13100 60 "
[

[V
2 5
& 100 Ap count on Tuesday 2
o0 <
'_
% 0 Ap count on Monday 2
= =
[N
=

Security status and practices
B Ap count on Monday B% B Ap count on Tuesday %

Figure 4.5 Showing security practices and status for detected wireless access point at
MHM business centre

scan 1 and 2 results showing security status for detected APs at
LJIM business centre
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Figure 4.6: showing security practices and status for detected wireless access point at
LJM business centre.

Wireless protected access version 2 is the latest security standard in practice since
2004 based on IEEE 802.11i/WPAZ2 and it has proved to secure enough to safeguard
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wireless networks [30]. This is the reason enough to the adoption of WPAZ2 standard
by business centres in Lusaka central district and which is also apparent from the

scanned results that shows a range of 20 percent to 60 percent of WPA2 encrypted.

From the scanned results it is also evident that between 2 percent to 60 percent of
WPA and WPA2 security solution mechanism for detected wireless local area
networks at EPM, MHM, LJM business centres still use personal method of
authentication instead of enterprise authentication which is more secure. Personal
method of authentication uses a pre-shared key (PSK) which is vulnerable to
password/passphrase guessing using dictionary attacks [52]. In personal method of
authentication there is no authentication exchange and a single key is assigned to the
entire network for client connection, but this is still being practiced by business
centres in Lusaka central district and it is security issue. Personal method of
authentication can easily be crack [53], [54] if proper password which is composed of

lower, upper cases and non-dictionary type is not created.

The proportion for “Open” wireless local area networks (No enabled Security
Encryption) at EPM, MHM, LJM business centres in Lusaka central district remains
at between 12 percent to 18 percent for all scanned results (see section 4.4 Scans
performed at EPM, MHM, LIM business centres in Lusaka central district.). The
existence of 12 percent to 18 percent of open wireless local area networks detected in
all the three business centres in Lusaka central district shows a clear demand for
increasing security awareness in our country. This demand appears justified at glance
of the scanned results, but sometimes keeping wireless local area networks open,
however, could be deliberate. The selected business centres in Lusaka central district
has many shops, public attractions, and for their promotion, public welfare, they can
provide wireless networks. However, these wireless local area networks could
primarily be for entertainment and online social updates, instead of critical
applications like e-commerce and banking. To share it across all the users of their
wireless networks, wireless installer could have deliberately disabled wireless
encryption for the users to easily connect to the network without any compatibility
issues arising due to the security standards and further avoiding any false sense of

security.
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Furthermore, instead of enabling security encryption standard, some of the wireless
installers rather use captive portals as honey pot where users may be authenticated on
the browser after connecting to the wireless access point network. These justifications
however, do not defend all the open wireless local area networks as some of them
might be due to improper installations, or could even be malicious networks, kept
open to attract as many users, allowing the network owner to easily analyse any
financial or other critical usage over the unencrypted channel. So be warry of open

wireless access point and do not connect at will, whenever you are.

4.2.1 Comparison of Wireless Security status and practices at the
three business centres

Table 4.1: Summary of Results for the Three Location on Security Status and
practices of Wireless Access Points Networks

Location | DAY No | With With With default | With No
of changed changed | SSID and | changed | Security
APs | SSID and | SSID WPA 2 | SSID
WPA and enable and
enable WEP WPA2
enable enable
EPM 28/05/18 |32 |1 0 9 17 5
29/05/18 | 77 |2 0 33 32 10
MHM 28/05/18 | 101 | O 0 46 37 18
29/05/18 |60 | O 0 34 18 8
LIM 28/05/18 |15 |0 1 3 9 2
29/05/18 | 17 | 0O 1 5 9 2

According to the results presented, the security status and practices at EPM, MHM,
LJM business centre in Lusaka central district are similar but not the same. The
percentage of detected wireless access point at EPM with default SSID and enabled
WPAZ2 was between™ 32 percent, 44 percent showing changed SSID with WPA2

enabled and while 33 percent showing open wireless network.

The percentage of detected wireless access point at MHM with default SSID and
enabled WPA2 was ~ 62 percent, 40 percent showing changed SSID with WPA2

30




enabled and while 58 percent showing open wireless network whereas at LIM the
percentage of detected wireless access point with default SSID and enabled WPAZ2
was 6 percent, 16 percent showing changed SSID with WPA2 enabled, WEP
configurations with 100 percent and while 9 percent showing open wireless network.

From the scanned results it is evident that the percentage of those access points with
default SSID and WPAZ2 enabled is very high on all the three business centres in
Lusaka central district. This is a security concern as default setting can easily be found

with readily available tools on the internet.

4.3 Results on Vulnerability Risks
Table 4.1 summarised in figure 4.7 shows the numbers and percentage of

vulnerability risk for the three business centres. From figure 4.7, business centre
MHM has the highest percentage of 58 percent absence of security mechanism
followed by EPM. This means that most of the access points have no security
mechanism configured and therefore, the WLANS are open for access by unauthorised

users. It also means that the WLANS are vulnerable to attacks and hackers.

Vulnerability Risk Percentage

HEPM EMHM LM

Figure 4.7: Vulnerability Risk Percentage

4.4 Discussion on SSID Broadcast Results

SSID is a security check which is assigned to wireless local area network (WLAN)

and it is announced by wireless access point (WAP). For security purpose service set
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identifier (SSID) is very important and it is an initial security check in any wireless
local area network. Hiding the SSID broadcast, may not completely secure the

networks, but does add to security [30].

Results scan from all detected wireless access point at EPM, MHM, LJM business
centres in Lusaka central district shows that 28 percent to 61 percent had had not have
changed the service set identifier (SSID) (see section 4.4 Scans performed at EPM,
MHM, LJM business centres in Lusaka central district.) for their wireless access
point. The justification for still having out of box SSID (default SSID) for deployed
wireless local area network on all the three selected business centres in Lusaka central
district could be due to out of laziness by some wireless installers, or fear of
accidental misconfigurations or due to lack of technical know-how on how to change
the default settings of a wireless access points. Only 40 percent of detected wireless
access points had had their SSID changed an indication of a technological
configuration growth hurdles on the selected business centres in Lusaka central
district. In a secure wireless network environment SSID must be enabled but it must
not be broadcasted in the network so that users first must prove the knowledge of

SSID and then can join the access points.

Exposing the identity of a wireless local area network through the service set
identifier (SSID), if does not help to crack the network traffic, can always guide the
attackers towards selecting desired deployed wireless networks at any business centre.
On all the detected wireless local area network their SSID are still broadcasted in the
air which is security flaw on the deployed wireless access point and can further be

exploited.

4.5 Chapter Summary

This section answers research question of this study and discussion is presented in a

tabular form and may be seen in appendix B.

Conducting field run with warcarparking techniques to evaluate wireless local area
network security status and practice are worth conducting. It is evident from the

scanned results for detected wireless local area network on all three selected business
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centres in Lusaka central district that there are all using one-way authentication with a

pre shared key.
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Chapter Five

5 Conclusions, Recommendations and Future Works

This chapter gives the conclusions, recommendations and suggested future works for
other researchers. These are conclusions arising from the set objectives, research

findings and our own understanding and observations made during the research.

5.1 Conclusions

This research has given the picture of the extent of wireless installer awareness at
EPM, MHM, LJM business centres in Lusaka central district and the significance of
wireless local area network security. The research study was accomplished by
identifying wireless local area network security status and practices in Lusaka central
district taking EPM. MHM, LJM business centres as a case study and comparing them

against results from previous similar studies done in other part of the world.

Securing wireless local area network communications is a matter of concern as well as
a major challenge due to broadcast nature of wireless technology. This was
highlighted in chapter one of this study to explain the objective and significance of
this research. The research further discussed the methodology used to accomplish this
study and contributions it would make to different sections of our community and the
society at large in Zambia community.

Chapter two gave a detailed review on WLANs and emphasizes reviewing similar
published works done by other researchers in the different part of the world. Chapter
three re-stated the objectives and reasons for the adoption of the methodology used for
this research. It also explained the components used for the experiment, design of the

equipment and procedures to capture data, analyses and present it.

Chapter 4 tabulated the collected findings in the context of the objectives formulated
and research questions raised. Finally, this conclusion chapter interprets all the

findings to conclude this study.

With respect to the wireless security status and practices at EPM, MHM, LJM

business centre in Lusaka central district. Firstly, most WLANSs operate in
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infrastructure mode in which case end wireless devices connects to the main

infrastructure via the access point.

Secondly, most of these are encrypted with WPA2 and come as a default setting or
have been changed. This increased number of encrypted wireless local area network
emphasizes the preference of public attention towards securing wireless networks.
This is critical in order to ensure safe network and protection of end users from

hackers and intruders.

Finally, there are still a wide number of WLANS that are not secured and are open to
hackers and unauthorised users. This must change.

5.2 Recommendations

With the growth of wireless communication and wireless local area networks, more
advanced and effective tools techniques are readily available on the internet to exploit
the wireless communication systems of all types. Using these tools allows an attacker
to bypass the deployed security defences system and access the internal networks and

client systems.

In view of that, periodic investigation of the wireless networks and assessment of
business centre’s wireless local area networks in Lusaka central district is
recommended. This will help to evaluate the systems’ vulnerabilities and analyse the

security risks associated with it.

In addition, periodic inspection on the installed access points (APs) by wireless
installer and adjustment of wireless access point settings (WAPS) is recommended.

This will minimize the damage that WAPSs physical security issues may cause.

To protect wireless network from Warcarparking/driving techniques and hackers in
general, protecting measures such as the use of wireless security mechanism must be

well planned and adopted.

By default, all wireless enabled client devices receive SSID broadcasts from all
wireless access points (WAPSs) that are within range. One of the recommended ways

to ensuring that a system will not be exposed to warcarparking/driver techniques is to
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disable SSID broadcasting by the WAPs. Although tools such as Kismet can still
discover a non- SSID broadcasting wireless network many would be intruders will
however be disappointed by a lack of SSID broadcasts. Business centres in Lusaka
central district are therefore recommended to disable the SSID of their wireless access

point.

Finally, the researcher also recommends intensification in technical awareness among
wireless installer before going to the public as this will help do away with the problem
of the out of box installation already witnessed at some business centres in Lusaka

central district.

Other practical solution to enhance wireless security can be brought forward during
educational awareness through television, radio station or partner with university of
Zambia under school of education which has shown presences in all the ten provinces
of Zambia.

5.3 Future Research Work

In future work the presented methodology for wireless security investigation can be
used to measure the possibility of security practices changes in the configuration and
setting of wireless local area network in Lusaka central district. In addition, the
discussed limitations of the study open challenging directions for further research
coming up with new security mechanism better than WPA2.
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Appendix A: Data Collected During This Academic

Research

Scanned Results at EPM

File Configuration Help

HU0hWiavlQRe

Select Metwork Card |Hee\lek RTL87234E Wireless LAN 802.11n PCI-E NIC

v || Reload Carc:

N e Signal Stiength

MAC Address | NA& TuPower

Speed [Mhlts] Using GFS

Auth Type [za

Frag Threshald | NA&

RTS Thieshald | N/A
Frequency N za,

Charnel Use

Channel Use B/G/N

| Map [1P connection | Graphs | Statistics | Summary

Status &

@ NotAvsisble  DIR-G15 6 Yes (WPAZ)

@ MotAvaiable  eduroam 3 Yes (WPAZ)

@ Motavaisble  eduroam 10 Yes (WPAZ)
NotAvaiable  =duoam 7 Yes (WPAZ)

@ Mothvalable  HPFintOaOfficeiet . 6 ‘Yes (WPAZ)
Natévaiable  BrGz-d3dilrRiptwal.. 1 Mo

@ NotAvaisble  G-COMM n Yes WPAZ)
NotAvaiable  EPM 7 ‘Yes (WPATKIF)

D Avallable eduraam 1 Yes WPAZ)

1) Available eduroam E ‘Yes (WPAZ)

@ 4vaiable Englif 5 Yes (WPAZ)

O wallable Deans 1 Yes WPATKIF)

O walable Marian 2 4GHz 1 ‘Yes (WPAZ)

<

MN/A
N/
N/a
MNZ&
N/
N/&
N/
N/ia
80

81

78

T

ZZSZZSE 8

gooooooooooon

83

TTT

300,54.48,36,24.18,12,11.9,6.5.2.1 Mb/e
54.4836.24.1812.96 Mb/s
54.4836,24 181296 Mb/s
54,48,36,24,18,12,96 Mb/s
59,54,48,36,24 181211 865,21 Mb/s
72.54.48,36.24.18,12.11
72.54.48,36.24.1812.11
54 4836,24 181211 96
54,48,36,24,18,12,96 Mb/s
217.564.4836.24181211.965.27 Mb/s

CO:AD-BB-13-TA-B4
00-18-25-11-EF-80
00-18-25-16-47-D0
00-18-25-12F7-E0
C4-34-E8-FIEE-04
7E-E6-OF-DF-BE-CA
94-0D-EAZCA1-1E
00-1E-E5-84-77-38
00-18-25-16-62-C0
FO8F-C2D1-DEEC
F29F-C2D1-DEEC
00-1A-6C-F3-C5-CO
B0-26-85-64-4E D6

Infrastiucture mode:
Infrastiucture mode:
Infrastructure mode
Infrastiucture mode:
Infrastiucture mode:
Infrastiucture mode:
Infrastiucture mode:
Infrastiucture mode:
Infrastiucture mode:
Infrastiucture mode:
Infrastructure mode
Infrastiucture mode:
Infrastiucture mode:

15:23:35 28-Ma...
16:29:42 28Ma
15:29:35 28Ma
15:28:35 28:Ma...
16:29:45 28-Ma
15:23:42 28:Ma...
152349 26-Ma
16:29:45 284Ma
15:23:35 28-Ma...
16:29:35 28Ma
15:29:35 28Ma
15:28:35 28:Ma...
16:29.566 28-Ma

13 APs detected (12 secure - 1 unsecured) - 5 available GPS: NfA

File Configuration Help

HIU0BWh 4y QR0

Select Network Card ‘ Realtek RTLE7230E Wireless LAN 802.11n PCI-E NIC

~ | Reload Cards |

ssip [N/ Channel Signal Strength

II

MAC Address | N/A TuPower

Stiength |N/A NZA A

Speed (Mbits) N/A Using GPS
Auth Type | N/a GPS Signal
Satellies

Wi-Spy

Frag Threshold | N/A

RTS Thieshald  MA&

Frequency [p/a

Chanrel Use

Channel Use BG /N

Status & 581D Channel Securty

| Map [1P Comnection | Grapns | staistics | Summary

Hussar Giill Guest
VodafoneZM-BCAA
Vodafore-ZM-01 23
HUAWEIB315-3088
HUAWEI 788D
Ricochet
Vodafone Zh £182
Mosleszy

55101

Luchembe MD
Vodafone ZM-B72D
musondamutla
EASTPARK
Vodafone ZM-ESTF
Mumbi

‘es [WPA-AES)
“Yes [WRAZ)
“Yes [WRAZ)
B es (wPa2)

£
£l
£l
[E]
E]
]
E]
£l
]
[E]
E]
E]
8

e R R R =

gooooooooooooo

Rates Supported

72.54.4836.2418.12.11.98,
72,54,48,36,24.18,12,11,98,
144,54,48,36.24,18.12,11
14454 483624181211
150,54,48,36.24,1812.11
T2.54.4838241812.11.965.2.1 Mb/s
T2.54.4838241812.11.965.2.1 Mb/s
130.54,48,36.24,18,12.11
144.54,48,36.24,18,12.11
72.54,4836.2418,12.11.98,
£5.54,4836,2418,12.11.98,
300.54.48.36.24.1812.11.8
T2.54.4838241812.11.965.2.1 Mb/s
72.54.4836.241812.11.965.2.1 Mb/s

MAC Address

E4-70-EB-02-BC-44
SC-F2-86-26-01-23
D8-C7-71-44-30-88
20-54-FA-30-78-80
O0-1E-48-0C-72-C7
E4-7D-EB-02-C1-82
E4-70-EB-02-40-46
DC-02-8E-A8-6E-16
FB-23-B212-8705
E4-7D-EB-02-B7-2D
C4-88-E5-45-20-01
FO-84-CAD7AAAS
BLC-F2-86-26-E8-1F
SC-F2-86-27-03FA

Network Type

NIHT]
NIHT)
NIHT)
MNHT)
MNHT]
MNIHT]
MNIHT]
NIHT)
NIHT)
MNHT)
MNHT)
MNIHT]
MNIHT]
NIHT]

Infrastucture

Infastucture mode

First Time Sear ™

12:28:33 1Jur

Infiastucture mode 12:25:03 1+Jur
Infrastructure mode 12:2%:25 1-Jur
Infrastructure mods 12:30:18 1-Jur
Infrastructure mode 12:30:18 1Jur
Inhastructure mode 12:30603 1-Jur
Infastucture mode 12:30033 1Jur
Infastucture mode 12:31:41 1aJur
Infrastructure mode 12:32:26 1-Jur
Infrastructure mode 122355 1-Jur
Infrastructure mode 12:32:03 1-Jur
Infrastructure mode 12:2310 1-Jur
Infastucture mode 12:22:03 1-Jur
Infastucture mode 12:34:26 1-Jur

Infiastnucture mode

12:268:03 Tadur ¥
>

77 APs detected (67 secure - 10 unsecured) - 18 available  GPS: N/A
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HU0bhBhhiavlQae

Select Network Card |Rea\lek RTLE7234F Wireless L&N B02.11n PCIE NIC

v | Reload Cards |

=
g Signal Strenath Chaninel Use
E o St
5
@
= W TiPover —
& A 1
% Stength ntennas 5 I
4]
G memga | Uiees !
F El
[ Auth Type GPS Signal 10—
a
— 12
g Fioa Thioshold sareies
g . 14
L prs it vism |
§ Frequency Channel Lse B/G/N
g | Staus 4 55D Channel Secuity RSsI Rates Supported MAC Addiess Network Type Infrastiucture First Time See &
=
= | Oavalable gigibonta Eastpark E ‘es WPAZ) O a0z 300544836,2418121196521 Mb/s  CO-25E3-40DE-68 NHT) Infrastiucture mods 12:20:10 1-Jur
GAva\Iab\e skamo_D00&ENs Phare 1 Yes (WPAZ) [ ] 14454.48.36,24.1812,11.96521 Mb/s  BA-T0-ES-BE-61-9F NHT) Infrastiucture mode: 122010 1-Jur
) Auwailable AndroidsP 3 Yes [WPAZ) I ] 725448,362418121196521 Mb's  DE-B6-72FB-82:0D N(HT) Infrashiucture mods 122010 1-Jur
{0 Awalable HUAWEIE5251-47e7 1 ‘es WPAZ) R} 3C-DFBO-LCO-47ET NHT) Infrastiucture mode 12:20:10 1-Jur
eAva\Iab\e YodafoneZM-F330 11 Yes (WPAZ) O g0 5C-F2-86-26-F9-30 NHT) Infrastiucture mode: 122010 1-Jur
Available “odafone 12 5 Mo O 57 00-40-04-1C-28-20 N(HT) Infrastiucture mods 122010 1-Jur
1D twailable Wodafone 12 5 Mo O 96 14454,4836,241812,11 965, 00-40-04-1C-87-E0 NHT) Infrastuchure mode 12:20:10 1-Jur
eAvewleb\e Yodafone 13 No [ 14454.48.36. 2418121196521 Mb/s  00-A0-08-17-FC-A0 NHT) Infrastiucture mode: 122010 1-Jur
O Awalable Friscal E ‘es WPAZ) I 725443,36241812118652 1 M/s  E47D-EB-02D372 NHT) Infrastiucture mods 12:20:10 1-Jur
GAva\Iab\e HUAWEI-B35-23F 4 Yes (WPAZ) [ ] 14454.48.36. 2418121196521 Mb/s  54-25EA18231F NHT) Infrastiucture mode: 122010 1-Jur
Awailable EastParkbal 1 Yes [WPAZ) I 7 144544836 2418121196521 Mb/s  C4-A81D-9421-70 N(HT) Infrashiucture mods 122010 1-Jur
{0 Awalable HUAWEIBFI5D520 3 ‘es WPAZ) O a0z 1445448368, 2418121196521 Mb/e  90-94.97-260520 NHT) Infrastiucture mode 12:20:10 1-Jur
eAva\Iab\e RUw/NDAMIR-INTER... 1 Yes (WPAZ) O 06 14454.48.36,2418,12,11,965.21 Mb/e  B4-75-0E-DB-FE-9B NHT) Infrastiucture mode: 122010 1-Jur
O Auwalable iLucaEnterprise 0 &) ves wrAZ) I 72544336241812118652 1 Mb/s  BLF286-26-41-08 N(HT) Infrastiucture mods 122017 1-Jur
1D twailable HLUAWE] v7 Prime 11 (&) Ves wPA2) I 72.54.49,36,2418,12,11 OC-B8F-FF-5F-C3-2F N(HT) mode 122017 1-Jur
) hwalable HUAWEI 7 Prime [} (5} Yes (WPAZ) [ 72,54,48,36,24.18,12.11 d ] ER T mode 122017 1-Jur ¥
< \ syswin.exe - System Warning >
Windows discovered a corruption in the file "C:\SMFt".
This file has now been repaired, Please check if any data
23 APs detected (18 secure - 5 unsecured) - 23 available  GPS: N/A in the file was lost because of the corruption.

#:

File Configuration Help

HU0hhhiavlQle

Select Network Card |Rea\lek RTLE7234E Wireless LAN B02.11n PCIE NIC

v [Reload Carc

Channed Signal Stiength

Anternas

Stength
Spesd(Mbits N UsihaGPs

Frag Thisshold

RTS Threshald Widey[No |
Frequency

Charnel Use

Channel Use B/G/N

| wap 1P Connection | Graphs Istahshcsl Summary

Status A 351D Channel Secuity
@ Nt tvaiable  Priscal 3 Yes [WPAZ)
NotAvaiable  HUAWEIE3150520 3 Ves [WPAZ)
@ Nottvaiable  HUAWEI 7 Pime 5 Yes [WPAZ)
NotAvaiable  HUAWEIECC3 5 Yes [WPAZ)
@ Nottvalable  skamo_D0D&EK Phone 1 Yes (WPAZ)
NotAvaiable  iLucaEnterpise 10 Yes [WPAZ)
@ MNottvaiable  VodaforeZMFLIE 7 Yes [WPAZ)
NotAvaisble  Keg & Lion Guestwii 6 No
@ Notfvailable  #0kpa 1 Yes [WPAZ)
VodaloneZMCB18 7 Ves [WPAZ)
@ Notbvalable  AndroiddP 5 Yes [WPAZ)
AndioidsF 1 Yes [WPAZ)
YodaloneZMBB2E 8 Yes (WPAZ)
AndioidsF 5 Yes [WPAZ)
Arsenal [ Yes [WPAZ)
@ Nottvalsble  VodsfoneZMFDFI 6 Yes (WPAZ)
<

RsS| Rales Supported MAC Address Network Type  Infrastiucture
OO WAL 725448362418121196521Mb/s  E47DEB02D3T2 NHT) Infrastiucture mode:
DO WAL 14454483624181211 96521 Mb/s 909497250520 N[HT) Infrastiucture mode
OO ML, 72544836.24181211 OC-GF-FFSF-C3.08 NHT) Infrastiucture mod
OO WL 144544836,24181211 96521 Mb/s  9084.87-BE-ECCE N[HT) Infrastiucture mode
OO WAL, 1445448352418121195521 Mb/s  BAI0ESBES1OF NHT) Infrastiucture mod
OO WL 7254483624181211 5C-F2:86-26-41-08 N[HT) Infrastiucture mod:
DO WAL 7254483624181211 5CF286-25FC16 N[HT) Infrastiucture mode
OO WAL 72544838.2418121195521 Mb/s  ACE674EDEEB-92 NHT) Infrastiucture mode
OO WAL 1445448362418121196521 Mb/s  D5DEALAFE7-Z6 NHT) Infrastiucture mode
OO WAL 725448362418121195521Mb/s  SCF285-2BCB-18 N[HT) Infrastiucture mode
OO WAL 144544835241812 1195521 Mb/e  DEDEALASIEE] NHT) Infrastiucture mod
OO WL 725448362418121196521 Mb/s  DC44BECB-EEBE N[HT) Infrastiucture mode
OO WA L. 72544836.24181211 SCF285298E-26 NHT) Infrastiucture mod
OO WAL 725448362418121196521 Mb/s  7OFS0EB7-DAFD N[HT) Infrastiucture mods:
OO WAL 7254483624181211 5CF286-28.01E7 N [HT) mode
)

M7A L. 7254.483.2418,1211 L syswin.exe - System Warning oy [emeds

77 APs detected (67 secure - 10 unsecured) - 18 available  GPS: N/A

44

Windows discovered a corruption in the file "C:\SMft".
This file has now been repaired. Please check if any data
in the file was lost because of the corruption.

First Time Seer &
122010 1-Jur
122010 1-Jur
122017 1-Jur
12:20:26 1-Jur
122010 1-Jur
122007 1-Jur
1221:40 1-Jur
122210 1-Jur
1220:26 1-Jur
12:24:03 1-Jur
12:21:25 1-Jur
122333 1-Jur
12.25:33 1-Jur
12:28:03 1-Jur
12:26:48 1-Jur
122718 1Jur ¥
>
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HU0bhBhhiavlQae

Select Network Card |Rea\lek RTLE7234F Wireless L&N B02.11n PCIE NIC

v | Reload Cards |

\\&

Siarial Strength

chns

Anternas

Stiength

Speed[Mbits] Using GPS
Frag Thieshold Satelites
RTS Thieshold WiSpy o |

Fiequency [pzs,

Chaninel Use

Channel Use B/G/N

| Wap [ 1P Connection | Graphs | statistics | Summary

Stalus & s3I0 Channel Secuiy
6 Yes WPA2)
Tutumukay B Y es WPAZ)
BmiT eWVsZw5ahE B 4 Mo
SEPM 5 3 Yes (WPA2)
Vodafane 13 Ho
AndioiddP 1 Yes (WPAZ)
VodeforeZM-LAM 9 Yes (WPAZ)
HUBMWE! 7 Fiime 7 ‘Yes (WPAZ)
AndioiddP 1 Yes (WPAZ)
gighonta Eastpark 6 Yes WPAZ)
Ba Chinanga 3 ‘Yes (WPAZ)
@ NotAvaisble  HUAWEITFES 5 Yes (WPAZ)
@ MotAvalable  JD Intemal 1 Yes (WPAZ)
NOBEL BILBORDS 0. 2 Yes (WPAZ)
@ ot Available  Spot 3 L No
<

gooooooooooooon:

N/A (L. 72.54.4836.241812,11.9652,1 Mb/s

Rates Supparted MAC Address Network Type  Infrastiucture Fist Time Seer &

1234:33 1-Jur
123518 1-Jur

Infrastiucture mode:

B4-9F BE-E0-ACAC NHT)
S0-9E-A7-5B-E1-E4 NHT]

L. 72.54.48,36.241812.11.965.2.1 Mb/s Infrastiucture mode

(

(

( (

L 72,54,48,36,24.18,12.11 20-55-31-43-75-0F NHT] Infrastructure mode: 123526 1-Jur
L. 130544836241812,1196521 Mb/s  DC-02-8E-48-60-06 NHT) Infrastiucture mode: 12:35:48 1-Jur
L 14454.4836.24181211.965.27 Mb/s 00-A0-04-1C-28-20 NHT] Infrastiucture mode: 122010 1-Jur
L 72,54,48,36,24.1812,11 4827 EAFIATFE NHT] Infrastructure mode: 1237:04 1-Jur
L. 7254483624181211 SC-F2-86-28-Ch-34 NHT) Infrastiucture mode: 122318 1-Jur
L 72,54.48,36,24.18,12.11 OC-8F-FF-5F-C3-2F NHT] Infrastiucture mode: 122017 1-Jur
L. 144544836241812,1196521 Mb/s  32:07-4D-48-D7-TE NHT) Infrastiucture mode: 12:38:34 1-Jur
L 300.54.48.36.24.1812.11.965.21 Mb/s C0-25-E3-40-D6-68 NHT] Infrastiucture mode 122010 1-Jur
L 144544836, 2418121196521 Mb/s 90-34-97-6E -BO-FF NHT] Infrastructure mode: 12:38:04 1-Jur
L. 144544836241812,1196521 Mb/s  20-54-FA-30-7F-65 NHT) Infrastiucture mode: 123618 1-Jur
L 14454.4836.24181211.965.27 Mb/s C8-83.7312B580 NHT] Infrastiucture mode: 123441 1-Jur
L 300,54,48.36,241812,11.965.21 Mb/s CO0-44-00-60-0B-52 NHT] Infrastructure mode: 122210 1-Jur

MZA (L. 54.4836,241812,11.965.21 Mb/s 00-18-25-01-CC-FO G (OFDM24) Infrastiucture mode: 12.20:40 1-Jur ¥

>

77 APs detected (67 secure - 10 unsecured) - 18 available  GPS: N/A
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HU0bhBhhiavlQae

Select Network Card |Rea\lek RTLE7234F Wireless L&N B02.11n PCIE NIC

v | Reload Cards |

o

Siarial Strength

chns

S Antennas

Speed[Mbits] Using GPS
Frag Thresheld Satelites
RTS Thieshold WiSpy o |

Fiequency [pzs,

Chaninel Use

oTH

Channel Use B/G/N

| Wap [ 1P Connection | Graphs | statistics | Summary

Stalus & Channel Secuiy
VodefoneZMF330 11 S es [WPAZ)
Yodafone 13 Ho
@ NotAvaisble  HUAWEIESZS!47e7 & Yes (WPAZ)
@ HotAvalable  WIZOEFELA 13 Yes (WPAZ)
Mothvaisble  AnchoidsP 5 Yes (WPAZ)
@ NotAvaisble  AndioidtP 6 Yes (WPAZ)
Motévaiable  JohnDows Fres Wi 11 4 Mo
@ Notdvaiable  Bwalba 5 3 Yes WPA2)
Not Available  i5pot Keg & Lion 1 5 No
@ Mot fwailable  chicagos wifi 3 4 No
NatAvaiable  Vodafone 13 No
@ HotAvalable  HUAWEI 8321 5 Yes (WPAZ)
@ 4vaisble ssI01 7 Yes (WPAZ)
) wallable AndraiddP 1 Yes (WPAZ)
<

gooopoooonoong

Rates Supparted MAC Address Network Type  Infrastiucture Fist Time Seer &

12:32:03 1-Jur
122010 1-Jur
1220:25 1-Jur
122010 1-Jur
122007 1-Jur
122010 1-Jur
1241:44 1-Jur
123811 1-Jur
1231041 1-Jur
12:20:25 1-Jur
122718 1-Jur
122010 1-Jur
1241:29 1-Jur
122310 1-Jur
123749 1Jur ¥
>

(

L. 1445448.3624181211.965.21 Mb/s
L 72.54.48,36.241812.11.965.2.1 Mb/s
L 144544836, 2418121196521 Mb/s 00-40-04-14-85E0

L. 7254.4836241812,11.96521 Mb/s 3C-DF-BD-LD-47E7

L 14454.4836.24181211.965.27 Mb/s DE-DB-EE-0B-FB-14

L 72,54,48,36,24.1812,11 DE-BE-72-FB42-0D HT] Infrastructure mode
L. 7254483624181211 D4-AE-05-31-3F-6D HT) Infrastiucture mode:
[
(
(
[
(
(

[t

1 N
N
N
N
N
N
N

L. 144544836,24181211.86521 Mb/s  FEAZE1-B0C-44 NHT) Infrastiucture mods
N
N
N
N
N
N
N

5C-F2-86-26-F3-30

HAE-AF-DA HT) Infrastiucture mode:
HT) Infrastiucture mode:
HT) Infrastiucture mode:
HT) Infrastructure mode

HT) Infrastiucture mode:

L. 72.54.4836.24181211 E8-93-03F1:4B-8E HT) Infrastiucture mode:
L. B5.54.48,36.24.18.12.11 4C-5E-0C-10-168-8F HT] Infrastiucture mode:
L. 144544836, 2418121196521 Mb/s 00-11-74-EB-1D-40 HT] Infrastiucture mode:
L. 14454483624181211.96521 Mb/s  00-A0-04-1C87-ED HT) Infrastiucture mode:
L. 14454.4836.24181211.965.27 Mb/s E4ATCEAA83-21 HT) Infrastiucture mode:

13054.4836, 2418121196521 Mb/s DC-02-8E-4B-5E-21 HT] Infrastructure mode

72.54,48,36,24,18,12,11.965.2,1 Mb/s HT) Infrastiucture mode:

08-78-08-4A-4F BC

77 APs detected (67 secure - 10 unsecured) - 18 available  GPS: N/A
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HU0bhBhhiavlQae

Select Network Card |Rea\lek RTLE7234F Wireless L&N B02.11n PCIE NIC

v | Reload Cards |

&

Siarial Strength

chns

Anternas

Strength

SpeediMbis) N | Using GRS
Frag Thashokd Satelites
o

Chaninel Use

| Wap [ 1P Connection | Graphs | statistics | Summary

RIS Thieshoid o
Staus 4 35ID Charmel  Secuity RssI Rales Suppoted WAL Addfess Newark Type  Infrashuciure Fist Time Seer
@pvalcbe DeliExpress 10 Yes [WPAZ) = 144.54.98,36,24181211 885,21 Wb/ 145784209184 NHT) Ifisslucue mods 122203 1ur
Otvalble EastParkital 11 Yes [WPAZ) D098 445440362410121195521 Mbls  CHABID42170 NEHT) Ifastuctue mode 122010 1-Jur
Ovalable  Vodafone IEIC 12 Yes WPA2) D3¢ Ma5448362418121195521 Mb/s  SCF2E2AGE0C NHT) Ifiastuctue mods 1221:47 1ur
Oovalcbe HUAWEIBZIE23F 4 Yes [WPA2) O35 1445448324181211365 S425EA1BT3TF NHT) Ifiastucture mode 122010 1ur
Odvalsble  AWANDAMRINTER.. 1 Yes [WPAZ) D394 14454403624101211955 547505 DBFE-98 NEHT) Ifastuctuemode 122010 1Jur
Avalble  Husear Admin il Yes WRA2) 89 0054483620181211955 CASEIFECESSY NHT) Ifiastuctue mode 122155 1ur
@dwalsble  THE BED SHOP 1 Yes [WPA2) Ces 130544836241812711865 DCO2EE 466593 NHT) Ifashucture mode 122203 1ur
Odvalable  CPE_BESTFS 1 Yes [WPA2) D393 14454403624101211955 DOSBABBESTFS NHT) Ifastuctue mode 122025 1Jur
Owalble Vodatore 12 Ho 380 1445448324181211 36521 Wb/ D0ADDAPFCAD NHT) Infisstuctue mods 122010 1ur
Ovalcbe John Do Guest 1 Yes [WPAZ) D094 1305440362410121195521 Mbls 2494114013 NEHT) Iastuctue mode 122025 1Jur
Avalble  BEARVAOD3MG 10 Yes WPA2) Ol M0548362418121195521 Mb/s  ADAB-IB-534200 NHT) Ifiastuctue mods 122040 1Jur
Otvaleble  Suncare 3 Yes [WPA2) D080 144544832418121136521 Wb/ DBCT-TI-443187 NHT) Ifiastucture mode  12:21:40 1ur
Obvalble AndraiddP 1 Yes [WPAZ) D193 7254402018121196521 Mbls  9097FIEBF04 NEHT) Isstuctuemode 123741 1Jur
Odvalable  VodaforeZM LI 7 3 veswPAZ] D3 89 725048362018121196521MbJs  EATDEBO2CHFY NHT) Ifiastuctue mode 123957 1ur
Odvaleble  SNCWOI05 1 B veswPaz) D82 54483624181211.96521 Mbis 102688£22225 BOFDM2)  Inhastuchuemode 124244 1ur
v
< >

77 APs detected (67 secure - 10 unsecured) - 18 available  GPS: N/A
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R Antennas
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| wap 1P Connection | Graphs Istahshcsl Summary

BTy Epze 1
2
” 14
RT3 Thkot Wl
Frequency Channel Lss B/G/MN
Status & 53D Chamel  Secuily RSSI Rates Supported MAC Addiess Network Typs Infrastiuchure First Time See A
@ Hotpvaistle  VodsforeZM2EAF 7 S Yes (wRAZ) O WAL 725448362418121186521Mb/s  BCF286-27-2E-4F NHT) Infrastiucture mods  1255:36 4-Jur
@ ot tvsisble  Vodsfone 1 5 Ha OO WAL 14454483824181211 86521 Mbss  ODADOAICTE-AD NHT) Infastuchue mode 125551 4Jur
NotAvaiable  AndioidHotspol0B58 6 No OO N/AL. 1445448362418121195521 Mb/s  BOE1-2457.L9 NHT) Infrastiucture mode  1256:55 4-Jur
@ Hotpvaisble  BZ Network 3 Yes [WRAZ) I WAL 7254483824181211 38521 Mb/s  ABET-S5ACDABE N(HT) Infrastructue mode. 1257:38 4Jur
Hotdvaiable  HUAWEIT4CS 10 Yes WPAZ) DO WAL 1445440362418121196521 Mb/s  2054FA30-74L9 NHT) Infrastiucture mode  1255:29 d-ur
@tiotpvsistle  VodsforeZM-4298 9 Yes (WPAZ) O WAL 72544836241812.11 BCF2:86-27-42:38 N[HT) Infrastiucture mods 125311 dwur
TECND K9 3 Yes (WPAZ) OO WAL 72544838241812.11 F2-3D-035E-AE BE N(HT) Infrastiucture mode 125561 d-Jur
@ Hothvsisble  ADYWEVDTRENZ 11 5 Mo O3 ML, 72544336.24181211 06-94-6B-84-53.60 NHT) Infrastiucture mode  1300:07 d-ur
BStalmFpymlgynl . 1 Na DI WAL 7254483624181211 FEEIFBFE-4F-42 N[HT) Infrastiucture mods  1300:21 4-Jur
Phane 1 Yes (WPA2) OO WAL 144544338,24181211 86521 Mbss 650010098006 NHT) Infrashucture mods 1301:39 d-Jur
LTE_7C43 3 Yes (WPAZ) O N/A(L.  72544836.24181211.5, 6B-9F SE-ASTLAD NHT) Infrastiucure mode  1303.04 4-ur
TECHO L3 Plus AE] Yes [WRAZ) O WAL 72544838241812.11 DE-7D-FC-41-56-80 N(HT) Infrastuctue mode. 130414 4Jur
VodeforeZMABIA 11 Yes WPAZ) D0 WAL T725443362418121196521 Mo/ E47DEB-0ZAB1A NHT) Infrastucture mode  1304:29 dur
@ ot vsisble  HUAWEIDDA? 3 Yes (WPAZ) O WAL 144544B3624161211 96521 Mo/s  90-94-57-6E-DD47 N[HT) Infrastiucture mods  1303:39 d-Jur
@ Hotbvaistle  VodsforeZM-148E 8 Yes [WPAZ) OO WAL 7254433B24131211 38521 Mb/s  GLF28827-148E N(HT) Infrastiucture mode 125850 d-Jur
@ Hotpvsisble  VodsforeZMENT 6 Yes [WPAZ) T MAAL.  72544336.241812.11 SCF25-26E347 NHT) Infrastucture mode 125711 dur v
< >

60 APs detected (31 secure - 9 unsecured) - 6 available GPS: N/A
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Status & EC Chanrel  Secuity EE] Fates Suppoited MAC Address Network Type  Infrastructure First Time Seer
] [

G ) I NI 7254483624181211 0518213811 Inastucnie mode 1307:39 uur

AndoidsP 1 ) T NA(L. 725448362418121196521Mbls  BOATBF11-26:2D N HT) Infrastuctue mode 131257 dwur

HLISWE 283 6 Yes [WPAZ] WL MASAABIZIEIZNIES2T Mse BT BI9EEE NHT) Infrastuctue mode 125529 d-ur

VodsloneZMEAT 7 Yes (WPAZ] T NALL.  7254483624181211 SCF2E626EAA1 NHT) Infrastuctue made  1313:32 dur

HUAWEI TIT-ALDDE.. 2 Yes [WPAZ] O WAL 7254483624181211 96-FE-22:88-2F A N HT) Infrastuctue mode 125529 4-ur

COPPER CAEEK 5P.. 1 Yes [WPAZ] =gty A70-0FC20CD8 NHT) Infrastuctue mode 125612 dJur

[ 5 Yes (WPAZ] WAL ITEISEIAF NHT) Inastructue mode 130111 ddur

LTE_5203 9 “Yes [WPAZ] WAL B 5F 6E 939243 NHT) Ifestuctuz mode 131858 4dur

LiTE-£55738F52 3 s (WPAZ] =Ry 047370 7F-BF 52 NIHT) Infrastuctue made  1304:07 d-ur

HUAWELYBILBIAT B Yes [WPAZ] T NA(L. 7254483624181211 54-25EADBE1-7 N HT) Infrastuctue mode 132032 d-ur

Vodalone ZWEFED 10 Yes [WPAZ] E WL 725448362418121196521 Mhss  GCF2EGI6EFED NHT) Infrastuctue mode  1328:25 d-Jur

@ Notdvaisble  Godhey chialy 13 Y3 (WPAZ) T NALL.  7254483624181211 DETD-FL7941-78 NHT) Infrastuctue made  13:20:39 dur

@ Mot Avaicble  Stanbic_Customer_Wii 1 L Mo T NA(L. TMSLABIR241812118E521 Mb/s  00-11-74EB-23.60 N HT) Infrastuctue mode 125612 4-ur

ArdroidtP 11 3 es WPAZ) O N (L. 725448362418121195521Mb/s  BLEGIFF7EIEY N HT) Inastuchue made 132557 dur
@ ot Avsisble  VodaforeZM-LC5T3 8 S Yes (WPAZ) T3 NA(L.  7254483624181211.96521 Mbls  E4TD-EB-02C573 NHT) Infrastuctue made  1327.01 ddur ¥

< >

60 APs detected (51 secure - 9 unsecured) - 6 available  GPS: N/A
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Status A 351D Channel Secuity Rssl Rates Supparted MAC Addiess Network Type  Infrastiucture Fist Time Seer &
@ MNottvaisble  Mandahil ) B w1 40-70-0F C2DF B0 N Infrastiucture mode 125605 dlur
HTC Portable Hotspat... & Yes [WPAZ) O NZALL. 725448.36.24181211 AE-3743CB-B5 DB NHT) Infrastructure mode 13:26:54 dolur
AndioidsF [ Yes [WPAZ) O N/A[L. 725448,36.241812,11 CACEBED-2ATE NHT) Infrastiucture mode 132715 4Jur
YodaloneZM-4457 11 Yes WPA2) OO N/ALL. 725443362418121196521 Mb/s  SCF286-27-4457 N HT) Infrastiucture mode 13:26:19 dlur
Eunice Tembo 1 Yes [WPAZ) OO N/ALL. 725448.36.24181211 5CF2:86:2B-E1-00 NHT) Infrastiucture mode 13:24:33 dlur
K Network [ Yes [WPAZ) O /A (L. B55448362418121196521 Mb/s  3808-40.98-535D NHT) Infrastiucture mode 13:26:40 dJur
@ Notivalsble  Malayka Genesis 1 4 Mo O N/A L. 725448.36.24181211 TE-EG-OF-20-67-B4 N HT) Infrastiucture mode 13:28:12 dlur
@ Mot Available  MunyaKim 1 S Yes (WRAZ) T WAL 725448362418121196521Mb/s  7A7D4817D0E2 NHT) Infrastiucture mode 132812 4Jur
HUAWEIBI56907 2 S Yes (WPAZ) =R ACCF-85BE 6907 NHT) Infrastiucture mode 13:27:44 dlur
@ Notbvaiable  MikioTk-1D7676 3 No O WAL CL2D-EGID-T67E NHT) Infrastructure mode 12:55:58 d-lur
ChabukasMTHAGLTE B Yes [WPAZ) O N/A[L. 725448,36.241812,11 38F8-83.4D B0 65 NHT) Infrastiucture mode 13:27:28 4Jur
@ Nottvalable  VodalomeZM-1855 11 Yes WPA2) OO N/A L. 725448.3624181211 SCF28627-1855 N HT) Infrastiucture mode 13:29:39 dlur
NotAvaiable  HUAWEI Y541-U02_.. § Yes [WPAZ) OO N/ALL. 725448.36.24181211 4CFB-4537-2FEE NHT) Infrastiucture mode 13:30:21 dlur
@ Not twaiable V2 1 Yes [WPAZ) T /A (L. 725448,36.241812,11 00-27-15.0850-08 NHT) Infrastiucture mode 133111 ddur
NotAvaisble  YodsloneZM-BAGF 7 Yes WPA2) OO N/A L. 725448.36.24131211 E4-7D-EB-02:BA6F N HT) Infrastiucture mode 133125 ddur ¥
>

60 APs detected (31 secure - 9 unsecured) - 6 available GPS: N/A
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Status A 351D Channel Secuity R3Sl Rates Supparted MAC Address Network Type  Infrastiucture Fist Time Seer &
) [
YodaloneZM-4B54 1 ) T N/ALL.. 725448,36.241812119652, 5CF2-86-26-48- 54 Infrastiucture mode 13:31:25 dlur
HUEWEI-8660 5 Yes [WPAZ) T N/ALL. 1445448362418121196521 Mb/s  20-54FA-308560 NHT) Infrastiucture mode 12:55:58 dalur
Mui E Yes [WPAZ) T /A (L. 725448,36.241812,11 5CF28629 8487 NHT) Infrastiucture mode 133146 dlur
sage 3 Yes WPA2) O N/AL.. 150544836.2418121196521 Mb/e  BOSS-0B-08EE-TS N HT) Infrastiucture mode 1316:58 dlur
YodaloneZM-0BIC 8 Yes [WPAZ) T WAL 725448.36.24181211 5CF28628.081C NHT) Infrastiucture mode 13:33.04 4Jur
LTE_BDES 3 Ves [WPAZ) O NJA[L. 725448,36241812,11 68.9F SE4C-ED 66 NHT) Infrastiucture mode 1333:32 ddur
SYNC_YWSA007) 1 Yes [WPAZ) O NZALL.. 54.48.36.24.1812.11.96! 00-26-B4EA-33D8 G [OFDM24) Infrastructure mode 133257 dalur
@ MNottvaiable  HUAWEIBHIS0ED7 3 Yes [WPAZ) T WAL 144544836.241812 1196521 Mb/s  DCOSACFATED? NHT) Infrastiucture mode 125536 4Jur
D pwalable Yodafone 13 4 o 0 a2 144544836, 24181211.96521 Mb/s  00AD0A-1C-92E0 N HT) Infrastiucture mode 12:55:22 dlur
Avallable 13 %) Yes (WPAZ) 71 144544836 2418121186521 Mb/s  00ADIAICTHAD NHT) Infrastiucture mode 12:55:22 dalur
{0 Awalable HUEWEI BAJF 5 3 Yes (WRAZ) = s 144,54, 48.36,241812,11,86521 Mb/s  90-84.97BE BAF NHT) Infrastiucture mode 13:20.03 4Jur
D Awalable Yodafone 13 L No = 14454.48.3624.181211.96521 Mb/s  O0A00A1C75:A1 N HT) Infrastiucture mode 12:55:22 d-lur
O Auwalable YodaloneZME3S7 € 3 es (WPAZ) O a2 725448.36.2418121186521 Mb/s  GCF28E2BE3ST NHT) Infrastiucture mode 12:55:22 4Jur
D) Awailable Marion 1 3 es (WPAZ) [ 72.54.48,36,24,18,12.11 849366639817 NHT) Infrastiucture mode 13:32:36 dlur
v
< >

60 APs detected (31 secure - 9 unsecured) - & available GPS: N/A
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=5 Supported MAC Address Network Type  Infrastiucture First Time Seen LastTimeSeen  Dropouts Max RSSI Lattude Longiude Vendor
54.4836.24.181211.96521 Mb/s  COAD-BB137484 N HT) Infrastiucture mode 152935 26Ma..  15294228Ma.. 1 74 N N
18.36,24.18.12.95 Mb/s 0018:2511EF-80 G [OFDM24) Infrastiucture mode 152942 28 Ma..  15294928Ma.. 1 7 N N Wavion LTD
0018:2512F7E0 G [OFDM24) Infrastiucture mode 152935 28 Ma..  15295628Ma.. 1 71 N N Wavion LTD
C4-34-6B-F3-66-04 NHT) Infrastiucture mode 152943 26:Ma.. 152956 28Ma.. 1 73 N N
76EGOFDF-BECA NHT) Infrastiucture mode 152942 28 Ma..  15300328Ma.. 1 81 N N
448.36.2418.1211.96521 Mb/s S8 DDEAZCATE N HT) Infrastiucture mode 152943 26 Ma.. 153003 28Ma.. 1 87 N N
544836.24181211.96521 Mb/s  B0-2689544E-05 NHT) Infrastiucture mode 152956 26Ma.. 153017 28Ma.. 1 83 No Not
54,48,38,24,18,1 2,95 Wbss 2.6654.20F1.92 NHT) Infrastiucture mode 153024 28Ma.. 153024 28Ma.. 1 80 N A
18.36.24,18.12.96 Mb/s 00-18-2516:47-D0 G [OFDM24) Infrastiucture mode 152935 26Ma.. 153031 28Ma.. 1 7 Nt N Wavion LTD
183624181211 965,21 Wb/s 00-14BCF3C5C0 G [OFDM24) Infrastiucture mode 152935 28Ma.. 153031 8Ma.. 1 78 N N Cisco Systems
0018:251662C0 G [OFDM24) Infrastiucture mode 152935 28 Ma..  15303828Ma. 1 58 N N Wavion LTD
00-1E-E5-84-77-38 G [OFDM24) Infrastiucture mode 152943 26Ma.. 153046 28Ma.. 1 83 N N CiscorLinksys. L..
FO.9FC2D1-DBEC NHT) Infrastiucture mode 152935 28Ma.. 15304628Ma. O 75 N N
F29F-C2D1-DBEC N HT) Infrastiucture mode 152935 26Ma.. 153046 28Ma.. 0 7 N N
< >
14 APs detected (13 secure - 1 unsecured) - 3available  GPS: N/A
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Status & SSID Channel Secuity RSS! Rates Supported  MAC Address Network Type  Infrastructure First Time Seen  LastTimeSeen  Dropouts MaxF A
@ NotAvaisble  VodafoneZMCIC7 7 B Yestw.. I N/ALL. 72156117544.. E47DEBO2CI.. N[HT) Infrastructure mo... 124251 18Juk..  12425918Juk.. 1 84

@ NotAvailable  island-333680 9 B Yesw.. DI N/A(L. 13015611754, C4017C7336-.. N(HT) Infiastructure mo... 124251 18Juk... 124321 18Juk-.. 1 £9

@ NotAvaisble  MSLADVOCATES 5 B YesW.. I N/A(L.. 14415611754, ECOBEBF4FS.. N(HT) Infrastructure mo... 124306 18Juk... 124321 18Juk-.. 1 @2

@ NotAvaiable  PTZ CPEOI 7 % No CJ NA(L. 14415611754, 1840A4B1E1-.. N(HT) Infrastructure mo... 124314 18Vuk.. 124330 18Vuk-.. 1 91

@ Comected  Vodafone 5 % No (= 14415611754, 00ADDAIBLE... N (HT) Infastructure mo... 124261 18Juk..  12433718Ju-.. 0 74

© Avaiable fhmwales€ls Phone 1 B Yesw.. 3 83 144156,117,54,.. 7281€B-380A-.. N (HT) Infrastructure mo... 124251 18Juk.. 124337 18Juk.. 1 8

© Avaiable Levy AP-04 153 B Yesw.. O 72 15052658544, 18-40A4B1-45.. AC(VHT) Infrastructure mo... 124251 18Juk.. 124337 18Juk.. 1 £9

@ Avaiable Levy APO1 153 B Yesw.. O3 86 15052658544, 1840A481-40-.. AC(VHT) Infrastructure mo... 124251 18Juk.. 124337 18Juk.. 1 85

© Avaiable Microlink 3 % No [ I 65156117544, 0027220603.. N(HT) Infrastructure mo... 124251 18Juk.. 124337 18Juk.. 1 8

@ Avaiable NETZAMZRASOUTH 60 B Yesw.. 3O 82 30015654.483.. 00133B-05F611 N (HT) Infastructure mo... 124251 18Juk..  12433718Ju-.. 0 80

© Avaiable MTNZNBS-P2P 52 B Yesw.. O 72 30015654483, 00193B.00A2.. N(HT) Infrastructure mo... 124251 18Juk..  12433718Ju-.. 0 n

© Avaiable Vodafone 13 % No O 80 144156,117.54... OOADAICE?-.. N(HT) Infrastructure mo... 124251 18Juk..  12433718Ju-.. 0 78

@ Avaiable Vodafone 124 & No 0 g5 30052658544.. 00ADGABCE-.. N(HT) Infrastructure mo... 124251 18Juk..  12433718Ju-.. 0 85

© Avaiable Vodafone 1 % No O .9 144,156,117.54,.. O0ADGAICOD.. N (HT) Infrastructure mo... 124251 18Juk..  12433718Ju-.. 0 8 v
< >

37 APs detected (28 secure - 9 unsecured) - 33 available  GPS: N/A
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