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ABSTRACT 

 

This research aims to design a multi-factor authentication system for automated teller 

machines (ATMs) that incorporates biometric fingerprint data and One Time 

passwords. This is so as to reduce the impact and subsequent loss by customers to card 

frauds. 

Banking transactions conducted through automated teller machines (ATMs) are 

vulnerable to fraud and identity theft. Implementing multifactor authentication (MFA) 

can significantly improve the security of ATM transactions. ATM debit and credit cards 

are susceptible to theft and card cloning making them a conduit for malicious actors to 

defraud bank customers. In this design, we propose the use of fingerprint authentication 

and One Time Passwords (OTPs) as a second and third factor in the MFA process. By 

requiring the user to randomly provide any one of the 10 fingerprints, OTP and the 4-

digit PIN, the risk of fraudulent transactions is greatly reduced. We present a detailed 

design for integrating fingerprint authentication technology and OTPs for transaction 

authentication, including user enrolment, fingerprint capture, and verification 

processes. Overall, the proposed MFA system using fingerprint authentication has the 

potential to greatly enhance the security of ATM transactions and protect against 

fraudulent activity. 

The design aims to capture customer fingerprint data upon account opening as well as 

an ongoing Know Your Customer (KYC) exercise and map these to customer accounts. 

Users are then authenticated through a randomised mechanism that picks any one of the 

10 fingerprints samples at each authentication request, requests a PIN for final 

authentication and an OTP for transaction authorization. 
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CHAPTER ONE 

INTRODUCTION AND BACKGROUND 

1 Introduction 

The principles of the research effort are introduced in this chapter, with a focus on 

the background, problem statement, and rationale for the research, as well as the 

significance of the research, its scope, ethical considerations, and operational 

definitions of the research work. The main goal of the study and the necessity to fill 

the knowledge gap in the field of multifactor authentication for automated teller 

machines in the Zambian banking sector are highlighted in this chapter. To avoid 

many security issues on POS and ATM terminals in the banking industry, multi 

factor authentication is essential. 

Over the past three decades, the banking industry in Zambia has undergone a 

significant transformation from manual procedures to investments in automated 

processes with enormous investments in ICTs to have a competitive edge over 

rivals. Nearly all commercial banks in Zambia have ATMs due to the steadily 

increasing demand from customers to access their money. Despite calls for the 

nation to be less cash-dependent, it is evident that there is a demand for genuine 

currency. 

There are numerous threats posed to the banking sector and a significant risk factor 

is attributed to ATM card fraud. 

Some of the potential threats are. 

1. Shoulder surfing, this is where a perpetrator peeks over the shoulder of a 

victim in order to see their PIN [1]. 

 

Figure 1 Shoulder surfing at an ATM [2] 
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2. Contactless Cards, the threat posed by Contactless cards is that Payments 

maybe be made to a certain limit without the authorisation from the rightful 

owner of the card and account. [3][4] 

3. Spyware, Perpetrators may place a small camera at the ATM in order to 

capture customers’ [5] [6] 

4. Skimming, sophisticated equipment may be used to capture user data on 

the magnetic strip of the card, these devices are placed on the ATM’s card 

reader, and perpetrators proceed to produce replica cards in order to access 

the victim’s account. Skimming is a method of stealing card information 

by attaching a device to an ATM that captures the data from the card’s 

magnetic stripe. This data can then be used to create a counterfeit card that 

can be used to withdraw cash from the victim’s account. Card stealing can 

occur when criminals find lost or stolen cards and use them to withdraw 

cash from ATMs. Another form of ATM card fraud is using counterfeit 

cards. These cards are created using stolen card data and can be used to 

withdraw cash from ATMs [7] [8] 

 

Figure 2 POS machine card skimmer/cloner  [9] 

 

 

Figure 3 ATM card skimmer [10] 

5. Lost or Stolen cards pose a threat as malicious individual may either clone 

the cards or proceed to make online payments with the customers’ 

authorization. [11] 
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6. Card Trapping/Phishing, attackers use fraudulent card readers that are 

placed on the ATMs card reader, these devices capture the customer’s card, 

deceiving them into thinking the card has been captured by the machine 

when in fact not.  [7] 

It is evident from the above identified and cited threats to the current system in the 

banking sector, measures need to be implemeted that factor in multifactor 

authentication for ATM and POS transactions in order to enhance security. 

1.1. Background 

There is absolutely no doubt that security in the Automated Teller Machine (ATM) 

network and card system is paramount. With the advancement of technology and 

knowledge on the internet, adversaries have continued to come up with ways and 

means of bypassing the safe nets of ATM transactions and accessing user accounts. 

Major card companies such as VISA and MASTERCARD have chip and PIN cards 

which aim to provide the much-needed security than cards without chips, this is 

because of the high level encryption provided by the Chip and PIN concept [12]. 

However even with this in place, ATM/POS transactions are not 100% immune to 

card fraud. For instance, once in possession of your card, a malicious person could 

carry out online transactions using the card Number and CVV/CVC because 

services such as VBV (Verified by Visa) [13] are not mandatory for vendors to 

implement on their e-commerce sites for legitimate users to authorise transactions 

as some transactions may bypass this safeguard. VBV is a security feature that gives 

online credit and debit card transactions an additional measure of security. By 

requesting further authentication from the cardholder before the transaction is 

allowed, it is intended to prevent fraudulent use of a card. 

How Verified by Visa functions is as follows: 

1. The option to sign up for Verified by Visa will be presented to you when you 

make an online purchase from a participating retailer. Typically, this entails 

setting up a username, password, or responding to security queries. 

2. After enrolling, extra authentication will be needed before you may make online 

purchases from participating retailers. You can accomplish this in several ways, 

including by entering a one-time code that was provided to your phone or email, 

or by using a biometric scanner on a device to recognize your face or fingerprint. 
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3. The transaction will be accepted, and the sale will go forward if the extra 

authentication is successful. 

Overall, by demanding additional validation before transactions are allowed, 

Verified by Visa helps to guard against fraudulent use of a card. By doing this, the 

possibility of fraud may be decreased, and the security of online card transactions 

can be increased. 

Also, in cases where a once trusted person that may know the ATM PIN may at any 

time get possession of the ATM card without the knowledge of the card holder and 

be able to make ATM withdraws and POS transactions. 

 This research will focus on the design of an ATM 3FA (Three Factor 

Authentication System) using a 4-digit PIN, fingerprint biometric data and OTPs. 

This design aims to curb the challenges faced by the current ATM set up. A basic 

ATM network comprises of an ATM, a Transaction switch to handle the 

transactions and the core banking system. Information is exchanged between the 

ATM and the CBS through the Transaction switch. 

1.1 Problem Statement 

Zambia is a highly cash dependent country,hence most bank account holders access 

cash via ATMs. This high dependance on cash makes most bank account holders 

make them prone to ATM card frauds. 

The magnetic strip still in use today even on CHIP based cards makes them all prone 

to cloning/Skimming. [4][12] 

Stolen cards/ stolen card information can be used to make online purchases using 

card details such as card number, date and CVV/CVC.[13] 

Contactless cards which enable users to transact without the need for a PIN gives 

malicious actors the ability to make unauthorised payments/purchases.[15] 

Fraudsters can bypass safety nets such as VBV for stolen cards or stolen card details 

becuase such mechanisms are no mandetory for ecommerce sites to implement.[13] 

The implementation of a randomised mechanism of finger print authentication, PIN 

and One time passwords could provide the advantages of both going cashless and 

having one’s funds safe. 
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1.1.1. Advantages and Disadvantages of ATM debit cards 

ATM cards come with benefits and drawbacks. They come with some risks, but 

they can also be a reasonable way to get money. 

Among the benefits of using an ATM card are: 

Convenience: ATM cards allow users to withdraw money from machines at any 

time, day or night. In an emergency or when you require rapid cash, this can be 

useful. 

Anytime, day or night, ATM cards can be used to withdraw money from an 

ATM. In an emergency or when you require rapid cash, this can be useful. You 

can access the money in your checking or savings account with an ATM card. 

If you need to make a purchase but don't have any cash on hand, this may be 

beneficial. 

You can use an ATM card to access the money in your savings or checking 

account. This may come in handy if you need to buy anything but don't have 

any cash on hand. Safety: It is generally safer to carry an ATM card than cash. 

You can inform your bank and request the cancellation of your ATM card if you 

lose it. 

Nevertheless, there are certain drawbacks to using an ATM card, such as: 

Fees: For using an ATM, many banks impose fees, particularly if you use one 

that is not connected to your bank. It's critical to understand these fees because 

they might mount up. 

Someone could access your account and withdraw money if you lose your ATM 

card if it is stolen. This can put you in a precarious financial position. Access is 

restricted: ATM cards can only be used in establishments that accept them to 

withdraw cash or make purchases. If you need to make a purchase but there isn't 

an ATM nearby, this may be inconvenient. 

Overall, using an ATM card can make it easier to get cash, but there are also 

certain risks. Before selecting if an ATM card is best for you, make sure to 

consider the advantages and disadvantages. 

1.2  Research Aim 

With a yearly increase in card based fraudulent activities there is a great need to 

address the disadvantages of ATM debit and credit cards. In an event that an ATM 

card is stolen, with only the CVV/CVC, unauthorised online payments may be made 
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against the funded account. Lost/Stolen ATM contactless cards, if not reported 

stolen, can still be used to make payments without the owner’s consent [4]. This 

research is aimed at highlighting the loopholes in the security of ATM debit/Credit 

cards from fraudulent card activities as well as to contribute towards the 

advancement of ATM security using Biometric fingerprint data. 

1.3 Application of the Research 

ATM cards have evolved with time, with new security features such as the Chip has 

seen a reduction in the number of card fraud activities. The Chip and PIN 

implementation is a more secure means of ATM and POS transactions as high-level 

encryption is involved as opposed to the magnetic strip that stored data in an unsafe 

manner. [16] 

The introduction of contactless cards has not gone without risk; contactless 

payments may be made without authorization from the intended card owner. Also, 

contactless cards still use the magnetic strip as card companies have not yet fully 

eliminated it, this makes them susceptible to the same risks as cards without the 

chip. 

This research is aimed at offering a solution to the day-to-day challenges of carrying 

ATM cards and the risk that comes with it in the event of theft or one loses it. I 

strongly feel, the way to have more secure POS and ATM transactions, we not only 

need to be a cashless society but also a card-less one. Each individual has unique 

fingerprints, even identical twins have completely different prints [17] This research 

aims to harness this uniqueness to ensure safe and convenient POS and ATM 

payments. 

1.4 Research Objectives  

The main objective of this project is to design a model of an ATM/POS 3FA 

System using Biometric fingerprint data, 4-digit PIN and OTPs for the University 

of Zambian community and those living outside the campus. The specific 

objectives shall be to: 

1) To design a biometric ATM system with randomised fingerprint 

authentication capability. 



 

 

7 

2) To introduce a system of One Time Passwords for transaction 

authentication. 

3) To introduce a secure cardless system to replace the use of conventional 

debit/credit cards. 

1.5 Research Questions 

In this research, we will address some questions regarding our proposed 

ATM/POS MFA System using Biometric fingerprint data, PIN and OTPs. The 

fundamental questions at the core of this research are: 

1) How will the fingerprint data be captured and translated so that the ATM 

Transaction switch will understand, interpret and authenticate against other 

stored biometric data. 

2) How will the system further enhance secure cardless ATM/POS 

transactions. 

3) How will the system prove to be better than the conventional card-based 

ATM/POS transactions. 

1.6 Significance of the study 

With an increase in the number of card-based transactions and the consequent 

number of card fraud cases, there rises a need to ensure that the accounts and funds 

of bank customers are secured by all means possible. The realm of biometrics and 

technology has played a great role in enforcing measures to curb forced entry from 

malicious people / hackers [18]. This is due to the uniqueness of fingerprint data. 

No one individual has matching fingerprints with another individual, not even 

identical twins have the same fingerprints. This feature makes it ideal for identifying 

bank customers as well as authenticate them [19]. 

It is pertinent to note that ATM cards have security features that have improved 

over the years, but all have not been without risks. Users sometimes tend to keep 

their cards with their PIN together, this is in a case when a PIN was issued and 

written on a piece of paper for the customer alone to know, there is also a reluctance 

on the part of customers to change their ATM pins regularly. Also, many customers 

normally opt to pick their year of birth as first choice for a PIN. This could be 

maliciously obtained [20] or easily be guessed if a wallet or purse were to be 

stolen/found by a malicious individual. Chip and Pin cards and Magnetic strip cards 

may easily be cloned  [6] and contactless cards may permit PIN free transactions to 



 

 

8 

the limit set by the acquiring bank overriding any limits placed by the issuing bank 

on the customer cards[3][21]. A lot of risks still exist with the ever-changing ATM 

debit and credit card standards, hence the usage of fingerprint data would bridge 

this gap and greatly reduce the risk and potential loss on the customer.[22] 

1.6.1. Why Use OTP 

OTPs have been used in the authentication space as is curtails the aspect to 

guessing by a malicious individual wanting to access a user’s account. OTPs are 

safe since they can only be used once, and they are frequently used in 

conjunction with other security measures like a user's login information (such 

as a username and password) to add an extra layer of security. 

Here are several ways that OTPs can improve security.: 

1. They cannot be reused: An attacker who intercepts an OTP would not be 

able to utilize it to enter a system because OTPs can only be used once. 

2. They are difficult to predict: It is extremely challenging for an attacker to 

guess the right OTP because OTPs are normally created using a secure 

algorithm and are frequently lengthy and complex. 

3. They are often transmitted through a different channel: OTPs are frequently 

sent to a user's phone number or email address, which adds an extra degree 

of security because a hacker would also need access to the user's phone or 

email account in order to guess the OTP. 

4. OTPs are stored in a database as they are valid for one time use only, this 

makes them immune to attacks such as key logging and brute force attacks. 

[23] [24]. 

Overall, OTPs are an effective way to secure systems and protect against 

unauthorized access, particularly when used in conjunction with other security 

measures such as a strong password  

1.6.2. Why use Fingerprint authentication 

The use of fingerprint data for the purposes of authentication is to harness the 

attribute of being distinct from person-to-person. The unique traits of 

fingerprints is because of a characteristic known as minutiae which are simply 

curve track finishes. Due to how much harder it is to fabricate a fingerprint than 

it is to guess or steal a static PIN, fingerprint authentication is typically regarded 

as being more secure than static PIN authentication. While a static PIN may be 
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quickly and easily determined using numerous techniques like social 

engineering or shoulder surfing, a fingerprint is a unique physical trait that is 

exceedingly difficult to duplicate. Even though ways to copy one’s fingerprints 

such as wax copies exist, the proposed system circumvents this by utilizing all 

10 fingerprints and requesting the users’ prints at random. [25][19] 

1.6.3. Why use Multifactor authentication (MFA) 

MFA is simply the combination of more than one way to identify a user, MFA 

usually comprises of something the user has such the OTP, what the user 

knows., such as PIN and who the user is such as Fingerprint in our case. This 

makes it difficult for malicious actors to compromise and eventually have access 

to users’ accounts. [26] [27]. MFA is a security procedure where a user must 

supply numerous pieces of proof (or "factors") in order to prove their identity. 

In order to access sensitive systems or data, an attacker would need to breach a 

number of criteria, which can help to lower the risk of unauthorized access. 

There are several advantages to using MFA: 

Enhanced security: Multiple authentication factors (MFA) make it far more 

difficult for hackers to access a system since they must compromise several 

factors rather than just one. 

1. Protection from credentials being stolen: Even if a user's login 

information, such as their password, is stolen, MFA can still stop a 

hacker from accessing the system since they lack the second necessary 

element (s). 

2. Greater convenience: MFA eliminates the need for users to remember 

several sets of login credentials for various systems by replacing them 

with just one single pair (for example, a username and password). 

3. Better compliance: MFA is frequently necessary for compliance with 

rules or business requirements that demand strong security measures. 

4. MFA can, in general, give an extra layer of security and safeguard 

against unauthorized access to sensitive systems. 

1.7  Scope of the Project 

The following are the limitations that delineate the scope of the project. 

1) This research does not include individuals with damaged or missing fingers, 

loss through accident or congenital.  
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2) Individuals involved in heavy labour-intensive jobs with their hands tend to 

have their fingerprints change with time as well as cuts or scars may affect 

the detection of an authentic fingerprints.  

3) The system is not immune to noise and distortion due to dirt and twists, this 

could affect the authentication of the user.  

4) The system is unable to distinguish between an authentic fingerprint and an 

artificial finger made out of wax 

5) This is research is purely simulated and as such does not include any 

physical components or works done on a physical ATM/POS terminal 

neither does the simulation involve transactions routed through external 

payment systems such as VISA, Master Card, Union Pay as the simulation 

and implementation of that is beyond the scope of the project etc. 

6) The research is also limited to only ATM and POS transactions and does not 

include online card payments. 

7) The simulation is merely a proof of concept and does not include critical 

aspects of the transaction flow such as the Transaction switch, CBS and 

HSM but only simulates aspects of the Switch that are relevant to the 

research.  

1.8  Ethical Considerations 

In ensuring that the objectives of the research are met, the researcher shall not. 

1. Experiment with any Automated teller machine without any prior approval 

from bank’s management. 

2. That no actual user data will be used during this research to maintain the 

norm of keeping user data private in the banking sector. 

3. The researcher promises to make the research and its results readily 

available to other researchers as well as organizations that may have interest 

in the field. 
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CHAPTER TWO 

LITERATURE REVIEW 

 

This chapter covers work previously done by other researchers in the area of multi 

factor authentication on POS and ATM terminals in order to enhance security. The 

chapter focuses on related research done and the knowledge gap that exists which t 

research shall be birthed from the reviewed projects. 

2. Introduction 

Conventional ATMs are fitted with card readers which have the sole responsibility 

of accepting a card and authenticating a user using the customer’s name stored on 

the card’s magnetic strip or chip. Most recently, with the introduction of contactless 

ATMs and POS machines, the contactless capability has been embedded which 

makes use of NFC technology which makes it possible for a debit/credit card to be 

read by the card reader without having to insert the card into it [28][16][29] . 

Contactless payments raise security issues because it is possible for someone to use 

a contactless card to make a payment without the cardholder's knowledge. Most 

contactless payment systems do, however, have security measures in place to stop 

illegal transactions, such as requesting a PIN for transactions above a particular 

amount. Additionally, there is a chance of fraud: Using a contactless debit card has 

the same risk of fraud as using any other form of payment. To help stop illegal 

transactions, some banks in Zambia have fraud prevention mechanisms in place, 

and they often repay customers any money lost to fraud because they take on the 

liability for contactless payments authorised without requesting a PIN. 

Card security technology has been evolving over the years and it still is as 

researchers are still researching on how to make card transactions even safer for the 

customers. Hence, the area of Information communication security that harnesses 

the power of biometrics to enhance the authentication and identification of bank 

customers is second to none. 

A lot of research has been done in the field of biometrics in ATMs and in this 

chapter, the researcher aims to identify projects of similar traits then identify and 

highlight the gaps that the research aims to fill. 
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2.1.  Literature Reviewed 

1. [39] developed a biometric-based fingerprint verification system for ATM 

machines. Choudhary et al. [40] implemented an integrated security system 

using biometric authentication to enhance security in ATM machines. 

2. Bhattacharyya et al. [41] reviewed the use of biometric authentication as a 

security measure in various applications, including ATM machines. Karovaliya 

et al. [42] proposed an enhanced security system for ATM machines that 

incorporates One-Time Password (OTP) and facial recognition features. Yadav 

et al. [43] proposed a secure card-less ATM transaction system using a 

combination of biometric authentication and OTP. Sankhwar et al. [44] 

developed a safeguard against ATM fraud using biometric authentication. 

3. Kumar [45] proposed securing ATM with OTP and biometric authentication. 

Soares and Guedes [46] developed a self-banking biometric machine with fake 

detection applied to fingerprint and iris along with GSM technology for OTP. 

Soares and Guedes [47] also proposed a fingerprint and iris biometric-controlled 

smart banking machine embedded with GSM technology for OTP. Mahansaria 

and Rathore [48] proposed secure authentication for ATM transactions using 

NFC technology. Masram [49] proposed an advanced biometric ATM machine 

with AES 256 and steganography implementation. 

4. Overall, the reviewed literature suggests that biometric authentication is an 

effective measure for enhancing security in Card-less EATMs. The use of 

biometric authentication, coupled with OTP and other security features, 

provides a multi-layered security approach that can significantly reduce the risk 

of fraud and improve ATM performance. The reviewed literature highlights the 

importance of continuous research and development in the area of biometric 

authentication to address emerging security threats and challenges in the ATM 

industry. 

5. Okereafor et al. [60] proposed a biometric anti-spoofing technique that uses 

randomized 3D multi-modal traits for secure authentication. Similarly, Steven 

and Arokiasamy [61] proposed a fingerprint-based ATM that enhances security 

and eliminates the need for bank cards. Okereafor et al. [62] also proposed 

randomized multi-biometric liveness detection as a technique for secure 

authentication, while Reddy [63] proposed a multi-banking transaction ATM 

system that uses biometric and GSM authentication. 
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6. Ometov et al. [64] conducted a survey on multi-factor authentication techniques 

and identified biometrics as one of the most secure methods. Additionally, 

Sivaraman [65] proposed a fingerprint-based biometric ATM authentication 

system, and Onyesolu and Ezugwu [66] investigated the use of fingerprint 

biometric identifiers in securing ATMs. Kamble and Gawande [67] proposed 

fingerprint verification of ATM security systems using hybrid biometric 

techniques, while Lasisi et al. [68] developed stripe biometric-based fingerprint 

authentication systems for ATMs. 

7. Jaiswal et al. [69] proposed enhancing ATM security using fingerprint and GSM 

technology, while Mandal [70] reviewed the use of fingerprint techniques in 

securing money transactions in ATM systems. Finally, Taralekar et al. [73] 

proposed a one-touch multi-banking transaction ATM system using biometric 

and GSM authentication. Overall, these studies highlight the importance of 

biometric authentication in securing ATMs, with fingerprint-based techniques 

being the most explored. 

8. Nawaya et al. [82] proposed a biometric authentication system based on 

multispectral imaging to enhance ATM security in Nigeria. They designed a 

finger biometric system that captures the multispectral images of the finger to 

verify the user's identity. The system achieved an accuracy rate of 97.5% in 

authenticating the users. 

9. Kaur et al. [83] discussed the ethical considerations related to ATM card 

cloning. They highlighted that banks need to ensure the privacy and security of 

customers' information while implementing security measures to prevent 

cloning of ATM cards. The authors emphasized that ATM card cloning can be 

prevented by using advanced security measures such as biometric authentication 

and encryption. 

10. Ajayi [84] highlighted the challenges and ways to overcome ATM fraud in 

Nigeria. The study suggested that the banks should enhance their security 

measures by deploying biometric authentication and video surveillance systems 

to deter the criminals. The author also suggested that customer awareness 

programs could be conducted to educate them about the risks associated with 

ATM usage. 

11. Abiew et al. [85] proposed a cost-effective multi-factor authentication 

framework for ATM systems. The framework includes biometric 



 

 

14 

authentication, OTP (One-Time Password), and security questions. The authors 

implemented the framework using a Raspberry Pi and achieved an accuracy rate 

of 98.9% in authenticating the users. 

12. Twum et al. [86] proposed a multi-factor authentication system to improve the 

security of ATMs. The system included a smart card, fingerprint, and OTP 

authentication. The authors claimed that the system was more secure than the 

traditional ATM authentication methods and could deter various types of ATM 

frauds. 

13. Aloul et al. [87] proposed a two-factor authentication system using mobile 

phones. The system included a PIN and a mobile phone as authentication 

factors. The authors claimed that the system was more convenient and user-

friendly than traditional authentication methods. 

14. Oklilas et al. [88] developed a multi-factor authentication-based cardless 

electronic payment system. The system included face recognition, OTP, and QR 

code authentication methods. The authors claimed that the system was more 

secure than the traditional card-based payment systems. 

15. Kayode et al. [89] proposed a multi-factor authentication model by integrating 

iris recognition into the ATM system. The system included iris recognition, 

smart card, and PIN authentication methods. The authors claimed that the 

system was more secure and efficient than the traditional ATM authentication 

methods. 

16. Olatunji et al. [91] proposed a multi-factor authentication system for ATM 

security. The system included facial recognition, fingerprint, and OTP 

authentication methods. The authors implemented the system using Raspberry 

Pi and claimed that the system was more secure than traditional ATM 

authentication methods. 

17. Melange [92] proposed a multi-factor authentication system for ATM security. 

The system included facial recognition, fingerprint, and OTP authentication 

methods. The author claimed that the system was more secure and could prevent 

various types of ATM frauds. 

18. Ojewale et al. [93] proposed a fingerprint-based debit card system with multi-

factor authentication. The system included fingerprint recognition and OTP 

authentication methods. The authors claimed that the system was more secure 

and user-friendly than traditional debit card systems. 
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19. Madara et al. [94] proposed a fingerprint and pin authentication system for 

ATMs. The system uses a fingerprint scanner to verify the user's identity and a 

pin to authenticate the transaction. The study showed that the system was 

effective in preventing unauthorized access to the ATM. 

20. Poonacha and Bhat [95] reviewed the use of biometrics in ATMs and 

highlighted the need for a more robust authentication mechanism to improve 

security. They discussed the use of various biometric technologies, including 

fingerprint, iris, and face recognition, and concluded that a combination of these 

technologies would be more effective than a single biometric system. 

21. Aithal [96] proposed a multifactor authentication model using fingerprint hash 

code, password, and one-time password (OTP) for ATMs. The study showed 

that the proposed model was effective in preventing unauthorized access to the 

ATM. 

22. Karani et al. [97] proposed a multifactor authentication model using fingerprint 

hash code and iris recognition for ATMs. The study showed that the proposed 

model was effective in preventing unauthorized access to the ATM. 

23. Oruh [98] proposed a three-factor authentication system for ATMs, which 

included a fingerprint scanner, a pin, and a smart card. The study showed that 

the proposed system was effective in preventing unauthorized access to the 

ATM. 

24. Iyabode and Nureni [99] proposed a card-less electronic ATM (EATM) with 

biometric authentication. The study showed that the proposed system was 

effective in preventing unauthorized access to the ATM. 

25. Onyesolu and Ocholi [100] proposed a three-tier authentication system for 

ATMs, which included a fingerprint scanner, a pin, and a security question. The 

study showed that the proposed system was effective in preventing unauthorized 

access to the ATM. 

26. Gyamfi and Mensah [101] proposed a system to enhance the security features 

of ATMs in Ghana, which included a fingerprint scanner, a pin, and a smart 

card. The study showed that the proposed system was effective in preventing 

unauthorized access to the ATM. 

27. Pravinthraja and Usha [102] proposed a multimodal biometric system for 

ATMs, which included fingerprint, iris, and face recognition. The study showed 
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that the proposed system was effective in preventing unauthorized access to the 

ATM. 

28. Okokpujie et al. [103] proposed the integration of iris biometrics in ATMs for 

enhanced user authentication. The study showed that the proposed system was 

effective in preventing unauthorized access to the ATM. 

29. Awodele [104] proposed a system to combat ATM fraud using biometrics. The 

study showed that the proposed system was effective in preventing unauthorized 

access to the ATM. 

30. Ameh et al. [105] proposed a bimodal authentication system for securing 

cardless ATM transactions. The study showed that the proposed system was 

effective in preventing unauthorized access to the ATM. 

31. [108] proposed a highly secured ATM system that uses Aadhaar card and 

fingerprint biometrics for user authentication. The system ensures secure 

authentication and reduces the risk of fraudulent transactions. 

32. Babaei et al. [109] developed a face recognition application for ATM that uses 

facial recognition technology to authenticate users. The application uses a 

camera to capture an image of the user's face, which is then compared with the 

database to verify their identity. A systematic review by Jindal et al. [110] 

compared different security measures used in ATMs. The review analyzed 

various security measures such as biometrics, encryption, and firewalls used to 

secure ATM transactions. 

33. Ochang and Oluwasegun [111] proposed an enhanced ATM security prototype 

that uses fingerprint biometric authentication to secure the ATM. The prototype 

uses a fingerprint scanner to authenticate the user's identity before granting 

access to the ATM. Coventry et al. [112] studied the usability and biometric 

verification at the ATM interface. The study evaluated the usability of biometric 

authentication techniques such as fingerprint and facial recognition at the ATM 

interface. 

34. Alzamel et al. [113] proposed a point of sale (POS) network with embedded 

fingerprint biometric authentication for secure transactions. The system uses 

fingerprint biometrics to authenticate the user before authorizing any 

transaction. The study by Jaiyeoba [114] analyzed the effects of ATMs on the 

performance of Nigerian banks. The study evaluated the impact of ATMs on 

bank performance, including customer satisfaction and transaction costs. 
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35. Takawale and Mane [115] conducted a survey on cardless ATM transactions. 

The study analyzed the advantages and disadvantages of using cardless ATM 

transactions and discussed the challenges and opportunities for future research. 

Sisat et al. [116] proposed a secured ATM and cash deposit machine (CDM) 

that uses multiple security measures such as biometric authentication, 

encryption, and firewalls to ensure secure transactions. 

36. Choudhury et al. [117] proposed a hybrid approach to enhance the security of 

ATM transactions. The system uses a combination of biometric authentication, 

encryption, and firewalls to ensure secure transactions. The study by Choudhury 

et al. [118] further explored the hybrid approach to enhance the security of ATM 

transactions. The study proposed a system that uses a combination of facial 

recognition, fingerprint biometrics, and OTP (one-time password) 

authentication to secure ATM transactions. 

37. Choudhury et al. [118] proposed a hybrid approach that combines hardware-

based and software-based security mechanisms to enhance the security of 

ATMs. The hardware-based mechanism involves the use of a security module 

to store cryptographic keys, while the software-based mechanism uses 

encryption algorithms to protect the data transmitted between the ATM and the 

bank's server. 

38. In a similar study, Choudhury et al. [119] proposed a security framework that 

uses a combination of cryptographic techniques and biometric authentication to 

secure ATM transactions. The framework integrates fingerprint recognition and 

One-Time Password (OTP) to verify the identity of the user. 

39. Ohta and Akazawa [121] emphasized the importance of promoting universal 

design of ATMs to ensure their usability by a diverse range of users, including 

the elderly and persons with disabilities. The authors suggested several design 

features such as audio guidance, large fonts, and braille labels to enhance the 

accessibility and usability of ATMs. 

40. Awotunde et al. [122][123] proposed a secure ATM system that uses fingerprint 

authentication and short-code message verification. The system generates a 

unique short-code message for each transaction, which is sent to the user's 

registered mobile number for verification. The system also uses fingerprint 

authentication to verify the identity of the user. 
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41. Dimaunahan et al. [124] proposed a Raspberry Pi and IoT-based ATM security 

system that uses fingerprint recognition with Fast Fourier Transform image 

enhancement and multi-stage minutia extraction. The system also uses 

biometric verification to authenticate the user and prevent unauthorized access 

to the ATM. 

42. Ogihara et al. [125] proposed a biometric verification system that uses keystroke 

dynamics to authenticate the user. The system captures the timing and duration 

of each keystroke and compares it with the user's baseline profile to verify the 

identity of the user. 

2.2. Related Works 

2.3.1 Face Recognition and Fingerprint-Based New Generation ATM  

In this research, the authors created another method of account access using face 

recognition and fingerprints for the system. In this method, the authentication 

process uses both facial and fingerprints. Before fingerprint recognition, the 

face image of the subject is matched to a database image. Access to that account 

is granted when both recognition schemes match the same individual. In this 

instance, the controlling portion uses a Raspberry Pi microcontroller. The face 

ID and fingerprint ID are checked in a database that also contains the user 

account's other information. The database search is carried out by the raspberry 

pi microcontroller, which also sends the required data to a display device.  

The process of recognizing, verifying, and identifying facial photographs uses 

open CV libraries. The procedure for fingerprinting uses fingerprint libraries. 

Python is used to code the process program. [34]. 

2.3.2. Card-Less Electronic Automated Teller Machine (EATM) With 

Biometric Authentication 

In this research, the authors appreciate the advantages of card less ATM 

transactions and proposed that mainly uses the already existing components of 

the ATM except for the card reader which is replaced with a fingerprint scanner. 

The proposed system makes use of biometric finger data and the alphanumeric 

PIN as well as a 4-digit PIN to authenticate a user. The system covers two types 

of activities, these being, A transactions such as cash withdraws and fund 

transfers, B includes balance inquiry and fund transfers whose accounts are not 

linked to the account on the ATM. With the exception of the fingerprint scanner, 
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which replaces the card reader. The authors proposed a system that uses a four 

digit PIN in addition to an alphanumeric PIN and biometric finger data to 

authenticate users. The system supports two different kinds of activities: A 

transactions, such cash withdrawals and fund transfers, and B transactions, 

including balance inquiries and fund transfers for accounts that aren't linked to 

the ATM's account. [35] 

2.3.3. AES Cardless Automatic Teller Machine (ATM) Biometric Security 

System Design Using FPGA Implementation.  

The authors of this research provided a design for an AES system comprising a 

fingerprint reader, fingerprint display, and AES algorithm. The fingerprint 

scanner is used to capture the user's fingerprint data, which is later encrypted 

using the AES technique. The multi-touch display screen shows the user input 

possibilities. The system under consideration uses FPGA, which provides high 

performance and high throughput for feedback. The authors of the research 

appreciate the need for more secure card-less ATM transactions because all 

known attacks may be defended against with AES [36]. 

2.3.4. Designing a Biometric Strategy (Fingerprint) Measure for Enhancing 

ATM Security in Indian E-Banking System 

The researcher designed a system that uses a client/server architecture of which 

there is a connection between the customer information, identification and 

account information. The researcher then highlights the fact that the system is a 

three-factor authentication system that uses the User ID, PIN and biometric 

feature.  

The main goal of this research was to create a three-factor authentication system 

that uses the ATM ID number, the PIN number, and the biometric feature (both 

the cardholder's and nominee's fingerprint). Customers are supposed to have an 

ATM card, be familiar with and remember their PIN, and register their 

fingerprint with the system's fingerprint reader adaptor. The customer's live 

sample is then compared to a template in the database by the fingerprint 

database. Access to the ATM system is then granted to the user after verification 

that the information provided is accurate [37]. 
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2.3.5. Finger Eye: improvising security and optimizing ATM transaction 

time based on iris-scan authentication. 

The system leverages on Iris scanning technology to enhance the processing 

time as well as for stable and accurate results during authentication. The 

Researcher designed and implemented the system on an already existing 

windows computer to cut down on additional hardware costs. 

The registration phase includes capturing the customer’s personal information 

such as their full names, date of birth and their respective Iris biometric data 

using a digital camera. This biometric data is stored in binary form in the 

database for cross referencing during the verification process.  

The researchers found that this approach worked excellently, especially when a 

consumer requests a sizable cash withdrawal. The ATM only prints out the 

initial amount the user requested then logs out, which is a drawback. What 

happens if the customer changes their mind and wants to withdraw less money 

or more money? One must either make a new request to withdraw the old one, 

or one must withdraw the old request and make a new one. For the customer, 

this could be difficult. Considering this, the authors suggest the second 

approach, in which the client just notifies his bank of his need to conduct a 

transaction; he is then validated as soon as he arrives at the ATM and given full 

control of the ATM [38].  

2.4. Summary 

This chapter has reviewed the various proposed systems that incorporate biometric 

verification coupled with other methods of authentication .An extensive literature 

review was conducted and it was note that no research has yet been conducted that 

leverages all 10 fingerprint samples where any one sample is requested at random 

at each authentication request, coupled with OTPs for transaction authentication 

and PIN for user authorization to form a multifactor authentication system .The 

proposed system bridges the knowledge gap and further adds to the body of 

knowledge. 
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CHAPTER THREE  

RESEARCH METHODOLOGY 

3. Introduction 

This section gives a description of the research process and an explanation of the 

methods used to gather data and some of the variables that will have an impact on 

results. Among the section heading in this chapter are the research design, the 

research area, research tools and the justification for this research then the chapter 

shall be summed up in the Conclusion. 

A detailed literature review on the Design of ATM MFA systems using Biometrics 

and OTP has been done and is ongoing. In each review, the contribution made, 

research not done, and limitations have been documented. Some of the missing 

achievements are being investigated in this research as well. 

A simulated approach to this research was adopted to demonstrate the design of the 

project. The simulation tool was adopted for this project.is Proteus Isis which 

includes all components required to fully capture the desired results. 

3.3.  Simulation and Development Tools 

The tools and technologies used are as below; 

• Proteus Isis Professional 8 

• Arduino IDE version 1.8.18 

• C Programming language 

3.4. Research Design 

The processes to be undertaken during the design will be as follows. 

3.3.1. Fingerprint capture Phase  

 

This phase will constitute capturing the customer fingerprint data in two stages. 

3.3.1.1. User Registration stage 

At this stage, user data is captured including fingerprint data in line with 

KYC (Know Your Customers) norms. The data is captured using a 
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fingerprint sensor at the accounts opening station in a bank branch and 

is stored in a database accessible by the ATM Transaction switch. 

3.3.1.2. ATM/POS transaction stage  

At this stage, user authentication is done, scanned fingerprints are 

captured and converted to a machine-readable form which is later 

conveyed to the ATM Transaction switch where the fingerprint data is 

compared with stored fingerprint data for purposes of determining the 

authenticity of the customer transacting. 

3.3.1.3. Algorithm 

The ATM application software randomises the 10 capture fingerprint 

samples to curb the risk of predictability. Upon transacting, the user is 

prompted to place a random finger on the sensor, and it captures and 

converts the data to machine-readable format and encrypts the data 

which is then authenticated against a database of all the fingerprint 

samples of the bank’s entire customer base.  

Upon authentication, the system either rejects the ATM transaction 

requests if the fingerprint data does not match any sample in the database 

or allows for a transaction if there is a match. Communication is then 

made to the CBS for further information and instructions. 

3.4. Proposed System 

The proposed system provides an enhanced system of verifying the bank’s 

customers using fingerprint data ,PIN and One Time passwords (OTPs) as 

opposed to the current conventional use of ATM debit/credit card and an 

alphanumeric PIN only. The ATM randomly asks for any one of the 10 

fingerprint samples and not just one thumb as is the case in most proposed 

designs. A biometric fingerprint scanner is to be incorporated into the ATM 

in a similar way in which the card reader works. 

The concept of randomized fingerprint authentication is a security feature 

that involves the use of multiple, randomly generated fingerprints to verify 

a user's identity. This can be an effective way to enhance security because it 

makes it much more difficult for an attacker to forge a user's fingerprint. 



 

 

23 

Here are some specific advantages of using randomized fingerprint 

authentication: 

1. Increased security: Because the fingerprints used for authentication by 

the are requested for at random by the transaction switch, it is much more 

difficult for an attacker to forge a fingerprint that will be accepted by the 

system. This makes it much harder for an attacker to gain unauthorized 

access. 

2. Greater convenience: Randomized fingerprint authentication can be 

more convenient for users because they do not need to remember a 

separate login credential (such as a PIN or password). They simply need 

to place their finger on the scanner to log in. 

3. Improved accuracy: Randomized fingerprint authentication can be more 

accurate than other forms of authentication, such as a PIN or password, 

because a fingerprint is a unique physical characteristic that is 

exceedingly difficult to replicate. 

Overall, randomized fingerprint authentication is a secure and convenient 

way to verify a user's identity and protect against unauthorized access. 

The ATM through the fingerprint scanner scans the random fingerprint and 

passes the data to the Transaction switch, then the transaction switch verifies 

whether the fingerprint data is maintained and mapped to a particular 

customer in the system. The fingerprint data is verified as either one in the 

database or not. If it does exist, a message is sent to the core banking system 

to fetch the customer account details such as account number, balance etc.  

This information is relayed back to the Transaction switch, the Transaction 

switch sends an OTP to the customer’s mobile phone to authorize the 

withdrawal after a withdrawal has been initiated by the customer. Upon 

completing the transaction, the customer enters the OTP which is 

temporarily stored on the Transaction switch to authenticate and authorize 

the cash-out. 

This system aims at ensuring that the authorized and intended user of the 

account is the one transacting at each instance, consequently curbing fraud 

on customer accounts. 
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The flow diagram below shows how the message flow in the proposed         
system.  

 

BANK CUSTOMER

DATABASE 
(CONTAINING 

CUSTOMER KYC 
& FINGERPRINT 

DATA)

KYC DETAILS 
CAPTURED

FINGER PRINTS
CAPTURED

PHONE NUMBER 
LINKED TO 
ACCOUNT 
CAPTURED

END

  
 

Figure 4 – User Registration phase 
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Figure 5. Proposed System Flow chart 
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Figure 6 Sequence Diagram 
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Figure 7 Bank ATM Pictorial setup overview 

 

 
Figure 8 Proteus Isis Design of MFA 

 

1. LCD screen for the purpose of 
displaying results, this     simulates the 
screen on an ATM. 
2. Buttons labelled ID 1 to 6 and 
including RESET. These buttons 
simulate a fingerprint sensor 
embedded on the ATM for fingerprint 
scanning, this is so because Proteus 
Isis does not have a fingerprint 
scanner to achieve the goal of the 
project. 
3. Two sensors: Mobile for the GSM 
module to simulate a customer’s 
mobile device and how an OTP is sent 
to them and Serial for the 7 buttons to 
be accurately captured when pressed. 
4. GSM module: this simulates a 
customer’s mobile device to receive 
the OTP sent by the MFA system for 
transaction authorization by the 
customer. 
5. Arduino: This houses the logic of 
the Fingerprint randomization 
mechanism and simulates the ATM. 
6. Keypad: To capture user input 
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3.5. Simulation and Analysis 

The system's reliability will be evaluated in respect to typical card ATM/POS 

transactions, and conclusions will be made based on the findings. The researcher 

must make sure to employ fingerprint recognition and randomization at the user 

verification stage at the ATM . Data analysis will be more qualitative because 

conclusions can be made, and interpretations made based on the simulation's 

data. 
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CHAPTER FOUR 

4. RESULTS AND ANALYSIS OF FINDINGS 

 

This chapter presents results from the simulated design of the multifactor authentication 

system for automated teller machines. The results of this simulation were obtained from 

Proteus Isis Pr0fessional. The simulation being a proof of concept was mainly focused 

of the three-tier authentication backbone of the design which are fingerprint, PIN and 

OTP. 

Below are image results of the design simulation and various use cases and tests 

conducted. 

4.3. Assumptions 

For simulation of the user authentication as well as transaction authorization to be 

made successfully, a few assumptions were made such as; 

1. The HSM is a Hardware security module, whose sole responsibility is to ensure that 

encryption keys are exchanged between the Switch and hosts such as POS terminals 

and ATMs. HSM s comes in all sorts of brands but consequently they basically play 

the same role. HSMs are highly sophisticated hardware and software suites. 

Including them in this research would render the research highly complex and 

expensive. There is no need to re-invent the wheel as there are multiple bespoke 

solutions in production today. 

2. Transaction Switch, this is different from a networking switch. The Switch referred 

to in the research is a highly complex software suite that handles acquired and issued 

transactions by a financial institution with other institutions. It is through these 

switches that banks issue and acquire VISA, Union Pay, American Express, MNO, 

Mastercard transactions. Further, these suites are responsible for PIN issuance, 

wallet creations and many other. In this research we only simulate certain aspects 

of the switch, in this case, PIN issuance and biometric authentication which are both 

simulated in the Proteus design and housed in the Arduino device. 

3. The CBS or core banking system is a highly sophisticated system (software) that in 

this simulation is assumed to be at play. Certain aspects of it are simulated through 

the code housed in the Arduino. 
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4. Assumes that users’ fingerprint samples are captured at user registration stage 

together withal other KYC details and stored on a database. 

5. Designing /redesigning of a relational database for the Transaction Switch is outside 

the scope of this research, hence the database is assumed to be in play. 

6. It is also assumed that the system uses the already existing infrastructure in the ATM 

data flow. These include integrations with bulk SMS providers for OTP, HSM, 

Switch and CBS which are assumed to be at play and there is therefore no need to 

re-invent the wheel. 

7. The simulation focuses on demonstrating the algorithm for the randomization 

feature at user authentication stage, transaction authentication via OTP and PIN 

authentication at user authentication stage. Variables and input used would be 

replaced with appropriate variables in a real-world scenario. 

4.4. Random Fingerprint Request and PIN Authentication 

Among the three core features of the design is the concept of randomised fingerprint 

request. Among the 10 fingerprint samples provided by the customer to the bank, the 

ATM requests the user to place any one of the 10 fingerprints by using a randomization 

function to pick with finger. The fingerprint once recognised and the correctly requested 

one, then the user is requested to enter their static 4 digit PIN. 

Below is the schematic view of the design which includes and Arduino Mega 2560, a 

GSM module to simulate a mobile phone to receive OTPs, a keypad, 6 buttons that 

constitute the fingerprint sensor i.e. ID1, ID2, ID3, ID4, ID5, ID6 and a reset button 

that resets that random fingerprint sequence and an LCD screen to display all outputs. 

 

The figure below shows a prompt for the user to enter their fourth (4th) finger onto the 

fingerprint reader for the purposes of authentication, if the user places any other 

fingerprint other than the one requested for, the ATM does not request for the 4-digit 

PIN but with prompt the user to instead provide another randomly requested fingerprint. 
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Figure 9 User prompted to place the fourth finger print on fingerprint scanner 

Once the user provides the correct fingerprint, the ATM recognizes the user and 

requests for their 4-digit PIN as can be seen in Figure 14. 
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Figure 10 customer authenticated with fourth fingerprint  
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Figure 11 ATM screen prompting user for 4 digit PIN 

Figure 14 shows the ATM screen prompting the user to provide the user’s 4-digit PIN, 

anything other than the user’s correct PIN will flag an error and will not fully 

authenticate. 

Once successfully authenticated with the correct requested for fingerprint and the user’s 

correct 4-digit PIN, the user is provided with all the ATM options. 
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Figure 12 User successfully authenticated with forth fingerprint and PIN 
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Figure 13 User prompted to place the sixth fingerprint on fingerprint scanner 
 

The user is prompted with a random fingerprint request (6) as seen above in Figure 

16. 
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Figure 14 customer authenticated with sixth fingerprint. 

 

Once successfully authenticated, the user is directed to the welcome screen as can be 

seen above in Figure 17. 
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Figure 15 User successfully authenticated with sixth fingerprint and PIN 

 

The user is prompted with the above screen once authenticated with the correct 

fingerprint and correct PIN. 
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Figure 16 User prompted to place the third fingerprint on fingerprint scanner 
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Figure 17 customer authenticated with third fingerprint 
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Figure 18 User successfully authenticated with third fingerprint and PIN 
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Figure 19 Failed authentication – wrong PIN 
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Figure 20 Incorrect Finger error 

 

When the user supplies the wrong finger requested by the ATM, despite the customer 

being the legitimate owner of the account, will not be authenticated as it does not 

conform to the random fingerprint request. In case above in Figure 22, the terminal 

requested the user for finger number 3 but the user placed their finger number 3 and 

hence, was not authenticated. 
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Figure 21 Incorrect PIN 

As can be seen above The user entered PIN 1965 instead of 1991 and was not 

authenticated because of this. 

 

 
Figure 22 ATM user options. 
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4.5. OTP Authentication 

The third feature of the authentication process is the use of OTPs to authenticate ATM 

transactions as an added layer of security. The OTP is a random 4-digit PIN that user 

needs to enter in order to authenticate transactions such as withdraws and balance 

inquiries from the ATM. The OTP has a short lifespan and will eventually expire if not 

consumed withing a specified period of time.  

The figure below shows the OTP request screen that the user is shown once they need 

to perform a transaction on the ATM. 

 

 
Figure 23 OTP prompt 
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Figure 26 shows the user being requested to enter the OTP 1237 on their mobile device 

simulated by the GSM module in Proteus Isis. Figure 18 shows an error screen when 

the user enters an incorrect OTP. 

 

 
Figure 24 Failed authentication – incorrect OTP  
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Figure 25 Successful Transaction after OTP authentication 

 

The results from the various simulation tests that were conducted were summarized in 

the tables below. 
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Test 

No. 

Finger 

requested 

Fingerprint 

Provided 

Result Status 

1 4 4 Authenticated, user requested to enter 

PIN 

Success 

2 6 6 Authenticated, user requested to enter 

PIN 

Success 

3 3 3 Authenticated, user requested to enter 

PIN 

Success 

4 3 1 Not authenticated, User requested to 

place correct finger 

Failed 

Table 1 Table summary of fingerprint simulation tests 
 

Type Correct 

Parameter 

User 

Input 

Result Status 

PIN 1991 1965 Wrong Pin Failed 

OTP 1236 5874 Wrong OTP Failed 

PIN 1991 1991 User Logged in Success 

OTP 1236 1236 Transaction complete Success 

Table 2 OTP and PIN authentication table summary 

 

Tier Fingerprint PIN OTP Transaction Status 

1 Wrong x x Incomplete 

1,2 Correct Wrong x Incomplete 

1,2,3 Correct Correct Wrong Incomplete 

1,2,3 Correct Correct Correct Complete 

Table 3 Authentication matrix 

4.6. Chapter Summary 

The design simulation was conducted showing all use cases for the proposed design 

showing the core functionalities. The system randomly requested the user to place 

any one of 10 fingerprints for authentication. Once successfully recognised as the 

particular user’s fingerprint, the ATM proceeded to request the user for their 4-digit 

PIN. Upon entering their correct PIN, the user got access to their account and 

various ATM options such as withdraw and balance inquiry. The design simulation 

also depicted failed authentication for when a user provides incorrect input such as 

wrong request finger, wrong 4-digit PIN and wrong OTP. 
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CHAPTER FIVE 

5. CONCLUSION AND DISCUSSION  

Based on the results from the previous chapter of the design simulation, in this chapter, 

the researcher provides a comprehensive design and model of an enhanced and secure 

cardless withdraw mechanism that encompasses a three-tier authentication model. The 

researcher designed a system that would not only provide a secure means to transact on 

ATM and POS channel but also a convenient way to make transaction a financial sector 

whose current trajectory is cashless and cardless. 

5.3. Discussion 

The researcher set out to design a system that addressed the two research questions as 

well as objectives and through the results of the design simulation satisfied them. 

The research endeavoured design and demonstrate the core functionalities of the system 

in order to address the current challenges and limitations of the current ATM/POS 

setup. 

The research highlighted the limitations of the improved ATM debit/credit cards from 

the old cards with magnetic strip only. The researcher found that chip and PIN cards 

were still prone to card skimming/cloning due to their continued reliance on the 

magnetic strip. Card companies have not yet abandoned the magnetic strip because 

many countries as well as system have not fully migrated to the Chip and Pin concept. 

The research also highlighted the side effects of the contactless cards which when stolen 

can be used to carry put unauthenticated purchases and ATM withdraws. ATM 

terminals and POS terminals have also been known in the past to be compromised by 

malicious actors who have placed nefarious tools on ATM card readers and POS 

terminals for the malicious intent of harvesting ATM card data. 

The researcher proposed a cardless system that utilizes a multi factor authentication 

mechanism in order to avert those challenges of the current systems. The research 

proposed a migration to a cardless system for day-to-day ATM/POS purchases and 

withdraws through the use of biometric authentication (fingerprint) PIN and OTP.  

The design of proposed system incorporates a fingerprint reader to the ATM that works 

like the ATM card reader and authenticates fingerprints. 

Upon providing the correct random fingerprint requested by the system the and correct 

PIN, the user was fully authenticated and had access to the system prior to conducting 

any transactions. The simulation demonstrated the first two step authentication process 
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by flagging appropriate errors where incorrect feedback was provided. The simulation 

also showed that the system asked for a further authentication process upon conducting 

an ATM transaction by sending an OTP to the GSM module which simulated the user’s 

mobile device. Upon inputting the correct OTP, the user proceeded to transact 

successfully and flagged an incorrect OTP error when anything other than the correct 

OTP was entered. The results showed all the authentication processes.   

5.4. Conclusion 

In conclusion it is important to note the limitations, challenges and risks that the current 

payment systems and various mediums have such as card skimming/cloning, shoulder 

surfing, unauthorised online/ATM/POS transactions after theft of the debit/credit card 

and PIN and unauthorised contactless transactions among many others. Solutions and 

systems that offer countermeasures such as the proposed system design are required to 

address the ever-looming fraudulent activities in the payments and card industry in the 

financial sector. Zambia has not been an exception to such fraudulent acts as was 

highlighted in an earlier chapter. A system that implements multifactor authentication 

and incorporates a biometric system makes it difficult for threat actors to predict or 

circumvent the inherently strong security features that biometrics have, coupled with 

random fingerprint requests to avoid fraudsters from predicting in an event that the 

manage to form a wax copy of the user’s fingerprint and finally an OTP that is random 

and only sent to the customer’s mobile device for the final authentication. Card 

companies such as VISA and Mastercard still have the magnetic strip in use, until such 

a time that it’s completely done away with will issue of card skimming/cloning will 

come to an end as the chip will offer the much-needed security due to its high level 

encryption. But as it stands, solutions such as the proposed system design will not only 

offer the convenience of safe and cardless access to one’s account but will also eradicate 

the risks that come with magnetic striped cards and PIN only. 
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5.5. Recommendations 

After conducting the research, running the simulation tests and obtaining the results, 

we wish to make a number of recommendations to the proposed design and the current 

systems in order to enhance the safety of customer accounts.  

1. To explorer other circuit design and simulation software that can adequately 

simulate the fingerprint sensor and capture as well as store biometric data on a 

centralised database. 

2. Alternatively, physical components maybe use used to actualise the design and 

appreciate it’s results. 

3. More effort to be made by relevant authorities to carry out comprehensive user 

engagements and sensitization on the risks prone to card holders and how one 

may secure their cards physically and online for various payments and 

purchases.  

4. Further, we recommend that bank customers with contactless cards use 

RFID/NFC proof wallets in order to shield unauthorised/fraudulent POS 

purchases on their accounts via their contactless cards.  

5. We also wish to recommend that an encryption method be employed during 

fingerprint capture and authentication during a transaction at each terminal, this 

will add another layer of security. 

Further, the researcher recommends implementing a real-world scenario of the 

proposed design to fully appreciate it’s benefits. 

5.6. Future Works 

For works to be conducted in future the following will need to be considered. 

1. Explore means by which fingerprint data will be translated into machine 

readable for and inserted into the ISO8583 message for relay to the transaction 

switch for authentication. 

2. Embed a fingerprint sensor onto a Physical ATM and implement a real would 

simulation. 

3. Explorer means of incorporating this concept to online purchases instead of 

the use of a card on ecommerce platforms. 
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6. APPENDICES 

Appendix A: Gantt Chart 

 
Figure 26 Gantt Chart of Project timelines 
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Appendix B: Budget  
 

The Research budget is projected to be more than ZMW 9,689.20, the breakdown of 

the costs may be reviewed in table 1 below. 

 

Activity  Approximate Cost (ZMW) 

Proteus License $248 @17.9         K 4,439.20 

Transport                              K 1,500.00 

Printing and Binding                              K 1,700.00 

Talk time and Bundles                              K 1,300.00 

Bond paper                              K    750.00 

TOTAL                              K 9,689.20 

Table 4. Research Budget 

Appendix C: Publication Certificate  
 

 

 

Appendix D: Source code  
The program source code for the Arduino was coded in the C language and is provided 

below; 

 

#include <Wire.h>  

#include <LiquidCrystal.h> 

#include <Keypad.h> 

 const byte ROWS = 4; //four rows 

const byte COLS = 3; //three columns 

int count = 0; 

int back; int op; 

int back1; int op1; 

int back2; int op2; 

int back3; int op3; 

int back4; int op4; 

int back5; int op5; 

int back6; int op6; 

int count1 = 0; 

int ask=0; 
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int new1=0; 

char key; 

int choice; 

int amount; 

char PIN [4];  

char OTP [4];  

int n; int randn; 

int balance = 10000; 

 

  

char keys[ROWS][COLS] = { 

  {'1','2','3'}, 

  {'4','5','6'}, 

  {'7','8','9'}, 

  {'*','0','#'} 

}; 

 

byte rowPins[ROWS] = {25, 26, 27, 28}; //connect to the row pinouts of the keypad 

byte colPins[COLS] = {24, 23, 22}; //connect to the column pinouts of the keypad 

 

Keypad keypad = Keypad( makeKeymap(keys), rowPins, colPins, ROWS, COLS );  

  

// for the lcd pins  

const int rs = 2, en = 3, d4 = 4, d5 = 5, d6 = 6, d7 = 7; 

LiquidCrystal lcd(rs, en, d4, d5, d6, d7);   

int s1,s2,s3,s4,s5,s6; 

 

void setup(){  

pinMode(30,INPUT_PULLUP); 

pinMode(31,INPUT_PULLUP); 

pinMode(32,INPUT_PULLUP); 

pinMode(33,INPUT_PULLUP); 

pinMode(34,INPUT_PULLUP); 

pinMode(35,INPUT_PULLUP); 
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pinMode(36,INPUT_PULLUP); 

Serial.begin(9600); 

 Serial1.begin(9600); 

 Serial2.begin(9600); 

lcd.begin(16, 4); 

lcd.setCursor(0,0); 

 lcd.print("Welcome to "); 

lcd.setCursor(0,1); 

 lcd.print("UNZA Bank"); 

 lcd.setCursor(0,2); 

 lcd.print("ATM"); 

delay(200);  

randomSeed(2); 

 

} 

 

// main loop  

void loop (){ 

s1 = digitalRead(30); 

s2 = digitalRead(31); 

s3 = digitalRead(32); 

s4 = digitalRead(33); 

s5 = digitalRead(34); 

s6 = digitalRead(35); 

//Serial.println(s2); 

    lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print("Please Place"); 

lcd.setCursor(0,1); 

lcd.print("Finger #  "); 

randn = random(1, 7); 

lcd.print(randn); 

delay(1000); 

back: 
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count=0;    

if ( randn == 1 && s1 == 0 && s2 == 1 && s3 == 1 && s4 == 1 && s5 == 1 && s6 

== 1){ 

lcd.clear(); 

     lcd.setCursor(0,0); 

     lcd.print("Welcome ID 1"); 

   delay(180); 

   lcd.clear(); 

     lcd.setCursor(0,0); 

     lcd.print("Enter your pin"); 

     delay(100); 

while(ask<=1){        

     char key = keypad.getKey(); 

     if (key) { 

               lcd.setCursor ( PIN[count],1);                   

               PIN[count]=key; 

               lcd.print(PIN[count]); 

               Serial.print(PIN[count]); 

               count++ ; 

                       if (count ==4){ 

                        lcd.clear(); 

   

   

     if ( PIN[0] == '1' && PIN[1] == '9'&& PIN[2] == '9' && PIN[3] == '1' ) 

          {          

         lcd.print("Welcome"); 

         delay (100); 

         lcd.clear();     

           lcd.setCursor(1,0); 

          lcd.print("ID 1"); 

          delay(500);   

          code: 

         lcd.clear();  

         lcd.setCursor(0,0); 
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         lcd.print( " 1- Transaction ");  

         lcd.setCursor(0,1); 

         lcd.print (" 2- Deposit"); 

          lcd.setCursor(0,2); 

         lcd.print( " 3- Balance ");  

         lcd.setCursor(0,3); 

         lcd.print(" 4- Transfer"); 

          delay(500); 

          lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print(" 5- Exit");  

int take= 0; 

while (take<=1 ){  

 char key = keypad.getKey(); 

if (key){ 

if(key !=NO_KEY ){ 

if (key=='1'){ 

op:   

Serial1.println(""); 

Serial1.print("OTP is 1234"); 

Serial.println(""); 

 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print("Please Enter OTP");  

count1=0; 

 

while(new1<=1){  

char key1 = keypad.getKey(); 

if (key1){ 

OTP[count1]=key1; 

Serial.print(OTP[count1]); 

count1++ ; 

if (count1 ==4){ 
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if ( OTP[0] == '1' && OTP[1] == '2'&& OTP[2] == '3' && OTP[3] == '4' ) 

{  

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print( "Enter Amount  ") ; 

int j =0; 

int k =0; 

while (j<=1){ 

char key = keypad.getKey(); 

if (key) { 

lcd.setCursor ( k ,1); 

lcd.print(key); 

k ++ ; 

if (k==6){ 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print( "Transaction in  ") ;  

lcd.setCursor(0,1); 

lcd.print( " Process.. ") ;            

delay(700); 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print( "Transaction Done  ") ; 

delay(1000); 

goto code; 

} 

} 

} 

} 

else { 

  lcd.clear(); 

  lcd.print("OTP is wrong"); 

  delay(1000); 

  goto op; 
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} 

 

}   

} 

} 

}  

}  

if (key!=NO_KEY){ 

if (key=='2'){ 

int allow=0; 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print ( "Enter the amount" ); 

lcd.setCursor(0,1); 

int b=0; 

int a =0; 

while (a<=1){ 

char key = keypad.getKey(); 

if (key){      

lcd.setCursor ( b ,1); 

lcd.print(key); 

b ++ ; 

if (b ==6){  

lcd.clear(); 

lcd.print ("Done Deposit "); 

delay(1000); 

goto code; 

} 

}  

} 

} 

} 

if (key!=NO_KEY){ 

if (key=='3'){ 
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lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print ("Please wait.."); 

delay (100); 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print ("Your Balance is"); 

delay (200); 

lcd.setCursor(0,1); 

lcd.print(balance);  

delay(1000); 

goto code; 

} 

} 

if (key!=NO_KEY){ 

if (key=='4'){ 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print ("Please wait..") ; 

delay (100); 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print ("Transfer done."); 

delay (1000); 

goto code; 

} 

} 

if (key != NO_KEY){ 

if (key=='5'){ 

lcd.clear(); 

lcd.setCursor(0,0); 

delay (100); 

lcd.print("Take your card"); 

delay (1000); 
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lcd.clear(); 

goto back; 

} 

} 

 

 

} 

} 

} 

else{ 

     lcd.print(" Incorrect pin");  

     delay(1000); 

     lcd.clear(); 

     lcd.setCursor(0,0); 

     count=0; 

     count1=0; 

     goto back; 

     } 

} 

} 

} 

} 

  

  

back1: 

count=0;    

if ( randn == 2 && s1 == 1 && s2 == 0 && s3 == 1 && s4 == 1 && s5 == 1 && s6 

== 1){ 

lcd.clear(); 

     lcd.setCursor(0,0); 

     lcd.print("Welcome ID 2"); 

   delay(180); 

   lcd.clear(); 

     lcd.setCursor(0,0); 
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     lcd.print("Enter your pin"); 

     delay(100); 

while(ask<=1){        

     char key = keypad.getKey(); 

     if (key) { 

               lcd.setCursor ( PIN[count],1);                   

               PIN[count]=key; 

               lcd.print(PIN[count]); 

               Serial.print(PIN[count]); 

               count++ ; 

                       if (count ==4){ 

                        lcd.clear(); 

   

   

     if ( PIN[0] == '1' && PIN[1] == '9'&& PIN[2] == '9' && PIN[3] == '1' ) 

          {          

         lcd.print("Welcome"); 

         delay (100); 

         lcd.clear();     

           lcd.setCursor(1,0); 

          lcd.print("ID 2"); 

          delay(500);  

          

          code1: 

         lcd.clear();  

         lcd.setCursor(0,0); 

         lcd.print( " 1- Transaction ");  

         lcd.setCursor(0,1); 

         lcd.print (" 2- Deposit"); 

          lcd.setCursor(0,2); 

         lcd.print( " 3- Balance ");  

         lcd.setCursor(0,3); 

         lcd.print(" 4- Transfer"); 

          delay(500); 
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          lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print(" 5- Exit");  

int take= 0; 

while (take<=1 ){  

 char key = keypad.getKey(); 

if (key){ 

if(key !=NO_KEY ){ 

if (key=='1'){ 

op1:   

Serial1.println(""); 

Serial1.print("OTP is 1235"); 

Serial.println(""); 

 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print("Please Enter OTP");  

count1=0; 

 

while(new1<=1){  

char key1 = keypad.getKey(); 

if (key1){ 

OTP[count1]=key1; 

Serial.print(OTP[count1]); 

count1++ ; 

if (count1 ==4){ 

if ( OTP[0] == '1' && OTP[1] == '2'&& OTP[2] == '3' && OTP[3] == '5' ) 

{  

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print( "Enter Amount  ") ; 

int j =0; 

int k =0; 

while (j<=1){ 
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char key = keypad.getKey(); 

if (key) { 

lcd.setCursor ( k ,1); 

lcd.print(key); 

k ++ ; 

if (k==6){ 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print( "Transaction in  ") ;  

lcd.setCursor(0,1); 

lcd.print( " Process.. ") ;            

delay(700); 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print( "Transaction Done  ") ; 

delay(1000); 

goto code1; 

} 

} 

} 

} 

else { 

  lcd.clear(); 

  lcd.print("OTP is wrong"); 

  delay(1000); 

  goto op1; 

} 

 

}   

} 

} 

}  

}  

if (key!=NO_KEY){ 
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if (key=='2'){ 

int allow=0; 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print ( "Enter the amount" ); 

lcd.setCursor(0,1); 

int b=0; 

int a =0; 

while (a<=1){ 

char key = keypad.getKey(); 

if (key){      

lcd.setCursor ( b ,1); 

lcd.print(key); 

b ++ ; 

if (b ==6){  

lcd.clear(); 

lcd.print ("Done Deposit "); 

delay(1000); 

goto code1; 

} 

}  

} 

} 

} 

if (key!=NO_KEY){ 

if (key=='3'){ 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print ("Please wait.."); 

delay (100); 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print ("Your Balance is"); 

delay (200); 
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lcd.setCursor(0,1); 

lcd.print(balance);  

delay(1000); 

goto code1; 

} 

} 

if (key!=NO_KEY){ 

if (key=='4'){ 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print ("Please wait..") ; 

delay (100); 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print ("Transfer done."); 

delay (1000); 

goto code1; 

} 

} 

if (key != NO_KEY){ 

if (key=='5'){ 

lcd.clear(); 

lcd.setCursor(0,0); 

delay (100); 

lcd.print("Take your card"); 

delay (1000); 

lcd.clear(); 

goto back1; 

} 

} 

 

 

} 

} 
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} 

else{ 

     lcd.print(" Incorrect pin");  

     delay(1000); 

     lcd.clear(); 

     lcd.setCursor(0,0); 

     count=0; 

     count1=0; 

     goto back1; 

     } 

} 

} 

} 

} 

back2: 

count=0;    

if ( randn == 3 && s1 == 1 && s2 == 1 && s3 == 0 && s4 == 1 && s5 == 1 && s6 

== 1){ 

lcd.clear(); 

     lcd.setCursor(0,0); 

     lcd.print("Welcome ID 3"); 

   delay(180); 

   lcd.clear(); 

     lcd.setCursor(0,0); 

     lcd.print("Enter your pin"); 

     delay(100); 

while(ask<=1){        

     char key = keypad.getKey(); 

     if (key) { 

               lcd.setCursor ( PIN[count],1);                   

               PIN[count]=key; 

               lcd.print(PIN[count]); 

               Serial.print(PIN[count]); 

               count++ ; 
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                       if (count ==4){ 

                        lcd.clear(); 

   

   

     if ( PIN[0] == '1' && PIN[1] == '9'&& PIN[2] == '9' && PIN[3] == '1' ) 

          {          

         lcd.print("Welcome"); 

         delay (100); 

         lcd.clear();     

           lcd.setCursor(1,0); 

          lcd.print("ID 3"); 

          delay(500);  

          

          code2: 

         lcd.clear();  

         lcd.setCursor(0,0); 

         lcd.print( " 1- Transaction ");  

         lcd.setCursor(0,1); 

         lcd.print (" 2- Deposit"); 

          lcd.setCursor(0,2); 

         lcd.print( " 3- Balance ");  

         lcd.setCursor(0,3); 

         lcd.print(" 4- Transfer"); 

          delay(500); 

          lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print(" 5- Exit");  

int take= 0; 

while (take<=1 ){  

 char key = keypad.getKey(); 

if (key){ 

if(key !=NO_KEY ){ 

if (key=='1'){ 

op2:   
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Serial1.println(""); 

Serial1.print("OTP is 1236"); 

Serial.println(""); 

 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print("Please Enter OTP");  

count1=0; 

 

while(new1<=1){  

char key1 = keypad.getKey(); 

if (key1){ 

OTP[count1]=key1; 

Serial.print(OTP[count1]); 

count1++ ; 

if (count1 ==4){ 

if ( OTP[0] == '1' && OTP[1] == '2'&& OTP[2] == '3' && OTP[3] == '6' ) 

{  

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print( "Enter Amount  ") ; 

int j =0; 

int k =0; 

while (j<=1){ 

char key = keypad.getKey(); 

if (key) { 

lcd.setCursor ( k ,1); 

lcd.print(key); 

k ++ ; 

if (k==6){ 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print( "Transaction in  ") ;  

lcd.setCursor(0,1); 
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lcd.print( " Process.. ") ;            

delay(700); 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print( "Transaction Done  ") ; 

delay(1000); 

goto code2; 

} 

} 

} 

} 

else { 

  lcd.clear(); 

  lcd.print("OTP is wrong"); 

  delay(1000); 

  goto op2; 

} 

 

}   

} 

} 

}  

}  

if (key!=NO_KEY){ 

if (key=='2'){ 

int allow=0; 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print ( "Enter the amount" ); 

lcd.setCursor(0,1); 

int b=0; 

int a =0; 

while (a<=1){ 

char key = keypad.getKey(); 
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if (key){      

lcd.setCursor ( b ,1); 

lcd.print(key); 

b ++ ; 

if (b ==6){  

lcd.clear(); 

lcd.print ("Done Deposit "); 

delay(1000); 

goto code2; 

} 

}  

} 

} 

} 

if (key!=NO_KEY){ 

if (key=='3'){ 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print ("Please wait.."); 

delay (100); 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print ("Your Balance is"); 

delay (200); 

lcd.setCursor(0,1); 

lcd.print(balance);  

delay(1000); 

goto code2; 

} 

} 

if (key!=NO_KEY){ 

if (key=='4'){ 

lcd.clear(); 

lcd.setCursor(0,0); 
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lcd.print ("Please wait..") ; 

delay (100); 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print ("Transfer done."); 

delay (1000); 

goto code2; 

} 

} 

if (key != NO_KEY){ 

if (key=='5'){ 

lcd.clear(); 

lcd.setCursor(0,0); 

delay (100); 

lcd.print("Take your card"); 

delay (1000); 

lcd.clear(); 

goto back2; 

} 

} 

 

 

} 

} 

} 

else{ 

     lcd.print(" Incorrect pin");  

     delay(1000); 

     lcd.clear(); 

     lcd.setCursor(0,0); 

     count=0; 

     count1=0; 

     goto back2; 

     } 
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} 

} 

} 

} 

back3: 

count=0;    

if ( randn == 4 && s1 == 1 && s2 == 1 && s3 == 1 && s4 == 0 && s5 == 1 && s6 

== 1){ 

lcd.clear(); 

     lcd.setCursor(0,0); 

     lcd.print("Welcome ID 4"); 

   delay(180); 

   lcd.clear(); 

     lcd.setCursor(0,0); 

     lcd.print("Enter your pin"); 

     delay(100); 

while(ask<=1){        

     char key = keypad.getKey(); 

     if (key) { 

               lcd.setCursor ( PIN[count],1);                   

               PIN[count]=key; 

               lcd.print(PIN[count]); 

               Serial.print(PIN[count]); 

               count++ ; 

                       if (count ==4){ 

                        lcd.clear(); 

   

   

     if ( PIN[0] == '1' && PIN[1] == '9'&& PIN[2] == '9' && PIN[3] == '1' ) 

          {          

         lcd.print("Welcome"); 

         delay (100); 

         lcd.clear();     

           lcd.setCursor(1,0); 
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          lcd.print("ID 4"); 

          delay(500);  

          

          code3: 

         lcd.clear();  

         lcd.setCursor(0,0); 

         lcd.print( " 1- Transaction ");  

         lcd.setCursor(0,1); 

         lcd.print (" 2- Deposit"); 

          lcd.setCursor(0,2); 

         lcd.print( " 3- Balance ");  

         lcd.setCursor(0,3); 

         lcd.print(" 4- Transfer"); 

          delay(500); 

          lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print(" 5- Exit");  

int take= 0; 

while (take<=1 ){  

 char key = keypad.getKey(); 

if (key){ 

if(key !=NO_KEY ){ 

if (key=='1'){ 

op3:   

Serial1.println(""); 

Serial1.print("OTP is 1237"); 

Serial.println(""); 

 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print("Please Enter OTP");  

count1=0; 

 

while(new1<=1){  
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char key1 = keypad.getKey(); 

if (key1){ 

OTP[count1]=key1; 

Serial.print(OTP[count1]); 

count1++ ; 

if (count1 ==4){ 

if ( OTP[0] == '1' && OTP[1] == '2'&& OTP[2] == '3' && OTP[3] == '7' ) 

{  

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print( "Enter Amount  ") ; 

int j =0; 

int k =0; 

while (j<=1){ 

char key = keypad.getKey(); 

if (key) { 

lcd.setCursor ( k ,1); 

lcd.print(key); 

k ++ ; 

if (k==6){ 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print( "Transaction in  ") ;  

lcd.setCursor(0,1); 

lcd.print( " Process.. ") ;            

delay(700); 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print( "Transaction Done  ") ; 

delay(1000); 

goto code3; 

} 

} 

} 
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} 

else { 

  lcd.clear(); 

  lcd.print("OTP is wrong"); 

  delay(1000); 

  goto op3; 

} 

 

}   

} 

} 

}  

}  

if (key!=NO_KEY){ 

if (key=='2'){ 

int allow=0; 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print ( "Enter the amount" ); 

lcd.setCursor(0,1); 

int b=0; 

int a =0; 

while (a<=1){ 

char key = keypad.getKey(); 

if (key){      

lcd.setCursor ( b ,1); 

lcd.print(key); 

b ++ ; 

if (b ==6){  

lcd.clear(); 

lcd.print ("Done Deposit "); 

delay(1000); 

goto code3; 

} 
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}  

} 

} 

} 

if (key!=NO_KEY){ 

if (key=='3'){ 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print ("Please wait.."); 

delay (100); 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print ("Your Balance is"); 

delay (200); 

lcd.setCursor(0,1); 

lcd.print(balance);  

delay(1000); 

goto code3; 

} 

} 

if (key!=NO_KEY){ 

if (key=='4'){ 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print ("Please wait..") ; 

delay (100); 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print ("Transfer done."); 

delay (1000); 

goto code3; 

} 

} 

if (key != NO_KEY){ 
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if (key=='5'){ 

lcd.clear(); 

lcd.setCursor(0,0); 

delay (100); 

lcd.print("Take your card"); 

delay (1000); 

lcd.clear(); 

goto back3; 

} 

} 

 

 

} 

} 

} 

else{ 

     lcd.print(" Incorrect pin");  

     delay(1000); 

     lcd.clear(); 

     lcd.setCursor(0,0); 

     count=0; 

     count1=0; 

     goto back3; 

     } 

} 

} 

} 

} 

back4: 

count=0;    

if ( randn == 5 && s1 == 1 && s2 == 1 && s3 == 1 && s4 == 1 && s5 == 0 && s6 

== 1){ 

lcd.clear(); 

     lcd.setCursor(0,0); 
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     lcd.print("Welcome ID 5"); 

   delay(180); 

   lcd.clear(); 

     lcd.setCursor(0,0); 

     lcd.print("Enter your pin"); 

     delay(100); 

while(ask<=1){        

     char key = keypad.getKey(); 

     if (key) { 

               lcd.setCursor ( PIN[count],1);                   

               PIN[count]=key; 

               lcd.print(PIN[count]); 

               Serial.print(PIN[count]); 

               count++ ; 

                       if (count ==4){ 

                        lcd.clear(); 

   

   

     if ( PIN[0] == '1' && PIN[1] == '9'&& PIN[2] == '9' && PIN[3] == '1' ) 

          {          

         lcd.print("Welcome"); 

         delay (100); 

         lcd.clear();     

           lcd.setCursor(1,0); 

          lcd.print("ID 5"); 

          delay(500);  

          

          code4: 

         lcd.clear();  

         lcd.setCursor(0,0); 

         lcd.print( " 1- Transaction ");  

         lcd.setCursor(0,1); 

         lcd.print (" 2- Deposit"); 

          lcd.setCursor(0,2); 
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         lcd.print( " 3- Balance ");  

         lcd.setCursor(0,3); 

         lcd.print(" 4- Transfer"); 

          delay(500); 

          lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print(" 5- Exit");  

int take= 0; 

while (take<=1 ){  

 char key = keypad.getKey(); 

if (key){ 

if(key !=NO_KEY ){ 

if (key=='1'){ 

op4:   

Serial1.println(""); 

Serial1.print("OTP is 1238"); 

Serial.println(""); 

 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print("Please Enter OTP");  

count1=0; 

 

while(new1<=1){  

char key1 = keypad.getKey(); 

if (key1){ 

OTP[count1]=key1; 

Serial.print(OTP[count1]); 

count1++ ; 

if (count1 ==4){ 

if ( OTP[0] == '1' && OTP[1] == '2'&& OTP[2] == '3' && OTP[3] == '8' ) 

{  

lcd.clear(); 

lcd.setCursor(0,0); 
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lcd.print( "Enter Amount  ") ; 

int j =0; 

int k =0; 

while (j<=1){ 

char key = keypad.getKey(); 

if (key) { 

lcd.setCursor ( k ,1); 

lcd.print(key); 

k ++ ; 

if (k==6){ 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print( "Transaction in  ") ;  

lcd.setCursor(0,1); 

lcd.print( " Process.. ") ;            

delay(700); 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print( "Transaction Done  ") ; 

delay(1000); 

goto code4; 

} 

} 

} 

} 

else { 

  lcd.clear(); 

  lcd.print("OTP is wrong"); 

  delay(1000); 

  goto op4; 

} 

 

}   

} 
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} 

}  

}  

if (key!=NO_KEY){ 

if (key=='2'){ 

int allow=0; 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print ( "Enter the amount" ); 

lcd.setCursor(0,1); 

int b=0; 

int a =0; 

while (a<=1){ 

char key = keypad.getKey(); 

if (key){      

lcd.setCursor ( b ,1); 

lcd.print(key); 

b ++ ; 

if (b ==6){  

lcd.clear(); 

lcd.print ("Done Deposit "); 

delay(1000); 

goto code4; 

} 

}  

} 

} 

} 

if (key!=NO_KEY){ 

if (key=='3'){ 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print ("Please wait.."); 

delay (100); 
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lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print ("Your Balance is"); 

delay (200); 

lcd.setCursor(0,1); 

lcd.print(balance);  

delay(1000); 

goto code4; 

} 

} 

if (key!=NO_KEY){ 

if (key=='4'){ 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print ("Please wait..") ; 

delay (100); 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print ("Transfer done."); 

delay (1000); 

goto code4; 

} 

} 

if (key != NO_KEY){ 

if (key=='5'){ 

lcd.clear(); 

lcd.setCursor(0,0); 

delay (100); 

lcd.print("Take your card"); 

delay (1000); 

lcd.clear(); 

goto back4; 

} 

} 
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} 

} 

} 

else{ 

     lcd.print(" Incorrect pin");  

     delay(1000); 

     lcd.clear(); 

     lcd.setCursor(0,0); 

     count=0; 

     count1=0; 

     goto back4; 

     } 

} 

} 

} 

} 

back5: 

count=0;    

if ( randn == 6 && s1 == 1 && s2 == 1 && s3 == 1 && s4 == 1 && s5 == 1 && s6 

== 0){ 

lcd.clear(); 

     lcd.setCursor(0,0); 

     lcd.print("Welcome ID 6"); 

   delay(180); 

   lcd.clear(); 

     lcd.setCursor(0,0); 

     lcd.print("Enter your pin"); 

     delay(100); 

while(ask<=1){        

     char key = keypad.getKey(); 

     if (key) { 

               lcd.setCursor ( PIN[count],1);                   
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               PIN[count]=key; 

               lcd.print(PIN[count]); 

               Serial.print(PIN[count]); 

               count++ ; 

                       if (count ==4){ 

                        lcd.clear(); 

   

   

     if ( PIN[0] == '1' && PIN[1] == '9'&& PIN[2] == '9' && PIN[3] == '1' ) 

          {          

         lcd.print("Welcome"); 

         delay (100); 

         lcd.clear();     

           lcd.setCursor(1,0); 

          lcd.print("ID 6"); 

          delay(500);  

          

          code5: 

         lcd.clear();  

         lcd.setCursor(0,0); 

         lcd.print( " 1- Transaction ");  

         lcd.setCursor(0,1); 

         lcd.print (" 2- Deposit"); 

          lcd.setCursor(0,2); 

         lcd.print( " 3- Balance ");  

         lcd.setCursor(0,3); 

         lcd.print(" 4- Transfer"); 

          delay(500); 

          lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print(" 5- Exit");  

int take= 0; 

while (take<=1 ){  

 char key = keypad.getKey(); 
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if (key){ 

if(key !=NO_KEY ){ 

if (key=='1'){ 

op5:   

Serial1.println(""); 

Serial1.print("OTP is 1239"); 

Serial.println(""); 

 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print("Please Enter OTP");  

count1=0; 

 

while(new1<=1){  

char key1 = keypad.getKey(); 

if (key1){ 

OTP[count1]=key1; 

Serial.print(OTP[count1]); 

count1++ ; 

if (count1 ==4){ 

if ( OTP[0] == '1' && OTP[1] == '2'&& OTP[2] == '3' && OTP[3] == '9' ) 

{  

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print( "Enter Amount  ") ; 

int j =0; 

int k =0; 

while (j<=1){ 

char key = keypad.getKey(); 

if (key) { 

lcd.setCursor ( k ,1); 

lcd.print(key); 

k ++ ; 

if (k==6){ 
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lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print( "Transaction in  ") ;  

lcd.setCursor(0,1); 

lcd.print( " Process.. ") ;            

delay(700); 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print( "Transaction Done  ") ; 

delay(1000); 

goto code5; 

} 

} 

} 

} 

else { 

  lcd.clear(); 

  lcd.print("OTP is wrong"); 

  delay(1000); 

  goto op5; 

} 

 

}   

} 

} 

}  

}  

if (key!=NO_KEY){ 

if (key=='2'){ 

int allow=0; 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print ( "Enter the amount" ); 

lcd.setCursor(0,1); 
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int b=0; 

int a =0; 

while (a<=1){ 

char key = keypad.getKey(); 

if (key){      

lcd.setCursor ( b ,1); 

lcd.print(key); 

b ++ ; 

if (b ==6){  

lcd.clear(); 

lcd.print ("Done Deposit "); 

delay(1000); 

goto code5; 

} 

}  

} 

} 

} 

if (key!=NO_KEY){ 

if (key=='3'){ 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print ("Please wait.."); 

delay (100); 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print ("Your Balance is"); 

delay (200); 

lcd.setCursor(0,1); 

lcd.print(balance);  

delay(1000); 

goto code5; 

} 

} 
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if (key!=NO_KEY){ 

if (key=='4'){ 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print ("Please wait..") ; 

delay (100); 

lcd.clear(); 

lcd.setCursor(0,0); 

lcd.print ("Transfer done."); 

delay (1000); 

goto code5; 

} 

} 

if (key != NO_KEY){ 

if (key=='5'){ 

lcd.clear(); 

lcd.setCursor(0,0); 

delay (100); 

lcd.print("Take your card"); 

delay (1000); 

lcd.clear(); 

goto back5; 

} 

} 

 

 

} 

} 

} 

else{ 

     lcd.print(" Incorrect pin");  

     delay(1000); 

     lcd.clear(); 

     lcd.setCursor(0,0); 
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     count=0; 

     count1=0; 

     goto back5; 

     } 

} 

} 

} 

}     

} 

 

 

 


