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ABSTRACT 
 

This study proposes automation of the Zambian civil registration process of Birth and National 
Identity Card by incorporating biometrics, geospatial and encryption. In Zambia, The Ministry 
of Home Affairs processes civil registration in two ways: urban and rural. Both registrations 
initiate with the collection of a birth event on a non-standard birth source record. The birth 
source records are authenticated when applying for a birth certificate or a national identity 
card by The Government of the Republic of Zambia Affidavit Form N sworn by a 
commissioner of oaths. By implication, a commissioner of oaths can authenticate anyone 
based on Affidavit form N. This authentication process presents information security risks 
such as identity theft. Zambia, like many developing countries still utilize manual systems to 
process birth certificate and national identity card information. The first objective of the study 
was to determine the challenges in the current business processes leading to successful 
registration of birth certificates and National Identity Cards using ISO 27001 and ISO 24745 
as information security and biometric security standards respectively. Based on the results 
from the first objective, the second objective proposed the development of a business model 
for birth certificates and national identity card registration using secure two-factor 
authentication, QR barcode, encryption and geospatial technologies. The third and last 
objective of the study was to develop a prototype based on the model in the second objective. 
A baseline study was successfully carried out and a model for the automation, secure 
registration and storage of civil data developed. The security features in the proposed model 
are based on biometrics, encryption and QR Barcode Technologies. Validation tests on the 
developed prototype were carried out and the results were successfully published in the 
IJACSA Journal vol.9 No.5 of 2018. Therefore, all three objectives of this study have been 
met. This model has been designed to improve civil registration in the Republic of Zambia 
but can be adopted to other countries. 

 
Keywords:  Vital-event, Vital-statistics, Authentication, Biometrics, Two-factor 
authentication. 
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CHAPTER 1  

INTRODUCTION 
 

The following chapter is an introduction of the research study.  The subtopics contained in 

this chapter are: Background to the study, statement of the problem, aim of the study, 

objectives, research questions, significance of the study, scope of research, and ethical 

considerations prior to the summary of the entire chapter.   

 

1.1 Background to the Study 

The Government of the Republic of Zambia (GRZ) through the Ministry of Home Affairs 

records the births of all new born babies by applying the births and Deaths Registration Act 

[1] [2] [3] [4].  A birth occurring in a hospital (or in an urban setting) is recorded on what is 

called a hospital certificate (sometimes referred to as a birth record) confirming the birth 

details [5]. There is no evidence to suggest that a standardized birth record format or hospital 

certificate exist. The parents to the child take it upon themselves to formalize the child’s birth 

by acquiring a birth certificate through a process of notification and registration by submitting 

the earlier created birth record to a designated Ministry of Home Affairs (MoHA) Office [5] 

[1]. A birth certificate is then processed and made available to the informant or parent to a 

child to keep securely. The process of civil registration uses multiple documents. Among the 

documents include birth record, affidavit of birth (Form N) and application forms. The vital 

statistics registration process begins at multiple points such as Hospitals, Boma Centres, 

Schools, village authority centres and others declared by government.  Citizens are expected 

to locate such centres to have their details created into a GRZ data item in order for them to 

qualify for a birth certificate. 

The parents to a child born in a village or rural Zambia must register the child’s birth in a 

village register apart from obtaining an under-five children’s clinic card for the child at any 

nearest health centre within one month of birth [6]. The details recorded on this under-five 

card and the village registration provide support to a parent when a acquiring a birth 

certificate. Further, the parents to the child must also obtain an affidavit form from the nearest 

MoHA office and ensure a commissioner of oath provides a sworn an authentication of the 
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birth details [4]. Depending on parents’ resources and capability plus considering the need to 

travel to and from the registration office, the whole process of acquiring a birth certificate can 

be mathematically ambitious to determine in terms of time and finance as soft factors and 

others may impede the process from a parents’ perspective [7]. 

At an age of 16 a Zambian is entitled to a NRC (National Registration Card). This can be 

secured from The Ministry of Home Affairs, Department of National Registration and Citizen 

Registration [2] [1] [8] [4] .There is need here of the individual to locate a designated GRZ 

office executing the registration process and acquire the NRC. A birth certificate is needed in 

addition to a sworn affidavit. Hidden costs will follow this transaction such as those for a 

commissioner of oaths during authentication of the affidavit. 

This study, therefore, proposed to develop a secure biometric software model based on ISO 

27001, ISO 24745 for birth records and NRC that automates the current manual processes of 

civil registration. To ensure vital data relating to the vital statistics are secured, encryption, 

QR Barcode and geospatial technologies would be implemented.  

 

1.2 Statement of the Problem 

Two-factor authentication is the use of more than one piece of datum or technological tool to 

identify and bind an entity to a transaction [9].The consequence that during a Zambian 

National Election, multiple individuals exist with shared NRC Number details or an NRC that 

cannot be traced to a birth [10] shows a problem of authentication, integrity and a possible 

failure in non-repudiation. Further, the fact that individuals share an NRC number [11] 

indicates issues of a failure of secure storage management and a lack of a centralized database 

plus supporting applications to manage the information distribution processes. There is also a 

possibility of data theft and identity theft with far reaching consequences.  

 

A failure to track an NRC to an actual vital event or birth of an individual, the failure to 

produce sequential numbering that rids the system of duplicate NRC numbers, the failure to 

securely store the NRC details of an individual are issues that require address. These problems 

have an extended linkage problem of association rule mining [12]; once an erroneous data 

item about an individual is captured by the current system it becomes the basis for further 

decisions, these decisions such as acquiring a Zambian passport or opening a bank account 

and others are all made with an error emanating from a wrong vital event captured at data 
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creation point. The fact that vital event data is kept at source presents a possible information 

security risk of record alteration or destruction [13]. There was, therefore, need to overcome 

these challenges.  

 

1.3 Aim of the Study 

 

The aim of this study was automation and secure birth certificate registration and management 

process based on biometrics and QR Bar codes. 

 

1.4 Objectives  

 

The study objectives of this research were to: 

i. Determine challenges and business processes in the production of birth certificates and 

NRC based on ISO 27000, ISO 24745; 

ii. Develop a business model based on findings in (i) for birth certificates and NRC storage 

and 

iii. Develop a secure 2FA Biometric model based on findings in (ii). 

 

1.5 Research Questions  

 

For the purpose of this study the following research questions were formulated; 

i. What is the level of ICT utilisation by GRZ in vital Data management based on ISO 

27001, ISO 24745? 

ii. What are the limiting factors that GRZ encounters in setting up a secure ICT Biometric 

System? 

iii. What ICT secure model can be developed to capture and process vital statistics? 

 

1.6 Significance of the Study 

 

This study proposes to give an improved method to the collection of vital statistics in a secured 

way by employing biometrics, encryption, geospatial, QR barcodes and two-factor 

authentication.  
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1.7 Scope of Research 

The research was focused on understanding how 2FA can be applied to biometric civil data. 

This study was conducted within the city of Lusaka as this is the capital city Zambia which 

also happens to be the headquarters of most of the organisations in Zambia and, therefore, 

represents the general view of the branched organisations outside this city. 

 

1.9 Ethical Considerations 

 

This research utilises personal data that can be used to identify an individual and bind an 

individual to an event or transaction. Due to the nature of the research data used in this 

research topic and the sensitivity of the information that was required for this research, 

guidance from the University of Zambia was sought. Consent from research participants and 

organisations was equally sought in the use of personally identifying information. Consent to 

collect human statistic data from all individuals that were selected to participate in this 

research project was obtained. All human identifiable information collected was treated with 

care and confidentiality of the utmost. All participants were made to understand that the data 

collected from them was to be used for research purposes only. The researchers endeavoured 

to function with a high level of integrity and professionalism due to the sensitivity of the 

information which was acquired. 

1.10 Summary 

 
The contents of this chapter focused on the dissertation introduction. This chapter has 

highlighted some of the critical reasons behind the need to develop a workable model that 

may be used to capture and authenticate biometric data in the vital statistics arena. The chapter 

has pre-empted the region of literature to be further studied in the following chapter.  
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CHAPTER 2  

LITERATURE REVIEW 
2.1 Introduction 

 

This chapter contains different literature reviewed from various academic, Government and 

industrial sources. The various sources include journals, conference papers, reports, text 

books, government documents and selected items from the internet. The chapter is presented 

to cover the thematic areas of the research study. The areas of discussion range from a general 

discussion on civil registration management covered comparatively by looking at countries 

under study and which civil biometric tool has been implemented. The chapter discusses 

challenges in civil data management per country under study. The chapter also explores 

standards in line with biometrics and ISMSs. Aspects of QR barcodes are also discussed and 

married to civil data management. 

 

2.2 A Perspective on Civil Registration Processes 

Various literature taken from a perspective on civil registration processes has been examined. 
 
2.2.1 The Elements of a Civil Registration Process  

 

Figure 2.1 shows the generally accepted civil registration process as defined by Taylor [14]. 

 

 

 

 

As shown in Figure 2.1, an ideal Civil Registration system must have capabilities for: 

i. Notification: where the Government units responsible for the collection of vital data 

are made aware of a vital event such as a birth; 

ii. Record: where the Government units that are responsible for the collection and 

retention of vital records such as a birth certificates and NRCs are given data relating 

Notify Register Record Report 

 Figure 2.1. Vital Statistics Approach. Adapted from [14] 
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to those vital events which they then retain; 

iii. Register: where the Government units responsible for the collection and management 

of vital data records generates vital event documents such as a Birth Certificate and 

NRC that they make available to the informant (the individual who performs the 

notification of the vital event to the Government). 

iv. Report: the civil registration unit accounts for its’ activities to government and 

citizens. 

Vital events refer to situations or circumstance concerning the life and death of individuals. 

These events also refer to the family and civil status of those individuals.  These events 

occasioning around an individual form basis for their recording. Governments and countries 

have interest in the events of individuals or citizens as this information is used for economic 

planning. These units of information provide important information on the population in a 

country. In accordance with Chapter 51/5 of The Births And Deaths Registration Act of the 

laws of Zambia established under The Constitution of Zambia (Amendment), 2016-Act 

No. 2 as amended in Principle, registration of every vital event occurring within the 

boundaries of the country of Zambia MUST be made legally compulsory for every group of 

the population and parallel provision for enforcement should be established [15]. These vital 

data elements form what is referred to as civil data. In Zambia, a Registrar-General of Births 

and Deaths for Zambia, and a Registrar of Births and Deaths for each district are appointed to 

identify, classify and collect vital statistics [5]. 

It can then be deduced that vital statistics (civil data) will encompass: live births, deaths and 

fatal deaths, marriages, registered partnerships, separations, divorces, legal dissolutions of 

registered partnerships and annulment of marriage, as well as adoptions, legitimation and 

recognition.  

According to the Classification of vital statistics done by adopting the National Statistics 

Institute, two paradigms can be adopted to classify vital statistics, these being Marriage and 

Death [16]. Clause 8 of the birth and death registration act of the laws of Zambia, however, 

classifies vital events into birth (still-born or not) and death [15] [5]. 

 ‘A vital statistics system is defined as the total process of (a) collecting information by civil 
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registration or enumeration on the frequency of occurrence of specified and defined vital 

events, as well as relevant characteristics of the events themselves and of the person or 

persons concerned, and (b) compiling, processing, analysing, evaluating, presenting and 

disseminating these data in statistical form. The vital events of interest are: live births, 

adoptions, legitimations, recognitions; deaths and foetal deaths; and marriages, divorces, 

separations and annulments of marriage’ [8]. 

Countries around the world register their citizens so as to make it easier to identify and 

separate individuals. Several practices are entered into to register or record details about an 

individual [17]. Normally the registration or recording of an individual may be done soon 

after birth or in some cases may be done sometime after a person has been born [18] [19]. 

Registration or recording of individuals is important as it provides a means for a country to 

know its citizens and helps the country in terms of its economic, social, health, education 

planning and others [8]. In certain circumstances an individual may not be allowed access to 

schools, University or even sit for exams without a birth certificate. This implies that vital 

statistics must be captured and must be accurate [20]. 

Countries such as America register their individuals by following rules of the state where that 

individual is born [21]. In the UK (United Kingdom) registration of an individual is done at 

the hospital of birth or an alternative registration recognised by the government [22]. In 

Africa, though vital data management is unsatisfactory, several approaches apply for instance, 

in Libya registration of an individual is done by following law Number (24) for 2010/1378 

on Libyan Nationality. By following this law, and with the development of IT infrastructure, 

the government has ensured that each municipality has its civil registration office where birth, 

marriage, divorce and death must be registered. The civil registry records are known to consist 

of many unauthenticated family books and records.  It can be seen here that an issue of entity 

binding is a problem (failure to authenticate). According to the “The Libya Herald”, the civil 

records are in a bad state and as such the current civil registration system must not be fully 

accepted [23]. Out of 13 countries researched by the SADC (Southern African Development 

Community) on vital records management, a general conclusion is made of how the process 

is somewhat not well coordinated and as such further work must be done in this area [8] 

All the above registrations have one thing in common; the need to accurately capture an aspect 

of an individual early enough in the life of that individual so as to create a history for that 
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person which can be used to identify and bind that individual to a his / her birth. 

In the Republic of Zambia, the Ministry of Home Affairs (MoHA) is charged with the 

responsibility of registration of Citizens in Zambia and registers the births by using the births 

and deaths registration act [4]. 

2.2.2 Civil Registration Systems and documents 

 

Starting with the UN, a comparative study of the civil systems that are used by different 

African countries together with their vital documents is presented. This author presents an 

overview of the challenges and types of vital documents in the civil registration systems in 

the studied African countries by understanding them from the UN’s perspective. A brief study 

of the European Union’s perspective on its’ civil system made is so as to demonstrate 

comparison. The study on African countries is focused on their challenges and the solutions 

they have developed in terms of the management of vital data. The countries studied include 

Botswana; Tanzania, Ghana and lastly Zambia. 

 

2.2.2.1 The UN Perspective  

 

The United Nations (UN) through its’ Statistical Paper Series M No. 19/Rev3 which sets 

standards for civil registration highlights some of the important aspects that must be born into 

a civil registration system.  Figure 2.2 illustrates the elements of a vital statistics system 

according to the United Nations. Among the issues highlighted include [24]: 

 

i. Integration processes must be built into the civil registration and vital statistics 

systems; 

ii. Uniform legislation and regulation nationwide in centralised or decentralised 

environments; civil registration systems must be regulated upon in a uniform 

manner. Basic policy and procedure must be uniform in every part of a country; 

iii. Regardless of whether a centralized or decentralized registration system model is 

in use within a country, it is essential that there be in place uniform registration 

laws and regulations which establish the basic policies and procedures so as to 

allow for clear international and national interpretation; 
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iv. Civil registration systems and the users of the civil registration systems must be 

able to coordinate using uniform approaches that must be followed at every level. 

This will result into quality; 

v. A well-coordinated public awareness program must be in place to avoid public 

misconceptions and loss of public trust and 

vi. A well-educated local civil registrar who receives training often to ensure 

consistent service delivery to citizens.  

The technical report further present solutions to the many challenges a country such as Zambia 

faces in the civil registration process but does NOT offer a particular standard that may be 

adopted by countries. It encourages practices within laws and civil registration policy set out. 

 

2.2.2.2 The European Union Perspective 

Figure 2.3 shows a typical identity card valid for the EU (European Union) region. The card 

is developed with an embedded microchip which holds biometrics in form of fingerprints of 

the holder and other personal details such as name, sex and place of birth among others. The 

card is colour coded to reflect the region (pink for EU while blue for UK). The card is also 

developed with digitized images of the holder and a dynaprint feature (colour change feature 

depending on angle of view and light opacity.   

Figure 2.2. Vital Statistics System [24] 
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The cards are accessible to all deserving individuals within the EU depending on factors of 

longevity of stay, ability to speak a national language, marriage, ancestry, investment or others 

that the country awarding the citizenship may deem necessary [25] [26]. 

2.2.2.3 The Botswana Perspective  

 

In Botswana, civil registration involving birth is equally compulsory just like in Zambia [19]. 

Civil registration involving births are performed by the Department of Civil and National 

Registration (DCNR) at the Ministry of Labour and Home Affairs (MLHA) [27]. Two 

processes are followed in order to perform a birth civil registration depending on whether the 

registration is on time (within 60 days of birth) or is a late registration (60 days or more after 

birth) [27]. In an ‘On time registration’, Registration can be done either at the health facility 

where the birth occurred or at the nearest DCNR office. For a registration at a health facility, 

health personnel collect all birth details onto a birth notification form and transmit it to a 

DCNR office for further action. This is performed within an hour of birth or within a week of 

birth at remote sites (Districts). At the DCNR office, the form details are entered into the 

Births and Deaths Registration System, where registration is quality-checked and authorized. 

This completes the registration and a birth certificate is made available to the informant [19] 

[27]. For all late birth registrations, fees are applied as follows: A late registration fee of BWP 

5 is charged for every month of not registering up to a maximum of BWP 100. For a duplicate 

certificate, BWP20 is charged, while for alterations the fee is BWP 10 [27]. Technological 

Figure 2.3. EU Sample Identity Card. Source: [25] 
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divide has been determined to be a contraceptive to rural birth registration. This challenge 

forces a belief that rural areas have a low birth rate [19]. The government of Botswana has 

however, provided networked facilities to enhance on-line registration. Quarterly outreach 

visits have been embarked on to improve the registration of births in rural areas. To eliminate 

identity fraud factors, the government in Botswana has enhanced the birth certificate paper 

features for the purposes of providing information security and quality on the birth registration 

papers [19] [27]. 

 

Challenges in Botswana civil registration process as identified by Poloko [19] and MLHA 

[27] [28] are: 

i. Incomplete registrations;  

ii. Civil records are at variance with reality and this results in poor association-rule 

mining; 

iii. Incomplete coverage of marriages (traditional marriages); this may result into a 

neglect of capturing birth events born to those unrecorded marriages as they are 

ignored; 

iv. Parents or informants do not see the benefit of registering a birth or do not have the 

parental enthusiasm for birth registration; 

v. Shortage of equipment and human resource to register births all across the country and 

vi. The geographical terrain is difficult to negotiate in certain remote areas. 

Figure 2.4 shows a sample copy of the birth registration notification form used in Botswana. 

 

Figure 2.4. Birth Notification form. Source: [169] 
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Figure 2.5 shows the Tswana (Tswana is name for indigenous people of Botswana) OMANG 

(national identity card) civil registration process. Figure 2.6 shows the OMANG card. 

 

 

 

2.2.2.4 The Tanzanian Perspective  

 

 In Tanzania, birth registration is mandatory and enforced by ‘The birth registration process 

established through the Births and Deaths Registration Act (2002)’. Charges apply for 

registrations in either case of early or late registration. Information amendment fees equally 

apply [29].  

Tswana 

P110 if 
card is 
expired 
(after 10 
years) 

P5 if Card is 
replacement 
for any 
reason. 

1st Issue: 
Free 

Proof that one is 
Tswana through: 

• Parents 
• Oneself 
• Affidavit 
• School 

Transcripts etc. 

National & 
Civil 
Registration 
Office 

8 Days: 
Gaborone 

14 Days: 

Mobile 
Registration 

10 Days: 
Other 

Regions. 

Figure 2.5. OMANG civil registration process [28] 

Figure 2.6. Sample OMANG card. Source: [170] 
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Challenges of birth registration as stated by GSMA [29]  and Mtulya [30] are as follows: 

i. A large population of individuals are born outside a hospital facility (at home); 

ii. There is only one registration office per district out of 169 districts; 

iii. Distances to the registration centers impede the registration process; 

iv. Technological divide provides a limitation in rural areas;  

v. The process is deemed time-consuming, expensive and inconvenient and  

vi. Parents generally lack awareness about how to complete the registration process 

and the rewards that come with the registration.  

To overcome these challenges the Government of Tanzania has embarked on the development 

of a strategy to capture all citizens through the use of mobile phone technology [31]. This 

initiative referred to as The Under-five Birth Registration Initiative (U5BRI) aims to address 

challenges around birth registration across the country of Tanzania by making it easier for 

parents to get birth certificates for their children because the health facilities and ward 

executive offices have been turned into registration points. 

The Tanzanian National Identity card is shown in Figure 2.7. The card was successfully 

launched in 2013 though planning and other initiation activities started as early as 1968 [32]. 

The identity card uses finger print and retina biometrics. This method of citizen capture is 

meant to prevent identity theft [32].  

 

 

2.2.2.5 The Ghanaian Perspective  

 

In Ghana, the civil registration of births started in 1912 with incremental improvements along 

the way. The Births and Deaths Registry Act 301 of 1965 and the Registration of Births 

and Deaths Regulation LI 653 of 1970 of the laws of Ghana, manages and maintains all data 

Figure 2.7. Sample Tanzanian Citizen Identity Card. Source: [168] 
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and information relating to births and deaths. Certificates relating to births and deaths are 

issued by following this law. This law also develops frameworks in the civil registration sector 

that manage the registrations and ensures integrity of information as far as births and deaths 

are concerned [18] [33]. 

The civil registration centers are divided into 10 registration regions and sub-divided into 110 

registration districts. A registration office manned by District Registration Officers supervises 

the registration system through the registries and reporting centres in each district.  

Registration Officers on a monthly basis submit registration forms organized serially to the 

Regional Registration Office for processing and further transmission to the Central Registry 

Office for national data collection. Copies of source records for registrationn are maintained 

at all the 3 levels to secure the information for development activities (district office, Regional 

office and national office) [33]. 

Figure 2.8 illustrates the business processes in the Ghana birth civil registration system. 

 

The birth of every child must be registered in the district where the birth has occurred. A 

child’s surname is taken to be that of the father. Child registration is mandatory and must be 

done by a parent to the child or guardian or any other individual who has charge of the child 

at birth.  The individual registering the birth is referred to as an informant. A birth certificate 

is issued after the registration of the birth and no charges are imposed at this stage if the 

registration is within 1 year of occurrence of birth [18]. Registration outside this period 

attracts a prescribed fee but is allowed up to 59 years of age [18]. Hospital based registration 

is not supported by law but is done by informal agreements to ease the stress of registration 

bureaucracy [33] [18]. 

Birth at 
home 

Central 
Registry 

Birth in a 
Health 
facility 

Regional 
Registry 

District 
Registry 

Zonal / 
Community 
Registries 

Figure 2.8. Ghana Birth Civil birth Registration. Adapted from [18] 
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Challenges in the Ghana civil birth registration system can be summarized to: 

i. Legal limits imposed by the law [33] [18]; 

ii. Missing legal provision for electronic systems birth registration [18]; 

iii. Linkages in the registration centers appears amiss; 

iv. Minimum requirement for proof of birth is amiss in the law; 

v. The name of a parent is a requirement in the registration process. Should a 

registration be attempted but a parental datum is missing a challenge suffices [18]; 

vi. Low coverage of births registration; 

vii. Inadequate funding to the registration center; 

viii. Multiple registration of birth [33] and 

ix. Poor education of the population in the processes of registration. 

Figure 2.9 shows a sample of a national identity card used in Ghana which an individual can 

acquire from an age as low as Zero (0) years [34]. The card is developed around finger print 

biometrics and collects all ten finger prints of an individual in addition to the facial image and 

a dual interface chip module that supports 128Kb data storage capacity [34]. 

 

2.2.2.6 The Zambian Perspective 

 

In the Republic of Zambia registration of all births is compulsory [1] [35]. Civil registration 

is conducted by the MoHA. Zambia has the lowest civil registration in Africa [36] [37].The 

Figure 2.9. Ghana ID card Sample. Source: [37] 
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current civil registration in Zambia stands at 11.2% of the population which translates to about 

1.9 million registered individuals and the other 15.2 million not being registered since the 

population as at end of 2017 stood at approximately 17,094,130 [36] [38] [39]. Zambia’s 

population is divided into the female population which is greater, with 8,611,904 women, 

representing 50.38% of the total, compared to 8,482,226 or 49.62% men [39]. Kambole et al. 

[35], discusses at length the processes undertaken in the Zambian civil registration process. 

These processes highlighted are the activities undertaken in the creation and storage of the 

civil data and the levels of confidentiality expected from the registration officers. A summary 

of the problems as discovered by Kambole et al. [2] are as follows: 

  

(i) Shortage of manpower; 

(ii) Delays and inertias experienced in the delivery of birth notices from 

registration centers;  

(iii) Transportation problems of vital documents from remote areas to central 

processing centers for birth certificate preparation [37]; 

(iv) Amendments to informant data takes long to amend due to the manual 

operations undertaken and a lack of a citizen database. This results into 

certificate purging resulting into high costs for GRZ;  

(v) Inefficiencies, delays and uncertainties in the production of birth certificate 

and NRC paper;  

(vi) A lack of citizen awareness of the processes of civil rregistration and  

(vii) A lack of motivation system for the employees involved in the civil 

registration process.  

 

In their work, Kambole et al. propose several solutions among them are human resources-

based solutions. These solutions are aimed at overcoming issues of shortage of labour. Issues 

of citizen unawareness are presented, and a solution of regular national sensitization is 

presented to counter this problem [2] [37]. To ensure employee engagement into the civil 

registration process, this work also proposes employee motivation structured on a spectrum 

of human resource motivation is implemented as a way to mitigate some of the challenges 

inherent in the civil registration system. In the Kambole et al. submission, issues of 

information security are not covered, and neither is any recommendation of a framework 

based on internationally accepted standards or framework to manage the civil data especially 

the biometric data. 
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The government of Zambia through the MoHA is currently implementing interventions to 

counter the challenges of civil registration. In the National Strategic Action Plan for 

Reforming and Improving Civil Registration and Vital Statistics [37], MoHA lists the 

following intentions that it hopes to realise by the year 2020: 

a. Improving the availability and accessibility of civil registration services by 

decentralising registration facilities to local levels in 2 ways namely [i] Integration of 

the health system into civil registration and [ii] Integration of the community system 

into civil registration; 

b. Adopting appropriate technologies to speed and scale up civil registration, manage 

civil registration records and application of ICTs in improving Civil registration and 

Vital Statistics (CRVS); 

c. Strengthening and simplifying synchronisation between Civil society Organisations 

(CSO) and DNRPC to ensure development of vital statistics from civil registration 

information & awareness creation and public education on the importance of civil 

registration and 

d. Introduction of INRIS; a system that if  implemented will conduct registration of 

citizens, verify personal information, positively identify a citizen, and provide 

accurate and credible reports, statistics and citizen information to authorized 

government agencies. INRIS shall be made up of National Registration birth and death 

Registration, Marriage Registration, Adoptions Registration, Village Registration, 

Citizenship Registration and Passport issuance. 

 

2.3 Use of Civil Data 

Civil data is enormous, and its use is equally enormous. The use of civil data may be placed 

into the following categories: 

a. Personal use; 

b. National or Government use and 

c. International Use. 

2.3.1 Personal Use 

For personal use, civil data provides an opportunity to qualify certain data items about a 
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person for instance a birth record, provides documentary proof of identity and civil status 

touching on such matters as age, nationality (citizenship), and parentage [1]. 

Evidence of proof of identity is required in many countries to acquire a passport, to own 

property, to be employed in the civil service and participate in politics. Also, proof of age is 

demanded to enter schools and to seek regular employment in some countries. Similarly, the 

death record is required in the settlement of claims to inheritance and to insurance on deceased 

persons [23] [40].  

2.3.2 National or Government Use 

The use of vital data in government systems cannot be over emphasised as the spread of social 

and economic development gives a demonstrated use of vital records and emphasis their 

importance.  

Legal, administrative and statistical use are key to Government use of vital data.  Among the 

important administrative use of vital data for governments include: 

i. Proof of identity for its citizens through the use of a birth record or a national 

identification system such as the NRC (national registration card) for Zambia [1] [18]; 

ii. Evidence of parentage is equally key for Government planning and or investigations 

in certain matters such as identifying parents to an individual in the advent of a crisis 

such as an accident [29]; 

iii. The government may want to identify or know who owns which property, this 

identification is made possible with accurate vital data; 

iv. The planning of government services such as refuse management, electrical, sewage 

and water services planning [2]; 

v. The planning of employment is another critical element that vital data provides 

information to. Vital data directly feeds into the employment process as the 

government is interested in knowing how many of its citizens are at an appropriate 

employable age [23]; 

vi. The government may want to know how many individuals are born every year and 
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possibly how these births may affect government revenue and its provision of services. 

All this information is used to forecast government expenditure on its citizens. This 

implies that vital data is critical to government planning [22] [29] [2]; 

vii. Government schools entry level is partly determined by age as in the case of Zambia 

so vital data is a planning tool here [23]; 

viii. Issues of death are important for the Government as the Government is interested in 

planning for body disposal areas and determination of how to dispose of bodies. This 

is made possible by vital data in death. Further to this, death information is used in the 

settlement of claims (such as insurance, inheritance etc.) in arbitration issues handled 

by a Government [6] [23]; 

ix. The planning of and delivery of efficient implementation and evaluation of health-

projects are determined by how vital records by a government are well kept. An 

extension here is that vital data can be used to monitor progress in public health 

programmes in such areas as the control of communicable diseases and maternal and 

child health projects [19] [29] [18]; 

x. In those countries that are inundated by the problems of external and internal 

population motilities (mass movements), governments are anxious to regulate these 

movements. Legal documentation of nationality, such as provided by birth records is 

one possible strategy for control that can be used [8] [23]; 

xi. Vital data may be used in a statistical form to work out mortality and fertility rates 

[29] [6] [40] and 

xii. Historical vital data can be used to estimate the growth, structure and geographic 

distribution of the population. This information can be used in formulating and 

implementing programmes of social and economic development [2] [40]. 

2.3.3 International Use 

Vital data generated by one country may be needed for use by other countries in a 

number of ways. A few of such reasons are as follows: 

i. Internationally, vital data collected (births, deaths, marriages and others) in one 
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country may be needed by another country to allow it plan for it’s the possible 

future exports to that country. Export may range from things such as foods, 

electronic equipment among others [18] [29] [22]; 

ii. Countries such as the UK, the USA, and Germany among others normally tend 

to help other countries (Donor-Aid) such as Zambia, Malawi and others 

financially, materially and through the transfer of skills. In order for such aid 

to have a bearing on the country being helped, it is important for the donor 

country to know or have some understanding about the vital statistics position 

of the country to be helped. This allows for planning on quantities and others. 

All this is made possible by the availability of vital data to the donor [18] [20] 

[8]. 

iii. The advent of discontent presented by political strife is prevalent in certain 

countries. In view of such, citizens of one country may flock to other countries 

seeking refuge. In order for the country welcoming these refugees to take 

account and possibly better plan for such immigrants, a brief understanding of 

the vital statistics position of the country refugees are fleeing from is key [41] 

[23] [42]. 

2.4 An Approach to Civil Data Security 

 

Various methods and technologies may be used to store or retain civil data. Civil data must be 

kept with a bias towards Information Security. 

The institutions that must store civil data must approach the issue of information security from 

a very informed position. In order to secure an organisation, an evaluation of the impending 

obstacles to the security of that organisation must be made. In his book, “Computer and 

Information Security Handbook”, John Vacca suggests that it is cardinal to first evaluate the 

obstacles to securing an organisation [43]. In his submissions, John Vacca alleges that 

obstacles to the security of an organisation may be viewed from the following 8 points: 

i. Security is an inconvenience; 

ii. Computers are complex; 
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iii. Computers are created without a thought to security; 

iv. Current trend is to share not protect; 

v. Data accessible from anywhere; 

vi. Security isn’t about hardware and software; 

vii. Bad guys are sophisticated and 

viii. Security is a drain on resorces. 

2.4.1 Security is an inconvenience 

 

Among the multiple points of evaluation include the understanding that security is 

perceived as an inconvenience because in the implementation of a security protocol for an 

organisation, certain limitations are imposed on stuff and customers in certain cases such 

that their ability to function is hampered by the security innovations. An example of such 

an inconvenience would be a case where employees are required to have their property 

scanned by x-ray every morning when reporting for work. This step would add to the 

delay time that organisations experience every day before any actual work is done, this in 

turn adds to a significant time lost over a year in security details [44]. 

To ensure a security protocol implemented in an organisation balances with organisational 

performance, the implemented security measure should be placed on the scale where the 

level of security and ease of use match the acceptable level of risk for the organization 

[45] [46] [47]. 

2.4.2 Computers are complex 

 

Another submission advanced is that an obstacle to securing information exists in the fact 

that a computing resource is a complex piece of technology that must be used with care. 

Among the various technologies that computing systems have in-built that is complex to 

a basic user is a computer communications port. These ports can be easily compromised 

by an attacker to steal private and business data on a computer network [43]  [48]. Such 

complexity must NOT be forgotten or ignored but must be recognised as an obstacle to 
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securing vital data.  Complexity like this is often overlooked or ignored but this may be a 

strong obstacle to securing vital data. Other forms of complexity include technological 

services found in certain operating systems that run computer hardware such as the 

Microsoft Windows operating system. Microsoft Windows supports the use of registers 

and other hidden services that may be compromised by an attacker to take advantage of a 

victim’s computer and either steal information or harm that computer [49] [50]. 

Complexity is the obstacle. 

2.4.3 Computers are created without a thought to security 

 

The third aspect in  the evaluation of security for an organisation before implementing a 

security protocol that wins support from multiple scholars is that computer users are 

unsophisticated much to the chagrin of the experienced computer user [43]. The element 

here is that an individual who has utilised an office application over years and has grown 

his or her experience in such an application may have an illusion that they are 

sophisticated in the use of computer systems but such individuals have no technical 

understanding of computer security organisations along the lines of, say, cryptography. 

Such knowledge missing in an individual would lead to such individuals placing their 

organisation in direct contact with the more sophisticated hackers by visiting unsafe web 

sites or installing unsafe or botnet present applications. Their long-time usage of office 

applications gives them the impression that they are sophisticated and yet they are NOT. 

Such individuals are prone to phishing attacks or social engineering attacks [51]. These 

average users, though, see themselves as sophisticated are equally at risk from internet 

attacks that come in form of botnets which have capacity to compromise computing 

resources in seconds to either steal private / organisational data through phishing scams 

[52] or simply harm the resource [53] .Harm may come in form of malware software such 

as the Ransomware programs that seize computing resources pending payments to the 

owner of the Ransomware application [50]. As an extension to this argument, the 

development of computers seems to be driven by what a computing device is capable of 

delivering to its owner and not about how it can be made secured from attacks [54] [55]. 

 

2.4.4 Current Trend Is to Share, Not Protect 
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The advent of applications that promote social interactions has made it possible for 

individuals to share content and interact in real time [56] [57]. These interactions however 

present individuals with an amount of risk to their information as information can be 

stolen by hackers or attackers who may have intentions of using such information for 

themselves [58] [59] [60].  Because social sites such as Facebook encourage users to share 

information such as text documents, images, work files (even private information) about 

themselves, such information is available to a third party. This exposure is risk enough to 

warrant theft of private information. The trend to share information though interesting at 

personal level must be done moderately.  The loss of security of social sites is enhanced 

by the introduction of cloud storage systems which offer individuals an added ability to 

keep their information on cloud systems [61]. Cloud systems may expose an organisation 

or individual to further threat as their information now resides on a computer far off 

without physical reach of the data owner. This seclusion may also mean the owner of the 

server on which the data is kept may do with that information as he sees fit. 

 

2.4.5 Data Accessible from Anywhere  

 

Organisations and individuals are nowadays keen on securing cloud storage systems that 

allow them to keep or retain their information both personal and non-personal, private and 

public. Reasons for such are wide and varied but among the reasons include the need to 

have continuity in terms work, the ability to have resilience in the event of a misfortune 

such as a fire that destroys the current IT infrastructure base, the need to be efficient, or 

simply the need to appear smart (competiveness, user-friendly, automatic update to 

software systems or data, customer-integration etc) [62].  

Though the move to cloud computing systems promises certain positives, it must also be 

noted that threats on information are very present on cloud managed systems and data. 

Naresh Vurukonda and B.Thirumala Rao present a dimension of 3 issues in their paper 

entitled ‘A Study on Data Storage Security Issues in Cloud Computing’, that must be 

addressed if an organisation or individual is to use cloud storage systems for their data 

management [63]. Figure 2.10 illustrates the concept.  Reading left to right we can draw 

an understanding that 3 types of cloud security challenges abound these issues are (1) data 

storage issues (covering issues to do with the privacy and integrity of data, ability  
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aspects of both the systems in place and the data itself, the issues to do with ensuring that 

the data held on media systems is purged when its life time expires and issues to do with 

backing up data so that resilience is attained in data availability. (2) identity management 

and access control which deal with ensuring only the rightful owners to the data can access 

it and make use of it and (3) contractual and legal issues which border on ownership and 

usage parameters of the cloud systems in question [61] [63]. 

 

2.4.6 Security Isn’t About Hardware and Software 

 

It must be understood that security is a process and that there is no tool that has ability to 

provide full-proof security for an organisation or individual as far as information security is 

concerned [45] [46].  All security products are only as secure as the people who configure and 

maintain them. All the individuals who purchase security systems must equally be given 

training time and senior management of that organisation must ensure that their staff have met 

this training time by running performance reviews. Sufficient review must be taken by the 

management of an organisation to verify that the user team has had sufficient training in the 

security aspects of the installed security devices. Security must not be left only to the 

individuals who install and run the security systems in an organisation, all individuals must 
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participate in ensuring that their organisation is safely operating under the agreed standards. 

Security must be seen as an all-round function of everyone and not only ICT security 

personnel [64]. 

2.4.7 The Bad Guys Are Very Sophisticated 

 
It must be understood that hackers are everywhere, and they are bent on infiltrating computing 

systems for their benefit. This benefit may not be obviously known to the victims of attack 

but are known to the attacker.  Hackers nowadays group into massive organisations that plan 

and have intention of attack. These organisations which have huge resources are capable of 

employing well trained individuals that can attack an attack and bring it down in terms of 

computing resources. Todays’ organisations primarily run their affairs using computers that 

are networked and an attack from a hacking organisation can greatly compromise that 

organisation’s performance. It must then be realised that attackers or hackers have become 

sophisticated and the victim organisations must equally equip themselves in terms of security 

response by setting up response teams and employing well trained individuals that can 

respond to these attacks [52]. 

 

2.4.8 Security is a Drain on Resources 

 

The conflicting language between ICT people and others working for the same organisation 

often creates a difficulty in translating a security need by ICT staff into an organisation 

requirement. The barrier in language is created by technical jargon.  Organisations also require 

that a purchase or an investment is supported by a business case, this then means that an ICT 

security infrastructure reduced to paper requirements and this may imply an understanding of 

what is needed may be lost through written statements. The fact that security of ICT system 

cannot be guaranteed. This culture often leads to the impression that security is a drain on 

organisational resources. Management will often in such a situation view security as a 

necessary evil and purchase what they feel is right for the organisation. This may lead to an 

under purchase of the required security systems. Worse still a purchase of   ICT security 

systems will not reward an organisation with monetary profit when compared to a purchase 

of a sales delivery van that quickly yields monetary income for an organisation. With such 

views it becomes difficult to secure an organisation and this view provides another obstacle 

to securing an organisation. It is perhaps ideal for management to consider training general 
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management staff in ICT applications and systems to counter this culture.  This training 

ultimately would provide for a cost-benefit implementation of security systems [46] [65] [43]. 

Once an understanding of the obstacles to the information security of an organisation is 

made, an organisation is then ready to build a secure infrastructure for itself in order to 

securely store biometric data. 

2.5 Evaluation of Civil Data Risks and Threats 

 

Before any security measure can be undertaken it is critical for every organisation to 

understand the nature of the risks or risks that may affect its operations. In doing so an 

approach to understanding risks must be undertaken [66].  

2.5.1 Understanding Risks and Threats targeted Towards ICT Systems 

 

Two approaches are available in trying to evaluate assets held by an organisation such as 

computer servers and biometric data that requires security.  The first approach normally 

recognised as the infrastructure model attempts to identify organisational assets and 

allocates security resources based on the value of each asset.  The second approach normally 

recognised as business model threats attempts to evaluate the threats postured to an 

organisation and its data [67].  

2.5.2 Infrastructure Model 

 

In this dimension of threat analysis, an identification of risks based on an 

organization’s infrastructure model is made. The likely threats against the 

infrastructure of the organisation are carefully tabulated and scored so as to 

understand their likely impact on each asset. Assets can be handheld devices and 

other computing resources that employees use for their organisational work. 

Organisations that may have a lot of resources interconnecting may have more 

risks identified than an organisation that does NOT have a heavy investment in 

ICT systems [68]. 

2.5.3 Business Model Threats 
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In this dimension, an understanding of the general threats that may affect a 

business or an industry is made. These threats or risks are then carefully 

understood to understand their impact should they ever surface. This analysis will 

extend to some form of investigation so that an understanding of possible enemies 

against the business is made. A histology of threats may be made as well. The key 

is to have a generalized view of the possible threats that may affect an organisation 

from possible enemies and generally what sort of threats are present and active in 

such businesses. Two subdivisions of this analysis yields the following further 

angles [67]: 

i. Industry based threats and 

ii. Global threats. 

2.5.4 Industry Based Threats 

Investopedia defines an industry as “A classification that refers to a group of 

companies that are related in terms of their primary business activities”, [69]. 

Michael Porter alleges that there are similar forces at play against or on any 

industry in the competitive world [70]. A conclusion can then be drawn that 

organisations that form a particular industry have a more dedicated effort of 

attack than others. An example of this can be financial institutions [71]. It then 

becomes important to identify threats common in such industries by way of 

industry-specific trade groups or similar events in which businesses can share 

information regarding attacks [72] [43]. 

2.5.5 Global Threats 

It is necessary to acknowledge that a threat occurring in one area of the globe 

may soon attack an organisation on the other side of the globe. Recent cases 

of Ransomware attacks confirm this [50]. Because of this kind of attack it is 

then critical for any organisation to understand how one attack may globally 

find and compromise that organisation [67] [73]. 

Once the threats have been realised, an organisation has options of dealing 

with those threats in the following ways: 
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i. Ignore the risk: the organisation will elect NOT to implement any 

measures to manage the risk [66]. 

ii. Avoid the risk: in this arena an organisation will implement measures 

that prevent the occurrence of the risk(s) in question [66]. 

iii. Accept the risk: An organisation may choose this route in the event that 

no viable countermeasure exist to ameliorate the risk. This option may 

also be taken if the proposed countermeasure may be more expensive 

than suffering the risk impact. Sufficient information should have been 

collected by the organisation during its evaluation on the risk and its 

effects before this choice is picked [74]. 

iv. Transfer the risk: in this avenue the impact of the risk (should it occur) 

is made to fall on a party, other than the organization.  The common 

option here is to purchase insurance of some form from a third party. 

The insurance company then agrees to take on the risk [75]. 

v. Mitigate the risk: this avenue, if adopted allows an organisation to 

engage its resources in such a way that the impact of the risks identified 

should they occur are reduced [66].  

2.5.6 Common Misconceptions 

Irrespective of the type of organisation one is observing,  it must be known that as long as that 

organisation utilizes computer systems and computer networks, personal data is most likely 

to be retained on one the computing resources available in that organisation. This information 

is of vital importance to a cyber-attacker because chances that personal data in the region of 

financial details may exist on the computer systems. An attacker may have a keen interest in 

such data. This data may be stolen for sale to organisations that use it in the generation of 

identity cards or generation of credit cards and others [58] [76] [77] [78]. A misconception 

that is held by organisations that use computing resources in certain industries is that their 

computer systems are not targeted for attack from anyone.  Bishop et al. [79] urges an 

understanding of psychological factors affecting individuals in the management of insider 

threats. Individuals may attack an organisation they work for in terms of stealing information 

or disclosure of information because of schandenfreude. Organisations must not have a 



 

29 
 

misconception that no one is out to attack their organisation [79].  

2.5.7 IT Security Training 

In order to ensure that staff within an organisation always execute their duties according to 

organisational policy it is important to ensure that staff get the right training. Training delivers 

the right interventions, right skill and attitude to an employee within an organisation and 

guarantees that that employee executes discharges functions according to the wishes of their 

organisation this is true even for the security aspects of an organisation. It is important that 

staff are given the right training to ensure that they are able to cope with the changes in 

technologies and the ever changing information security that arise. Organisations can identify 

training programmes that define security aspects for IT systems that are ideal for an 

organisation and ensure staff are given these trainings. Among the world-renowned ICT 

Security training programmes include programmes like the COBIT programmes and CISSP 

programmes. Organisations can adopt such programmes and ensure staff receive such 

training. Acquiring professional ICT security training is recommended here [67] [43] [80].   

2.5.8 Unconventional Security Techniques 

Threats that affect an organisation must not be seen as only coming from outside an 

organisation. It is important to realise that threats can come from employees within an 

organisation who are not bent on harming an organisation [46]. A threat may become a reality 

if an employee for instance lost a work computing resource such as a computer (stolen, say, 

which is pre-configured to access the company network). This lost computing resource may 

introduce a threat into an organisation should be it be found or be stolen a by an attacker who 

uses it to launch an attack on the organisation. Organisations, therefore, must think ‘outside 

the box’ in realising that threats can come from those areas one least expects.   A USB flush-

drive innocently used by an employee to transport information to a home computer in the 

effort of carrying work home may result into an introduction of a malware from home to work. 

Threats to computing resources can come from variables that are unknown to the employee, 

threats may come from technologies such as baseband for instance [81] [43].  

2.5.9 Security Culture  

“Broadly, social heritage of a group (organized community or society). It is a pattern of 

responses discovered, developed, or invented during the group's history of handling problems 

which arise from interactions among its members, and between them and their environment” 
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[82].  From the definition it can be understood that culture is a ‘pattern of responses’ that have 

been discovered. It then follows that an organisation from its past and immediate interactions 

with threats to its ICT resources must grow a culture pattern that ensures that the individuals 

or employees can adequately respond to threats that present themselves. Employees are key 

to the success of the organisations they work for; therefore, it is important to ensure that the 

employees can adequately understand the threats that may come into an organisation from 

either the insider or outsider regime. This then means that it is important, therefore, that a 

culture of continuous knowledge upgrade towards the understanding of ICT threats is 

inculcated in the organisation. This culture must be internalised by all organisational staff and 

remedial assessments must be undertaken to ensure staff are internalising such a culture.  A 

fully internalised culture may help avert the probability of ICT risks from harming an 

organisation [83].  

2.5.10 Understand OS and Application Strength 

Operating systems are essentially built with security features that are meant to ensure that 

computer application software and other programs to operate within pre-set limits without 

causing interference to other applications. Operations outside set parameters must be stopped. 

Security features within an operating system may be activated and configured to ensure that 

the computing resources and their related network are protected. Individuals and organisations 

must ensure these security features are activated and well configured to achieve this desired 

security.  Among other security features to configure are performing regular OS patch updates, 

Installing updated antivirus engines and software, scrutinizing all incoming and outgoing 

network traffic through a firewall and creating secure accounts with required privileges only 

[84] [68] [46] [45]. 

2.5.11 Systems Surveillance  

In order for any security specification to work effectively, an organisation or individual that 

is utilising such a service must continuously monitor or keep surveillance over such a system. 

Keeping surveillance refers to active monitoring all areas that may be understood as potential 

attack points for an attacker or points that have been identified as weak points or points that 

have had an attack presented on them. Keeping an eye on such installations ensures that once 

as attack becomes present it becomes easy to prevent or mitigate. A log or attack points and 

potential attack points must be made after a careful systems risk assessment. This log must be 

kept and updated when new attacks are identified. This log must be used to monitor the system 
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security. Logs such as this must be used in conjunction with systems audit to ensure all 

relevant points that require security are dealt with. This should help in securing an 

organisation or individual’s systems as far as computing resources and networks is concerned 

[43] [47].  

2.5.12 Third Party Audits 

To ensure an organisation’s computing resource is properly secured, it is apparent that an 

organisation hires the services of a third party audit security. A third party audit security 

company brings in a second eye on the security aspects of an organisation. This difference 

in perspective allows for identification of threats and possible threats that could have been 

overlooked or not identified by an organisation’s security team [85] [43].  

2.5.13 Apply Basic Security 

Basic security management must not be overlooked by systems administrators. Things such 

as training users on the use of networks properly, use of strong passwords, ensuring that 

passwords are not written on papers and left anyhow within an organisation, securing USB 

flash drives and others must be continuously preached to the users in the organisations. Basic 

security elements must be practiced on a daily basis, this helps an organisation refine its 

entire approach to security in the organisation. Users in organisations must from time to time 

be given workshops on security in the use of computing resources.  If well implemented this 

may help an organisation meet its security requirements [43]. Certain individuals have a 

tendency to write their computer or server passwords on paper. This practice may lead to 

data theft as the paper may go missing or an adversary may steal it with the hope of stealing 

information from the computer servers. The error here is the use of paper to retain credential 

data. Individuals or employees must be trained NOT to use paper for storage of sensitive 

data such as passwords. Management of paper by restricting an organisation’s activities to 

paperless or close to this must be one way in which an organisation can implement security 

measures to protect itself from attackers. Implementing guiding policies such as shredding 

of paper must be encouraged [86] [45] [46] [51].  

2.5.14 Update When Available 

Systems that are installed normally have updates in as far as security is concerned. These 

updates are responses to the new and emerging threats on the cyber market. It is critical for 

an organisation to update and install these patches to ensure that its systems are secured up 
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to the current available security. This ensures that all new and emerging threats would be 

stopped from successfully compromising an organisation’s computing resources and 

related networks [87] [88] [47].  

2.6 Authentication 

Authentication is a process that establishes an entity in a communication process (or any 

activity) and binds it to that communication process (or any activity) [46] [65].  Basic forms 

of authentication can be achieved via the use of passwords and pins (personal identity 

numbers). Due to the advancement in computing technologies, both password and pin 

authentication can be bypassed by an unauthorised third party via tools which can either 

exhume password or pin hashes from a computing resource or use software vulnerabilities to 

bypass them  [52]. Due to this threat, an extended form of authentication exists called a Multi-

Factor Authentication (MFA). This type of authentication uses more than one piece of datum 

or technological tool to identify and bind an entity to a transaction [46]. Agreeing more than 

one independent factor escalates the effort of providing false credentials. A multi-factor 

authentication pledges an advanced protection level by extending the single authentication 

factor. A Two-Factor Authentication (2FA) uses two items of data to identify and bind an 

entity to a transaction [89]. 

In a biometric setting, a retina or a facial scan and password or username can be used to bind 

an entity to a transaction. In such a setting an individual would provide a two-fold technique 

for noticeable verification. The goal of a 2FA is to make a dual hindrance and make it more 

problematic for an unapproved individual to get an unauthorised access to a resource [9].  

2.6.1 Person Identity, Biometrics & Authentication 

Person identification requires recognition of humans by using past captured data about that 

person (say a photo or finger print) or authentication by using some aspect about that person 

that confirms their identity (say a signature) [90]. 

2.6.2 Practical Elements of Identification Features in Man 

Several features about man may be used to identify that person. Among them include Name, 

Sex, Birth place, Tribe and NRC number [46]. 

2.7 Biometrics 

Biometrics is about measuring unique personal features such as a subject’s voice, fingerprint, 



 

33 
 

hand geometry, feet geometry, or iris (includes even blind people [91])storing them and later 

on retrieving them so as to use them to provide identification or authentication of the owner. 

It has the potential to identify and separate individuals with a high degree of assurance, thus 

providing a foundation for trust [92] [93].  

The use of biometric data presents with the problem of accuracy, reliability and an impeding 

problem of data theft. Once biometric data is enrolled into a databases or software system for 

later use, what matters is how accurate that information would be in re-use [93]. 

2.7.1 Special Population Use 

A special population is generally viewed as a disadvantaged group or a 

disadvantaged individual. Some individuals or people might experience 

disadvantage due to being more sensitive or vulnerable to exposure to hazardous 

substances. Certain factors such as age, occupation, sex or behaviour contribute to 

an individual’s vulnerability.  These individuals or groups of people will therefore 

require special consideration and attention in almost all environmental settings 

[94] [95]. Individuals falling into the category of special population can be 

understood as [94]: 

i. People with behavioural and emotional disturbances that can be 

understood as concurrent mental disorders; 

ii. People with learning and intellectual disability; 

iii. People with development delays or differences; 

iv. People with physical disabilities and 

v. People that have circumstances or conditions that require special attention 

like individuals with medical comorbidities (presence of more than one 

disease or disorder e.g. a person suffering from a disease such as Cancer 

may present with anxiety). 

In an event that an individual whose fingerprint or hand geometry or writing 

(pressure reader) biometric data is enrolled into a suitable biometric identification 

and authentication system suffers injury, say, through an accident, on that same 
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hand that is enrolled into the system, then the biometric system WILL NOT be 

used reliably. Identification or authentication WILL NOT be successful [41]. 

Individuals that have eye distortions caused by accidents or sickness but have their 

eye biometric data enrolled into a biometric system may not have access to the 

services that that system offers as the eye distortions result into a false rejection. 

Individuals that wear glasses may also NOT be enrolled into an iris biometric 

reader as refraction may play a role and impede the accuracy process of the reader 

[94] [96]. A voice capture biometric system may not be able to allow access to an 

individual should that enrolled voice have a variation. Variations in a voice can 

come from sickness such as a cold. A further variation may be created by an 

external noise source or general noise within the area that the voice recognition 

must occur. This noise has the capability to compromise the accuracy of the voice 

biometric reader [94]. 

2.7.2 Biometric Technology Types 

Biometrics can be collected from either a physiological characteristic or a 

behavioural characteristic. A physiological characteristic is a relatively stable 

human physical feature. An example of a physiological characteristic is a 

fingerprint, retina iris pattern, or a hand-geometry pattern. Physiological 

measurements are static and non-alterable. This type of measurement is 

unchanging and irreversible or permanent apart for deformity caused by external 

significant duress such as ailment or physical injury [97]. A behavioural 

characteristic on the other hand attempts to resemble a person’s psychological 

makeup. This is affected by a person’s build stature and gender among others. 

Behavioural characteristics can be identified in activities such as speech, hand-

writing speed and pressure exerted on paper when writing among others [98].  

Biometrics can be classified as: 

a) Static: unchanging human features can be recorded. These include things like 

fingerprints, hand geometry, and face structure, retina and iris patterns and 

b) Dynamic: measurement of slight changing features is continuous as it is input 

e.g. voice, writing and keyboard response times. 
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Identification based on biometrics is superior and works extremely well at sorting 

people than most people identification systems such as a person’s visual memory. 

[46] 

Four methods of biometric authentication systems were reviewed employing both 

physiological and behavioural characteristics. These have been reviewed in terms 

of basic operation, advantage and disadvantage of implementation.  

2.7.2.1 Fingerprint Authentication 

Fingerprints are made up of ridge patterns on a person’s fingers. These ridge 

patterns have capacity to uniquely distinguish and identify individuals. Fingerprint 

features are made up of arches, loops, and whorls. An individual fingerprint will 

exhibit at least one of these major features. The minor details that are collected 

from these fingerprint features are referred to as minutiae. Figures 2.11 and 2.12 

show a finger print sample and finger print features. The authentication processes 

is an automated method of verifying a match among different human fingerprints 

[99] . 

Advantages:  

i. Individualistic features guarantee authentication of subject [97];  

ii. Systems are relatively inexpensive to purchase and install; 

iii. Longevity of life of the fingerprint pattern’s individualistic feature 

composition guarantees long term usage [97]; 

iv. Once in use a subject does not have to rely on memory for passwords as 

fingerprint authentication will guarantee access and 

v. A fingerprint identity point cannot be spoofed [45]. 

Disadvantages: 

i. Limitation of capture is reduced to an individual finger with further limitation 

of capture reduced to a section or part of that finger only and not the entire 

finger; 

ii. Susceptible to FAR (false acceptance error) whereas a wrong subject is 

enrolled and allowed access; 
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iii. Hand injury (fingers included), chemical prone jobs and labour prone activities 

such as brick-laying or metal fabricating present a within-person variation that 

makes the reading and capture of finger prints difficult and 

iv. Washing with a soap detergent or submerging a finger in water for period of 

time (approximately 30 minutes) works as a contraceptive to finger-print 

scanners and this may impede the scanners from capturing or enrolling the 

finger prints until the finger reverts to its original form it was in during capture 

or enrolment [46]. 

 

 

 

 

 

  

2.7.2.2 Retina Authentication 

This is one of the two forms of eye biometrics; the other being iris recognition. This 

form of biometrics is one of the most secure authentication systems in place today.  The 

installed technology requires that an impression of a retina pattern must be taken and 

stored. The authentication process involves evaluating a subject's retina with a stored 

version (impression enrolled) of that subject’s retina. Retina recognition has a low FAR 

(false acceptance error) as well as low rejection rates [52]. An image sample of an eye 

is shown in Figure 2.13. 

Advantages: 

i. Different even in identical twins; 

ii. Highly specific with unique structure shape and limits the possibility of fake 

retina presentation; 

Figure 2.11. Fingerprint Image Sample [107] 

Figure 2.12.  Fingerprint features [101] 
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iii. Longevity of structure throughout life time of subject; 

iv. Wearing of glasses or contact lenses does NOT work as a contraceptive to 

technological accuracy and 

v. High accuracy and High recognition process speed. 

Disadvantages: 

i. Eye injury or sickness may render this biometric system ineffective; 

ii. Intrusive technology and may not be welcomed by many individuals; 

iii. Lighting may affect the accuracy of the reader and 

iv. Fairly expensive to acquire when compared to other systems of biometrics. 

 

 

 

 

2.7.2.3 Voice Authentication 

This technology allows the conversion of voice or sounds from human voice into an 

electrical signal that can be coded. Voice recognition software is designed to identify an 

individual via their unique voiceprint. Voiceprints are generated from physical 

characteristics of an individual’s throat in conjunction with their mouth. Research indicates 

that no two voices are the same and therefore voice biometrics provide a rare opportunity 

to use one’s voice to authenticate or identify individuals [100]. A sample of a voice pattern 

is shown in Figure 2.14. 

Advantages: 

i. No need for user training as users can simply speak into the voice biometric 

reader; 

ii. Voice communications is a natural activity for human beings; 

iii. Voice communications eliminates the need to learn keyboard operations (and 

in this way helps to bridge the gap between the able-bodied and individuals 

who experience restricted capabilities in hand based motion activities such as 

Figure 2.13.  Eye Image Sample – for iris Recognition [52]  

Pupil Iris 
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writing). By eliminating the learning aspect, voice overcomes the need to learn 

how to operate some complex biometric technology’s operations; 

iv. It eliminates the need to be accurate in written statements as is for password 

based authentication and 

v. Because one uses voice, the speed of operation is enhanced. People generally 

speak faster than they are able to write. 

Disadvantages: 

i. Impulse noise may affect the accuracy of the voice signal and render the system 

ineffective; 

ii. Microphone proximity must be precise for the system to work well; 

iii. A pre-recorded audio may by-pass this system; 

iv. A person may speak different languages, and this may affect the accuracy of the 

device should that individual use a different language or dialect; 

v. Certain words have a homonym characteristic, this may affect the accuracy of 

the device; 

vi. The learning curve for the system may be long as it is trained per voice and 

vii. Most voice controlled biometrics are expensive. 

 

 

 

 

2.7.2.4 Face 

 

Facial biometrics divides into two aspects namely the face detection and face 

recognition programs. Face recognition extracts a face from a given image while 

face recognition compares a captured face against saved faces in order to match 

the face.  The entire process is run by a series of complex algorithms. One of the 

options of face recognition is to select features of a face and match those features 

Figure 2.14.  Voice Print. Adapted from [137] 
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to a face. Figure 2.15 shows a facial image sample with facial image mapping that 

is used to collect facial features. The facial features or dataset is normally stored 

in a database. In ideal situations this database must be encrypted to achieve 

sufficient security [101]. 

Advantages: 

i. Non-intrusive technology and can be performed stealthily without the subject 

knowing, therefore, proves ideal for investigation purposes; 

ii. Certain algorithms can be adjusted to scan a large scale of a population and thus 

this technology proves ideal in crowded environments; 

iii. Ideal for person tracking and incident reporting; 

iv. User friendly as far as users are concerned as no need of complex training for 

the subjects to be captured; 

v. Can be developed and run from a basic computer camera without buying any 

other tools. This proves to be one of the strongest advantage and reduces the cost 

of this technology exponentially; 

vi. Some easy to install ready to use pre-trained facial calibration tools are available. 

This again reduces cost of setup and 

vii. Facial biometric algorithms have a within-person variation calculation that can 

detect aging and basic facial deformity and reduce a face to a known variable 

[102].  

Disadvantages: 

i. Certain algorithms may NOT work well on black faces; 

ii. Light conditions and camera capabilities may affect the accuracy of the 

technology; 

iii. Within-person variations may affect the accuracy levels of the technology 

[103] and 

iv. When used for security purposes, extra equipment to provide lighting can 

increase cost of setup. 
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2.7.3. Within-Person Variation 

Human faces have been used since time immemorial in the everyday recognition and 

authentication of individuals. Face recognition provides a secure means by which a person 

can be identified.  

Faces, however are faced by a problem that is difficult to solve with precision. This problem 

is referred to as the problem of aging [103]. Aging can be understood as a length of existence 

of a person (or thing). During this existence human facial appearance changes due to the 

process of aging. The process of aging presents with it factors such as bone growth, loss of 

elastic property in the facial skin and the subsequent pull of gravity on that skin. Other factors 

such as facial deformation are pronounced as one ages. All these factors inhibit the successful 

growth of, and implementation of biometric science in person identification [102]. Person 

variations that are due to accidents or other extenuating circumstances that create facial 

deformation are beyond the scope of this dissertation. Much discussion is focused on facial 

recognition as this forms most of the delicate data items generated due to within-person 

variations. 

Person variations refer to the changes that present in facial appearances brought about by the 

factors of aging earlier highlighted [102] [103]. Figure 2.16 illustrates. The factors of 

variations imply that an algorithm must be found that takes into account such changes. As an 

individual ages so does the face adjust or get deformed. These changes must be taken into 

account in the development of an algorithm to read and match faces to individuals because 

the performance of face recognition and/or authentication systems is greatly affected by 

within-person variations encountered in human faces. Variations on facial appearance include 

injury to face, bone growth, and generally aging. Of these, aging-related variations tend to 

Figure 2.15.  Facial map for Facial Biometrics. Adapted from [137]  
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show exceptional features that result into making the process of dealing with this type of 

variation a challenging task. To counter such a challenge an age-invariant recognition system 

must be designed [104].  

 

Two methods of developing a facial recognition system have been proposed by Yadav et al. 

based on what they term as an age-invariant face recognition system. The methods are (1) 

facial age estimation where age estimation involves predicting the age of an 

individual given his/her facial image and (2) age-separated face recognition where face 

recognition consists of recognizing an individual given his/her age-separated 

images. [104]. Figure 2.17 illustrates the aged face drift images. 

 

 

An alternative to recognise faces deformed due to within person variations created by age is 

defined by Bilgin Esme & Bulent Sankur in their paper entitled “Effects of Aging over Facial 

Feature Analysis and Face Recognition”, where they propose two methods called (1) 

        
 

Figure 2.16.  Movements of Facial Points. Adapted from [103] 

Figure 2.17. Drifts in Facial features for age separated face images. Adapted from [103] 

Movement of facial points: circa 1970 - 2018 
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Generative Approach – where by applying a computational model that simulates the aging, 

an algorithm may be developed to perform a recognition and (2) Non-generative Approach – 

where a study of age invariant signatures is done so that a face may be recognised. The 

invariance in the second method is arrived at by the argument that although age deforms a 

face, it does not affect illumination. The argument raised by Bilgin Esme & Bulent Sankur 

can thus be used to generate a face recognition system in the second instance as the change in 

face orientation is not affected by illumination of face (the movement of points on a face due 

to facial expressions caused by laughter, smile, anger etc) appears to be consistent. The logic 

is to measure the facial drifts caused by illumination or facial appearance during an 

expression. These drifts are then used to identify or authenticate an individual through a facial 

algorithm that maps the movements and determines the face. The drift is measured by 

understanding the frontal trusted features. The consistency of some selected facial features is 

larger on two different images of the same person with different ages (see Figure 2.17). The 

most frontal features are selected only. These are referred to as the as frontal fiducial features. 

These frontal fiducial features are selected and not outer features because the features on the 

outer boundaries of the face tend to change promptly with head posture variations and facial 

actions and person mood (anger, amusement, laughing etc). Equation (1)  is used to determine 

variation of age. 

⋃ 𝒊𝒋 =
|𝒂𝒊'𝒂𝒋|
𝒓𝒊𝒋

	    (1) 

where |ai−aj| is the magnitude of the vector difference between the two feature drifts ai and 

aj while rij is the distance between the corresponding feature locations and the combined 

potential energy of the drift map characterized by K feature drifts. Equation (2) is used to 

determine K feature drifts is. 

𝑪 = ∑ ∑ 𝑼𝒊𝒋𝑲
𝒋.𝒊/𝟏

𝑲
𝒊.𝟏  (2) 

In this work, a conclusion is made that the lower the potential energy C, then it is more 

likely that the images belong to the same person [103]. 

From it then follows that biometrics have consistency. This consistency then ensures that a 

biometric feature has longevity of integrity as long as the subject is alive [96]. This 

consistency of a biometric feature is tied to the fact that a biometric signal is constant in time 

save for exogenous circumstances like injury [105] [97] [106] [107]. To achieve biometric 
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consistency, a match which uses a raw signal or fresh input (the biometric template or BT) 

must be collected from the signal directly at feature matching (the biometric signal or BS). 

Therefore, the biometric, B, is governed by BS, BT and B. Equation (3) can be used to 

determine stability of a biometric signal [108]. 

〖𝐵𝑇〗_𝑠 = 𝑓(𝐵)  (3) 

Pregnant women may encounter changes to their faces caused by the pregnancy. These 

changes may result into severe deformation of the face and result into within-person variations 

that may prove challenging to identification algorithms, as such the same challenges and 

constraints experienced in all other cases may hold. It is then advised that facial recognition 

in pregnancy must be avoided and an alternative such as iris or finger print recognition may 

be used [109]. 

A conclusion can then be made that research is on-going in this area of person identification 

caused by within-person variations. 

2.8. Security Issues in Identifications and Authentications 

 
In his paper citing Alexander Trechsel and Kristjan Vassil from their writing, “Internet Voting 

in Estonia: A Comparative Analysis of Four Elections since 2005’, European University 

Institute, 2010”, Professor Thad Hall raises concerns about the security of a voter’s detail if 

electronic means are to be used to deliver an electronic vote [110]. The security in question 

here borders around the concerns of whether Electronic systems can be attacked through 

various schemes such as denial of service, spoofing, viruses, and man-in-the-middle efforts 

among others.  

The cryptographic property of a biometric piece of data once collected from an individual 

cannot be matched by any other piece of biometric data collected from a different person other 

than the one who provided it initially [111]. This impossibility extends to biometric data in 

the form of hand geometry, fingerprint or eye data [112] [105].  This feature of a biometric 

datum is enough to allay fears of Identity theft. Secondly once a biometric datum is retrieved 

from an individual, cryptographic means can be used to encipher the datum; this guarantees 

that an encrypted datum is non-understandable even if it is stolen. An enciphered or encrypted 

biometric datum is in a form that a third party cannot understand or decipher [46]. The 
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physical security measures of ensuring actual theft of biometric data lies with the institution 

charged with the responsibility of capturing these data pieces.  

In the “Analysis of an Electronic Voting System” paper by Tadayoshi Kohno, a fear is raised 

about a possibility of a man in the middle attack which can result into the theft of electronic 

data as it propagates [113]. Though this is a true possibility, a fully secured crypto system can 

be developed that can utilize a MAC (message authentication code). A MAC would counter 

the issues related to live data theft and subsequent tempering of the same by applying an image 

resistance property [46]. 

2.9 Cryptography 

 
Cryptography focuses on developing and studying mechanism that use science and math 

principles to deliver security mechanisms. Its main aim is to hide or conceal messages so that 

confidentiality can be achieved [114].  

The word ‘Cryptography’ combines two Greek words namely: 

(i.) ‘Krypto’ meaning hidden and (ii.) ‘Graphene’ meaning writing [115]. 

Cryptography aims to deliver five (5) security services to Information Security as explained 

[46] [45] [65]: 

i. Confidentiality:  This security service aims to give an assurance that data cannot 

be viewed by an unauthorised user. This service may be referred to as secrecy. 

Most cryptographic applications provide the secrecy service. 

ii. Data integrity: This security service aims to ensure that data cannot be altered in 

an unauthorised (this also includes accidental) manner. This assurance applies 

from the data creation point, transmission or storage by an authorised user. The 

main principle in data integrity is NOT the prevention of alteration of data, but a 

means for detecting whether data has been manipulated in an unauthorised way. 

iii. Data origin authentication: This security service aims to provide the assurance 

that a given entity was the original source of received data. If a technique provides 

data origin authentication that some data came from source A (or Tx), for instance, 

then this means that the receiver B (or Rx) can be sure that the data did originally 
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come from source A at some time in the past. Data origin authentication is 

sometimes referred to as message authentication since it is primarily concerned 

with the authentication of the data (message) and not who was communicating in 

a transmission process at the time the data was received. 

iv. Non-repudiation: This security service aims to provide assurance that an entity 

cannot deny a previous commitment or action. Non-repudiation is the assurance 

that the original source of some data cannot deny to a third party that this is the 

case. Non-repudiation is a property that is most desirable in situations where there 

is the potential for a dispute to arise over the exchange of data. 

v. Entity authentication: This security service is the assurance that a given entity is 

involved and currently active in a communication session. If a technique provides 

entity authentication of source A (or Tx), for instance, then this means that by 

applying the technique we can be sure that source A is really engaging in a 

communication with a given party in ‘real time’.  

Cryptography is implemented using cryptographic primitives. A cryptographic 

primitive is a cryptographic process that provides a number of specified security 

services. A particular specification of a cryptographic primitive is called a 

cryptographic algorithm. Cryptographic primitives are enclosed within 

cryptosystems (or cryptographic systems). A cryptographic system may use a key 

to either conceal or reveal a hidden message. The hidden message is called a 

ciphertext while its inverse is called plaintext [116]. The cryptographic key may 

take one of two forms or both as follows: 

A] Encryption key: value that is known to the sender. The sender inputs the 

encryption key into the encryption algorithm along with the plaintext in order to 

conceal a message. The receiver may know the encryption key. Any attacker MAY 

KNOW the encryption key [116]. 

B] Decryption key is a value that is known to the receiver. The decryption key is 

related to the encryption key, but is not always identical to it. The receiver inputs 

the decryption key into the decryption algorithm along with the ciphertext in order 

to reveal the plaintext. Any attacker MUST NOT KNOW the decryption key [65].  
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A cryptosystem is a general term referring to a set of cryptographic primitives 

used to provide specific information security services. 

Two types of cryptosystems exist namely (i) Symmetric and (ii) Asymmetric [46]. 

 In symmetric cryptosystems the decryption key is easily obtained from the 

encryption key and both may be the same [45]. 

In asymmetric cryptosystems it is practically impossible to determine the decryption key from 

the encryption key. In this case the encryption key and the decryption key are always different 

[46] [105]. 

For the purposes of this study the term biometric cryptography shall be taken to mean the 

capturing of a certain aspect of human attribute (physiological or biological) storing this 

aspect in an encrypted manner and then later when needed retrieving this human aspect of 

data and using it to confirm the owners’ identity.  

Human aspect data that may captured include [46]: 

i. Eye structure; 

ii. Finger print statistic; 

iii. Voice statistic and 

iv. Tooth structure. 

 

2.9.1 Need for Cryptography 

2.9.1.1 Binding Person Identity with Cryptography 

 

Microsoft Encarta defines the word “bind” as “to tie something firmly to something 

else by winding a cord tightly and repeatedly around both things” [117]. From this 

definition two factors come to light namely: 

a) To ensure either party to a bind are inseparable and 

b) To ensure either party cannot escape the tie. 

Following in on this, it would be prudent for an identification system to perform 

these activities in identification of an individual. It follows also that an identification 

system should NOT be easily escaped, or an individual cannot deny that he or she is 
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the one being identified. With biometric identification all these elements are possible. 

Human features such as hand geometry, retina and finger prints do not change. These 

elements can be used to bind an individual to his or her identity. 

2.9.1.2 Security Service Delivery 

A security service is a detailed security objective that an organization/ individual 

attempts to achieve [46]. The preceding section (2.9 Cryptography) highlights these 

security services.  

Cryptography involves techniques of transmission or storage of data in such a way 

that only those it is intended for can retrieve it from a medium of either transmission 

or storage [46]. 

Cryptography involves many methods, among them is combining words, converting 

letters to other letters or digits or capturing human attribute data such as finger prints, 

eye structure and converting them into an unintelligible format i.e. non-

understandable to a third party without a decryption key. Cryptographic Primitives 

which are computing procedures defining procedural activity are devised to execute 

cryptography on ICT devices [115] [116] [45] [46]. 

The converted message is referred to as a Ciphertext [116] (encrypted message) 

while its inverse is called plaintext.  

An encrypted message requires a key for it to be retrieved. A key declares to an 

encryption primitive the reversal procedure of a ciphertext to plaintext. Without a 

key it is difficult to recover the plaintext [116].  

A strong combination of biometrics and cryptography might, for example, have the 

potential to link a user with a digital signature she/ he created with a high level of 

assurance [118] [119].Cryptography can then be said to be a much needed tool to 

secure a message in transit or not. 

2.10 Biometrics and the Law 

The technological reality of biometrics places a drive on individuals, organisations and 

governments to explore further what is required for safeguarding the basic human rights of 

privacy and to ensure the ideal results for society. The growing number of conceivable 

biometric applications generates unforeseen risks and calls for better and additional security 
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to protect the biometric subjects whose biometric data is kept or used by these biometric 

systems. An examination of the law and policy concerns of biometric applications from a 

privacy viewpoint must be undertaken and this makes a good point to start [120]. 

To give an understanding of the issues involved in biometrics, biometric systems and the law, 

the discussion divides into the European perspective, American perspective, the trans-border 

biometric perspective, the UK perspective and finally the Zambian perspective. This 

discussion on biometric data and biometric systems examines only the privacy aspects that 

biometric data and biometric systems introduce. 

2.10.1 Biometrics and Privacy  

 
The initial argument to make is to establish whether biometric data is personal data or that it 

is just plain raw data. A need to establish this is important as privacy is the right of an 

individual to control the use and dissemination of information that relates to that individual 

in as far as that individual deems that information as NOT public information that can be 

accessible in public domain. Holistically, privacy can be understood as a need that an 

individual has to want to be left alone or not to have their life unreasonably interfered with by 

others [12].  

Issues of privacy must be established clearly when dealing with biometrics because after all 

biometric data is data about an individual. 

2.10.2 The European Union Perspective 

The European Commission states that an equality exists between '…personal data' and any 

information relating to an identified or identifiable natural person ('data subject'); an 

identifiable person is one who can be identified, directly or indirectly, in particular by 

reference to an identification number or to one or more factors specific to his physical, 

physiological, mental, economic, cultural or social identity. Raw biometrical images of a 

person, including templates derived from raw biometrical images, are personal data…” [121] 

[120]. Within the European Union, a law referred to as GDPR (General Data Protection of 

2016) fines individuals and organisations for use of biometric data classified as personal data 

if that data is used without the express consent of the owner. Facebook has had to pay huge 

fines exceeding £500 thousand in breach of use and export of personal biometric data of about 

87 million people. This data involved images and other personal data such as birth details, 
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phone numbers among others that was harvested by third-party applications to organisations 

that analyse such data for their clients in order to build market preferred products [122]. In 

considering this argument, a conclusion can then be arrived at that all forms of biometric data 

as far as Europe is concerned is personal data and as such care must be employed to ensure 

that it is kept securely. 

2.10.3 The American Perspective 

In the USA, a prominent law developed in Illinois referred to as Biometric Information 

Privacy Act (BIPA) supervises the privacy aspects of biometric data [123]. BIPA can be 

examined as follows: 

A definition of what is termed as a “biometric identifier” is given which governs how the rest 

of the law applies to biometric identifiers. In BIPA a biometric identifier refers to a retina or 

iris scan, fingerprint, voiceprint, or scan of a hand or face geometry. In this definition an 

exemption is given to things like photographs, writing samples, demographic data, and 

physical descriptions [123]. The legal systems in the USA through its courts however have 

re-interpreted the BIPA to arrive at the understanding that [123]: 

a. “A photograph can be converted in to a “scan of …X… face geometry” if a piece of 

software uses the measurements and structure of a face to uniquely code or identify 

it” where X is the name of the subject; 

b. “Biometric information” means any information, regardless of how it is captured, 

converted, stored, or shared, based on an individual’s biometric identifier used to 

identify an individual”; 

c. “Any private entity” that collects, captures, or obtains a person’s biometric identifier 

or biometric information must first obtain the subject’s consent through a “written 

release.” 

d. “… the entity must provide notice about its purpose for collecting, storing, and using 

the information, and must post a publicly available retention and destruction schedule. 

And the entity may not sell the biometric data (though it can re-disclose the data with 

consent, as long as it doesn’t “profit” from the disclosure). 

The BIPA further provides for monetary compensation to an individual who is the subject of 
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the biometric data should these statutes be violated [123]. A sound conclusion from the BIPA 

can be made that biometric information is indeed person identifying information and it is 

personal data. Following this argument, all laws referring to personal data can then be applied. 

The implication of BIPA is that biometric algorithms that are used to enrol and match an 

individual to their pre-enrolled datum must and can only do so if a valid consent is acquired 

from the subject prior to biometric capture. 

2.10.4 The Trans-Border Biometric Perspective 

In assessing the deployment of biometric systems across different countries when individuals’ 

cross from one country to another, it is imperative that integration of biometric systems must 

be made in a comprehensive legal framework that requires greater transparency, 

accountability and supervision [124]. Diaz in her writing; “Legal Challenges of Biometric 

Immigration Control Systems”, argues that countries which deploy biometric systems do so 

without considering human issues; their focus is only on technical issues. It is necessary that 

all countries that deploy biometric systems must utilise such systems to collect person 

behavioural or physiological data with the full knowledge of the subject. An individual must 

be made aware of the intent to collect the biometric data and its intended use [124]. 

International and domestic policy must be made to cover aspects of immigration biometric 

use. Diaz focuses her study on Australia, Mexico, New Zealand and Spain in understanding 

the legal issues of trans-border biometric information flows. In this work, Diaz, further states 

that public debate and opinion are critical in installation of biometric systems and that people 

whose biometric data has been extracted from, must have right to ownership of that biometric 

data. It is further argued in this work that due to differing terminologies and technical 

approach in the harvesting of biometric data; determining statistical data related to the use of 

biometrics proves to be difficult [124]. It is then important that trans-border biometrics must 

be carried out within a defined international standard that can supervise cross border biometric 

capture and use [124]. 

2.10.5 The United Kingdom Perspective 

The United Kingdom has defined several laws that mitigate privacy and civil problems that 

biometric use introduce. Among these laws are the General Laws that can be broadly used to 

provide legality over the use of biometrics and biometric systems; Human rights and criminal 

laws that govern the rights and privileges of an individual in as far as their biometric data is 

used.  
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2.10.5.1 Data Protection Act 2018  

This is part of the UK laws that generally cover data protection. The Act applies to 

biometric data in the same way as to any other personal data. The basic guide to the 

Data Protection Act is that the data about a subject (person whose biometric data has 

been collected into a biometric system) must be fairly and lawfully processed; must 

be processed for intended purpose(s); must be adequate, relevant and must not be 

excessive. This personal data must be accurate and kept accurate, must not be kept 

longer than needed and must be processed in line with rights of the subject. The 

personal data must NOT be transferred to countries outside the European Economic 

Area without adequate protection [125] [92].  

2.10.5.2 Human Rights Act 1998  

Apart from a legal circumstance that requires the law enforcement agencies to 

interfere with an individual’s privacy, every person within The United Kingdom has a 

right to have his/her private life respected and not intruded into. The interference by 

law enforcement implies investigations into crimes and related activities. The right to 

privacy as covered by the Human Rights Act 1998 extends to biometric data and 

biometric systems from collection to storage of the same data. Article 8 of the Human 

rights Act prescribes the foregoing [126] [92]. 

2.10.5.3 Fingerprinting 

2.10.5.4 Police and Criminal Evidence Act 1984 

Part V and Schedule 2A of this Act allows the police to collect and retain all recorded 

fingerprints. This collection also encompasses those individuals not convicted of any 

crime. Fingerprints can be collected without consent of the individual [42] [92]. 

2.10.5.5 Criminal Justice and Police Act 2001 

This Act allows police to retain copies of fingerprints. An extension of this act is that 

it allows the police to recapture fingerprints so as to ensure the quality of the record is 

improved [92] [127]. 

2.10.5.6 Immigration and Asylum Act 1999 

This law gives Law Enforcement agencies to collect fingerprints from any individual 
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who asserts that he/she is claiming refuge or asylum within the UK. This collection 

extends to individuals who also claim other categories such as work and 

entrepreneurial ventures. The fingerprints must however be purged if that individual 

is given permanent stay within the UK. The file retention period is 10 years. The law 

extends to the immigration service in that they are required by law to share fingerprint 

data collected from asylum seekers with the police and other law enforcement 

agencies in relation to offences committed under the Act [128] [92]. 

2.10.6 The Zambian Perspective 

In Zambia, the country’s Electronic Communications and Transactions Act of 2009 which 

governs use of electronic systems and ICT read together with the country’s National ICT 

policy adopted in April 2006 do not cover issues of biometrics [129] [130]. The Government 

of Zambia has, however, made a pronouncement to amend several laws that will directly affect 

the posture of the ECTA 2009 and a further introduction of several laws that may affect 

biometrics. These laws are yet to be effected and published [131]. 

A conclusion from this discussion is that biometric data and biometric systems must be used 

within the permissible law. It is an established fact that biometrics affect privacy and as such 

must be used not to injure the privacy of individuals or subjects whose biometric data has 

been collected. The author also holds the view that biometric data is personal data as 

established from the various legal positions presented. The author also holds the view that 

international agreements are needed to guide all countries in the collection and exchange of 

biometric data. Perhaps it would be ideal for all countries to define a single database that 

would hold this biometric data and allow member countries to access it as and when need 

arises. 

2.11 ISO Standards 

ISO is an Organisation that generates documentation that ensures that when used correctly, 

then a production of a sort can be governed to produce a materiel that has consistency in 

integrity even with multiple production. In other words, ISO generates standards. ISO 

membership is within the region of over 160 countries. ISO has published over 20,000 

standards. ISO was founded on 23 February 1947 and is headquartered in Geneva, 

Switzerland, [132]. 
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In the management of civil data concerning birth registration the United Nations through the 

WHO working in conjunction with the World Bank is the standards developer [24].  The 

management of civil data must however be supervised through a standard that ensures that all 

collected information is secured as this information will pertain to an individual. Information 

contained in a civil system is essentially PII. To be able to achieve this security need, ISO 

standards are used. Since the author is of a view that a biometric model is developed for civil 

systems, an appropriate ISO standard that can supervise biometric data must be used for the 

management of this biometric data. The IEC (International Electroctechnical Commission) is 

a body that ensures international standards conformity and performs assessment for all fields 

of electrotechnology. ISO and IEC work in conjunction to develop and enforce international 

standards [133] [134]. IEC publications guide nations on standardization [133].  

Appropriate standards that have been determined to fit these two requirements are the ISO 

27001 and the ISO 24745. 

2.12 Applicable Standards to Biometric Data 

2.12.1 ISO 27001 

ISO 27001 (also referred to as ISO/IEC 27001 is the international standard describing the best 

practice for an Information Security Management System (ISMS). An ISMS is a system of 

processes, documents & documentation, technology and people that help to achieve, monitor, 

audit and develop an organization’s information security [134].  

By applying ISO 27001 an Organisation can perform a risk assessment tailored to ISMS that 

can be used to appropriately secure an Organisation or country’s data and ICT systems. 

Biometric data, QR code data and electronic civil data is used on ICT systems and networked 

computing resources; this entails that ISO 27001 must be used to safely secure this 

information and systems in use from data attacks. 

2.12.1.1 Benefits of ISO 27001 implementation 

Once implemented it is envisaged that the following benefits will accrue to an Organisation 

or nation: 

i. Protection of data; 

ii. Enhancement of reputation as the use of ISO 27001 is internationally recognized; 

iii. Compliance with legal and regulatory frameworks as regulators normally implement 

international standards; 
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iv. Improves structures of data as the data is made to fit into international standards for 

data structures; 

v. Reduces frequent audits as ISO 27001 gives an indication of international security 

effectiveness and 

vi. Introduces independence in the development of opinion towards an organization’s 

security posture due to the fact that external auditors review ISMS at different levels 

to establish controls are operational as predicted [134]. 

2.12.2 ISO 24745 

This standard provides a guide on the protection of biometric information under several 

information security requirements in particular the need for confidentiality, integrity and 

renewability or revocability during the storage and transfer of biometric data. ISO 24745 is 

equally used to ensure secure and privacy-compliant management and processing of biometric 

information [112] [111]. Further material on ISO 24745 is covered in section 4.6.3). 

Biometric data is data that directly relates to the identification of an individual and in this 

regard care of the highest must be taken to ensure that such data does not fall into the hands 

of fraudsters who can use it for purposes of identification theft and others. To ensure such 

safety is in place it is advisable that ISO 24745 is used by all organizations or countries that 

are implementing biometric systems. 

Due to the fact that the author is proposing a model based on biometrics, this ISO 24745 must 

be used in conjunction with ISO 27001 to ensure safe usage and delivery of all civil biometric 

data that the system shall create and utilize. The major benefit of applying the ISO 24745 

standard is provision of security to biometric data at both storage and transmission. 

2.13 QR Code  

 A typical QR code is shown in Figure 2.18 

Figure 2.18.  Sample QR Code. Adapted from [135]  
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As shown in Figure 2.18, a QR Code is a machine readable imprint made out of an array of 

black and white squares that normally embed certain information within the print. QR Codes 

were developed by a Japanese company called Denso Wave for purposes of tracking 

manufacturing processes. QR Codes however, provide an opportunity to authenticate as well 

as identify an entity. In this way QR Codes may be used as an added security feature especially 

in logging into networks and as a form of identifying or authenticating an individual to an 

entity. Networks or computer databases such as civil databases may be designed to read QR 

Codes, verify the data and offer, identify, authenticate or deny access to an entity. Because 

QR Code information is non-human readable, this provides a basic form of information hiding 

in plain sight (encryption). This hidden information can then be transmitted. When used with 

geo-tagging, QR Codes can be used to determine a location status of an entity [135] [136]. 

QR Codes can be mapped to contain any sort of information that a user may intend to place 
inside the imprint. 

2.14 Summary of Related Works  

Rupinder and Nana compared various biometric systems by defining their advantages and 

disadvantages.  This work’s comparison is limited to Face, Iris, Fingerprint, Finger Vein, Lips, 

voice. The comparison criteria defined in this work is restricted to accuracy, size of template, 

cost, security level, and long term stability of the biometric system they discuss. The work 

however does not recommend ideal biometric system [137]. 

 

Viola and Jones presented a fast (image) object detection method that describes a machine 

learning approach for visual object detection. The approach is different from other works due 

to 3 factors: [a] use of image representation called the “Integral Image” which allows a 

detector to compute images quickly, [b] Introduction of AdaBoost; a learning algorithm which 

uses weak and strong classifiers and [c] A method for combining weak classifiers into a strong 

classifier by generating positive and non-positive images based on face or no face analysis. 

The finding in this work is that detection works. The gap in this work is that the method is not 

incorporated into a programming utility [138]. 

Lienhart et at. extended the Paul-Viola AdaBoost algorithm by addition of rotated haar-like 

features. These additions enriched the simple features used by Paul Viola and Michael Jones 

and can also be calculated efficiently and improve the false rejection or false acceptance rate 

by an average of 10%. Three detection boost algorithms (Discrete, Real and Gentle Adaboost) 
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and weak classifiers are compared on the detection performance and computational 

complexity. The major finding in this work is that that Gentle Adaboost classifiers outperform 

Discrete Adaboost. The work however limits the facial dataset (bases) to a single dataset 

[139].  

Christy et al. discussed issues of implementation of a two-factor authentication method by 

using alphanumeric Password and graphical Password as means for authentication. A 

description of the two factor Authentication (2FA) system design and design implementation 

was made in this work. The major findings were that 2FA adds an extra layer of security. This 

work does not discuss authentication of biometrics and QR Codes [9]. 

Onywoki and Opiyo discussed an approach to develop a framework for the adoption of 

biometric ATMs in the Kenyan banking sector. This work presented a developed framework 

which was applied to study factors influencing adoption of biometric ATM authentication and 

validated the developed conceptual framework. The study established that performance 

expectancy, effort expectancy, social influence and user privacy were key determinants for 

biometric ATMs acceptance, adoption and usage. Further, the study determined that age, 

gender and experience were moderating factors on effort expectancy with experience further 

moderating performance expectancy, effort expectancy, social influence and user privacy. The 

work is limited to ATM biometric authentication [140]. 

2.15 Summary  

 
The foregoing chapter has highlighted aspects of civil data, civil registration and why civil 

data is needed and used by individuals and countries. Elements of problems that exist in civil 

registration and management have been highlighted and comparatively how civil data is 

collected in countries studied have been brought out. A discussion on biometrics, encryption, 

QR Codes and authentication has been presented and a presentation of countries under study 

which have utilised biometric systems for their civil data management has been made. The 

chapter has also cursorily look at related works concerning biometrics, civil data, algorithms 

plus frameworks in use concerning biometrics and their management. 
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CHAPTER 3 

METHODOLOGY 
3.1 Introduction 

 

This chapter discusses the resources and methods that were used in this research study. The 

chapter is arranged around what is referred to as a baseline study. The baseline study itself 

includes: mixed methods research methodology, descriptive research design, target group, 

sample size, data collection tools, data analysis, ethical considerations, limitation of the study 

and presentation of findings. This chapter also has discussed issues concerning the system 

design methodology in the following: current birth business processes in the birth civil 

registration for both urban and rural environments, proposed model for birth civil registration 

processes; overall business process flow for the proposed model and areas of use. The chapter 

has further been written to explain issues to do with the system architecture which includes: 

system architecture, system requirement specifications, system modelling and design.  

 

The chapter is written to explain the methodology that was utilized to conduct the baseline 

study coupled with the methodology used to design the models and therefore implement the 

prototype.  

 

3.2 Baseline Study 

 
3.2.1 Mixed Methods Research Methodology  

 
The baseline study was used in order to investigate the awareness levels and understanding of 

biometrics among individuals and organisations and to determine if a biometric standard that 

defines use and management of biometrics in Zambia is in use. Additionally, the use of the 

baseline study was to establish if organisations which utilise biometrics for one function or 

another do so within a framework that is defined by government regulators of ICTs. As a 

result, the study used a mixed methods research methodology to analyse the data from the 

respondents.  

 

A mixed methods research study can be understood as a type of research which encompasses 

the use of multiple approaches or methods of design, data collection or data analysis within a 
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single program of study (e.g. both qualitative and quantitative research), in order to 

incorporate the dissimilar approaches or methods occurring during the program of study, and 

not just at its concluding point [141]. Mixed methods designs are used to provide pragmatic 

advantages when exploring complex research questions.  

Consequently, the baseline study used qualitative data to extend understanding of survey 

responses while the statistical analysis was done to provide detailed assessment of patterns of 

responses. 

 

The investigative process of merging both qualitative and field survey data by developing into 

quantities qualitative responses consumes a lot of time consuming and is also costly in terms 

of resource such that researchers may not be able to yield a good result of the study due to 

certain compromises especially on sample sizes and ultimately limit time spent on filed data 

collection. Due to this characteristic, research study designs based on mixed methods have 

become most suitable for studies that do not require either extensive, deep analysis of 

qualitative data or data variables from multiple sources [142].  

 

Mixed methods approach to research when used provides sufficient help to a researcher to 

incorporate varying methods of collecting or analysing data from the quantitative and 

qualitative research approaches in a single research study [141]. Researchers can collect or 

analyse numerical data which refers to quantitative research attached with narrative data 

which is the standard for qualitative research. In this case, the research question(s) are 

addressed as defined in any typical research study. As an example, mixed methods approach 

entails that researchers might dispense a survey that contains closed-ended questions to collect 

quantitative data coupled with conducting an interview by means of open-ended questions to 

collect the qualitative data [142]. 

 

3.2.2 Descriptive Research Design 

 
Descriptive research is meant to provide a picture of a situation as it naturally happens. Due 

to its pictorial advantage, it could be used to justify a current modus-operandi and make 

judgment. It can also be used to develop theories around a systems activities [141].  A 

descriptive research design may also be used to explain the state of affairs at present existence 

[141] . For the purpose of this study, descriptive research was used to obtain pictures of the 
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current prevailing civil registration systems of birth registration and NRC acquisition in the 

Republic of Zambia. 

 

3.2.3 Target Group 

 
The study was made up of eight types of target groups of the biometric authentication 

ecosystem comprising: ICT regulators, Standardization bodies, Consumer protection 

authorities, students in higher education institutions, banks, Government Ministries and 

departments, Health Support Institutions and general users. The mentioned respondents were 

sampled from the: University of Zambia (UNZA), Matem University, Bank of Zambia, 

Proflight, Stanbic Bank, Zambia Bureau of Standards (ZABS), Zambia Information 

Communication Technology Authority (ZICTA), Ministry of Home Affairs (Passport Office 

and Citizen Registration Office), John Snow Initiative (JSi), Ministry of Commerce – 

National Technology Bureau, Ministry of Information and Broadcasting Services, 

Competition and Consumer Protection Commission (CCPC), Zambia Development Agency 

(ZDA) and the study area comprised Lusaka. 

The significance of targeting the mentioned groups was meant to capture primary data from 

the mentioned area through purposive sampling. Purposively sampling signifies how the 

researcher sees sampling as a series of strategic choices about whom, where and how one does 

one’s research [141]. 

 

3.2.4 Sample Size 

 
A total number of 100 respondents were randomly selected for interviews.  The researchers 

hold the view that the sample size was manageable and wide enough for valid generalization 

to the biometric ecosystem in Zambia.  

 

3.2.5 Data Collection Tools  

 
3.2.5.1 Self-Administered Questionnaires 

 

The self-administered questionnaires were used to collect information from all the 

respondents.  The use of questionnaires was not only simple to administer, but questionnaires 

were also relatively inexpensive to analyse. As a matter of fact, when alternative replies are 
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provided in the questionnaires, respondents are able to understand the meaning of questions 

more clearly.  

 

3.2.6 Data Analysis 

 
Data analysis for the study was done by computer based software known as Microsoft Excel. 

Microsoft Excel is a paid for computer program that is developed and maintained by the 

Microsoft Corporation [143]. 

 

3.2.7 Ethical Consideration 

 
Ethical clearance was sort from the UNZA ethics committee before undertaking this research. 

Further permission from the places where the research was conducted from, by means of 

introductory letters which were given to authorities and respondents. Similarly, all 

questionnaires administered, did not allow respondents to disclose their names or any 

information that would review their status and ultimately compromise on confidentiality. 

Subsequently, all researchers need to be familiar with the basic ethical principles and have 

up-to-date knowledge about policies and procedures designed in order to ensure that there is 

safety of research subjects. As such, this prevents sloppy or irresponsible research and any 

ignorance of policies designed to protect research subjects is not considered a viable excuse 

for ethically questionable projects. 

 

3.2.8 Limitation of the Baseline Study 

 
The ideal situation was to collect data from all the ten provinces of Zambia. However, it was 

difficult to achieve the intended purpose due to financial and time constraints. The prototype 

is designed to enhance the civil registration processes in the republic of Zambia and as such 

live tests can only be performed at the Ministry of Home Affairs and partly with the Ministry 

of Health (MoH). Getting permission for a live test with these institutions implies collecting 

citizen data. This was inhibitive. The other limitation was from some target groups like: 

commercial banks and some government offices that deal with citizen data who entirely 

refused to take part in the survey for fear of disclosing their information to the general public. 

 

 3.2.9 Presentation of Findings 
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Presentation of findings was done through summarized presentations in form of various tables 

and figures in order to facilitate understanding.   

3.3 System Design Methodology 

 
It is important to realize that the system requirements specification and model design phase 

of the research study employed, hinges on the use of qualitative data gathered from reading 

through the GRZ General Affidavit Form N, Hospital Birth Record, Under-five children’s 

clinic card, GRZ Birth Certificate, through interviews of respondents at the Ministry of home 

Affairs and observation of the civil registration process at the Ministry of Home Affairs. The 

other respondents which included: general users and regulators were interviewed in order to 

gather information concerning the biometric ecosystem in Zambia. As such, all the 

respondents provided the qualitative data that is needed to specify requirements for the 

system, design models coupled with developing the system prototype for civil registrations.  

 The methodology used for the analysis, design and development of the software system is 

the object-oriented systems development methodology (OOSDM). This research study 

utilized some of the diagrammatic representations that are present in the unified / universal 

modeling language (UML) in order to visualize the system from various perspectives [144] 

[145].  

The object-oriented system development (OOSD) approach that was used in the system 

development process is one that is use case driven. The object-oriented system development 

life cycle (OOSDLC) was used for the system development in this research study in order to 

show multiple iterations to be carried out throughout the entire development cycle for the 

system to be gradually built in small modular increments [146]. 

A mind-map illustrating the study is placed in the appendix for further comprehension. 

3.3.1 Current Business Process in the Civil Registration System 

 
Figure 3.1 shows the current civil registration processes for both urban and rural environments 

as performed in Zambia.   

With reference to Figure 3.1, it is mandatory for all Zambian citizens to be registered with the 

Ministry of Home Affairs. To achieve this feat, GRZ ensures that in urban birth situations 

birth records are used as source records of birth data. As shown in figure 3.1 the urban civil 
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registration business process is highlighted with black process flows while the rural are 

highlighted with red process flows. 

In Figure 3.1 for urban processes; a birth occurring at an urban health facility will have a birth 

record issued (Figure 3.2a and Figure 3.2b). This document becomes a source record that can 

will be used in conjunction with a sworn affidavit form (Figure 3.4) when applying for a birth 

certificate. Processes 1 – 6 illustrate these processes. A successful application yields a birth 

certificate (Process 7).  

In Figure 3.1 for rural processes; a birth occurring at a rural centre will be registered with the 

village authority. The village authority document becomes a source record when and is used 

in the award of an under-five clinic card at any nearest health facility. The village authority 

document, under-five clinic card and affidavit form are source documents when applying for 

a birth certificate. Processes 1 – 9 illustrate these processes. A successful application yields a 

birth certificate (Process 10).  

Figures 3.2a and 3.2b show samples of a birth record. 

 

 
Figure 3.1.  Current Business Process – Urban and Rural Process 
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In rural, Zambia, birth is recorded via the village authority in what is referred to as a village 

register. This is because most of the births occur outside a health facility. Sialubanje et al. 

assigns several reasons for this occurrence, among them being [147]: 

i. Women’s lack of decision-making autonomy regarding child birth; 

ii. Dependence on the husband and other family members for the final decision; 

iii. Physical and socioeconomic barriers such as long distances to health facilities; 

iv. Lack of money for transport to the health facilities; 

v. The requirement to bring baby clothes and food while staying at the health 

facility which appears to be cost driven; 

vi. Socio-cultural norms regarding childbirth such as the health facility staff  may 

not be skilled, maybe rude, cannot be trusted and lack respect; 

vii. Negative attitude towards the quality of services provided at the clinic.  

The village birth is then recorded at any nearest health facility using the village register record 

as authentication of birth. At the nearest rural health facility, the birth details are recorded 

onto an under-five clinic card. Figure 3.3a and 3.3b show samples of the under-five clinic 

card. Both the village record and under-five clinic card work as source records of birth.  

 

Figure 3.2a. Sample of a Birth Record Figure 3.2b. Sample of a Birth Record 
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The information from the source records are then used as input to a registration form and 

General Form Affidavit N when applying for a birth certificate. The General Form Affidavit 

Form N which is sworn by any individual recognised by GRZ as a commissioner of oath 

works as an authentication tool of the birth to GRZ. Should all records be acceptable and meet 

the minimum requirements for a birth certificate, GRZ will issue a birth certificate.  

 

Figure 3.3a. Sample of an Under-five Clinic Card 

Figure 3.3b. Sample of an Under-five Clinic Card 
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Should a Zambian citizen attain sixteen years of age, he/she is entitled to a NRC. The NRC 

requires a submission of a birth certificate, sworn General Affidavit Form N and an 

application to GRZ before it can be issued to the deserving individual. Figure 3.4 shows a 

sample of a General Affidavit Form N, Figure 3.5 shows a sample of a NRC and Figure 3.6 

shows a sample of a birth certificate. 

 

 

 

 

 

 

 

 

 

 

Figure 3.4. Sample of a General Form Affidavit N 

Figure 3.5. Sample of a NRC 
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Due to the lack of standard to be applied in the birth record format as shown in Figures 3.2a 

and 3.2b, it is possible to ignore certain information during data collection as some certificates 

may not have certain fields while other birth records from other hospitals may contain extra 

fields. This type of information collection creates a problem of a lack of consistency.  

Due to the fact that General Affiidavit Form N is used to authenticate the birth details before 

the details are captured by the GRZ through MoHA, a possibility of corrupting a comissioner 

of oath by a non-Zambian individual so that he/she provides a sworn affidavit exists.   

Due to collection and recollection, capturing and recapturing of the same information 

concerning the same individual during the registartion process a problem of information 

redundancy is created. 

Due to the storage of information at isolated different points about the same individual as seen 

from the business processes, a possibility of data theft is created, a possibility of loss of 

information integrity is created. 

Figure 3.6. Sample of a Birth Certificate 
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A change of information at one point within the business process will require existensive 

effort to correct this information at all centers, this is a problem of  islands of information. 

This also creates a problem of repeated effort. 

3.3.2 Proposed Civil Registration System 

 
The optional civil system for this study involves a civil registration model termed, ‘VitalReg’ 

which is designed to be used on the internet. The new system’s objective is to give an 

improved method to the collection of vital statistics in a secured way by employing 

biometrics, encryption and 2FA by attempting to automate the entire process by keeping the 

view of database integration approach through the following activities:  

a) Provision of user friendliness in the application’s processes through the available controls 

that are provided by the system’s user interface; 

b) Ability to create users; both administrators and non-administrator users on the system in 

an easy manner; 

c) Ability to capture facial face dataset that are used in the biometric authentication of 

individuals; 

d) The ability to perform a face recognition and identification with a 66% acceptance rate; 

e) The integration of spatial data within the model that allows the program to generate a GPS 

location of the registration centre and integrate this data into the output for audit purposes; 

f) The ability to encrypt the stored data within the database which works as a contraceptive 

to data theft as the data cannot be understood once accessed; 

g) The application generates a QR Code on output. This QR Code contains details about the 

registered individual. Details such as the registration date, sex of the individual and 

certificate number are embedded in the QR Code. The QR Code can work as a second 

authentication factor in addition to the biometric facial feature authentication. 

Figures 3.7 and 3.8 show the code snippets for the geospatial data and QR Codes 

respectively. 

h) The model allows for an easy database interrogation of its details through a down-down 

combo-box option. 

 

 

 



 

68 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

. . .    jQuery("#btnInit").click(initiate_geolocation); 
    }) 
    function initiate_geolocation() { 
        if (navigator.geolocation) 
        {       
navigator.geolocation.getCurrentPosition(handle_geolocation_query, 
handle_errors); 
        } 
        else 
        { 
            yqlgeo.get('visitor', normalize_yql_response); 
        } 
    } 
    initiate_geolocation(); 
     function handle_errors(error) 
    { 
        switch(error.code) 
        { 
            case error.PERMISSION_DENIED: alert("user did not share 
geolocation data"); 
            break; 
            case error.POSITION_UNAVAILABLE: alert("could not detect 
current position"); 
            break; 
            case error.TIMEOUT: alert("retrieving position 
timedout"); 
            break; 
            default: alert("unknown error"); 
            break; 
       } 
    } 
     function normalize_yql_response(response) 
    { 
        if (response.error) 
        { 
            var error = { code : 0 }; 
            handle_error(error); 
            return; 
        } 
        var position = { 
            coords : 
            { 
                latitude: response.place.centroid.latitude, 
                longitude: response.place.centroid.longitude 
            }, 
            address : 
 
            {   city: response.place.locality2.content, 
 
                region: response.place.admin1.content, 
 
                country: response.place.country.content 
            }  . . . 

Figure 3.7. Code snippet:  Geospatial 
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Advantages that the proposed civil registration model brings can be seen as aiming at 

addressing the drawbacks that the current civil registration system has. Some of the 

advantages of this civil registration system are:  

a) Enabling citizen registration; 

b) Enabling users to obtain their vital event documents on the spot without the need to wait 

for up to 3 months as in the current processes; 

c) Speeds up the work for GRZ and in particular MoHA as far as civil registration is 

concerned. This has the effect of improving the GRZ service delivery; 

d) Secured central data storage that guarantees the civil records have integrity; 

e) Web-based system that can allow for a use at any centre within Zambia; 

f) Spatial data integration that allows for quick audit of where civil records are generated; 

g) Citizen authentication and repudiation factors are accounted for. 

. . . 

var qrcode = new QRCode("qrcode", { 

    width: 120, 

    height: 120, 

  }); 

function makeCode () {     

  var elText = document.getElementById("qrcodes_map"); 

  if (!elText.value) { 

    alert("Input a text"); 

    elText.focus(); 

    return; 

  } 

  qrcode.makeCode(elText.value); 

} 

makeCode(); . . . 

 
Figure 3.8. Code Snippet: QR Code Mapper 
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3.3.2.1 Overall business processes flow for the proposed model 

 

This section, illustrates the transactions that will be carried out in the proposed civil 

registration system.  Figure 3.9 describes the steps that would be involved from source (i.e. 

start) to end (i.e. stop) of the civil registration process until a vital event document is issued. 

The processes are numbered for easy follow through.  

3.3.2.2 Urban Civil Registration 

 

A birth occurring at an urban health facility will be registered there and then. The facial 

features will be captured and all other vital event circumstances will be captured at source 

(birth place). A birth certificate will be issued at source. The birth vital data shall be sent 

electronically to the MoHA via networks into a secured biometric server. Urban birth 

occurring outside a health facility shall be recorded as above at any nearest health facility to 

the birth occurrence. The biometric data on the server shall be encrypted at source and sent in 

encrypted state through networks up to the server. The encryption shall ensure the information 

is hidden in plain sight. For purposes of prototype demonstration, the current encryption has 

Figure 3.9. Proposed Civil Registration Business Processes 
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been set to base 64 encryption which is a binary-to-text encoding scheme that represent binary 

data in an ASCII (American Standard Code for Information Interchange) string format by 

translating it into radix-64 representation [148]. 

Base 64 is a 64bit encryption algorithm with a reasonable cover time. In cryptography, cover 

time is a theoretical security of a cipher that depends on the available computer processing 

and the key length [46]. For purposes of explanation we can assume that an individual who 

has intentions of stealing the civil database that is generated from the proposed civil 

registration prototype had a computing resource of 2 GHz processing capability then such an 

attacker would have to contend with the 64 bit encryption for approximately 159years. 

For purposes of demonstration of the strength of the 64bit encryption used, the concept of 
time is calculated as follows: 

Let Cover Time = Ct; Cp = Computational Complexity; Cs = Computer Speed (processor 
Speed) 

Therefore: 

𝐶9 =
:;
:<

  (4) 

 
𝐶=
𝐶>
=

2@A

2𝑥10E ≈ 𝟏𝟓𝟗𝒚𝒆𝒂𝒓𝒔 

 

The author hold the view that at a computational speed of 2GHz, the cipher holds for an 

approximate 159 years and this gives sufficient guarantee for the privacy of the civil data 

maintained in the database. 

Part of the code snippet responsible for the encryption is shown in Figure 3.11: 

$gencode = 

base64_encode($person_id.'/'.$father_nrc.'/'.$generate3.'/'.$

register_date); 

 

When the database is viewed it will display data that cannot be understood as the information 

displayed is in a form that cannot make intelligible sense. A sample of the database 

representation is shown in Figure 3.11: 

Figure 3.10. Code Snippet: Encryption Encoder 
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As can be seen in Figure 3.11, the information to do with date of birth (dob), mother’s NRC 

(mother_nrc), mother’s social security number (mother_ssn), father’s NRC (father_nrc) and 

father’s social security number (father_ssn) are all non-intelligible. This is the result of the 

encryption. Figure 3.12 shows the code snippet for the face detection and face capture that 

used by the model to detect a face and capture a face from which Haar-like features can be 

extracted to form a strong classifier. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3.11. Sample Civil Database Output 

.  .  .  faces = faceCascade.detectMultiScale(gray, 1.2,5) 

    # Get face from video frame then using for create integral, begin  . . . 

    for(x,y,w,h) in faces: 

        # Create integral, begin.  .  .   

        cv2.rectangle(im, (x-20,y-20), (x+w+20,y+h+20), (0,255,0), 4) 

        # attach face to ID, begin  .   .   .  

        Id, confidence = recognizer.predict(gray[y:y+h,x:x+w]) 

        new = 1 

        url = 'http://localhost/vital/vital_docs?id={}'.format(Id) 

        webbrowser.open(url, new=new) 

        cam.release() 

        cv2.destroyAllWindows() 

        # label person in pic, begin .   .   .   

        cv2.rectangle(im, (x-22,y-90), (x+w+22, y-22), (0,255,0), -1) 

        cv2.putText(im, str(Id), (x,y-40), font, 1, (255,255,255), 3) 

    # Display video frame with bound rectangle, begin.  .  . 

    cv2.imshow('Vital Recognition',im)  

    # If 'q' is pressed, quit face recognizer, begin .  .  . 

    if cv2.waitKey(10) & 0xFF == ord('q'): 

        break 

# Shut camera, invoke win control module, begin .   .    .  

 Figure 3.12. Code Snippet: Face Detection, Capture. Adapted from [138] [139] 
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The database has been developed using MySQL. The prototype has been developed using 

php, HTML, JavaScript, python, CSS, batch files and uses the XAMPP control panel to 

manage the server abilities on standalone computing resources. These technologies have been 

chosen due to their open-source nature which introduces cost-effectiveness [149] 

3.3.2.3 Rural Civil Registration 

A birth occurring in rural centers will be registered with the village authority initially then 

with the nearest health facility. The village authority shall be trained to access a template of 

birth from the civil registration program that can be used to collect birth details. This birth 

template makes the birth record standard and uniform throughout rural Zambia. The template 

is then presented to the health facility where a biometric capture is made of the child and birth 

details collected into digital form. Figure 3.13 shows the birth template. Operations after the 

biometric capture are equivalent as in the urban birth registration. 

 

3.3.2.4 Areas of use 

 

The use of the prototype can be categorized into the following 5 groups: Civil Database, 

Biometric Authentication for Electronic Voting, Student Facial Authentication, Crime 

Management and Death Management.  

i. Civil Database:  a possibility exists that allows the prototype to be used as a storage for 

all citizen civil registration. That way no island of information would exist; 

ii. Biometric Authentication for Electronic Voting: a possibility exists that can allow the 

prototype be used to perform authentication of individuals before a vote is made in the 

Figure 3.13. Sample Birth Template 
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Republic of Zambia’s elections. Because the prototype would house all civil data, there 

would be no need to register anyone for an election, in this manner the strenuous process 

of voter registration would not exist. Individuals desiring to participate in the vote process 

would simply present themselves to a polling station where a biometric authentication 

would be made, and a vote allowed; 

iii.  Student Facial Authentication: Higher institution of learning would make use of the 

prototype to perform an authentication on students within a learning institution so that 

the students are awarded school services should they pass the authentication; 

iv. Crime Management: The law enforcement agencies can use the facial authentication 

facility to carry out identification and recognition of individuals or suspects during an 

investigation; 

v. Death Management: the facial recognition and identification can be used to carry out 

identification of individuals who have died but do not have identification documentation 

on them. Further, once a positive identification is made, the prototype can be further 

modified to allow for a change in the records of that individual to indicate ‘deceased’. 

3.4 System Architecture 

3.4.1 Civil Registration system Architecture 

 
The following explanation is based on Figure 3.14. 

Figure 3.14 shows how a system user found at a civil registration point would interact with 

the system. The citizen would present themselves then a biometric capture is done using a 

web camera. The civil registration system uses a web camera to capture the face image of 

a subject.  

 

The prototype captures a maximum of 100 faces. Once captured the system user would run 

a calibrator to pick the facial features. The facial features are picked by the Haar Cascade 

Algorithm. Once this is done a calibration must be done. This implies the process of 

picking what are termed as weak classifiers and combining them into a strong classifier so 

that a facial recognition can be done. Once this is complete, a trail biometric run must be 

made to confirm that the subject has been correctly enrolled. In the case of a false rejection 

rate [107] which is at 33% % a re-enrolment must be done.  
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The details are transmitted via a firewalled network as shown in processes labelled 2.  

 

The use of a public network is advantages as it reduces the cost of the system operation. The 

data is transmitted over the internet in an encrypted form as shown in processes ‘2’. The 

firewalled network works as a contraceptive to network intrusion threats and data theft over 

networks [53].  The database is setup at the MoHA and is developed into a secured server 

with security logins needed to access the server services. The processes at A form the user-

end and at this end, no data processing is done. All processing is performed at the central 

server at process ‘B’. B is the server-end of the system which shall process all work and 

provide feedback to the user-end. No data shall be kept at process A to eliminate islands of 

information [150]. Tx / Rx  in this case is taken to imply the transmission of data over a 

network. The computer unit with key and apparent lock mechanism depicts a secured server.  

Figure 3.15 shows the interaction sequence for the proposed system.     

Figure 3.14. System Architecture for the civil Registration System 

Internet 

Capture Biometric Feature. 
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2 
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3.4.2 The operation of the Haar Cascade Algorithm 

 
Based on a rapid object detection scheme based on boosted cascade of simple feature 

classifiers introduced by Paul Viola and Michael Jones [138], a facial biometric model 

can be developed based on Haar-like features and implemented to detect and recognise a 

citizen’s face [106] [139] [107]. This recognition facility allows for authentication. Facial 

features to form a Haar classifier are collected after a facial mapping as shown in Figure 

3.15. The biometric model utilises Haar basis features as used by Papageorgiou et al [151]. 

 

An adaption of the algorithm based on an OpenCV Open Source technology which is 

readily available from OpenCV has been used [152]. This algorithm uses Haar like 

features and OpenCV pre-trained classifiers for face detection. A classifier is a program 

that can decide whether an image is positive or not. A positive image is an image face 

(image having a face) while a negative image is a non-face image [152]. Classifiers are 

Figure 3.16. Identifying features by a biometric reader. Adapted from [137] 

: Citizen : BioCapture : BioCalibrator : BioRecognizer : Database 

: Registrar 

Commit() 
CaptureImage(
) 

Refuse() 
RecordExists() Initiate() 

VitalDoc(
) 

DataCapture() 

Detect() 

Recognize() 

Invalid() 

Admin() 
Valid() 
Allow() 
GenretaQRCode() 
GenerateLocation() 

RunCascade() 

RunCipher() 

RunCalibrator() 

Figure 3.15.    Interaction Sequence for Proposed Model. 
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trained from a huge volume of faces (both positive and negative images) to learn how to 

classify a new image correctly. This is a machine learning concept. The classifiers used 

for this student authentication is the HaarClassifier which is earlier developed by Viola et 

al [138]. Haar Classifiers process data in grey scale (non-colour). Colour is 

inconsequential in determining whether an image has a face or not [106]. Viola et al states 

each object has features that are unique and can be used to identify and recognize that 

object. Haar features can be picked out from edge, line, centre and diagonal features of an 

object as shown in Figure 3.17. 

 

 

 

 

 

 

 

 

 

 

Edge features are characteristics of an image that are unique and at unique distances from 

each other [139] [53]. No two people share the same features. These features can be 

mapped by placing an object identifying feature on an image [153]. A biometric model 

developed to pick up the readings from the facial recognizer can pick up the features and 

collectively store them to perform identification and recognition. The features can be 

i iii ii iv 

A. Edge features 

i ii iv vii v vi iii 

B. Line features 

C. Center-surround features D. Diagonal line features 
viii 

Figure 3.17. Feature determination. Adapted from [139] [153] [107] [165] 

Figure 3.18.  Feature Extraction. Adapted from [106] [104] 
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collected into small elements referred to as a weak classifier which when collectively 

used identify and recognize an object [107]. Feature collection is done via rectangles. 

Haar like features consist of two or more rectangular regions enclosed in a template. Each 

of the rectangles is a window that is placed on an image as shown in Figure 3.18 that is 

to be captured and recognized. A feature is extracted from subtracting the sum of pixels 

under the white part from the black part of that window (rectangle).  

In determining the haar like features an understanding that the area around the eyes have 

a darker area then the nose bridge is used. This view is also held for the cheeks (brighter 

than other areas), though the data from the cheeks is not necessarily used [152]. 

Rectangles are placed on an image so as to pick the features using a weak classifier [139]. 

The features of a rectangle are computed using an integral function of the form: 

 

 𝑖𝑖(𝑥, 𝑦) = ∑ 𝑖(𝑥O, 𝑦O),PQRP,SORS       (5) 

 

In this function an object or image at location x, y contains the sum of pixels above and 

to the left of x, y inclusive. 

 

Where, ii (x, y) and i (x, y) is the original image. Using the following pair of recurrences: 

s	(x,	y)	=	s(x	,	y	-	i)	+	i	(x	,	y)	
ii	(x,	y)	=	ii(x-i,	y)	+	s(x,	y)		
 

(Where s(x, y) is the cumulative row sum, s	(x-a)	=	0, and ii	 (-i,	y)	=	0). Using the 

integral image any rectangular sum can be computed in four array references. 

The rectangle itself can be understood to have an object of pixels W	x	H (i.e.to say width 

x Height) [106]. Figure 3.19 shows the determination of a rectangular region of an integral 

image. 

 

 

Figure 3.19. Rectangular regions of an integral image [165] 
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To determine the sum of pixels, the logic can be deduced as follows: 

 

a	=	sumRec	(pixels)	 	 	 	 	 	 	 	 	(6) 

b	=	1	+	2,	
c	=	1	+3	
d	=	1+	2+	3+	4	
The sum is then derived as	d	+	a	-	(b	+c).	

3.4.5 User interface specification 

 
3.4.5.1 Introduction 

 

The user interface specification is a complete description of the API (Applications 

Programming Interface) and what the interface looks like to the user from the designers’ point 

of view.   

3.4.5.2 User interface description 

 

The interface for the user is developed in a simple easy to manoeuvre entity that incorporates 

a simple, visually relevant or significant front in order to ensure that usability design 

principles are met. The user interface is developed in such a way that it not crowded with 

unnecessary information and is deliberately designed to guide a user during a systems 

operation with clearly labelled objects and user friendly prompts when needed. A system user 

will be met by a consistent screen interface when carrying out operations. Invoking the 

program is done through clicking the icon displayed in Figure 3.20. 

 

 

Figure 3.20.  Civil Registration System Icon 
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3.4.5.3 How the user interface looks and behaves 

 

When the program is invoked, a login screen greets a user. Figure 3.21 shows the login screen. 

To proceed further, user credentials are needed. This screen forms the first-level security of 

the model. 

In the case of a first time run, default login credentials have been set to: 

Username: admin 

Password: 123456 

Entering these credentials allows one access to the administrator operations of the program 

where a sub user can be created.  The difference between the system administrator login and 

sub-user login is that the systems administrator can allow user creation while the sub user 

cannot allow this feature. Login password is masked for security purposes. Figure 3.22 

illustrates the masked password input. 

 

Figure 3.21. Login Screen 

Figure 3.22.  Civil Registration system – masked Input 
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Figure 3.23 shows a full login with the administrator credentials. As can be seen on the left 

panel of the screen, ‘create users’ is displayed on this screen. Menu options are dislayed on 

the left panel and read ‘birth records, generate Vital Document, Registered Identities, Record 

Template, create users and logout’. 

Figure 3.24 shows a full login with sub-user credentials. The screen can be seen not to display 

the ‘create user’ option. Menu options are dislayed on the left panel and read ‘birth records, 

generate Vital Document, Registered Identities, Record Template and logout.’ 

3.5 System Requirement Specifications 

 
Object-Oriented Systems Analysis (OOSA) was used in this study to define the system 

requirements during the specifications phase [144] [146] [145]. Five elements of OOSA 

where entered into during the systems development of the civil registration model. These are: 

I. The requirements model which aimed to capture the functional requirements of the 

system [146] [145]; 

II. The analysis model which aimed to give the civil registration system a healthy and 

changeable object structure [144]; 

Figure 3.23.  Civil Registration system – Administrator Screen 

Figure 3.24.  Civil Registration system – Sub-User Screen 
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III. The design model that aimed to refine the object structure to the current 

implementation environment [146] [145]; 

IV. The implementation model which aimed at implementing the system [144]and 

V. The test model which aimed at verifying that the system operated as planned [146]. 

System requirements are a definition of what a system is capable of doing through provision 

of a service. The software object developed to meet a need must be a structure that reflects 

the situation in which the need arises [146] [145]. Systems requirements are equally meant to 

define the system constraints. These are the limitations a system faces in its effort to provide 

its expected services [146]. Systems requirements divide into two i.e.: functional and non-

functional requirements. Functional requirements are statements of services provided by the 

system and how the system is intended to respond to inputs and its response in certain 

circumstances [145].  

The system requirements specifications for the civil registration system gives an overview of 

all the functionalities and specifications for the proposed model [145]. The civil registration 

system is developed to comprise eight modules namely: ‘Administrator, Sub-user, 

Authentication, Birth Details, Bio-Capture, Bio-Calibrator, Bio-Recognizer, and Report’ as 

shown in the component diagram [145] [144] in Figure 3.25. Component diagrams are used 

to show what the various modules in the systems are and not to show any interaction among 

those components [144] [145]. 

 

Sub-Administrator Administrator 

VitalReg 

Civil Registration 
system 

Birth Details Reports 

Authentication 

Bio-Recognizer 

Bio-Calibrator 

Bio-Capture 

Figure 3.25.  Civil Registration system Component Diagram – System Modules. 
Adapted from [144] 
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3.5.1 Functional Requirements 

 
Table 3.1: details the functional requirements required for all the modules for the civil 

registration system. 

Table 3.1:  Functional requirements 

FR 1 The system administrator shall create the new system user 

 FR 2 The system administrator shall be the super user and will have all the 
privileges for the entire system 

FR 3 The system administrator shall have capacity to appraise user database 

FR 4 The system administrator shall generate log files, backup and recovery files 
for the system  

FR 5  Sub-User shall have relevant access rights to enroll a citizen 

FR 6  Sub-User shall have relevant access rights to generate and print output 
documents 

FR 7  Sub-User can calibrate biometric data 

FR 8  Sub-User can perform authentication 

FR 9 All sub-user activities can be performed by a an Administrator User 
 

3.3.3.2 Non-functional requirements 

 

Non-functional requirements are specifications that define a criteria that can be used to 

judge operations of a system [146]. Table 3.2 details the non-functional requirements 

required for all the modules found in the civil registration system.  

Table 3.2: Non-functional requirements 

NFR1  
The system shall be easily maintainable  in case of requiring forwarding 
criteria changes without stopping the whole system 

NFR 2 The system failure shall not affect data integrity 
NFR 3  All software application modules shall be debugged 
NFR 4 The system shall be faster when multi-core central processing are used 
NFR 5 The software system and application code shall be well documented, and 

this will be written in a familiar language  
NFR 6 The system shall provide the documentation that shall have all functionality 

and any user maintenance for the system administrators 
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3.5.2 System modelling and design 

 
3.5.3 Introduction of unified modelling language (UML) diagrams 

 
This section illustrates the use of the unified modelling languages (UML) which has been 

used to visualize, state, create and document the dynamic aspect of the system in 

diagrammatic form.  These diagrams illustrate the behavior of the system at differing levels 

of operation and in certain instances at levels of abstraction [146] [154] [145]. The diagrams 

are categorized as follows:  Use case diagrams, interaction diagrams and activity diagrams. 

3.5.4 Use case diagrams 

 
Use case diagrams are used to exemplify the arrangement of tasks that a system undertakes to 

determine a result. It is a diagram that specifies the entire functionality of the system [144]. 

Interactions that objects take with other objects within the system are also illustrated by use 

case diagrams and in this way show the abstraction of the system and to some extent the 

instantiation of objects within the system [145] [146] [154]. Use Case diagrams utilize an 

object referred to as an actor which is an object that represents functions or roles that users of 

a use case perform. An actor may imply an individual such as a MoHA interviewer or an 

entity such as a computer. In certain cases, an actor may represent a system such as the 

University of Zambia. Table 3.3 explains the USE CASEs found in the system.  

Table 3.3: USE Case Explanations for the Civil Registration System 

Actor Description 
 

MoHA Citizen Registration 
Officer (Sub-User) 

Undertakes all activities of enrolling a citizen into the 
citizen registration system. 

Village Authority 
(sub-user) 

The entity that can access the citizen system to print out a 
record of birth template. 

 
Citizen 

The individual who is the subject of enrolment into the 
civil registration system. 

 
Administrator 

The administrator is the super user of the system and shall 
have all the privileges for the system. 

 
Haar Cascade Classifier 

It is responsible for providing various functions of 
biometric analysis for the system. 

 

Figure 3.26 shows the diagrammatic representation of the actors and the respective use cases 

for the civil registration system. Table 3.4 provides an explanation of the USE CASEs used 

in Figure 3.26. 
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Table 3.4: Description of Figure 3.26 use case diagram 

  

Actor Description 

Login Allows a registered user on the system to login to the system 
 
 
 

Create Sub-User Allows the administrator to add users to the system. Allows a sub 
user access to the system 

Remove Sub-User Allows the Administrator to remove users from the system. Denies 
access to a removed sub-user 

Create Record Allows a registered user to enrol a citizen onto the system 
Remove Record Allows the administrator to destruct a citizen record 
Provide Record Allows a citizen to provide personal data, allows a registered user to 

enrol a citizen 

Create Sub-User 
Verify User 

Status 

Record Exists? 

Create System 
User 

Provide Record 

Remove Record 

Create Record 

Remove Sub-User 

Citizen 

Sub-User 

Administrator 

<<Inclu
de >> 

<<Include>

> 

<<
Ex

te
nd

>
> 

Login 

Figure 3.26.  Civil Registration System – Use Case 
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Figure 3.27 shows the various interactions of the actors and Use Cases that shall be involved 

in the user application interface of the Civil Registration application system. Actors are: 

Administrator/ Registrar General (Super / System User), Registration Officer (Sub-User), 

Citizen.  

 

 

 

 

 

 

 

 

 

 

 

3.5.5 Interaction models – Activity and sequence diagrams 

 
3.5.6 Activity diagrams 

 
Activity diagrams comprise of a set of events or actions that are connected together by 

transitions or changes from one activity to the next. Activity diagrams make it easy to 

demonstrate the three structural elements of all procedural languages used in computer 

programming or software engineering namely: sequence, selection and iteration [145] [146] 

[144] [154]. The possibility of capturing the elements of programming are an advantage in 

that modelling and communication of business processes in a particular system becomes easy.  

Notation of activity diagrams [154] is illustrated in Table 3.5: 

 

Figure 3.27.  Civil Registration system – Use Case Interactions at User Interface Level 

Sub-User 

Citizen 

Administrator 

Create User 

Invoke Bio-Capture 

Capture Face 

Invoke Data Capture 
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Table 3.5: Activity Diagram Notation. Adapted from [154] 

Symbol Description 

 Activity of Process or single action or behaviour 

 Begin or initiate or start node 

 Termination or final activity node or Stop  

 

  

 

Note or construct 

  
Decision point or selection 

 Object flow 

 control flow or transition 

 

3.5.7 Interaction Sequence diagrams 

 
Use cases stipulate the processes that are required to undertake a user task. The user tasks may 

involve a number of interactions between a number of different objects [144] [146]. As an 

illustration from the civil registration system to print a NRC will affect the QR Code Mapper 

module and the Geospatial module plus the encryption module. These mentioned objects then 

interact by sending each other messages. The various systems objects then respond to these 

messages by implementing methods [145].  

Methods themselves are an implementation of an operation [146]. Interaction Sequence or 

Sequence diagrams show these interactions.  

Sequence diagrams evolve as the systems development progresses.   

Table 3.6 for illustrates the symbols used in interaction sequence diagrams.  
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Table 3.6: Sequence Diagram Notation. Adapted from [146] 

Symbol Description 

 

 

 

Actor 

  
Activation 

 

 

 
Object Life 

 Message 

 Object symbol 

 Message return 

 

 

Object message 

 

In this section, the details for the activity and interaction sequence diagrams for each use case 

in Table 3.4 will be described. 

A) Login 

Figure 3.28 details how the login module of the civil registration systems’ login user interface 

(UI) is invoked by instantiating the object ‘vitalReg’ (Figure 3.20). VitalReg passes control 

to the login module that invokes a user prompt that requests the user to provide the system 

with their system credentials needed to access the other aspects of the civil registration system. 

These credentials are passed on to the authentication module for user authentication. The 

authentication object requests the user details from the user database and performs a match 

for correctness of details. Should the credentials match the database details as held then access 

is awarded to the user to access the Civil Registration System Desktop.  
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The sequence diagram in Figure 3.29 details the sequenced operation illustrated in Figure 3.28 

concerning the login module.  

 

 

Figure 3.28.  Civil Registration system – Login Activity Diagram 

Figure 3.29.  Civil Registration system – Sequence Diagram 
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B) Remove User and Remove Citizen Data 

The administrator must be logged into the system server for this operation to be successful. 

The administrator will invoke the ‘phpMyAdmin’ area of the system and manually remove 

user details. The process of data removal is left this way because the author believes the 

concept of security by obscurity will suffice [155]. Figures 3.30 and 3.31 illustrate the 

sequence and activity diagram for this task respectively. 

 

   

Figure 3.31.  Civil Registration system – Remove User and Citizen Data 
Activity Diagram 

Figure 3.30.  Civil Registration system – Remove User and Citizen Data 
Sequence Diagram 

:CivilDatabase 
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C) Invoke BioCapture 

Figure 3.32 shows the activities undertaken in the invoke BioCapture module of the civil registration 

system. The module activates an object that runs the camera hardware, detects a face on the camera 

and captures multiple images of that face (100 to be specific) and saves the images.  

 

Figure 3.33 is the collaborating sequence diagram for the activity diagram shown in Figure 3.32. 

 

 

Figure 3.32.  Civil Registration system – Invoke BioCapture Activity Diagram 

Figure 3.33.  Civil Registration system – Invoke BioCapture Sequence Diagram 



 

92 
 

D) Invoke BioCalibrator 

The BioCalibrator module is responsible for the generation of a strong classifier from the 

weak classifier that result from the images captured from the BioCapture module. This object 

is instantiated by the object calibrate which in turn is run by the event calibrate from the 

desktop panel of the civil registration system. Figure 3.34  illustrates the activity diagram. 

 

Figure 3.35  illustrates the sequence diagram for Figure 3.34 Invoke BioCalibrator module. 

 

Figure 3.34.  Civil Registration system – Invoke BioCalibrator Activity Diagram 

Figure 3.35.  Civil Registration system – Invoke BioCalibrator Sequence Diagram 
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E)     Verify Correct Enrolment (Verifier / BioRecognizer) 

 

Figure 3.36 shows the activities undertaken by the BioRecognizer or Verifier object 

module of the civil registration system. The object module has one function to compare 

the earlier enrolled facial images’ Haar-like features against the current image placed on 

the camera. The object must then prompt the system user of its finding. The finding can 

be a positive match or a negative match. In certain cases, either FRR or FAR might be 

recorded depending on environment setting and image placement. 

 

Figure 3.37 shows the corresponding sequence diagram for the BioRecognizer object module. 

Figure 3.36.  Civil Registration system – Invoke BioRecognizer / Verifier Activity 
Diagram 
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F) Invoke Vital Generator 

Figure 3.38 illustrates the activities that are undertaken in the generation of a vital document.  

To perform these operations, a user must be logged in and the details of the citizen must exist 

on the civil database.  

A verification must have been run as shown in Figure 3.36  and confirms that that citizen data 

is existent on the civil database. This module instantiates the verifier which runs the object 

BioRecognizer (Verifier, see Figure 3.36) object that performs a match of a face available on 

the camera to its strong classifier as defined by the BioCalibrator. If a match is positive, the 

object options for Birth Certificate and NRC are made available with the captured facial image 

of the citizen. The vital desktop at this point instantiates the object module QRCode Mapper 

which generates the QR Code from birth certificate number, date, name and sex of the citizen. 

The Geospatial Mapper is equally launched here to place the GPS coordinates of the 

registration center carrying out the registration.  

Once complete, the final documents requested either NRC or Birth Certificate can then be 

printed. Figure 3.39 illustrates the sequence diagram for the activities in Figure 3.38. 

Figure 3.37.  Civil Registration system – Invoke BioRecognizer / Verifier Sequence 
Diagram 

1.Initiate() 

4.CallVitalDeskTop() 

3. Recognize() 
2. Detect() 
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Figure 3.38.  Civil Registration system – Vital Generator Activity Diagram 

Figure 3.39.  Civil Registration system – Vital Generator Sequence Diagram 
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G) Create User  

Figure 3.40 shows the Create User module object of the civil registration system. This module 

is launched by the object module create from the vital desktop user interface (UI). Once 

launched the object module instantiates a data collection window that allows for user data to 

be collected and retains this information into the user database. User detail collected includes 

usernames, passwords that can be used to grant access to that registered user.  This module is 

only available to the administrators of the civil registration system. Figures 3.40 and 3.41 

illustrate. 

 

Figure 3.40.  Civil Registration system – Create User Activity Diagram 

Figure 3.41.  Civil Registration system – Create User Sequence Diagram 
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3.5.8 Logical Data Structures – ERM and Class diagrams 
 

In order to organize the basic classes and objects into a hierarchies that enable the benefits of 

inheritance to be realized logical data structures are used. Several UML diagrams are used to 

achieve this. Diagrams that can be used include the UML Class diagram and UML ERM 

diagram [145] [146] [144]. In order to understand the mechanics of logical data structures 

several concepts must be understood as follows [146]: 

i. Inheritance is the mechanism by which an object implements an association or 

relationship of abstraction of common elements and specialization between classes;  

ii. A class is a container of similar objects and an object is an entity that has capability to 

retain information and may offer operations or messages. It is a concept in an 

application domain that can be represented as an encapsulation of state, behavior and 

identity;  

iii. Encapsulation itself is the hiding of internal information or modes of operations of an 

object or a class and 

iv. An entity is a representation of a class. Entities may be physical elements.  

3.5.9 Notation of UML Class Diagrams 

Class diagrams use the following notation as shown in Figure 3.42: 

Class Name 

 

Attribute 

Operations 

 

 

Figure 3.43 shows the UML Class diagram for the civil registration system. The Class 

diagram is drawn to the specifications as shown in Figure 3.42 and houses the relationships 

and attributes of each tuple in the database. Relationships and associations are equally shown. 

As can be seen, the civil database has 4 tuples in its’ database named as follows: 

Figure 3.42. Class Diagram Notation. Adapted from [145] [146] [144] 

Inheritance Association / 
Aggregation 

Relation 
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i. birth_certs housing all the data on birth certificates, which has its’ primary key set to 

‘id ’and has an auto increment setting added to generate an id number in an 

incremental fashion; 

ii. The ‘authentication’ tuple housing the details on the valid authenticated details about 

a citizen. These details are placed in here once a strong classifier has been generated. 

The primary key in here is the ‘id’ which has the settings equivalent to the birth_Certs’ 

‘id’ field. The secondary key here is the ‘birth_id’; 

iii. The ‘user’ tuple which houses the details about the various systems users. The primary 

key here is the ‘id’ and 

iv. The ‘birth_details’ housing the details about the birth details of an individual. The 

primary and secondary keys are ‘id’ and ‘birth_id’ respectively. 

The primary and secondary keys provide the various relations needed to transport data to and 

from the tuples.  

1 

1 

Figure 3.43.  Civil Registration system – UML CLASS diagram with entity relation modelling 



 

99 
 

3.6 System Implementation 

 
The database has been developed using MySQL. The prototype has been developed using 

php, HTML, JavaScript, python, CSS, batch files and uses the XAMPP control panel to 

manage the server abilities on standalone computing resources. The facial detection and 

recognition algorithm (haar-cascade) uses XML. Within-person variation can be taken into 

account through a non-generative approach earlier discussed in section 2.7.3. 

All the software kits that have been used are open source applications and are readily available 

on the internet at no charge.  

3.7 Limitation of the Prototype 

 
The civil registration system is limited to few trials. Due to this fact, the application may NOT 

match the functions expected in industry processes. Access, finance and time are two factors 

that impeded the full test in either live-test or dry-run with civil registration centers. Time 

factor alone limited the development process to what is represented in the component diagram 

in Figure 3.25. 

3.8 Summary 

 
This chapter has utilised results from the baseline study. The problems that were identified 

generated a basis for which a civil registration system was designed and developed to mitigate 

the problem of easier and secure civil registration that yields a vital document in the name of 

a birth certificate and NRC. The use of biometrics to run civil registration systems provides 

convenience, gives a sense of a better service delivery by GRZ, in particular the MoHA.  
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CHAPTER 4 

RESULTS 
 

4.1 Introduction 

This chapter presents results collected from the baseline study and results of implementation 

of the civil registration system. The baseline results are presented in such a way that they 

cover the views of the research participants. The research participants included: ICT 

regulators, Standardization bodies, Consumer protection authorities, students in higher 

education institutions, banks, Government Ministries and departments, Health Support 

Institutions and general users. The results of the system implementation is done through the 

use of screen shots of the civil registration system operations. 

 4.2 Research Participant Responses 

4.2.1 Introduction 

 
In Zambia, The Ministry of Home Affairs is headquartered in Lusaka. It is by association that 

the head office is expected to run the Civil Registration System. A total of 18 organisations 

were sampled in the study with each organisation providing a minimum of 4 research 

participants. The Ministry of Home affairs – directorate for civil registration and passport 

office provided valuable insight into the civil registration processes. The author presents 

research findings for the research participants based on their: general information, knowledge 

on biometrics, knowledge on regulation concerning biometrics and their opinion on storage 

and management of biometric data. The presentation of the results is in form of tables, bar-

charts and pie-charts.  

4.2.1.1. Overall Research Participant Occupation Status 

 

Because the study was aiming at providing a solution concerning a civil registration system 

that utilizes human PII through biometrics and a biometric system, it was necessary to 

determine the occupation status of the of research participants. This was helpful because the 

organizations that were purposively sampled all collected PII at one stage or another in their 

line of work. 
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Figure 4.1 shows the overall occupation status of the research participants. It can be seen that 

37 of participants are in the subordinate position, 33 are in the managerial position, 21 are in 

the supervisory position, 5 are in the directorial position and finally 4 are in the executive 

position.  

 

  

4.2.1.2 Biometrics and Public Perception 

 

We illustrate the general understanding that the research participants hold concerning 

biometrics. The idea here is to show how the public views biometrics and biometric systems 

in terms of functions biometrics and biometric systems perform, how biometric data may be 

managed, how the research participants understand the various biometric systems 

implemented at their institutions of work and how they view or understand the various 

interventions GRZ introduces in the management of biometrics and biometric data.  A pie-

chart was used to describe the results of the participants relating to whether they had ever 

heard of or had any knowledge or were aware about biometrics. Figure 4.2 shows that the 

larger percentage of the participants (88%) specified that they were aware or had some 

knowledge concerning biometrics. 
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Figure 4.1.  Civil Registration Survey – Participants’ Occupation Status 
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4.2.1.3 Source of knowledge on Biometric 

Research participants were asked as to whether they had any knowledge of the kind of work 

biometrics perform. Figure 4.3 shows the outcome of this query. Participant response was 

parameterized to Radio, TV, Internet and Friends. Participants were required to pick from 

these options as their source of information to answer the question. To ensure all possible 

answers could be captured the questionnaire had an open ended response labeled “Others, 

Specify . . . .” which allowed for any answer other than the ones given. Figure 45 illustrates. 

 

 

Figure 4.2.  Civil Registration Survey – Participants’ awareness concerning 
biometrics 
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Figure 4.3.  Civil Registration Survey – Participants’ awareness 
concerning biometrics 
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4.2.1.4 Organisations that utilise a biometric data usage framework  

Figure 4.4 shows a doughnut pie-chart which was used to describe the results of participants 

whose Organisation utilized a biometric framework to supervise the usage of biometric data 

that is collected in the Organisation. The majority 66% stated heir Organisation did not 

implement such a framework, 26% claimed their Organisation had such a framework and 8% 

could not provide any answer to this question 

 

 

4.2.1.5 Location of One’s Biometric Data 

 

The participants were requested to state where they thought their biometric data collected 

from them should be stored. As can be seen in figure 4.5 stated that this data must be kept 

somewhere at their work places while the other 50% were divided between the Internet at 

16% and others at 34%. The others in this case believe that the GRZ offices, physical files, 

NRC centers, MoHA, papers Cloud servers, secured servers should store the biometric data. 

Others simply were not sure of what was expected of them. 0% of the participants felt their 

data could be stored at their CEO’s residence. 

Figure 4.4.  Civil Registration Survey – Organisations with 
biometric framework 

Yes
26%

No
66%

No Answer
8%

Organsiations Utilising a Biometric Framework

Yes No No Answer
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Figure 4.5 demonstrates these findings. 

 

4.2.1.6 Work Biometrics Perform 

Figure 4.6 shows the various responses from the research participants concerning what they 

thought biometrics and biometric data perform within the ICT ecosystem. 46% stated that 

biometrics are used to provide information security services, 20% criminal services, 12% 

Government statistics, 19% medical services and 3% others. The others in this case could not 

state what they believe biometrics perform. 

 

 

CEO’s home
0%

At Work
50%

Internet
16%

Others
34%

Other
50%

Where should your biometric data stored?

CEO’s home At Work Internet Others

Figure 4.6.  Civil Registration Survey – Work Biometrics Performs 
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Figure 4.5.  Civil Registration Survey – Participants’ view of where biometric 
data should be kept 
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4.2.1.7 Awareness on Government Innovations Concerning Biometrics 

 

Figure 4.7 shows that responses from 98 participants indicate that they have no knowledge of 

any ZICTA or GRZ innovation to manage biometric data. 1 research participant, however 

stated that they were aware of GRZ or ZICTA innovations to manage biometric data in 

Zambia. 1 individual could not provide any answer to this question.  

This question was also extended to include a section of explanation of the type of innovation 

if mentioned that the participant was referring to. The individual who respondent in 

affirmative in this section COULD HOWEVER NOT PROVIDE a response further than 

“INGRIS”. 

 

The participants were also expected to state what issues the GRZ or ZICTA can implement in 

order to improve on their role in facilitating development through ICTs in Zambia. The 

response to this question was overwhelmingly ‘sensitization’ at various levels starting with 

school curriculum. 

4.3 Likert Scale Type Responses 

 
In this section we demonstrate the various answers that the research participants provided to 

a number of questions that probed their attitude towards biometric data usage. Participants 
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Figure 4.7.  Civil Registration Survey – Awareness to GRZ/ZICTA innovation on 
biometrics 
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were expected to provide an answer which showed how they strongly felt about an issue by 

providing a response which was scaled to a range of 1 to 5. One (1) in this scale showed the 

strongest felt response while 5 showed the least strongly felt response. 

The grading was then analyzed by Microsoft Excel quantitatively. A framework of the 
expected responses now follows: 

For each of the following statements circle one of the options to indicate how you feel. The 
options are labelled 1 - 5. 

SA = Strongly agree (with statement)   1 
A    = Agree (with statement)    2 
N    = Neither agree or disagree (with statement) 3 

D    = Disagree (with statement)   4 
SD = Strongly disagree (with statement)  5 
 

4.3.1 Support for the Use of Biometric Data  

 
Figure 4.8 shows the responses to the question probing research participants on their support 

for their biometric data to be used for organizational information security based on 6 factors 

namely: awareness, user needs, expectations, perception and attitude. Table 4.1 shows the 

tabular form of the results presented in Figure 4.8.  

 
Figure 4.8.  Civil Registration Survey – Support for use of biometric data 
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Table 4.1: Civil Registration Survey – Support for use of biometric data 

Support for USE OF YOUR BIOMETRIC DATA for organisation 
information security objectives because  

Strongly 
Agree 

Agree Neither 
Agree or 
Disagree  

Disagree Strongly 
Disagree 

You are aware about its 
use 

39 18 9 1 2 

Of your needs 9 45 9 3 1 
Of your expectations 9 17 24 1 1 
Of your perception 5 19 12 5 2 
Of your attitude 7 14 14 6 6 
Do not Support 
biometrics 

0 4 6 12 20 

 

4.3.2 Storage framework for biometric data for the Zambian Environment. 

 
Figure 4.9 shows the various responses that the research participants provided to the question 

seeking their responses to the query asking them to state whether ZICTA must develop a 

framework to supervise the use of biometric data in Zambia. Table 4.2 is the corresponding 

tabular information relating to Figure 4.9. 
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Figure 4.9.  Civil Registration Survey – ZICTA must develop a biometric Storage 
framework 
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Table 4.2: Civil Registration Survey – Biometric storage model 

ZICTA must Develop Biometric storage model  
Strongly 
Agree 

Agree Neither 
Agree or 
Disagree 

Disagree Strong 
Disagree 

Develop biometric storage 
framework 

41 16 8 1 3 

ZICTA MUST Store all biometric 
DATA               

8 28 10 5 12 

Organisations must share their 
biometric data with ZICTA 

12 12 23 4 6 

Organisation must use the ZICTA 
framework only but manage their 
data 

18 12 12 10 5 

 

4.3.3 Preference of participants to biometric data storage. 

Figure 4.10 shows the responses by the participants to the question enquiring on how they 
preferred to have their biometric data stored. Table 4.3 corresponds to Figure 4.10. 
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Figure 4.10.  Civil Registration Survey – Biometric Storage preference 
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Table 4.3: Participants preference to biometric data storage 

ZICTA must Develop a Biometric storage model  
Strongly 
Agree 

Agree Neither 
Agree or 
Disagree  

Disagree Strong 
Disagree 

Develop biometric storage 
framework 

41 16 8 1 3 

ZICTA MUST Store all 
biometric DATA               

8 28 10 5 12 

Organisations must share their 
biometric data with ZICTA 

12 12 23 4 6 

Organisation must use the 
ZICTA framework only but 
manage their data 

18 12 12 10 5 

 

4.4 Validation 

 
4.4.1 Introduction 

 
In order to ensure this software model we propose can function adequately and meet civil registration 

processes in Zambia, a validation which is the process of ensuring that a piece of software system or 

module meets its’ systems specification and delivers on its’ intent. Aspects of quality control may 

need to be undertaken to ensure system hoped-for benefits are met [145]. 

This proposed civil registration system discussed by the author was validated by the IT Specialist 
Team at DISCOVER Health/SAFE/John Snow Initiative (JSI) Lusaka. 

JSI is a non-profit non-governmental organisation which specialises in public health management 

consulting and research dedicated to improving the health of individuals and communities around the 

globe. JSI is offering technical expertise to Zambia in the following; Health Systems Strengthening, 

Monitoring & Evaluation plus others. Among the services JSI is providing to Zambia are Capacity 

Development, Knowledge Management, applied Technology and Program Development [156]. These 

services and others imply that JSI is directly involved in assisting the GRZ to meet some of its targets. 

One of these targets being civil registration. These reasons gave the researchers enough ground to have 

the Civil Registration System validated with JSI. 

The validation process has been undertaken by allowing JSI IT Specialist staff to run the civil 

Registration system and after which respond to questions set out in questionnaire form.  
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4.4.2 Validation Results 

 
4.4.2.1 Research Participant Credential 

 

The software validation research participants were initially asked to respond to a question 

probing their qualifications. The necessity here was to ensure that participants had the know 

how to respond to validation challenges. 

Figure 4.11 indicates the responses to the question referred to above. As can be seen in figure 
4.11, of the 6 personal assigned to validate the system, 2 have a Master’s Degree, 3 have 
Undergraduate Degrees and 1 has a Diploma. All these qualifications apart from 1 are within 
the ICT discipline. 

 

 

 

4.4.2.2 Research Participant Knowledge 

Figure 4.12 shows the responses to the question enquiring on the research participants’ 

knowledge on how to use biometrics.  As can be seen all participants responded in the 

affirmative apart from one. 
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Figure 4.11.  Civil Registration System Validation – Participant 
Qualification Status 
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4.4.2.3 Research Participant Acceptance to Biometric Capture 

 

Research participants were requested to state whether they preferred to have their biometric 

features captured as a way to initiate validation. Figure 4.13 illustrates the outcome as 4 

accepted to this request while the other 2 declined. 

 

 

 

 

Yes, 5, 83% No, 1, 17%

DO YOU HAVE ANY KNOWLEDGE ON 
HOW TO USE BIOMETRICS?

Yes
No

Figure 4.12.  Civil Registration System - Participant Knowledge on how to use Biometrics 
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Figure 4.13. Civil Registration System – Response to Biometric Facial Capture 
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4.4.2.4 System Reliability, Usability, Performance and Portability 

4.4.2.5 Learning Curve 

Research participants were requested to answer a question probing how the participant viewed 
the learning curve of using the civil registration system. In Figure 4.14; SA = Strongly Agree, 
A = Agree; N = Neither Agree nor Disagree; D = Disagree and SD = Strongly Disagree. 

 

 

 

4.4.2.6 Satisfaction of Use 

Research participants were requested to state the satisfaction level they obtained from 
system use of the civil registration system. Figure 4.15 illustrates this result. 
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Figure 4.14.  Civil Registration System – Learning Curve of System Use 
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Figure 4.15. Civil Registration System – Participant’ Satisfaction Level of System Use 
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4.4.2.7 Recommendation to use system for Civil Registration Processes 

Figure 4.16 shows responses the research participants gave to the question asking them to 
recommend the civil registration system for civil registration processes in government 
processes. 2 out of the 6 participants said they would recommend the system, 1 was 
indifferent, and the other 2 were silent. 

 

4.4.2.8 Interest to use the Civil Registration Processes 

 

Figure 4.17 illustrates the research participant’s interest to work with the civil registration 
system often. As can be seen 2 out of the 6 participants said they would very much be 
interested to work with the system often, 1 participant held the view that they would like to 
work with the model while 1 participant was not sure. 

 

2

1

1

Yes, Very Much

Yes

Not Sure

No

Participants' Interest to work with Civil Registration System

SD D N A SA

Figure 4.16. Civil Registration System – Participant’s Recommendation 
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Figure 4.17. Civil Registration System – Participant’s Desire to work with System 
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4.4.2.9 Civil System’s Ability to meet Job Function 

The research validation participants were requested to comment on how they viewed the 
system’s ability to meet job functions that a civil registration officer would undertake. Figure 
4.18 shows that out of the 6 research validation participants   

 

4.4.2.10 System Portability 

Given that the Civil Registration system can only run if Python, OpenCV’s Boost Cascade 
and Xampp control which are open source programs are installed; the research validation 
participants were asked to determine if the system was portable enough. Figure 4.19 gives the 
responses to this question. As can be seen, 67% of the participants stated that the system was 
portable enough while 33% could not respond to the question and none of the participants 
stated that the system was not portable. 
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Figure 4.18. Civil Registration System – System Capability 
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4.4.2.11 System Resources 

Given that the civil Registration system requires systems resources of a computer with at least 
4GB RAM, Hard disk capacity of at least 500GB and a web camera with a resolution of at 
least 0.9MP 16:9 (1280 x 720); the system validation research participants were asked to state 
whether these resources are too ambitious. Figure 4.20 shows the responses and as can be 
seen 3 participants stated that the resources were not too ambitious, 2 participants could not 
respond to the question and 1 participant was not sure. 

 

4.5. Recommendations 

 
This section outlines the recommendations that have been collected from the research 

participants on what they believe should be present in the system to make the system more 

ideal and operate in such a way that it would meet the needs of MoHA and the civil registration 

officers who would be tasked with operating it on a daily basis. 

4.5.1 Program Elements that must be removed 

 
Table 4.4 shows the various inputs elements that must be removed from the Civil Registration 

system as far as the validation research participants were concerned. Participants stated that 

the middle name must NOT be set to a mandatory input field and this option must be removed 

from the system. 

  

Figure 4.20. Civil Registration System  – System Resources 
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Table 4.4: Elements that must be removed from Civil Registration System 

Element Input 

For  

Input 

Against or other 

Percentage 
score to 
support 
decision 

Middle 
Name 

4 out of 6 
participants say so 

2 out 6 participants 
could NOT comment 

67 

 

4.5.2 Program Elements that must be added 

 
Table 4.5 shows program elements that must be added to the civil registration system in 
order to make the system operate more optimally as far as the participants are concerned. 

 

Table 4.5: Elements that must be added to the Civil Registration System 

Element Input 

For  

Input 

Against or other 

Percentage score 
to support 
decision 

Module to print 
database listing 

4 out of 6 
participants 

say so 

2 out 6 participants 
could NOT comment 

67 

Module to capture 
multi-mode 

biometric, say 
retina with face. 

4 out of 6 
participants 

say so 

2 out 6 participants 
could NOT comment 

67 

 

4.6 Civil Registration System Prototype Screen Shots 

4.6.1   Introduction 

 
This section presents the results of the screen shots from the civil registration prototype. The 

results shown here are in sequenced form to depict a login and a full transaction to delivery 

of a civil document such as a Birth Certificate or NRC. Training is expected to be done at 

software deployment stage to ensure a correct login sequence. Figures 3.20 – 3.24 illustrate 

the login sequence; the remainder of the explanation covers operations after that login is 

successful with valid user credentials. 
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4.6.2 System Steps 

To capture a civil record, a user must first click on the ‘Birth Record’ menu option which in 

turn loads the screen shown in Figure 4.21. In this screen a user is prompted to capture a face 

first before proceeding. To capture a face, click on the capture face button as shown in Figure 

4.22. This button is located at the bottom section of the Facial Capture Screen. 

In Figure 4.21 the prompt or alert will be focused while the background is in watermark form. 

This allows the prompt to receive attention from the user of the system. 

 

Figure 4.21.  Main Screen – Prompt to Capture Face First 

Figure 4.22.  Main Screen – Process 2 Invoke Facial Capture Button 
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A Face Capture screen loads as shown in Figure 4.23. Once a biometric facial capture is made, 

a screen as shown in Figure 4.24 runs to allow for the input of personal details. A successful 

entry of details will then follow. Once complete, click on the submit button to commit the 

information collected to the MySQL Database. A citizen being captured must remain in a 

fixed position while this exercise progress. A processing time of approximately 5 – 10 seconds 

is required depending on lighting conditions and background objects. It is advised that a white 

background is used. 

 

 

 

Figure 4.23.  Facial Capture Screen 

Figure 4.24.  Citizen Data Capture 
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Once successfully committed, a prompt of this success is given and program control is passed 
to the system’s desktop screen as shown in Figure 4.25 which will now show two options; 
calibrate and recognize face. A development of the strong classifier needed for facial 
recognition will need to be performed first before anything else. To do this click on the 
calibrate button. A calibration is run as shown in Figure 4.26. 

 

 

 

After calibration (or training), the program control returns to either Figure 3.23 or Figure 3.24 
depending on the mode of access used. 

Figure 4.26. Calibration Screen 

Figure 4.25.  System Desktop 
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A trial recognition must be made to ensure correct subject enrolment has been made. Click on 

the option ‘Generate Vital Document” to invoke the frontal facial biometric module which 

will run and attempt to recognize the subject. A successful recognition results into a screen as 

shown in Figure 4.27. 

 

Request for a birth certificate by clicking on the “Generate Birth Certificate” button or request 

for a National Registration Card by clicking on “Generate NRC”. A request for a birth 

certificate yields a screen as shown in Figure 4.28 and a request for a NRC yields a screen as 

shown in Figure 4.29. 

Figure 4.27.  Temporal screen. Vital Document Generator 

Figure 4.28.  Proposed Birth Certificate 
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Notice that a QR Code as shown in Figure 4.30 is equally produced. The QR Code has birth 

certificate number, sex and registration date embedded for document marriage purposes and 

non-repudiation binding. A hardcopy printout of both documents is possible with NRCs 

printout optimized to ID paper size. Appropriate hardware with ID card print to PVC is 

recommended. 

 

For rural records, a click on the menu option “Record Template” will result into a screen as 

displayed in Figure 4.31.  This template has been provided for because as shown in Figures 

3.2a and 3.2b, no standard form exists for the capture of birth event details. This problem is 

exacerbated in rural areas where as shown in Figure 3.1 utilize village records to collect birth 

event details. These details are then transferred to an under-five card which again as shown 

in Figures 3.3a and 3.3b do not have a standard format. The birth template is made part of the 

Figure 4.29.  Proposed NRC  

Figure 4.30.  QR Code 
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software model to ensure consistency of records and ensure a single method of data collection 

is achieved. 

 

It is possible to view all registered identities within the system. This is made possible by 
clicking on “Registered Identities”.  Figure 4.32 illustrates the registered identities.  

Further operations are possible from the system desktop or main menu screen (Figure 3.23 or 

3.24) screen like record deletion. Clicking “Log out” button exits the program and returns 

control to the login screen (Figure 3.21). 

 
Figure 4.32.  Registered Identities 

Figure 4.31.  Proposed Birth Template 
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During operations a user will come across prompts that are displayed as shown in Figure 4.33. 

These prompts are batch calls that are invoked by the system to Python. The facial biometric 

capture, identifier and recognizer are developed in Python and run using the OpenCV open 

source algorithm to perform the biometric operation. The web based module of the application 

is developed in pHp, HTML, JavaScript and MySQL. For the pHp to invoke the Python 

biometric module a batch call is made. 

 

4.6.3 Biometric Storage Framework and Proposed Business Processes 

 
In Figure 3.9 the author proposes an automated version of the civil registration processes that 

is suitable for the Zambian environment. The proposed mechanism will utilize a suitable 

biometric model that can capture an individual’s biometric facial features and use those 

features to perform an authentication in order to award either a birth certificate or a NRC.  To 

increase the security of the biometric model an information fusion technique as proposed by 

Phiri et. al [97] can be developed.  

A user creation screen is added to the appendix to show how a new system user can be created 

on the system. 

 

An automated version of the civil registration process eliminates the need to have a third party 

authentication via general Affidavit Form N (Figure 3.4). This increases the security of the 

civil data as integrity is maintained. We further propose that a centralized civil database be 

Figure 4.33.  Batch Call  
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created to house all civil data. The advantages of this centralized database will be equivalent 

to Singh et. al [157] and Chiffelle et. al [158].  

 
Working closely with the Zambia Bureau of Standards (ZABS), ZICTA ought to develop and 

enforce a guidance on how to manage biometric data in Zambia. The biometric data is taken 

to mean a biometric reference which is a distinctive, measurable datum that can be used to 

label or describe an individual.  The ISO 24745 does not describe physical security aspects of 

cryptographic systems though it can be used to guide biometric data storage in Zambia. This 

gap must be born into the design of any framework for biometric data. This framework can 

be understood to be a basic assembly that can support the use, storage and maintenance of the 

biometric data in Zambia. The ISO 24745 specifies issues to do with: 

 
(a) An investigation, study and understanding of the threats to and mitigations that are present 

in a biometric and biometric system application or module, this includes models of such 

applications [112]. 

(b) A definition of the sound security requirements for ensuring a secure bind between a 

biometric locus (point of reference) and an identity reference (or entity) [112]. 

(c) Specifications for biometric system application models with different developments for 

the storage and comparison of biometric references [112]. 

(d) A thorough regulation on the provision of protection for an individual's privacy during the 

processing or any form of biometric information of that individual [112]. 

ISO 24745 pledges hindrance to biometric data theft or an unauthorized access by satisfying 

irreversible transform of operations at data storage. This guarantees that biometric data is not 

available for any other use apart from its’ intended purpose. Irreversible transforms such as 

asymmetric cryptography must be applied to biometric data at storage time. ISO 24745 also 

pledges unlink-ability of stored biometric references. Biometric data cannot be linked across 

applications, systems, modules or databases. ISO 24745 finally pledges confidentiality to 

protect biometric references against access by any unauthorized entity. The occurrence of this 

threat would result into privacy risk issues. Cryptographic engineering must applied here as a 

contraceptive to protect or conceal biometric data. 

 

Because Zambia has no biometric standard or law to supervise biometric data, a suitable 

biometric framework based on the ISO 24745 can be developed along the following options: 
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i. Storage of a biometric reference on a server and allow the server to compare input 

against reference. In this arrangement the server performs all the work and based 

on its findings, it may allow or deny access or authentication. 

ii. Storage of biometric reference on a hardware security module (token) and then 

allow the server to compare the biometric reference which it can use to allow or 

authenticate an entity. 

iii. Storage of biometric reference on a computer server and compare that reference on 

a user client computer. 

 

The above options can be rearranged in such a way that the user client computer system takes 

the role of the server. A final option would be to store the reference on a cloud storage system 

and allow either the user client computer to compare or the cloud mechanism to compare the 

reference.  

The author holds the belief that the advantages advanced by Mutale and Phiri [159], Vincent 

et al. [158], Singh and Malhotra [157] and King [160] on a central storage system are 

sufficient to advance the logic of a central storage framework of biometric data. 

Considering all, we recommend the following biometric framework setup as shown in Figure 

4.34. 

 

 

Figure 4.34. Proposed Zambian Biometric Framework. Adapted from  [111] 

A 

B 

C 
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Where: 

A = user point biometric collection center (biometric data users) 

B = ZICTA biometric central repository center 

C = ZICTA biometric analyzer 

A can be any user point, regulated and accredited by ZICTA;  

B and C are at ZICTA and are a strict access controlled center. 

 

4.7 Conclusion 

 

In the chapter we have presented various results that were collected during the baseline study 

of the research. The collected information was analysed using Microsoft Excel which is an 

analysis software developed and maintained by Microsoft. We have presented the results 

using various tools such as bar charts, per charts and tables. We have also demonstrated the 

Civil Registration System software operations via screen shots of the same. In the last section 

we present what we consider to be an ideal biometric framework that can be adopted in the 

Republic of Zambia so that it can supervise the use of biometric data. 
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CHAPTER 5 

DISCUSSION AND CONCLUSION 
5.1 Introduction 

 

In this chapter, we discuss the results presented in Chapter 4.  The information collected in 

the baseline study of the research and presented in the Chapter 4 are discussed here. We focus 

on discussing the results by referring the findings to the research study objectives 1 and 2. 

This chapter also includes the conclusion, and recommendations of the study. The chapter 

closes by highlighting possible future works.  

5.1.1 Baseline Study 

 

Chapter 51 of the laws of Zambia, the Birth and Death Registration Act supervises the civil 

registration processes in the Republic of Zambia. The civil registration process is centralised 

and mostly manual. Two ways of performing civil registration exist in Zambia; The Urban 

route and the Rural route. The entire civil registration process is centralised and is performed 

by the Civil Registrar’s office at the Ministry of Home Affairs. The registration process 

initiates at a place of birth (health facility) for urban situations and village secretary for rural 

situations. For the rural birth, the village birth registration details are transported into an 

under-five card clinic card at any nearest health centre. From here, the birth details can then 

be transported to civil registration centres via the parents / guardian. In either case of birth, 

the details must be authenticated by General Form Affidavit N when applying for a civil 

document such as a birth certificate or NRC.  The current civil registration is manual-based 

with no form of computerisation. The entire process because of its’ manual tasks results into 

inefficiency and inaccuracy plus duplication of inaccurate civil documents. The reliance on 

Affidavit Form N for information authentication generates various problems as far as 

information security is concerned. Some of the problems the use of General Affidavit Form 

N creates in the civil registration processes are poor authentication of the given personal 

details, non-repudiation challenges, costly service, poor service delivery by GRZ and 

redundancy of work and documents. To overcome these authentication problems and to 

enhance the civil registration process, a Civil Registration system was proposed incorporating 

Biometrics, Encryption, Geospatial data and QR Bar Codes.    



 

128 
 

Since the model is based on biometrics, a baseline study was carried out to collect data from 

the general public, government entities, commercial banks, students, ICT regulators and 

schools on their understanding, use and acceptance of biometrics as an authentication and 

civil registration tool suitable for a country such as the Republic of Zambia. 

The findings from the baseline study are discussed in the following sections with references 

to Figures and Tables in Chapter four.   

5.1.2 Awareness on Systems Security and Authentication  

 

Figures 4.3 indicates that research participants’ main source of knowledge on biometrics, 

biometric systems and information relating to this facet of ICT security is the Internet; 44 

participants (the highest) reported this against 20 for TV as a source, 13 for access through 

friends while the other 20 and 3 reported through other means such as stories and radio 

respectively. Because of the nature of the Internet, it is possible that certain individuals may 

not acquire correct information that they may apply accurately in far as biometrics and 

biometric systems are concerned. Implementing a biometric system is practical in nature and 

to acquire information only by written texts via the Internet may not give an individual 

accurate and reliable information on the area of biometrics and information security aspects 

that relate directly to biometric and biometric systems. 

Figure 4.6 shows that out of 100 participants, 20% stated that biometric data is ideal for 

criminal management purposes i.e. suspect identification systems and others related while 

20% report that biometrics are ideal for information security services and 12% report that 

biometrics are ideal for Government services, 19% report that biometrics are ideal for medical 

purposes and lastly 3% report that biometrics can be ideal for other uses such as commercial 

applications like vehicular start. This agrees with Prabhakar et al. [161] and Musambo et al. 

[107] who equally report that biometrics can be ideal for such purposes. 

Figure 4.8 and Table 4.1 indicate that participants reported that they support biometric data 

usage based on various reasons such as their perception they hold toward the biometric 

system. This finding agrees with Onywoki et. al [140] who argues that perception plays a role 

on acceptance of a biometric system.  Figure 4.9, 4.10 and Table 4.3 which report that 

participant’s desire to have a ZICTA Biometric storage agree with Mutale et. al [159] in their 
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argument to have a central archiving system for records. This central storage can be a 

biometric data system for the entire country of Zambia. 

5.1.3 Biometric Standard and Biometric Framework 
 

Figure 4.4 indicates that 26% of the research participants reported to have a biometric 

framework installed in their organisation that supervises the usage of those organisations 

biometric data while 66% reported that no such biometric framework exists in their 

organisations and 8% could not respond to this question. From this information, the 26% who 

responded as having a biometric framework could not state what that biometric framework is 

as it would appear they do not know what a biometric framework must do to supervise the 

organisation’s biometric data. This illustrates that the need for knowledge and awareness in 

the area of biometrics is key as it appears that organisations that collect biometric data do not 

educate the owners of the biometric data on how and where their data is managed from. This 

also agrees with figure 4.5 where individuals do not seem to understand where their biometric 

data must be kept as 16% of the participants report that the Internet must house such data 

while 50% report that their work places must retain such data and 34% give wide answers 

such as government agencies must keep such information. This calls for a centralised location 

of such data. 

Figure 4.7 reports that 98 of the research participants are not aware of any biometric 

innovation such as a framework that the government of Zambia is implementing while 1 

reports that such an innovation is in place. This information finding can be made to argue a 

case that since in figure 4.5 individuals are not certain as to where biometric data can stored 

then there is a lack of know-how and information dissemination on biometrics in Zambia.  

Table 4.1 and Figure 4.9 report that participants desire Zambia to have a biometric framework 

developed that can supervise the usage of biometrics and biometric data. Figure 4.10 reports 

that participants would support storage of their biometric by a biometric framework running 

through a standard. This further indicates and agrees with the ECTA 2009 [129] and the 

Zambian ICT policy [130] which does NOT specify a framework or standard to supervise 

biometrics in Zambia in the sense that the current law requires change or amendment. 
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5.2 Conclusion 

 
The aim of the study was to develop a software model that automates the civil registration by 

capturing birth details of an individual through biometrics and producing a civil document 

such as birth certificate and NRC by incorporating biometrics, QR Bar Codes, Encryption and 

Geospatial data. The software model once fully developed, it is hoped can lessen the major 

challenges in the existing civil registration processes in the Republic of Zambia. Currently 

Zambia has NO automated civil registration system, NO standard or frameworks on 

biometrics. As such, the current challenge of a lack of an automated civil registration system 

in the current business processes of civil registration was used to develop a web-based civil 

registration application in order to mitigate the identified drawbacks. The objectives of the 

study were to develop a model after identifying the challenges in the current business 

processes. These objectives have been met as the software model has been developed to 

automate the civil registration system. Further the objectives were such that ISO standards 

were to be used to ensure the model developed fits into the ISO regulations; to be specific 

ISO 24745 and ISO 27001 standards. These objectives have equally been met as a biometric 

framework has been proposed to supervise the biometric data usage in the Republic of 

Zambia. Based on the objectives for the study, the following conclusions were arrived at; 

various forms of biometrics can be used in authentication systems; The general security 

challenges of information security in civil registration systems in developing countries can be 

overcome by the integration of biometrics features in the authentication systems and a cheaper 

solution for most developing countries is the use of open source tools and cheaper devices. 

Our study was proposing the use of OpenCV for Biometric Facial recognition and simple 

cheaper Web Camera such as one that comes integrated in most mobile computing devices. 

The software model achieves » 67% acceptance rate and a false acceptance rate of 33%. 

This study does not discuss the limitations inherent in the use of geospatial data especially for 

regions such as Zambia nor does it provide a basis for evaluating such data. This study, equally 

is limited to issues that relate to the development of the Zambian Information and 

Communication Technology Policy and development of a biometric law for Zambia. 

5.3 Recommendations 

 
The following are the recommendations to improve the existing civil registration system in 

Zambia: 
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a) Development of a multi-mode biometric authentication tool biased towards black 

people detection that is integrated into a health facility; 

b) Generation of a central database that interlinks health-centers, education centers and 

NGO centers, private sector Organisation to enable authentication and reduce on 

redundancy of documents; 

c) Non-government bodies (banks etc.) must not collect or retain biometric data. Only 

MoHA must be tasked with this facility in such a way that MoHA can control access 

to citizen biometric data and as a way to allow access and limit abuse charge a fee to 

all non-government institutions that would want use of this data; 

d) The Government of Zambia through the Ministry of Home Affairs and The Ministry 

of Communications must develop a policy and legal framework that can supervise the 

use of biometrics in Zambia; 

e) Following in on (d) above the Ministry of Communications working with other 

government units such as ZICTA, ZABS, Smart Zambia and CCPC can develop an 

interlinked Smart hub for citizen biometric data that can help Zambia meet its dream 

of becoming a smart country. 

5.4 Future Works 

 
For future works, the following are recommended: 

i. a large dataset testing compromising of a majority of black people for a full proof 

authentication system based on facial biometrics; 

ii. a study on the development of a Zambian Biometric Policy and National Law; 
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APPENDICES 

Appendix 1: Countries with Biometric Identification and Authentication Systems. 

In a country by country biometric ID report for 2017, James Corbett lists forty-two countries 

that have either implemented biometric ID systems that work as civil documents for 

identification and authentication or are in the process of implementing them [162]. Some of 

the countries listed are: 

Afghanistan – developed in 2016 by the Afghanistan National Security Forces, the 

Automated Biometric Information System with fingerprint, iris, and facial scan capabilities 

has been deployed. 

Albania – deployed in 2009, the biometric identity card which complies with ICAO 

(International Civil Aviation Organization) for civil standards contains an embedded chip that 

stores fingerprints and a digital photograph along with biographical information. ICAO 

generates principles and techniques of international air navigation and encourages planning 

and development of international air transport to ensure safety and growth. 

Australia – Deployed in 2005 and also used for visitor tracking and student attendance 

monitoring for schools. The cards contain biometric data.  

Bahamas – As of 2016, the Bahamas has been issuing biometric passports. 

Bermuda – Starting 2016, Bermuda has been deploying biometric passports. 

Bolivia – In 2009 Bolivia conducted elections via biometric identification systems. In 2016 a 

biometric census was conducted on all foreign individuals. 

Bulgaria – since 2010 biometric identity cards and passports have been issued to citizens. 

Brazil – Starting 2011, biometric identity cards and biometric election ID cards have been 

issued to citizens.  

Canada - Iris scans are used to identify passengers.  

Chad – Chad enrolls biometric details of refugees fleeing war-torn neighboring countries. 
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Chile – Starting 2013 multi-mode National ID and biometric passports have been issued.   

China – From 2016 China has been using biometric enrolment for all foreign travelers.  

Finland – Starting 2012 Finland introduced biometric residence permit cards.  

France – Since 2009 biometric passports which collect digital photos and eight fingerprints 

have been used. 

Germany –Biometric passports were introduced in 2005 and biometric residence permits in 

2011, both of which require a biometric digital photograph and two fingerprints to be collected 

and stored on an embedded chip. Germany’s identity card does require a biometric photo. 

Greece – as of 2017 plans to introduce biometric ID systems were still being considered 

India – fingerprinting and iris scanning are in use. 

Iraq – starting 2016 a national identity card system that uses biometric identifiers has been in 

use. 

Israel – Starting 2009 the Biometric Database Law was enacted to pave way for the 

implementation of a national biometric ID database. 

Japan – Starting 2007 fingerprints and digital photographs from all foreign travelers are 
collected. 

Kenya – In 2012 Kenya began biometric voter registration and. In 2015, a biometric 
registration system for all citizens aged 12 and over was implemented. 

Kuwait – In 2015 a law requiring all citizens and visitors to submit to DNA testing for a 
national database was passed. No actual collection has been done. 

Luxembourg – biometric passports with a chip containing a digital photograph, two 
fingerprints and an image of the holder’s signature are issued. 

Mexico – starting 2011 the biometric identification cards to all children between 4 and 17 
years old have been issued. 

Netherlands – Since 2009 the Netherlands has issued biometric passports containing an 
embedded chip with a digital photograph and fingerprints. 

New Zealand – New Zealand’s Inland Revenue Department deployed “Voice ID” in 2011 
to register “customers'” voice prints and identify them in future interactions. 
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Nigeria – Plans to implement fingerprint and facial biometrics in the 2018 census were 
approved in 2017. 

Paraguay – In 2009 New Identification ID Systems were rolled out by adding thumbprint 
and digital photograph. 

Peru – to issue biometric passports.  

Philippines – In 2014 the Commission on Elections announced that biometric registration 
would be mandatory for all voters in the Philippines. 

Saudi Arabia – Since 2015 biometric details (including fingerprints) of all citizens and 
expatriates have been collected. 

Sierra Leone – since 2017 biometric registration kits have been deployed to aid in 
biometric identification and authentication systems.   
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Appendix II: Research Participant Questionnaire 

 

The University of Zambia 
School of Engineering 

 

 
 

 

AUTOMATION AND SECURE BIRTH CERTIFICATE REGISTRATION AND 
MANAGEMENT PROCESS BASED ON BIOMETRICS AND QR BAR CODES. 

 

By Lubasi K. Musambo (2016145787) 

Master of Engineering – ICT Security 

For further details or any queries, kindly get in touch on 0966 381452, lubasimusambo@gmail.com. 

 

Dear Respondent, 

I am a student at the University of Zambia in my final stage pursuing a Master of Engineering – ICT 

Security. As partial fulfilment for the award of a Master’s degree, I am conducting a baseline study 

on: “AUTOMATION AND SECURE BIRTH CERTIFICATE REGISTRATION AND 

MANAGEMENT PROCESS BASED ON BIOMETRICS AND QR BAR CODES.” 

You have been purposively sampled to provide information for the topic indicated above. The 

information being collected is purely for academic purposes as such, it will be treated with maximum 
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confidentiality. Subsequently, you are not supposed to indicate your name or any personal information 

that can lead to revealing of your identity.  

Your co-operation will be greatly appreciated. 

For more information queries in relation to the survey, you may wish to contact the following: 

 

Research Supervisor: Dr. Jackson Phiri Jackson Phiri (jackson.phiri@cs.unza.zm) or 

Assistant Dean: Dr. Erastus Mwanaumo    (erastus.mwanaumo@unza.zm) 

 

 

 

 

Lubasi K. Musambo (Mr) 

Student Number: 2016145787 

 

UNIVERSITY OF ZAMBIA 
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Section A    BACKGROUND INFORMATION. 
 

1. What is your sex? 
 

□ Male 
□ Female  

 

2. What is your age? 

 

□ 20 -29 
□ 30 - 39 
□ 40 – 49 
□ 50 - 59 
□ 60 and above 

 

3. Which part of Lusaka do you live in? 

 

□ Low density area 
□ Middle density area 
□ High density area 

 

4. What is your level education? 

 

□ Grade twelve 
□ Certificate  
□ Diploma 
□ Degree 
□ Master’s degree 
□ Ph.D 

 

Others specify…………………………………………………………………………………. 

 

5. What is your marital status? 

 

□ Single, never married 
□ Married 
□ Widowed 
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□ Divorced 
□ Separated 

 

6. What is your occupation status at your work place? 

□ Executive Officer 
□ Director 
□ Manager 
□ Supervisor 
□ Subordinate  

 

Section B PUBLIC’S KNOWLEDGE LEVELS ON 
BIOMETRICS. 
7. Have you ever heard about BIOMETRICS? 

□ Yes 
□ No 

 

8. How did you know about BIOMETRICS? 

□ Through radio 
□ Through TV 
□ Through internet 
□ Friends 

 

Others Specify………………………………………………………………………………… 
  

9. What kind of work do you think BIOMETRICS perform? 

□ Medical use – hospital use 
□ Criminal management – Police and other law enforcement 
□ Provision of security services (Confidentiality, Integrity, Availability, Authentication, 

Authorization, Accountability)  
□ Government Statistics 

 

Others Specify.…………………………………………………………………………… 

 

10. Where do you think YOUR BIOMETRIC data is kept (yours or your friends or colleague’s)? 

□ At my chief Executive Officer’s home 
□ At work on an unknown computer in a file 
□ On the internet 
□ Others specify ……………………………………………………………………… 
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11. Does your Organisation have a BIOMETRIC FRAMEWORK within which to identify, store 
and use biometric data? 

□ Yes 
□ No 

 

If yes please state the framework or model in place: 

 

………………………………………………………………………………………………… 

 

………………………………………………………………………………………………… 

 

………………………………………………………………………………………………… 

 

………………………………………………………………………………………………… 

 

………………………………………………………………………………………………… 

 

If NO please state why: 

………………………………………………………………………………………………… 

 

………………………………………………………………………………………………… 

 

………………………………………………………………………………………………… 

 

………………………………………………………………………………………………… 

 

………………………………………………………………………………………………… 

 

12. Are you aware about any ZICTA innovation to manage biometric data? 
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□ Yes 
□ No 

 

13. If yes, kindly specify some of the innovations you know. 

 

………………………………………………………………………………………………… 

 

………………………………………………………………………………………………… 

 

………………………………………………………………………………………………… 

 

………………………………………………………………………………………………… 

 

14. Do you think the public is adequately informed on biometric data, its use and how it is kept 
in Zambia? 

□ Yes 
□ No 

 

15. If not, what do you think ZICTA OR GRZ should do to improve on its role in facilitating 
development through ICTS? 

………………………………………………………………………………………………… 

 

………………………………………………………………………………………………… 

 

………………………………………………………………………………………………… 

 

………………………………………………………………………………………………… 

   

Section C  

PUBLIC’S ATTITUDE TOWARDS BIOMETRIC DATA 
USAGE FOR ICT4D 
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For each of the following statements (16-19) circle one of the options to indicate how you feel. The 
options are labelled 1 - 5. 

SA  =  Strongly agree (with statement)    1 

 

A    =  Agree (with statement)     2 

 

N    =  Neither agree or disagree (with statement)  3 

 

D    =  Disagree (with statement)     4 

 

SD  =  Strongly disagree (with statement)   5 

 

16. You support USE OF YOUR BIOMETRIC DATA for organisation information security 
objectives because: 

  1  2  3  4  5 

 

You are aware about its use  SA  A  N  D  SD 

           

Of your needs  SA  A  N  D  SD 

           

Of your expectations  SA  A  N  D  SD 

           

Of your perception  SA  A  N  D  SD 

           

Of your attitude  SA  A  N  D  SD 

           

I don’t support the idea of biometrics in any form  SA  A  N  D  SD 
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17. You do not support use of your BIOMETRIC DATA to meet information security services of 
your organisation because: 

  1  2  3  4  5 

 

You are not aware about its use and applications  SA  A  N  D  SD 

           

Your needs are not satisfied  SA  A  N  D  SD 

           

Your expectations are not met  SA  A  N  D  SD 

           

Of your perceptions about the organisation  SA  A  N  D  SD 

           

Of your attitude towards the organisation  SA  A  N  D  SD 

 

18. Do you think that ZICTA must develop a storage framework for biometric data for the 
Zambian environment or would you prefer your organisation to store this data? 

  1  2  3  4  5 

 

Develop biometric storage framework  SA  A  N  D  SD 

           

ZICTA MUST Store all biometric DATA                SA  A  N  D  SD 

           

Organisations must share their biometric data with 
ZICTA 

 SA  A  N  D  SD 

           

Organisation must use the ZICTA framework only but 
manage their data 

 SA  A  N  D  SD 

           

19. How would you want you biometric data stored by your organisation? 
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  1  2  3  4  5 

 

Through ISO standards (e.g. ISO/IEC 24745:2011)  SA  A  N  D  SD 

           

ZICTA developed model                          SA  A  N  D  SD 

           

Proprietary to every Organisation  SA  A  N  D  SD 

           

           

 

 

Thank you for your help! 
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Appendix II: System Validation Questionnaire 

 

The University of Zambia 
School of Engineering 

 

 
 

 

AUTOMATION AND SECURE BIRTH CERTIFICATE REGISTRATION AND 
MANAGEMENT PROCESS BASED ON BIOMETRICS AND QR BAR CODES. 

 

By Lubasi K. Musambo (2016145787) 

Master of Engineering – ICT Security 

For further details or any queries, kindly get in touch on 0966 381452, lubasimusambo@gmail.com. 

 

Dear Respondent, 

I am a student at the University of Zambia in my final stage pursuing a Master of Engineering – ICT 
Security. As partial fulfilment for the award of a Master’s degree, I am conducting a baseline study 
on: “AUTOMATION AND SECURE BIRTH CERTIFICATE REGISTRATION AND 

MANAGEMENT PROCESS BASED ON BIOMETRICS AND QR BAR CODES.” 

You have been purposively sampled to provide information for the topic indicated above. The 

information being collected is purely for academic purposes as such, it will be treated with maximum 
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confidentiality. Subsequently, you are not supposed to indicate your name or any personal information 

that can lead to revealing of your identity.  

Your co-operation will be greatly appreciated. 

 

For more information queries in relation to the survey, you may wish to contact the following: 

 

Research Supervisor: Dr. Jackson Phiri Jackson Phiri (jackson.phiri@cs.unza.zm) or 

Assistant Dean: Dr. Erastus Mwanaumo    (erastus.mwanaumo@unza.zm) 

 

……………………………………………………………………………………………………………………….  
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Part A: Bio Data - Please tick in the box as appropriate 

 
1) Sex:  (a) Male    (b) Female 

 
2) Age in years. 
 

 (a) 18 – 22   (d) 30 – 34   
 (b) 22 – 26   (e) 34 – 40 
 (c) 26 – 30   (f) 40 and above 

 
3) Marital status    

(a) Single    (d) Separated    
(b) Married    (e) Divorced  
(c) Widowed    

 
4) What is your level education? 
 

□ Grade twelve 
□ Certificate  
□ Diploma 
□ Degree 
□ Master’s degree 
□ PhD 

 
Others specify…………………………………………………………………………………. 
 
5) Do you work within the ICT department or are apprised with ICT?      

□ Yes 
□ No 

 
Part B: ACCEPTANCE TO CAPTURE BIOMETRIC DATA. 

5. Have you ever heard about BIOMETRICS? 

□ Yes 
□ No 

 
6. Are you willing to have your facial biometric data captured? 

□ Yes 
□ No 

 
If yes, then please run the model with your details and proceed. If No then thank-you, 
no further action needed from you. 

Part C:  EASE OF USE OF MODEL (Reliability, Usability, Performance, Portability) 
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For each of the following statements (7-11) circle one (or multiple) of the options to indicate 
how you feel. The options are labelled 1 - 5. 

 

SA  =  Strongly Agree (with statement)   1 

 

A    = Agree (with statement)    2 

 

N    =  Neither agree or disagree (with statement) 3 

 

D    =  Disagree (with statement)    4 

 

SD  =  Srongly Disagree (with statement)  5 

 

7. According to you, the learning curve for using this biometric model is: 

  1  2  3  4  5 

 

Very Easy to use  SA  A  N  D  SD 

           

Easy to Use  SA  A  N  D  SD 

           

Not Sure  SA  A  N  D  SD 

           

Difficult to Use  SA  A  N  D  SD 

           

Very Difficult to Use  SA  A  N  D  SD 

           

I did not use the program  SA  A  N  D  SD 
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8. In your words, how would you rate the satisfaction level of using the model that you 
experienced in terms of the model meeting vital data capture. 

  1  2  3  4  5 

 

Very satisfied  SA  A  N  D  SD 

           

Satisfied  SA  A  N  D  SD 

           

Indifferent  SA  A  N  D  SD 

           

Not Satisfied  SA  A  N  D  SD 

           

Very unsatisfied  SA  A  N  D  SD 

 

9. In your own words, would you recommend this model for government use in the 
operations of vital capture and collections? 

  1  2  3  4  5 

 

Strongly recommend  SA  A  N  D  SD 

           

Recommend                SA  A  N  D  SD 

           

Indifferent  SA  A  N  D  SD 

           

Can’t recommend  SA  A  N  D  SD 
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If you answered Strongly Recommend or Recommend, what are the best features of the 
programs according to you? 

 

 

 

 

 

 

……………………………………………………………………………………………….... 

 

If you answered Indifferent or Can’t recommend, what recommendations would you suggest? 

 

 

 

 

10. Would you like to work with the program more often? 

  1  2  3  4  5 

 

Yes, very much  SA  A  N  D  SD 

           

Yes  SA  A  N  D  SD 

           

Not Sure  SA  A  N  D  SD 

           

No  SA  A  N  D  SD 

           

11. How would you rate this model in meeting your job functions? 
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  1  2  3  4  5 

 

Task Accomplishment is Quick  SA  A  N  D  SD 

           

Improves my job performance                     SA  A  N  D  SD 

           

Model makes my work unnecessary complex  SA  A  N  D  SD 

           

Personal biometric Data is secure  SA  A  N  D  SD 

     

12. Make a comment on the program based on your experience with it. 

 

 

 

 

13. This facial biometric model is installed as follows: 

a) Install python 
b) Install OpenCV’s Modifiied Boost Algorithm 
c) Install Xampp control (for server simulation run) 
d) Run Xampp Control click on config, select http.conf, and  
e) locate ‘AddHandler cgi-script .cgi.pl.asp 
f) Add .bat at end of this 
g) Save, exit editor 

Python and xampp are dependent on Ms Windows Operating system in Use (the researcher 
has used Ms Windows 10 Home single Language – 2017. On this platform Xampp Control is 
at version 3.2.2, Python is at version 3.5 32bit). 

Considering processes 13 a-g do you think the Facial Biometric Model is portable enough? 

Yes        No 

14. The facial software biometric requires the following hardware resources: 
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a) Computer with at least 4GB RAM, 
b) Hard disk capacity of at least 500GB, 
c) A web camera with a resolution of at least 0.9MP 16:9 (1280 x 720). 

Do you think these requirements are too ambitious or difficult to source? 

Yes        No 

 

Part D:  ALTERNATIVE MODEL 

15. Is there an optional biometric model that you have used before that can perform the 
functions developed in this model? 

 
       ☐   YES 
       ☐                   NO 
If yes then please state the model 
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Appendix III: Selected Source Codes 

1. 

# Program: Facial Capture 

# Env: python 

# Date: 2018 

# Name: Lubasi K. Musambo 

# School of Engineering, MEng ICT Sec 

# The University of Zambia 

 

import cv2 

import os 

import random 

import string 

import mysql.connector 

def assure_path_exists(path): 

    dir = os.path.dirname(path) 

    if not os.path.exists(dir): 

        os.makedirs(dir) 

print('###########  Calibrating Facial Construction ###########') 

print('') 

print('') 

idinput = ''.join([random.choice(string.digits) for n in range(3)]) 

vid_cam = cv2.VideoCapture(0) 

face_detector = cv2.CascadeClassifier('haarcascade_frontalface_default.xml') 

pic_id = idinput 

strcon = int(pic_id) 

print(strcon) 

con = 
mysql.connector.connect(host='localhost',user='root',password='',database='brsys') 

m = con.cursor() 

m.execute("INSERT INTO birth_details (pic_id) VALUES ({})".format(strcon)) 



 

162 
 

con.commit() 

con.close() 

count = 0 

assure_path_exists("dataset/") 

while(True): 

    _, image_frame = vid_cam.read() 

    gray = cv2.cvtColor(image_frame, cv2.COLOR_BGR2GRAY) 

    faces = face_detector.detectMultiScale(gray, 1.3, 5) 

    for (x,y,w,h) in faces: 

        cv2.rectangle(image_frame, (x,y), (x+w,y+h), (255,0,0), 2) 

        count += 1 

        cv2.imwrite("dataset/face." + str(strcon) + '.' + str(count) + ".jpg", 
gray[y:y+h,x:x+w]) 

        cv2.imshow('Vital Facial Reconstruction', image_frame) 

    if cv2.waitKey(100) & 0xFF == ord('q'): 

        break 

    elif count>50: 

        break 

vid_cam.release() 

cv2.destroyAllWindows() 
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2. 

#Program:  Generate Vital Document, Apply Encryption, Generate QRCode, Batch  

# Env: pHp, HTML, javaScript, batch filing 

# Date: 2018 

# Name: Lubasi K. Musambo 

# School of Engineering, MEng ICT Sec 

# The University of Zambia 

 

<?php 

require_once 'core/init.php'; 

$user = new User; 

@$uf_name = $user->data()->f_name; 

@$us_name = $user->data()->s_name; 

if ($user->isLoggedIn()) { 

}else{ 

  Redirect::to('index'); 

} 

?> 

<!DOCTYPE html> 

<html dir="ltr" lang="en"> 

<meta http-equiv="content-type" content="text/html;charset=utf-8" /> 

<meta name="viewport" content="width=device-width, initial-scale=1.0, user-
scalable=0, minimum-scale=1.0, maximum-scale=1.0"> 

<head> 

<meta charset="UTF-8" /> 

<title>VR|Registration </title> 

<base /> 

<?php include_once 'userheadfiles.inc'; ?> 

  <script type="text/javascript" src="js/qrcode_gen.js"></script> 

<script type="text/javascript"> 

function myFunction(){ 
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   WshShell = new ActiveXObject("Wscript.Shell"); //Create WScript Object 

   WshShell.run("c://xampp/htdocs/fc/run.bat"); // execute batch .exe files 

} 

</SCRIPT> 

</head> 

<body> 

<?php include_once 'lcheader.inc'; ?> 

<div class="web_wrapper_hm"> 

  <div class="nests"> 

    <div class="text"> 

<?php 

if(@$_GET['r']){ 

  $er = @$_GET['r']; 

  if ($er == 'er02') { 

    echo " 

<div class='myalert' id='desktop-only' style='background: #d32f2f;position: absolute;  
opacity: 1;'> 

           <span class='flaticon2-cancel29' style='font-size:1.4em;'></span> The Picture 
format is not <b>Correct.</b></div>"; 

         }elseif($er == 's77601'){ 

          echo " 

<div class='myalert' id='desktop-only' style='position: absolute;opacity: 1;'> 

           <span class='flaticon2-check74' style='font-size:1.4em;'></span> Person added 
<b>Successfully.</b></div>"; 

         }elseif($er == 's77603'){ 

          echo "<div class='myalert' id='desktop-only' style='position: absolute; 
background: red; opacity: 1;'> 

           <span class='flaticon2-cancel29' style='font-size:1.4em;'></span>Sorry! You 
have <b>unprocessed</b> data</div>"; 

         }else{}} 

 ?> 

 <a href="train.bat"><button class="btn btn-warning">Calibrate Data</button></a> 
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        <a href="face_recog.bat"><button class="btn btn-success">Recognize 
Face</button></a> 

             <div class="row"> 

      <div class="col-lg-12"> 

              <div class='panel'> 

                    <div class='panel-body'> 

                  <div style="text-align:center;"><img src="images/logo.png" style="width: 
50px; height:50px;"><br> 

                  <span style="font-size: 1.5em; "><b>Republic of 
Zambia</b></span><br><h3>Vital Details</h3></div><br><br> 

                           <?php  

        if (isset($_GET['id'])) { 

                    $info = $_GET['id']; 

          $query = DB::getInstance()->query("SELECT * FROM `birth_details` WHERE 
person_id = '$info' AND flag = (1)");  

        if ($query->count()) { 

                    foreach ($query->results() as $info) { 

                        $f_name = $info->f_name; 

                          $s_name = $info->s_name; 

                           $m_name = $info->m_name; 

                           $register_date = $info->register_date; 

                           $sex = $info->sex; 

                           $dob = $info->dob; 

                           $person_id = $info->person_id; 

                           $district = $info->district; 

                           $town = $info->town; 

                           $village = $info->village; 

                           $chief = $info->chief; 

                           $province = $info->province; 

                           $father_employ = $info->father_employ; 

                           $mother_employ = $info->mother_employ; 

                           $birth_hospital = $info->birth_hospital; 
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                           $address = $info->address; 

                           $person_id = $info->person_id; 

                           $father_fname = $info->father_fname; 

                           $father_sname = $info->father_sname; 

                           $mother_fname = $info->mother_fname; 

                           $mother_sname = $info->mother_sname; 

                           $fa_nrc = $info->father_nrc; 

                           $mo_nrc = $info->mother_nrc; 

                           $bcert = $info->birth_cert_num; 

                           $mother_nrc = base64_decode($mo_nrc); 

                           $father_nrc = base64_decode($fa_nrc); 

                            $dobenc = base64_decode($dob); 

          $generate = rand(10, 30); //First Premium 6 users  ($_POST == $generate3)  

          $generate2 = rand(30, 60); //Second Premium 12 users ($_POST == $generate2)  

          $generate3 = rand(60, 90); //Third Premium 24 users ($_POST == $generate3)  

          $gencode =  
base64_encode($person_id.'/'.$father_nrc.'/'.$generate3.'/'.$register_date); 

          $data = base64_decode($gencode); 

                        $type ="Birth Certificate #:";    

                      $profile_pics = "<img src='face/dataSet/face.$person_id.3.jpg' 
style='max-width:120px;max-height:120px;min-width:120px;min-height:120px;'>"; 

                      $userdata = "<a href='#' class='button' id='btn-download' 
download='my-file-name.png' ><span id='qrcode' class='pull-right'></span></a>"; 

                      $infor = "<hr><h3>$f_name $m_name $s_name</h3><hr> 

                                <ul class='list-unstyled'> 

                                  <li><b>Middle Name.</b> $m_name</li> 

                                  <li><b>Date of Birth.</b> $dobenc</li> 

                                  <li><b>Gender.</b> $sex</li> 

                                  <li><b>Registration Date.</b><br> $register_date</li> 

                                  <br> 

                                  <li><b>Registration Officer.</b><br> $uf_name $us_name</li> 
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                                </ul> 

                                <hr><br> 

                                <a href='nrc?id=$person_id'><button class='btn btn-
info'>Generate NRC</button></a> <a href='birth_cert?id=$person_id'><button 
class='btn btn-warning'>Generate Birth Certificate</button></a> 

                               "; 

                      } 

                  }else{ 

                    echo "<div class='alert alert-info'> 

                     

              <strong>Sorry!</strong> This Individual does not exist. 

            </div>"; 

                  } 

              } 

        ?> 

        <div class="col-lg-9"> 

        <?php echo @$profile_pics; ?> 

          <?php echo @$infor;  

          ?><br> 

          </div> 

        <div class="col-lg-3"> 

        <b><?php echo @$type; ?></b> <?php echo @$bcert; ?><br> 

        <input id="qrcodes_map" type="hidden" value='<?php echo $f_name.' / 
'.$s_name.' / '.$bcert.' / '.$register_date.' / '.$sex; ?>' /><br /> 

           <?php  

           echo @$userdata; 

       ?> 

        </div> 

                 </div> 

              </div> 

            </div> 
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            </div> 

</div> 

</div> 

</div> 

<script type="text/javascript"> 

  // var qrcode = new QRCode("qrcode"); 

  var qrcode = new QRCode("qrcode", { 

    width: 120, 

    height: 120, 

  }); 

function makeCode () {     

  var elText = document.getElementById("qrcodes_map"); 

  if (!elText.value) { 

    alert("Input a text"); 

    elText.focus(); 

    return; 

  } 

    qrcode.makeCode(elText.value); 

} 

makeCode(); 

var button = document.getElementById('btn-download'); 

button.addEventListener('click', function (e) { 

    var dataURL = canvas.toDataURL('image/png'); 

    button.href = dataURL; 

}); 

</script> 

</body> 

</html>
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Appendix IV: Creation of a New User on the System 

 

 

 

Create a new user by supplying needed credential data. User creation must be done using 
officer Region Number, and Man Number in username and a suitable alphanumeric password. 

 

 

Appendix V: Project Mind Map 
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Appendix VI: Paper Acceptance Letters 

1. 
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