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ABSTRACT 

Insider attacks are the most hazardous threats faced by most organisations today and is an 

overwhelming task to deter, because employees require legitimate access privileges to organisational 

resources for their daily tasks. If they misuse this trust accidentally or intentionally, it can compromise 

data security, thereby, negatively impacting the corporations’ reputation and revenue. Most Zambian 

public organisations have continuously been caught unaware on how their confidential information 

has ended up in the public domain. This is because most of these organisations have neither adopted 

nor fully implemented any of the security standards or frameworks such as Control Objective for 

Information and related Technology (COBIT) and or International Standards Organisation (ISO) 

27000. The study established a theoretical model from ISO 27001 controls literature that analysed the 

Information and Communication Technology (ICT)/Cyber gaps for organisational cyber readiness. 

Using Actor-Network Theory (ANT) and Theory of Planned Behaviour (TPB), the study established 

the types of vulnerabilities that can be exploited by insiders and evaluated the effectiveness of the 

current controls in public organisations. Further, the study carried out a gap analysis using ISO 

27001:2013 to understand the security gaps that relates to insiders so as to be able to propose an insider 

threats mitigating model with a core focus on user awareness and access control.  The approach to this 

study was both quantitative and qualitative research. Questionnaires and interviews were used as an 

assessment tool for empirical study. The targeted population was the ICT/Cybersecurity Stake holders 

in public organisations that included; Executive Management, ICT/Cyber Security, ICT, Human 

Resources (HR), Legal, Enterprise Risk Management (ERM) and Internal Audits staffs, applying a 

convenient sampling method for participant identification. Microsoft-excel and SPSS were used for 

statistical analysis. All the three objectives of this study were achieved. The findings showed that, out 

of a total of eight public organisations under study only 25% had adopted international security 

standards and frameworks though partially implemented. The other 25% have adopted some security 

base practices while 50% have no security measures in place. The findings also revealed that most 

public organisations lack key ICT/Cyber Security policies and procedures. Additionally, the current 

controls are not effective enough to deter cyber security threats by insiders from exploiting their 

employers. Further, the findings yielded a useful model for mitigation of insider Cyber Security threats 

and highlighted relationships between management involvement, organisational Cyber Security values 

and the Cyber Security culture in public organisations. The significance of this study is to enforce 

cyber readiness in public organisations with an aim of enhancing insider data security mechanisms 

through the use of user awareness, access control, underground screening and Non-disclosure 

agreements (NDA). 

 

Keywords: Insider, threats, Cybersecurity, Mitigation, risk, fraud, user-awareness, access-control 

Public Organisations. 
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DEFINITIONS OF TERMS 

 

Confidentiality  Shall mean ensuring that data and information is only accessible to authorised 

users 

Integrity  Shall mean ensuring that the data and information being accessed, processed, 

transmitted      or stored has not been tampered with, altered or damaged. 

Availability  Shall mean ensuring that the data and information is readily accessible to the 

authorized users 

ICT Security   Shall mean preservation of confidentiality, integrity and availability of ICTs 

ISMS Shall mean the overall management processes that take care of planning, 

implementing, maintaining, reviewing and improving ICT Security 

Information Assets  Shall mean any data or information that has financial value  

Software Assets  Shall mean authorized application and systems software 

Insider Threat  Shall mean any former or current business stakeholder with legitimate access 

to the organisational resources who compromises the security of that resource, 

intentionally or unintentionally 

Vulnerability Shall mean any weakness that can easily be exploited 
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CHAPTER ONE 

INTRODUCTION 

1.1 Background 

Cyber Security has become an integral part of both public and private organisation’s business 

processes, in maintaining the Confidentiality, Integrity And Availability (CIA) of information, 

because Information And Communication Technology (ICTs) play an important role in business 

operations.  Majority of organisations today can no longer be imagined without the underlying 

digital systems and technological infrastructure for information handling [1]. Information 

protection from unauthorised access and misuse, including resilience of the underlying ICT 

infrastructure to various sorts of attacks, has become one of the main technological challenges 

faced by business houses and organisations [2]. This is because ICT has become more prevalent 

and complex, meanwhile, the increase in the sophistication and volume of cyber-attacks are at an 

alarming rate [3]. 

Most of the organisations’ Executives Management, have recognised the growing importance of 

Cyber Security by showing willingness to adopt various international standards and frameworks 

such as COBIT5.0,  Information Technology Infrastructure Library (ITIL), International 

Standards Organisation (ISO) 20000, ISO 27000 and ISO 31000, in an effort to govern and 

manage information, communications and related technologies [4],[5]. However, ICT Risk 

Management related policies, procedures and base practices, which should predominantly govern 

the presence of an effective internal threat management program, are usually overlooked thereby 

leaving the insiders cyber risks unattended to, yet they are critical to business operations [6]. 

An insider is an existing or past stakeholder with unrestricted access rights to sensitive 

organisational resources, who with or without intent compromises the resource security [7].  

A threat in information security can be any mischievous act that endeavors to attain illegal access 

to the infrastructure. Therefore, the duo gives us an Insider threat definition. 

Insider threats are a progressive attack vector that requires much more than just technology to 

mitigate, but social-technological solutions due to the intricacy of both technology and human 

beings currently. These insider threats are defined as Intentional (Malicious) and Unintentional 

(non-malicious or accidental).  
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Malicious insider threats are categorized into three namely; Fraud, Information Technology (IT) 

Sabotage and Intellectual Property (IP) theft [8]. Basically, one does not become a malicious 

insider until they abuse their access rights and or commit a crime wilfully.  They are simply an 

insider, however, it is worthy of probing the track that one might take from being an insider to 

malicious insider [9]. Some examples of malicious but non-targeted attacks by outsiders include 

viruses and worms. These are created without any specific target in mind but generally propagates 

as much as they can through compromising vulnerabilities that includes insider vulnerabilities 

with which they are designed to exploit [10].  

Financial fraud: motivated by financial gains includes instances where an insider performs a 

crime and or uses the available system to unlawfully modify the organization’s information for 

personal and financial gain. Fraud motivated by financial gain is often caused when insiders see a 

chance to make a profit by abusing privileges or when outsiders offer money to steal personal 

information for identity crime and or modify information [9], [11].  

Sabotaging: motivated by revenge due to job termination and disillusionment of employees by 

certain corporate decisions that do not favour them, is when an insider directs specific harm at a 

system, an individual or organization resources due to various wilful reasons [9], [12]. Analysing 

Sabotage using Actor-Network Theory (ANT) and the Theory Planned Behaviour (TPB), it is 

deduced that sabotage is motivated by revenge and often caused by employees who become 

dissatisfied with the company’s compensation, arguments, supervisors, co-workers, reprimands, 

or job termination.  

Sabotage threat is usually executed by employees with high technical skills and access to critical 

assets, like ICT technologist, engineers and System Administrators [10], [13]. 

IP theft: motivated by competitive advantage involves instances where an insider uses the 

available system to steal proprietary information of an organization [3]. This can be when insiders 

steal property for a competitor or their own business. In the early 2000s all the way to 2004, IP 

theft from U.S.A companies due to espionage was predictable to be costing $250 billion per year, 

despite the fact that it wasn’t specified as to what extent insider action contributed to the figures. 

Today the correct figure might not be known because most of the organisations do not realize 

when they have been compromised, and the majority of the few that are aware do not report the 

attacks for fear of losing customer confidence and competitive advantage [13]. 
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Insider Risk Landscape 

Insider threat mitigation is all about data security which is initiated by an endeavour to ensure the 

CIA of information.  This risk landscape is concerned with a number of categories that includes 

internal employees among others, who later after abusing their lawful access rights becomes an 

insider threat [2]. This is represented in the triangular loop in Fig 1.1. 

 

Fig 1.1: Insider threat landscape [2], [3], [14]. 

A vital note from the Computer Emergency Response Team (CERT) research states that it’s 

prudent to look at these three crimes unconventionally and conspicuously because their nature, as 

well as the mechanism for detection and prevention, can be diverse.  For instance, about 24% of 

IT sabotage incidents are usually committed by system administrators and engineers mostly after 

termination of contracts, whereas 16% of IP theft incidents are usually committed by those whose 

job, once had something to do with that IP then 44% of Frauds are normally committed by lower 

management employees such as service desk, frontline and or customer services personnel [9]. 

The CERT states that non-malicious insiders cause ICT security incidents accidentally for 

different reasons that include; human error, lack of user awareness, drugs, fatigue, stress, moods, 
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gender issues, drugs, age and or cultures.  These accidental threats are referred to as “Unintentional 

Insider Threat (UIT)” the most common examples includes security incidents such as excessive 

access rights being granted to wrong users, introducing vulnerabilities during software 

development when Systems Development Life Cycle (SDLC) steps are bypassed, leaving an 

unencrypted portable storage device unattended to, system configuration errors, inactivating 

security controls, voluntary rule breaking, self-benefiting without malicious intent [15]. These are 

insiders who can cause damage to an organisations resources by their actions unintentionally. 

Verizon reported that from a comprehensive collection of security incidents, 14% were committed 

by insiders, while digital guardian reported that insider attacks account for 59% of the incidences 

[16]. Despite the fact that majority of them were of a deliberate and malicious nature, there still is 

a substantial impact from unintentional acts such as sending sensitive documents to a wrong 

recipient, as well as less-frequent mistakes by system administrators and programmers[16].  

Insiders both malicious and non-malicious can motivate the success of these non-targeted malware 

exploits in various ways that include, exposing the organisation in social engineering attacks, 

being a doorway of malware onto the network by using infected removable storage media, opening 

unsafe attachments and or visiting hostile websites [9]. They are capable of incidentally putting 

the organisational information at risk due to the fact that the accepted work processes they operate, 

are risky or simply because there are neither right tools in place nor the right awareness training 

provided.  For instance, it may be a common practice that employees put alternative email 

addresses on their business cards and also carbon copy their work to themselves on these 

consumer-grade web-based email systems including Yahoo, Icloud, Hotmail or Gmail. They can 

also share documents with others using personal storage solutions like Google Drive, Evernote, 

Icloud, Dropbox.  These personal Internet hosted systems take the organisational resources beyond 

the system of control which can put it at risk of compromise [9].    

Majority of the implementations of Information Security Management Systems (ISMS), such as 

ISO 27001, are conventionally focused on preventing external attackers by protecting the digital 

perimeter, access management, policy compliance and managing vulnerabilities [17], [18]. Recent 

surveys showed that internal fraud risks, being an area that has long been managed using forensic 

data analytics, had been ranked as the top use case at 77%. While Cyber breach and sabotage is 

ranked the second-highest risk area use case at 70% [19], [20]. Therefore, it is common knowledge 

that internal attackers generally accounts for approximately more than half of the risks that an 

organisation is exposed to whilst the external threats account for approximately above a third of 

the risks despite the gravity of the external consequences to an organisation [19]. 
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With the above insider threat highlights, it was sort prudent that an investigation into cyber threats 

posed by insiders in public organisations be carried out to ensure that a cheap and sustainable 

mitigation model be of high priority for all organisations, structured with Executive Management’s 

support demonstrated by approval of policies, procedures, standards and controls. This is because, 

advanced intelligence-led security, against Advanced Persistent Threats (APT) as well as 

customary security, have proved to be futile against insiders due to its complexity [20]. 

All employees have a degree of trust invested in them by their employers and have been granted 

physical and logical access to the organisation’s ICT’s, in order to fulfil their daily duties. Most 

of these employees are gratefully honest, however, there also exists the risk that some will abuse 

their inside position to commit crimes against their organisations [21]. A good example is a case 

of USA Army soldier Bradley Manning who in his role as an intelligence analyst, leaked through 

WikiLeaks organisation, the largest set of classified documents and videos to the public ever in 

the history of United States of America (USA) Military Army [22]. These threats can take the 

form of a malicious employee downloading sensitive or confidential information and divulge to 

the public domain, or an unhappy employee destroying data before quitting.  In April 2008, an 

insider at the Sumitomo Mitsui Banking Corporation in London gained access to the bank’s 

computer network in an attempt to pull off what would have been the biggest bank theft in the 

United Kingdom (UK) [23]. 

 Insider Crimes: The probable impact of an insider crime ranges from trivial irritant to the 

disastrous in ratio, which can feasibly have an outcome of bankruptcy, death, regulatory contempt, 

environmental adversity, countered weapons systems, damage of reputation, loss of customer 

confidence, incurred legal costs, collapsed stock market among others [24].  

Management and Education of the Risk of Insider Threat (MERIT) and Defence Personal Security 

Research Centre (DPSRC) records various insider attack vectors’ incidences in their database of 

insider incidents maintained with related research conducted by Computer Emergency Response 

Team (CERT) which has numerous entries from public sources, collected since 2001 for misuse 

of organizational information by potential insiders includes but not limited to printing, emails, 

copiers, web posts, blogs, and social media chats and many more that includes the following [23], 

[24], [25], [26]; 

1) WikiLeaks - The case for USA Army soldier Bradley Manning who in his role as an 

intelligence analyst, leaked through WikiLeaks organisation, the largest set of classified 

documents and videos to the public ever in the history of USA military. 
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2) Supervisory Control and Data Acquisition (SCADA) - In a case of an electrical supervisor 

who developed an application for a SCADA system which was being used by the water 

firm. He installed a malicious programme on one of the organization’s critical systems, 

after his contract termination,   and damaged the SCADA system. 

3) Cell Phone Clones - In a case of a group of insiders at a wireless telecommunications 

company who cloned more than 16,000 customer cell phones. The insiders made 

approximately $15 million worth of unauthorized calls for a period of six months. 

4) POS System - In a case of a secretary who worked at a youth organization for over 20 

years used a point-of-sale system to issue at least 500 fraudulent refunds totalling over 

$300,000 to the insider’s own bank account over a 5-year period. 

5) Banking - In a case of a manager for a branch of a banking institution who stole over 

$225,000 from business accounts after running into family health problems, gambling and 

unforeseen expenses. 

6) Copier - In a case of Sheldon Boon, an Army signals analyst for National Security Agency 

(NSA), who used a handheld scanner to copy 52 classified documents and later passed to 

the Soviets. 

7) Emails – In a case of a naturalized U.S.A citizen from the Philippines, while working at 

the Federal Bureau of Investigation (FBI) took and transferred classified information to 

senior political officials of Philippines in an attempt to overthrow that country’s 

government. 

8) Printing - In a case of a Robert Chaegun Kim, working for the Naval Intelligence removed 

classification label and printed the `secret' and `top secret' government documents. 

9) Classified information Leakage - In a case of a University Professor who was charged with 

relaying sensitive information to China, and in one instance had sensitive files e-mailed to 

himself while in China. 

The insider crime is a single name jacketing a variety of different threats. In practice to date no 

single method has proved prevailing as a solution, hence the importance to consider any solution 

space as likely combining elements of prevention, detection and response against the 

acknowledged insider attack types using both technical and sociological mechanisms that Zambian 

public organisations can leverage on in the fight against cyber insiders[24].  
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1.2 Rationale of the Study 

In the recent past, organisational insider attacks have grown exponentially. For instance, in 2007, 

a study by Klynveld Peat Marwick Goerdeler (KPMG) revealed only 4% of the total recorded 

cyber incidents were instigated by malicious insiders [26]. Three years later the figure increased 

to 20% and 2013, Verizon’s extensive review stated that 69% of information security incidents 

were ascribed to insider threats [16].  The growing dimension of threats to insider can be evidenced 

by the revolution of the internet and the growth of the Internet of things (IoT). However, knowing 

what exactly motivates inside threats is the right path to finding a strategic solution of how to 

mitigate the problem to an acceptable level [16].  

One of the well-known insider related cyber-attacks of a growing spectacle involved Target in 

2013, in which 40 million customers’ credit card number and about seventy (70) million of 

personal data were stolen by cybercriminals. This incident saw the Chief Information Officer 

(CIO) and Chief Executive Officer (CEO’s) out of employment as well as company reputation for 

competitive advantage [29]. The worst case scenario is that, despite the fact that the perpetrators 

were outsiders, they accessed the system using credentials of an insider who was one of the 

organisations’ refrigeration’s vendors [30].  

Considering the fact that every business house has its trusted employees, business associates, 

contractor, vendors and all related stakeholders, with whom corporations do business with and are 

given access to the systems, it is a high opportunity. If these insiders not well managed, they may 

cause so much damage or harm to the corporation. According to a review of the danger from 

within by Harvard Business review, it is clear that most organisations admit that they don’t have 

enough security controls to detect, prevent and mitigate insider attacks due to the fact they are yet 

to accept the degree of the Risk. Insider threat which is motivated by the technology complexity 

and Internet of Things (IoT) as stated above is growing by the day and cannot be left unattended 

[30]. 

It is against this background that ensuring a cheap and sustainable insider mitigation model for 

public organisations in Zambia would lead to improved data privacy and national cyber readiness. 

1.3  Problem Statement 

Having highlighted the challenges associated with detection, identification and mitigation of 

insider threats in business operations and public organisations, backed by the number of 

researchers who have laboured so much in the past in search of the solutions to mitigate insider 
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threats from various countries, proves that insider threat is a global problem that requires 

considered efforts to mitigate and Zambia is not an exception. Fig 1.2 shows the various recorded 

insider perpetrated information leakage in Zambia’s public sector alongside the catalysts [31], 

[32]. 

 

Fig 1.2: Consolidated insider problems in Zambia 

The assertion of the problem statement for this research, therefore, reads as follows:  

‘Most public organisations in Zambia have continuously been caught unaware on a number of 

occasions, how critical and confidentially classified matters have ended up in the public domain’. 

1.4  Aim of the Research 

The aim of this study is to investigate Cyber Security threats posed by insiders and enhance insider 

threat mitigation controls in public organisations focusing on the challenges and solutions thereby 

securing critical data. 

1.5  Research Objectives  

The objectives of this research are the following: 

i. To determine the types of vulnerabilities in public organisations that can be exploited 

by insiders 

ii. To establish the effectiveness of the current controls in public organisations in 

protecting against potential Cyber Security threats from insiders 

 Legend:       
     Current problems 

     Catalysts 
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iii. To design and propose measures to mitigate insider threats. 

1.6 Research Questions 

This research focused on answering the following questions: 

i. What types of vulnerabilities can insiders exploit in a public organisation? 

ii. How effective are the current controls in mitigating the Cyber Security threats from 

insiders? 

iii. Is it possible to recommend mitigating measures to insider threats that address the 

issues in question (i) and (ii) above? 

1.7 Scope of the Research 

The study investigated into the current Cyber Security threats posed by insiders in Zambia’s public 

organisations based on ISO27001: Information Security Management System (ISMS) standard, 

anything away from ISO27001, insider threats and public organisations is out of scope. 

1.8 Significance of the Study 

This study is significant in that it creates an understanding and appreciation of the importance of 

Cyber Security threats posed by insiders in Public Organisations and tailors the approach to 

internal threat mitigation so as to ensure data Confidentiality, Integrity and Availability (CIA). 

More so, this study is important because: 

i. To enhance cyber readiness in public organisations for economic development, there is a 

need to tailor insider threat mitigation as a means to avert potential insider risks and ensure 

data security 

ii. This study is the first of its kind in Zambia and will contribute to the body of knowledge 

mastery in this area. 

iii. Security is said to only be as strong as its weakest point which is the internal employees 

known as insiders [33]. 

1.9 Research Constraints and Limitations 

Due to the sensitivity of the research topic, most public organisations required that permission be 

sought from the Chief Executive Officers (CEOs), Director Generals (DGs) and Line Directors to 

grant authority to the researcher for data collection, needless to say, these are the most busy offices 
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that reaching out to them and awaiting their approval was very difficult and time consuming.  The 

above factor including financial limitation and time constraint led to the fact that despite the 

sample selection including Top or Executive and Middle Management from Public Organisations, 

only eight organisations headquartered in Lusaka were considered in this study. These eight public 

organisational sectors included; Finance, Banking, Energy, Higher institution of learning, 

Government Agencies as well as Authority and regulatory boards. However, it is important to 

mention that all the necessary sampling procedures and techniques were followed to avoid bias 

and that the findings and solutions proposed are applicable to any other public and or private 

organisation that utilises ICTs for their day to day operations. 

1.10 Organisation of Dissertation 

This dissertation contains six chapters organised in the following order: 

First Chapter gives an introduction to the research. It gives an overview of the study, the 

rationale, outlines the research problem and justifies the research. It further states the research 

objectives, research questions, scope, the significance of the study and research constraints.  

The Second Chapter looks at the background literature and the related studies which meet the 

objectives by comparing and contrasting the previous works of other researchers and provide 

support for the development of the proposed Insider cyber threat mitigation model to reduce the 

risks associated with insider threats to an acceptable level. 

The Third Chapter presents the methodology adopted for this study. It kicks off by discussing 

the research approach, design and targeted population. Thereafter, the sample size, sampling 

processes as well as justifications that were employed before considering data collection approach, 

instruments, methodological reliability and validity of various techniques used in this study. 

The Fourth Chapter presents the actual findings and results of the data presentation as obtained 

during the data collection. This aimed at fulfilling all the three research objectives which were 

looking at investigating the public organisations’ Cyber Security threats posed by an insider as 

well as determining the effectiveness of the current controls particularly to do with protection 

against internal Cyber Security threats 

Fifth Chapter Five discusses and analyses the findings of the previous chapter in details as they 

relate to the objectives in relation with the existing body of knowledge on the subject matter of 

Insider Cyber threats in public organisations. 
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Finally, the chapter concludes the thesis by providing the conclusion and recommendations of the 

research based on the literature review, findings and analysis in line with the objectives and 

research questions for future studies in the same area.  

1.11 Chapter Summary 

This chapter introduced the study by looking at the core prerequisites of the research as presented 

in the research background, problem statement and justification. It further highlights the rationale, 

aim, objectives significance, scope and constraints of the study. Finally, we formulate the 

hypothesis and highlight the organisation of thesis.  
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CHAPTER TWO 

LITERATURE REVIEW 

2.1 Introduction 

Organisations today continue to suffer significant damage due to breaches, which has caused a 

swing in the security perception from the traditional perimeter defence to a holistic understanding 

of the organisational exposure to threats and the causes of the breaches [34] Despite the fact that 

most of the breaches are from outsiders, insider threats can cause unimaginable harm to the 

organisation. Most studies and surveys show that organisations are now becoming cognisance of 

the dangers and harm that insider threats can cause and the importance of protecting against them. 

There are several factors affecting Insider threats in organisations due to the intricacy of 

technology coupled with human factor [7]. 

Therefore, in an effort to meet the third objectives which aim at developing and formulating a 

hands-on internal threat mitigation model to reduce the risks associated with insider threats to an 

acceptable level, related works had to be reviewed. This chapter reviews related fiction for the 

advance of the study’s research model from various sources like journals, conference papers, 

reports, textbooks, government documents coupled with selected items from the internet, which 

serves as the foundation of the research. For us to develop the model for this study, it was vital to 

consider the reviewed literature contents and start by establishing various definitions related to 

Information security, the insider threats and the categories. Then defining how the insider threats 

come about (the drivers), what indicators review the insiders at work, insider threats detection, 

prevention and response, the consequences of insider attacks, mitigation model, the insider threat 

program and components of a successful mitigation program. This chapter aims at drawing 

valuable lessons relevant to this study form the existing body of knowledge on the subject. 

2.2 Definition of Information Security  

An ANSI Federal Standard 1037C glossary of telecommunications terms defines information 

security as “the protection of information against unauthorized disclosure, transfer, modification, 

or destruction, whether accidental or intentional” [35]. Meanwhile the U.S. Department of 

Defence (DoD) defines information security as “the system of policies, procedures, and 

requirements established under the authority of Executive Order 12958, ‘Classified National 

Security Information’ to protect information that, if subjected to unauthorized disclosure, could 

reasonably be expected to cause damage to the national security” [36]. Chief Security Officer 
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Magazine defines information security as: ‘The process of protecting data from accidental or 

intentional misuse by persons inside or outside of an organization.  Although information security 

is by no means strictly a technical problem, its technical aspects (firewalls, encryption and the 

like) are important. Information security is an increasingly high-profile problem, as hackers take 

advantage of the fact that more organisations are opening parts of their systems to employees, 

customers and other businesses via the Internet [37]. 

In this study, it is also important to delineate the scope of information security in relation to other 

similar concepts such as information assurance and defensive information warfare.  Like defensive 

information warfare, both information security and information assurance address intentional 

threats.  Information Security has often been decomposed into the “CIA” model of information 

security whose components are confidentiality, integrity and availability.  The study uses the CIA 

model of information security and defines information security as the organizational processes, 

policies, procedures, and systems implemented by an organization in an attempt to prevent the 

unauthorized intentional or unintentional reduction of the confidentiality, integrity, and 

availability of proprietary or sensitive organizational information, whether in storage, processing, 

or transit [3].     

2.3 Definition of Insider Threats 

CERT have defined the term “insider” as “individuals who were, or previously had been, 

authorized to use the information systems they eventually employed to perpetrate harm [9]  “the 

term insider threat refers to threats originating from people who have been given access rights to 

an and misuse their privileges, thus violating the information security policy of the organization. 

Based on these prior definitions, it is our view that the insider threat refers to both intentional and 

unintentional violations, of organizational security policy. 

For the purposes of this study, we adopt the definition of the insider threat by CERT.  , the 

definition indicates that the organizational security policy delineates how individuals within the 

organization use, protect, and control organizational information, the systems used to process it, 

and any intentional deviation from the policy is considered an information security violation[7], 

[9].  Both intentional and unintentional violations of the organizational security policy can pose a 

significant threat to organizational security [7]. 
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2.4 The Drivers of Insider Threats 

Sabotage is often caused by employees who become disillusioned with their company, boss, or 

co-workers, including displeasure with compensation, reprimands, and job termination [7], [14]. 

Additionally, hostility can arise when employees feel underappreciated, stressed, overworked, 

unfairly treated and or isolated such that they exert their anger or revenge by performing an inside 

attack[12]. Sabotage is usually executed by employees with high technical skills and access to 

critical assets, such as ICT engineers and System Administrators who have the ability to cause 

implausible damage [14]. During the study, it was discovered that most ICT departments are 

understaffed, and are likely to suffer stress due to work overload [3], [4], [15]. This could trigger 

an insider to commit a crime against the organisation. Hence the reason to undertake this research. 

Some of the recorded means for misuse of organisational information by potential insiders include 

but not limited to printing, emails, copiers, web posts, blogs, and social media chats etc. [12]. 

CERT states that non-malicious insiders cause ICT security incidents accidentally for different 

reasons that include; human error, lack of user awareness, drugs, fatigue, stress, moods, gender 

issues, drugs, age and or cultures.  These accidental threats are referred to as “Unintentional Insider 

Threat (UIT)” the most common examples includes security incidents, which insiders can cause 

such as excessive access rights being granted to wrong users, introducing vulnerabilities during 

software development when SDLC steps are bypassed, leaving an unencrypted portable storage 

device unattended to, system configuration errors, inactivating security controls [7]. 

2.5 The Indicators that Review that Insiders are at Work 

An insider threat can be present or develop over a period of time with indications that an 

organisation can categorize as “direct” or “indirect”, with each requiring different types of tracking 

mechanisms. The direct risk indicators are usually anomalous activities that deviate from normal 

day to day work activities, such as accessing sensitive information that bears no direct relevance 

to normal job duties, downloading large volumes of data to external drives, or even emailing 

confidential data to a personal account. On the other hand, the Indirect risk indicators are usually 

patterns of human behaviour that require analysis to reveal suspicious motives such as expressing 

the desire to resign over social media, sudden overuse of negative emotive words in 

communications and demonstrating ties to high-risk personnel[38]. 

Apart from the indirect and direct indicators discussed above, other common insider threat 

indicators include [39]; 
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i. Attempts to evade defined security controls and policies 

ii. Requests for higher-level access privileges without a convincing reason 

iii. Frequent access to workspace outside normal working hours 

iv. Irresponsible social media habits 

v. Maintaining access rights to sensitive data after job termination 

vi. Visible disgruntlement toward employer or co-workers 

vii. The decline in work performance 

viii. Behaviours that demonstrate sudden affluence without obvious cause, such as large pay 

raise, inheritance, etc. 

ix. Remotely accesses the network while on vacation, sick or at odd times 

x. Works odd hours without authorization 

xi. Notable enthusiasm for overtime, weekend or unusual work schedules 

xii. Unnecessarily copies material, especially if it is proprietary or classified 

xiii. Interest in matters outside of the scope of their duties 

All these red flags must not be viewed as demonstrations of harm, but they should rather invoke a 

process for review and clarification. The review process needs to integrate the risk indicators as 

well as analysing them collectively so as to uncover hidden relationships. This usually reveals 

more detail than when they are examined individually. To assess these risk indicators, 

organisations need to access both structured and unstructured data sources. Some examples of data 

and risk pairs include [38], [39]; 

i. Travel and entertainment data, a violation of corporate policies 

ii. Network access data - web browsing history, network crawling, data hoarding, 

copying from internal repositories 

iii. Physical facility access logs - anomalies in employee work hours, attempts to access 

restricted areas 

iv. Travel records - countries known for IP theft or hosting competitors 

v. Phone logs - calls with known high-risk personnel or external parties 

vi. Emails/instant messages - malicious intent 

vii. Human Resources (HR) records - terminations, layoffs and performance issues 

viii. Employee hotline logs - complaints of hostile, abnormal, unethical or illegal 

behaviours 

ix. Operating System – High amount of data transferred from endpoint to Universal Serial 

Bus (USB) or Compact Disc (CD) / Digital Versatile Disc (DVD) 
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x. File Server / Database – Abnormally high number of files downloaded to some 

location. 

xi. Email Server / Web Proxy – Abnormally large amount of data emailed or uploaded to 

the file-sharing site (i.e. DropBox) 

xii. Web Proxy – User browsing websites on a watch list (i.e., competitors, job sites) 

xiii. Physical Access Control System – Unusual physical access attempts (i.e., after hours, 

secure areas without authorization) 

xiv. Printer Logs – Employee on a watch list due to demotion, poor review, or impending 

layoff 

xv. Human Resources (HR) Systems – Employee on a watch list due to demotion, poor 

review, or impending layoff 

xvi. Active Directory / HR Systems – Username of a terminated employee accessing 

internal systems 

xvii. Operating System / Active Directory – IT Admin performing an excessive number of 

deletions on critical servers or password resets. 

Signs of vulnerability, such as drug or alcohol abuse, financial difficulties, gambling, illegal 

activities, poor mental health or hostile behaviour, should trigger concern. Be on the lookout for 

warning signs among employees such as the acquisition of unexpected wealth, unusual foreign 

travel, irregular work hours or unexpected absences [39]. 

2.6 Insider Threats Detection, Prevention and Response 

Detecting and preventing insider threats is a difficult task, but if organisations are able to identify 

the most critical assets and ensure that they have good visibility into the activities of those assets, 

the chances for detecting unauthorized activities increases and significantly reduces the likelihood 

that an insider will be able to execute a successful attack[40]. Organisations must stay vigilant 

against external threats, but should not ignore the risk that insider threats pose to sensitive data. 

Insider threats pose a significant risk to organisations such that any accidental or malicious act by 

an employee can potentially lead to catastrophic incidents that threaten the corporations’ 

reputation. However, despite the risks insiders pose, organisations are still required to give 

employees access to company data in order for them to perform necessary job functions. Despite 

the fact that it is difficult to implement controls that are able to detect or mitigate these risks, there 

are processes that organisations can develop to reduce the chances of an insider threat being 

successful [37], [40]. 
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2.6.1 Detection 

Much as it is difficult to detect insider threats, there are some processes that public organisations 

can develop or enhance to increase their possibilities of detecting insider threat activity such 

as[40],[41]; 

i. Identifying critical data assets and baseline employee data access activities to 

increase the chance that anomalous insider behaviour can be quickly identified 

ii. Enforcing mandatory vacations and job rotations so that employees remain fresh and 

alert, thus increasing the likelihood that malicious insider activities are detected; It 

may be surprising that a large number of dark-side insider threats are noticed when 

people take a vacation 

iii. Periodically rotate responsibilities for sensitive functions 

iv. Separate responsibility for detection setup and detection monitoring dual controls 

v. Separate responsibility for sensitive operational functions 

vi. Ensure that data protection mechanisms are established and will alert for 

unauthorized data transfers such as sensitive data sent via email, data copied to 

removable drives 

vii. Conduct regular security awareness training that stresses the importance of 

identifying and reporting insider threat activity to the appropriate security teams, 

phishing/spear phishing, and spam 

viii. Monitor for unusual outbound traffic patterns, including such as Odd connections 

to unknown IP addresses, Unusual connection length times for outbound connections 

and an abnormally large amount of data transferred from the environment 

ix. Data / file encryption 

x. Data access monitoring and control 

xi. Intrusion Detection / Prevention Systems (IDS/IPS) 

xii. Data Loss Prevention (DLP) 

xiii. Enterprise digital rights management and 

xiv. Data redaction 

xv. Elements of an Effective Response to an Insider Attack.. 

2.6.2 Prevention 

Insider threats prevention is just as perplexing as detecting insider activities since employees have 

approved access to company information assets. However, there are still some processes that 
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public organisations can implement to reduce the chance of an insider compromising the integrity, 

availability or confidentiality of organisational data. Among them, a few are as listed [40]; 

i. Develop security enclaves like network segmentation and segregation where 

sensitive company data is housed 

ii. Implement processes to detect unauthorized attempts to transfer data from these 

enclaves 

iii. Follow the principle of “role-based” and “least privilege,” for access control 

iv. Implement preventative controls such as USB and internet port security 

v. Implement data loss prevention (DLP) technology that can be used to analyse 

company emails and reduce the chance that an insider can email sensitive data from 

the environment 

vi. Monitor egress traffic and detect unauthorized uses of encryption, which may 

indicate an attempt to remove data from the environment 

vii. Provide regular security awareness training and stress that employees should 

validate emails prior to opening attachments and click on links. 

2.6.3 Response 

To respond to an insider attack, organisations should [40], [41]; 

i. Ensure your Incident Response Plan (IRP) has provisions for Insider Threats 

ii. Have a process to investigate and document incidents 

iii. Be committed to responding based on evidence so as not to end up accusing a 

dedicated and trusted employee that is doing good work 

iv. Use detective controls and digital forensics to back up the claim 

v. Be prepared to act quickly 

vi. Be prepared to restore because a disgruntled employee may just want to do damage. 

It's also important to keep in mind that in the case of insider threats, a Cyber Security culture can 

be one of the best deterrents for both the malicious and the accidental. Because how an 

organisation is managed can discourage insiders from even trying [42].  
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2.7 The Consequences of Insider Attacks 

2.7.1 Loss of Value 

Insider threats can also have a direct impact on all the three categories of values in a business 

venture namely; intrinsic value, market value and revenue which refers to the monetary qualities 

of the business. The Market and intrinsic value of a business since intellectual property comprise 

50 to 80% of the businesses value [42]. Theft of new product designs and strategies can have 

catastrophic consequences. Revenue can also be impacted directly by insider events. The 

intellectual property theft at American Superconductor immediately resulted in the loss of $800 

million in revenue. According to Cisco, nearly one-third of businesses that suffered a breach lost 

more than 20% of their revenue [38], [42].  

2.7.2 Operational Disruption 

Operations refer to the ability of a business to execute its mission. There three general categories 

of operational impact include operational disruption, increased overhead, and remediation costs. 

Operational disruption is usually difficult to quantify but includes unplanned expenses, increased 

staffing and inability to deliver goods and services. A detailed study by Deloitte estimated that for 

a large company that suffered intellectual property theft, the five-year operational disruption cost 

would be a whopping $1.2 billion [38].  

2.7.3 Increased Overhead 

Increased overhead due to necessary Cyber Security improvements, staff retraining, etc. also 

impact business operations and can exceed $13 million for a large corporation [39]. 

2.7.4 Remediation Costs 

According to the Ponemon Institute, the average remediation costs was $4.3 million in 2016 but 

decreased to $3.6 million in 2017. However, according to Deloitte, the remediation costs can be 

much higher and exceed over $10 million. This is, of course, largely fact-specific depending on 

the size of the organization, the degree to which the organization was harmed, and the required 

mitigation actions needed [39], [42]. 
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2.7.5 Reputation 

Reputation impact can be assessed by examining three areas: public relations expenditures, 

customer relationships, and the devaluation of trade names. Reputation, although difficult to 

quantify, is often the second most affected aspect of the business following a compromise – second 

only to value. According to Cisco, half of the organisations that were breached expended 

significant resources to actively manage the reputation and 42% of them lost nearly 20% of their 

existing customer base. Moreover, a detailed study by Deloitte uncovered that new customer 

acquisition decreased by as much as 50%. The study also revealed that large companies spent an 

average of $1,000,000 during a 12 month period to restore their reputation. The same study 

revealed a large company could experience an impact of $250 million over a five-year period by 

the devaluation of its trade name alone [38], [39], [42]. 

2.7.6 Culture 

Culture is often ignored when impacts are discussed, however, culture is the lifeblood of any 

organization. Culture holds the shared values, norms, beliefs and assumptions that ultimately drive 

employees’ actions. According to the Society for Human Resource Management, typical 

businesses experience 24% turnover each year and most employees only stay 4.5 years in a 

position millennial stay even less at two years on average [38]. This results in financial and 

logistical problems, but also data protection problems. According to research, most employees 

intentionally take confidential data with them when they leave and most will seek to use this to 

the detriment of the organization.  Add a significant corporate impact such as a data breach to this 

equation and the impact on culture is dramatically magnified. This can result in an additional 

turnover, increased distrust, and an eroding of morale all which can exacerbate the effects of a 

breach. In short, culture shapes everyday behaviour and a bad culture will lead to bad behaviour 

[39], [42]. 

2.7.7 Liability 

Liability refers to the external costs that are levied on an organization. Liability costs include 

compliance fines, breach notification costs, increased insurance costs, and litigation costs 

including attorney fees. These costs can be large ranging from $20 per record per customer breach 

to $3 million in litigation costs, a 200% increase in insurance costs, and fines that can exceed $1 

million. Moreover, litigation settlements can exceed tens of millions of dollars for large breaches 

[39], [42]. 



21 

 

2.8 Factors Leading to Insider Threats in Public Organisations 

The Computer Emergency Response Team (CERT) states that insiders cause ICT security 

incidents accidentally for different reasons that include; human error, lack of user awareness, 

drugs, fatigue, stress, moods, gender issues, drugs, age and or cultures.  These accidental threats 

are referred to as “Unintentional Insider Threat (UIT)” the most common examples includes 

security incidents such as excessive access rights being granted to wrong users, introducing 

vulnerabilities during software development when Systems Development Life Cycle (SDLC) 

steps are bypassed, leaving an unencrypted portable storage device unattended to, system 

configuration errors, inactivating security controls, voluntary rule breaking, self-benefiting 

without malicious intent [15]. These are insiders who can cause damage to an organisations 

resources through their actions unintentionally. Insiders both malicious and non-malicious can 

motivate the success of these non-targeted malware exploits in various ways that include, exposing 

the organisation in social engineering attacks, being a doorway of malware onto the network by 

using infected removable storage media, opening unsafe attachments and or visiting hostile 

websites [9]. They are capable of incidentally putting the organisational information at risk due to 

the fact that the accepted work processes they operate, are risky or simply because there are neither 

right tools in place nor the right awareness training provided.  For instance, it may be a common 

practice that employees put alternative email addresses on their business cards and also carbon 

copy their work to themselves on these consumer-grade web-based email systems including 

Yahoo, Icloud, Hotmail or Gmail. They can also share documents with others using personal 

storage solutions like Google Drive, Evernote, Icloud, Dropbox.  These personal Internet hosted 

systems take the organisational resources beyond the system of control which can put it at risk of 

compromise [9]. Among other factors includes; difficulty in modelling human behaviour, lack 

enterprise risk management, the complexity of the insider problem, lack of viable insider 

mitigation strategies, lack of Information Classification, access-control failure, misuse and 

defence by-pass and lack of user awareness on access, management hygiene and establish business 

rules of information management. 

Difficulty in Modelling Human Behaviour: Insider threat is not one problem, but various 

because modelling human behaviour is close to impossible which is a recorded limitation. Most 

perpetrators commit the crime while on duty having planned their actions so well, due to financial 

gain and the sophistication of technology [15]. 
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Lack Enterprise Risk Management: Most public organisations lack enterprise risk management, 

therefore, there is need to identify physical locations of critical data assets, advocate for user 

awareness on access management, adopt a risk-based approach and establish business rules of 

information management. Public organisations need to consider legal and regulatory implications 

in insider mitigation as well as adopting a risk-based approach [38]. Most incidents require little 

technical and sophistication because insider perpetrators plan their actions before effecting an 

attack, with a motivation of financial gain. Reducing the risk of these attacks requires 

organisations to look beyond their information technology and security to their overall business 

processes [4]. 

The Complexity of the Insider Problem: Intruders into information systems are either 

employees or others who are internal to the organization. Insider threat mitigation is a complex 

problem and research is in its infancy, therefore, there are opportunities for further research in this 

area. There is a need to develop granular attack trees for the rich variety of insider threats [44]. It 

is common knowledge that most public organizational shareholders are more sympathetic to 

organisations who have security breaches caused by externals than internals [44]. This highlights 

the need for research on the complexity of the insider problems, which are a factor leading to 

organisational insider threats because all employees need access to the relevant systems for them 

to be able to carry out their day to day tasks. 

Lack of Viable Insider Mitigation Strategies: Most Parastatals security controls have no viable 

insider mitigation strategies with no pointer to the extent of security and controls needed to be 

implemented. There is a need for them to customize their mitigation strategies according to the 

organizational goals so as to enable a multi-tiered insider threat plan of action as well as tailoring 

countermeasures and policies to meet continuous monitoring and identify abnormal behaviour and 

usage patterns [45]. 

Lack of User Awareness of Access, Management Hygiene and Establish Business Rules of 

Information Management: There is a positive linear relationship between organisational Cyber 

Security Preparedness and employee attitudes to security policies adherence. Therefore, 

implementing Cyber Security programs in Zambia’s public organisations cannot be successful 

without careful consideration of the legal and regulatory implications. There is a need to adopt a 

risk-based approach, identify physical locations of their critical data assets, advocate for user 

awareness of access, management hygiene and establish business rules of information 

management [32]. Public organisations should carry out Vulnerabilities Assessments (VAs) 
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targeting the security strategies and controls applied to protect the systems from insider attackers 

[32]. 

Organisations should alleviate users’ limitation of knowledge in the organization’s policies and 

procedures by conducting awareness training. Insider threats mitigation depends a great deal on 

the researcher’s experience, knowledge and network [46]. 

Lack of Information Classification: There is a need for improvements in information and assets 

classification, accompanying policies and ICT risk assessment. Most information security process 

is not embedded in public organisations operations, therefore, there is no insight into the actual 

threats to information security [24]. Awareness and business Policies should be established as well 

as the security maturity level of all organisations [47]. 

Access-control failure, misuse and defence by-pass: insiders should not have access to specified 

resources. This is a technical problem and, while prevention is straightforward, detection of 

access-control failures is difficult same as with access-control misuse [4], [41]. Access misuse - 

the insider has rights and within those rights can misuse system resources, probably the hardest 

form of attack to detect or prevent technically, since the insider already has legitimate access 

[4],[32]. Defence by-pass - insiders already inside the perimeter, and therefore have more 

opportunity for mischief. Purely technical defences are insufficient because if they worked, the 

problem would not exist. Dependence on technical or non-technical detection of anomalous 

behaviour or actual attacks is vital [4], [32]. 

2.9 Insider Landscape 

In the recent past, organisational insider attacks have grown exponentially. Take for instance, in 

2007, a study by KPMG reviewed that only 4% of the total recorded cyber incidents were 

instigated by malicious insiders [26]. Three years later the figure increased to 20% and 2013, 

Verizon’s extensive review stated that 69% of information security incidents were ascribed to 

insider threats [16].  The growing dimension of threats to insider can be evidenced by the 

revolution of the internet and the growth of the Internet of things (IoT). However, knowing what 

exactly motivates inside threats is the right path to finding a strategic solution of how to mitigate 

the problem to an acceptable level [16]. Table 2.1 gives a highlight of insider case progression as 

researched by various reputable organisations from 2000 to 2017. 
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Table 2.1: Insider threat progression 

No. Author Survey / Study Organisation Insider 

threats 

1. KPMG – 2007 The threat from within [26] KPMG 4% 

2. KPMG – 2017 The threat from within [26],[28] KPMG 20% 

3.  Christopher King - 2012 Malicious insiders and organized crime 

activity [21], [23] 

CERT 16% 

4. Verizon Risk Team – 

2013  

Data breach investigation [16] Verizon 69% 

5. Digital Guadian – 2013 Insiders Vs. outsiders what's greater 

Cyber Security threat infographic [22] 

Digital 

Guadian 

59% 

6. Vormetric – 2015 Insider threat report [19] Vormetric 83% 

7. Avecto – 2016 Mitigating risk by removing user 

privileges [27] 

Microsoft 94% 

8. T. McDaniel, et al - 2016 Security Survey [18] Forrester’s 

Global 

77% 

9. M. Spilter, et al – 2017 Data breach investigation  [16] Verizon 78% 

 

2.10 Recorded Insider Incidences 

Management and Education of the Risk of Insider Threat (MERIT) and Defence Personal Security 

Research Centre (DPSRC) records various insider attack vectors’ incidences in their database of 

insider incidents maintained with related research conducted by CERT which has numerous 

entries from public sources, collected since 2001 for misuse of organizational information by 

potential insiders includes but not limited to printing, emails, copiers, web posts, blogs, and social 

media chats and many more as shown in Table 2.2. 
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Table 2.2: Insider recorded incidences. 

No. Incidence Agent Details 

1. Banking 

sector  

Branch 

manager 

A case of a manager for a branch of a banking institution who stole 

over $225,000 from the business account after running into family 

health problems, gambling and unforeseen expenses [23], [26]. 

2. POS 

System 

Secretary In a case of a secretary who worked at a youth organization for over 

20 years, used a point-of-sale system to issue at least 500 fraudulent 

refunds totalling over $300,000 to the insider’s own bank account over 

a 5-year period [23]. 

3. Cell 

Phone 

Clones  

Group of 

insiders 

In a case of a group of insiders at a wireless telecommunications 

company who cloned more than 16,000 customer cell phones. The 

insiders made approximately $15 million worth of unauthorized calls 

for a period of six months [23]. 

4. Copier Army 

signals 

analyst for 

NSA 

A case of Sheldon Boon, an Army signals analyst for NSA, who used 

a handheld scanner to copy 52 classified documents and later passed 

to the Soviets[23], [25]. 

5. Email FBI 

intelligenc

e analyst 

A naturalized U.S. citizen from the Philippines while working at the 

FBI as an Intelligence analyst, took and transferred classified 

information to senior political officials of Philippines in an attempt to 

overthrow that country’s government [23], [25]. 

6. Printing Departme

nt of Navy 

(DON) 

computer 

specialist 

A case of Robert Chaegun Kim, a South Korean born American 

computer specialist working for the Department of Navy (DON) at the 

Office of Naval Intelligence. He used his insider access to find 

classified documents, delete the classification markings and printed 

them out to mail to his South Korean contacts [23], [23].  

7. Classified 

informatio

n Leakage 

intelligenc

e analyst 

WikiLeaks: A case of Bradley Manning, an American Army soldier 

who in his role as intelligence analyst, leaked the largest set of 

classified documents to the public as he worked as an intelligence 

analyst [22]. 

8. SCADA Electrical 

supervisor 

In a case of an electrical supervisor who developed an application for 

a SCADA system which was being used by the water firm. He installed 

a malicious program on one of the organization’s critical systems, after 

his contract termination and damaged the SCADA system [23]. 

9 Social 

Media 

posting 

incidence 

University 

of 

Professor 

In a case of a University of Tennessee professor who relayed sensitive 

data to China, while he emailed the other classified documents to his 

private email address. [23]. 
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2.11 Related Works 

Table 2.3 highlights various related works in mitigating insider related threats and risks that were 

reviewed for the fruition of this research 

Table 2.3: Related works. 

No  Title Author Key Findings Limitations/ Gaps 

1. Mitigating 

malicious 

insider 

cyber 

threat[44] 

Jason 

Anthony 

Smith – 

2015 

UK. 

• 87% percent of identified 

intruders into information 

systems are either employees 

or others internal to the 

organization.  

• Insider threat mitigation is a 

complex problem 

 

• Development of granular attack 

trees for the rich variety of insider 

threats 

• Public organisational shareholders 

are more sympathetic to 

organisations whom have security 

breaches caused by externals than 

internals 

2. A 

Framework 

for 

Assessing 

the Insider 

Threat in 

Parastatals 

[45] 

Michael 

Juma 

Abuli – 

2016 

Kenya 

• Kenyan parastatals controls 

and countermeasures has no 

viable insider mitigation 

strategies 

• There was no pointer to the 

extent of security and 

controls needed to be 

implemented at these layers. 

• Parastatals customization of  insider 

threat plan of action and mitigation 

strategies to align to corporate goals 

• Tailoring public organisation’s 

countermeasures and policies to 

meet continuous monitoring, to 

identify abnormal behavior and 

usage patterns (awareness) 

3. Managing 

insider 

threat [38] 

Jim 

McCurry 

et al – 

2016, 

USA 

Public Organisations need to:  

• Identify physical locations of 

their critical data assets  

• Advocate for user awareness 

on access management 

• Consideration of the legal and 

regulatory implications of insider 

mitigation. 

• Adopt a risk-based approach 

4. Investigatin

g 

Insider[47] 

W.Corne

lissen – 

2009 

Finland 

• Need for improvements in 

information classification, 

related policies and ICT risk 

assessment 

• Adopting a risk-based approach and 

critical assets classification 

• Awareness and established business 

Policies 

• Security maturity level of firms. 

5. Norwegian 

Approach 

in- Insider 

Threat [46] 

Terje 

Benjami

nsen, 

2017 

Norway 

• 76% cases are self-initiated 

(insiders) 

• Motivation -financial gain 

47%, ideology 20%, desire 

for recognition 14%, loyalty 

14%, and revenge (6%). 

• Users limitation of knowledge in an 

organization’s policies and 

procedures 

• Qualitative research depends a great 

deal on the researcher’s experience, 

knowledge and network 
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No  Title Author Key Findings Limitations/ Gaps 

6. Factors 

determining 

Zambia’s 

Cyber 

Security 

preparednes

s [32]  

Collins 

C. 

Kachaka

, – 2016 

Zambia 

• Banks’ preparedness to fight 

cybercrime varied from 

neutral to agree 

• There is a positive linear 

relationship between Banks’ 

Cyber Security Preparedness 

(BCP) and bank staff 

attitudes & security policies 

• Larger scale investigation targeting 

the examination of security 

vulnerabilities 

• Strategies applied for and factors 

contributing to insider hacking of 

bank systems 

• The extent of ignorance contribution 

towards perpetration of cybercrimes 

7 Insider 

Threat 

Study: 

Illicit Cyber 

Activity in 

the Banking 

and Finance 

Sector[43] 

Marisa 

Reddy 

Randazz

o et al – 

2005 

USA 

• Most insider attack 

incidences require little 

technical sophistication 

• Insider attack perpetrators 

plan their actions in advance 

before attacking 

• Most perpetrators are 

motivated by financial gain 

and the sophistication of 

technology 

• Victim organisations 

suffered financially 

• Reducing the risk of these attacks 

requires organisations to look 

beyond their information technology 

and security to their overall business 

processes  

• Most organisations executive 

management  have continued to keep 

a blind eye to warnings concerning 

insider threats due to the high cost of 

implementing improved security 

8. Insider 

Threats An 

Overview 

of 

Definitions 

and 

Mitigation 

Techniques

[15] 

J.H.  

Associat

es LLC 

& 

Christian 

W. 

Probst, - 

2008 

Denmark 

• Most incidents required little 

technical and sophistication, 

insider perpetrators planned 

their actions before attacking 

as motivated by financially 

gain and that most victim 

organisations suffered 

financial from insider 

perpetrators.  

 

• The researcher further 

recommended that reducing the risk 

of these attacks requires 

organisations to look beyond their 

information technology and security 

to their overall business processes 

9 Detecting 

Malicious 

Insider 

Threat in 

Cloud 

Computing 

Environme

nts by 

Thesis 

Piraeus[8] 

Nikolaos 

Pitropaki

s – 2015 

Greece 

• Identified that malicious 

insider threat as one of the 

major ones, without 

sufficient countermeasures 

• There are malicious insiders 

that was introduced along 

with the cloud computing, 

which has multiple roles and 

more attack points than an 

outsider 

• There is a need to investigate the 

cloud infrastructure in depth in order 

to check whether a potential attack 

can be detected 

• There is need to focus on adding 

extra layers of either cryptography 

or steganography to the 

authenticator, in order to increase 

the security level without 

significantly increasing the overhead 

introduced 
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No  Title Author Key Findings Limitations/ Gaps 

10. Analysis of 

Insiders 

Attack 

Mitigation 

Strategies 

Zulkefli 

Mohd 

Yusopa 

and 

Jemal 

Abawajy 

- 2014 

Australia 

• The steps of embracing 

Cloud storage service has led 

to security problems 

• An attacker that has access to 

the cloud storage component 

is able to take snapshots or 

alter data in the storage. 

• One of the most serious 

challenges, not only in cloud 

computing but to data 

security in general, is the 

insider threat 

• Once data is in the cloud and users 

no longer physically possess their 

data, its confidentiality and integrity 

can be at risk 

• The main security concerns of 

clients are a loss of direct control of 

their data and being forced to trust a 

third party provider with 

confidential information. 

• A malicious insider, such as a cloud 

administrator, can easily inspect the 

virtual machines of cloud users and 

retrieve sensitive information 

 

2.12 Insider Threat Attack Vectors 

2.12.1 Access Control Attack Vector 

The ideal access-control policy simultaneously grants the user sufficient privileges to perform 

necessary tasks, while constraining access according to a set of rules. The rules are based on 

principles of least privilege, escalation and separation of duties [4],[40]. Access control is the 

mechanism of providing and limiting access to electronic resources based on a set of credentials. 

The two components of this mechanism namely, authentication: showing who or what you are, by 

demonstrating possession of certain credentials and authorization: determining if your credentials 

are sufficient to provide you with a requested type of access.  The extent to which explicit, fine-

grained access controls can be defined and enforced shapes very directly the type of insider misuse 

that might occur [4],[41]. 

In its basic form access control maps users with access to resources. Role-Based Access Control 

(RBAC) is a finer-grained method that maps defined roles with access to resources. Temporal 

RBAC extends this method by specifying time constraints on when a role can be enabled or 

disabled. Different methods of implementing access control have also been proposed, more 

importantly, that access control policies also need to be able to specify monitoring and auditing 

requirements [4]. However, access control has a number of limitations, because even perfect 

access control will not prevent insider attacks who are only using privileges that are deemed 
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necessary for their daily task. Various studies show a disconnect between what real-world 

practitioners desire and what the research communities offer. Meanwhile, limiting access 

legitimately can have a negative impact on the productivity for non-malicious employee [4],[40]. 

2.12.2 Cloud Attack Vector 

An analysis of insider attacks mitigation strategies by Zulkefli M. Yusopa and Jemal Abawajy 

reviewed that anyone with access to the cloud storage component is able to take snapshots or alter 

data in the storage. Security is the biggest issues in Cloud Computing as it offering storage service 

at a remote location that the consumers generally need to trust the Cloud provider and unaware of 

what happens to their data [48]. Therefore, insider security is one of the biggest issues in cloud 

computing as it offers storage services on a remote location that the consumers generally only 

need to trust the cloud provider and are unaware of what happens to their data. Among security 

threats in the cloud, malicious insider threats pose a serious risk to clients [48]. Once users no 

longer physically possess their data, its confidentiality and integrity can be at risk. The main 

security concerns of clients are a loss of direct control of their data and being forced to trust a third 

party provider as in Fig 2.1 with confidential information. Among security threats in the cloud, 

insider threats such as malicious system administrators pose a serious risk to clients [49]. 

 

Fig 2.1: Cloud Storage [49] 

Data that is resident in Cloud Systems suffers the risk of Confidentiality, Integrity & Availability. 

The issues of keeping information secure and confidential in a cloud storage system are 

paramount. The owners of the cloud service system have literal control over the data they hold on 

behalf of their customers and this may imply that they can modify data to their liking without the 

data owner’s consent. This act amounts to insider threats. Cloud systems are internet based making 
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them accessible to both insiders and external hackers [49]. The difficulty, therefore, is managing 

access control. 

2.12.3 Data at Rest Attack Vector 

Data-at-Rest Risk Factors: The identified risk factors targeted at secondary storage medium 

includes; Media Theft- where the device containing the data gets stolen [4],[50]. Data Corruption 

where the data held on the device or flash-drive gets corrupted due to incorrect usage [4]. Storage 

Wear (flash-drive) refers to the wear and tear of the storage device due to time or age. A flash 

drive memory cell’s lifetime is finite and each flash drive memory cell has limited endurance. The 

data written and deleted onto or from the device cannot be done time beyond a certain number 

(reprogrammed continuously). Each flash drive memory cell is called a Single Level Flash Cell 

(SLC) and each SLC has an industrial tolerance of approximately 10k Program/Erase (P/E) cycles 

while a 2-bit Multi-Level Cell (MLC) has an industrial tolerance of about 3k P/E cycles. Data 

Diddling - A possibility exists where an attacker can fiddle with the data held on the storage device 

(flash drive) before handing it over to systems users for either storage or processing [4], [51]. 

2.12.4 Biometrics Attack Vector 

We discuss the potential privacy pitfalls arising when using a biometric identifier. Biometric can 

expose sensitive data such as information about one’s health and the racial origin and this 

information can then provide a basis for unjustified discrimination of the individual data subjects 

[50]. The possible attack vectors in biometric systems have been showcased from different 

viewpoints. The first being the scheme of Fig 2.2, by the international standard ISO /IEC JTC1 

SC37 SD11. This identifies where possible attacks can be conducted as in Figs 2.3 and 2.4 [4]. 
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Fig 2.2 : ISO Illustrations of error rates for different biometric modalities [4] 

 

 

Fig 2.3: ISO’s model attack framework [4] 

All biometric systems involve two steps namely Enrollment step and a verification step. ISO 

30107 illustrates a presentation of a biometric attack detection [4]. 

International Business Machines (IBM) researchers identified and categorized a number of the 

biometrics related attacks. These attacks are intended to either circumvent the security afforded 

by the system or to deter the normal functioning of the system as in Fig 2.4; 
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Fig 2.4: IBM’s biometric threat model [4] 

Presentation Attack – Spoofing the biometric trait, such as with a finger mould, presented at the 

sensor, Replay Old Data – Resubmitting illegally intercepted data to the system. Override Feature 

Extractor – Overriding the feature extractor to produce predetermined feature sets. Synthesized 

Feature Vector – Replacing legitimate feature sets with synthetic feature sets. Override Matcher – 

Overriding the matcher to output high scores, thereby defying the system security. Modify 

Template – Compromising the templates stored in the database. Alternately, introducing new 

templates to the database. Intercept the Channel – Altering the data in the communication channel 

between various modules of the system. Override Final Decision – Overriding the final decision 

output by the biometric system. Several security techniques exist to thwart attacks at various 

points, including encrypting communication channels, using mutual authentication, placing the 

feature extractor and the matcher in secure locations, and limiting unsuccessful attempts[4], [44]. 

2.13 Insider Threat Mitigation Models and Programs 

2.13.1 Model 

Insider attacks landscape has shown an exponential growth in the recent past. This can be 

evidenced by a number of research that has been done globally by both academics and big business 

players such as CERT, SysAdmin, Audit, Network, and Security (SANS), IBM, KPMG, Verizon, 

PricewaterhouseCoopers (PwC), Ernest and Young (EY), Deloitte and Touche, Microsoft as well 

as the uprising of the of Internet of things[7],[13],[16],[28],[29]. The challenge necessitates an 

understanding of ANT in order to have knowledge of the link between human and circumstantial 

factors that include; technological, sociological and social-technical domains in which the insiders 
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operate. This is because technology alone has the potential of enhancing the challenge than 

otherwise. The predicament has led many researchers to endeavour in studying TPB and individual 

behaviour, with an aim of mitigating insider threats. Despite all the global efforts and the results, 

no such research efforts have been employed in Zambia to address Insider threats mitigation [32]. 

Recent surveys by Forrester’s Global Business Technographics showed that internal fraud risks 

are an area that has long been managed using forensic data analytics and ranked as the top use 

case at 77%. While Cyber breach and sabotage ranked the second-highest risk area at 70% [18], 

[29]. It is, therefore, imperative that internal attackers, generally accounts for approximately more 

than half of the risks that an organization is exposed to, whilst the external threats account for 

approximately above a third of the risks despite the gravity of the external consequences to an 

organization [19]. 

2.13.2 Insider Threat Programs  

A number of a reputable organisation such as CERT, ISO 27001 among others have considered 

adopting programs to mitigate Insider threats as in Figs 2.5 and 2.6. These are step by step elements 

that are required by an organisation that is cyber security conscious and endeavours to be cyber 

ready in mitigating insider threats. However, they fail to implement due to high cost of 

implementation and continuous improvement processes.  In the direction of adopting industry best 

practices for the stated solution and strengthening the insider threat mitigation program, we 

decided to adopt some components from the CERT’s Insider Threat program as shown in Fig 2.5 

and ISO 27001 model in Fig 2.6 such as adoption of security policies, security procedures, training 

and awareness, compliance, Human resource security, supplier security,  integration of Enterprise 

Risk Management and Incidence response or management among others that are necessary to 

produce a fully functioning insider threat program to suit Zambian public sector [7], [17]. 
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Fig 2.5: CERT Insider Threat Components[7]. 

 

Fig 2.6:  ISO 27001: ISMS Requirements[17] 

Ernest and Young’s (EY) Insider Threat Program Framework which leverages the work of the 

United States of America (USA) and United Kingdom (UK) CERT, the Intelligence and National 

Security Alliance, the National Institute of Standards and Technology, and the Centre for the 

Protection of National Infrastructure, helps organisations develop an integrated risk management 

program to protect their critical assets against insider threats [38]. It offers a data-driven approach 

to manage insider threat risk while taking advantage of the advanced analytical tools and 

information governance disciplines. This was created with the assumption that the insider threat 

program should be fully integrated with the organization’s existing corporate security and Cyber 
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Security programs. Insider threat needs to be part of enterprise-wide risk management 

considerations, aligned with organizational risk priorities. An insider threat program is far more 

than a technical program. Given the nature of insider threats, the human element is just as 

important as the technology. The human consideration needs to be embedded in every aspect of 

the insider threat program, from policymaking, monitoring and escalation procedures to 

consequence management [38],[39]. 

2.14 Chapter Summary 

This chapter discussed the literature and the related studies which met its objectives by comparing 

and contrasting the previous works of other researchers and provide support for the development 

of a proposed Insider cyber threat mitigation model to reduce the risks associated with insider 

threats to an acceptable level. It discussed a number of factors affecting insider security 

management in public organisations. It highlighted the meaning of ICT/Cyber Security culture in 

organisations, the various indicators to ICT/Cyber Security and how they can be related to the 

public organisations. Numerous challenges were identified from the various literature reviewed. 

The ultimate conclusion of the chapter from the literature reviewed indicated the gaps in the factors 

and challenges to organisational ICT/Cyber Security culture.  
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CHAPTER THREE 

RESEARCH METHODOLOGY 

3.1 Introduction 

In the previous chapter, literature was reviewed with an aim of establishing the challenges 

encountered by the other countries’ Public Organisations in mitigating insider threats and 

identifying factors leading to the insider attacks and or information leakage in Zambia. A critical 

analysis of how insider attacks impact on the productivity of the nation through the public 

organisations was considered.  Having laid the basis for the study, this chapter discusses the 

approach taken in the collection and interpretation of research data. It entails formulating the 

problem to investigate, selection of the suitable research design, procedures for data collection, 

the target population and the sampling technique, that was used. It will also cover the research 

instruments, the data analysis technique as well as the ethical considerations.  

Research methodology denotes an approach and procedure of a logical process which is applied 

to a scientific investigation. This approach concerns an available technique for data collection, 

coding, entry, processing and analysis [52]. Consequently, the proposed philosophy adopted by 

this research was positivism perception which proposes scientific methods as a means of 

knowledge generation and that the data collection techniques to use include small samples and 

quantitative in nature [53]. 

This methodology is as illustrated in the process flow diagram in Fig 3.1 in that order. The research 

problem is encapsulated in the research objectives below. 

The objectives of the study included the following: 

i. To establish the types of vulnerabilities in public organisations that can be exploited 

by insiders 

ii. To establish the effectiveness of the current controls in public organisations in 

protecting against potential Cyber Security threats from insiders 

iii. To propose measures to mitigate insider threats. 
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Fig 3.1:  Methodology Process Flow chart 

 

3.2 Research Approach 

In order to meet the research aim and set out objectives, a mixed approach of both qualitative and 

quantitative methodologies was employed to investigate, process, analyse and interpret the 

required information because the study was centered on both deductive and inductive approach. 

The deductive method involved the design of the theory, research objectives and research 

questions whereas the inductive method included a detailed analysis of various sources of relevant 

data collected to discover relevant literature for the study.  
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Quantitative research is based on a phenomenon that can be expressed or measured in quantity 

[54]. The research design uses a wide range of data collecting strategies that includes unstructured, 

semi-structured and structured interviews [55]. The choice of the strategy is dependent on whether 

the questions and the expected response categories are preplanned, structured and standardized 

across different respondent and situations. A balanced choice, helps the researcher limit the 

potential of bias while maintaining question flexibility and variation [56]. In this study, it was used 

to produce descriptive information for achieving the set research objectives. 

Qualitative is based on a phenomenon that concern quality [54]. It can be used to develop the 

understanding required for evaluating if a variable is relevant or not to a given problem, situation. 

The approach uses a variety of data collecting strategies among them being questionnaires [57]. 

In this study, it was used to investigate, analyses and interpret the required quantitative information 

to achieve the set objectives above. 

The reasons for using the mixed approach included the fact that [58];  

i. Results superior evidence can only be achieved when different approaches are used to 

focus on the same phenomenon and they provide the same results 

ii. To supplement ones set of results with another 

iii. To discover something that would have been missed if only a qualitative or quantitative 

approach alone was used. 

Mndeme argued that multiple approaches are useful if only they afford better prospects for 

answering research questions and where they allow one to better evaluate the extent to which 

research findings can be trusted and inference made from them [59]. Take, for instance, interviews 

may be a valuable way of triangulating data collected by other means such as questionnaires. 

Therefore, the nature and purpose of the research will influence the research method and approach 

adopted, that’s why in this deductive process or reasoning we adopted the missed approach. 

3.3 Research Design 

This is defined as the blueprint for conducting a study with maximum control over factors that 

may in interfere with the validity of the findings or a plan that describes the process flow of data 

to be collected and analysed [60]. The design adopted was descriptive and explanatory of both 

mixes being qualitative and quantitative. 
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Descriptive because it is designed to provide a real picture of a situation as it naturally happens. It 

has been used in evaluating the challenges encountered by public organisations as it relates to 

insider threats as well as identifying factors that lead to insider threats through the reviewed 

literature. Explanatory because it involves assessing the level of provision of mitigating factors of 

the insider threats to Zambia’s Public Organisations, investigating the awareness levels of the 

employees as it relates to insider threats mitigation as well as analyzing how insiders impact on 

the productivity of the nation. We adopted qualitative and quantitative for triangulation purposes, 

because it is effective in balancing the choice of the researchers, thereby limiting the potential of 

biases while maintaining question flexibility and variation [56]. The nature and purpose of the 

research had influenced the research methodology in terms of location, targeted population, 

duration, sampling design, data collection and analytical procedures. The study developed a 

theoretical insider cyber threat mitigation model from the available literature and the research 

findings.  

3.4 Target Population 

Population is the total number of units from which data can be collected including people, 

artefacts, events or organisation [61]. Another researcher defines population as the entire set of 

people who have some common characteristics as defined by the sampling criteria which was 

established for the study [60]. 

In this study the population of informants from whom a sample was selected to participate in data 

collection were Public institution employees whose roles, responsibilities and accountabilities 

relates to ICT including but not limited to all ICT/Cyber security key stakeholder categories from 

Executive or Top Management, Middle & Lower management to ICT Role players in eight public 

organisations. The eight public organisations were picked from various sectors that embraces ICT 

as a support service to the business units that included; Finance, Banking, Energy, Higher 

institution of learning, Government Agencies as well as Authority and regulatory boards. 

3.4.1 Top Management 

These are the executive management that included the CEO’s and Directors who are the key 

sponsors of their various organisational ICT/Cyber security management. They were targeted from 

a total of eight public institutions because they are the are accountable for the management of 

ICT/Cyber Security as well as risks of the corporations and they are the most affected be the 

prevailing insider threats. For the security program to be effective, the projects requires full 
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support and buy-in from the Executive Management in committing support to ICT/Cyber Security 

management by approving; 

i. Cyber and ICT security related budgets, policies and procedures 

ii. Full adoption of international standard and framework like ISO27001 or COBIT 5, 

implementation and compliance reviews 

iii. ICT risks integration into the organisational Enterprise Risk Management (ERM) program 

iv. Inclusion of ICT security in all ICT related projects and developments for security 

compliance purposes. 

When research is conducted on Zambia’s public organisation with a justified representation of this 

category forms a basis for generalization and conclusion of the Zambian public organisation 

position. Therefore, having considered a reasonable sample representative of this population, the 

research has well represented Zambia’s public organisations.  

In an endeavor to achieve reliability and validity of data collected, other categories, professions 

and workmen were engaged through structured questionnaires and interviews. 

3.4.2 Middle Management 

These are process and function owners who includes departmental heads, managers and 

supervisors from ICT, Cyber Security, Physical security, Legal, HR and Training, Finance, 

Internal audit/Risk and Procurement departments. They were targeted because they own assets, 

processes and functions and manage all processes and functions that relates to ICT/Cyber security. 

They have a mandate to protect the organisation’s information. They are also in charge of 

managing and coordinating the employees’ activities and ensuring ICT/Cyber security compliance 

from the users and all insiders to the laid policies and procedures. 

3.4.3 Lower Management 

These included Engineers, officers, administrators, technologists, technicians, analysts and 

Helpdesk staff from ICT, Cyber Security, Physical security, Legal, HR and Training, Finance, 

Internal audit/Risk and Procurement departments. They were targeted because they are the ones 

who are fully involved in the administration of users, data, systems, access rights, employees, 

contracts, personally identified records and actual classified data handling in public organisations 

supervised by relevant middle management professionals. They have vast experience in the 

principal insider related activities and thereby making them resourceful in providing reliable data 

for research consideration. 
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3.4.4 ICT Role Players 

These included all ICT users in the public organisations under review. They were targeted because 

they are the ones who are fully involved in the day to day use and handling of all categories of 

information and systems. Additionally these is the category of users who cause most unintentional 

data breaches due to ignorance and other unintentional reasons that may eventually compromise 

data security of the organisation. They have access to most of the information that external 

perpetrators look for and can easily lure them into providing classified credentials to the attackers. 

They require more awareness and training, which made them resourceful in providing reliable data 

for research validation. Table 3.1 illustrates the summary of the research target group, sampling 

method and justification. 

Table 3.1: Target group summary 

No. Target group Sampling 

method 

Justification 

1. Top 

Management 

Purposive 

sampling 

They are key stakeholders who are accountable for 

organisational data security.  

2. Middle 

management 

Purposive 

sampling 

They are asset owners, data owners, process owner and 

function owners who are responsible and mandated to 

protect the organisation information 

3. Lower 

Management 

Purposive 

sampling 

They are fully involved in the administration of users, data, 

systems, access rights, employees, contracts, personally 

identified records and actual classified data handling 

4. ICT role 

players 

Purposive 

sampling 

They are fully involved in the day to day use and handling 

of all categories of information and systems 

   

3.5 Sampling 

A sample is a comparatively minor subset of a population that is projected to represent or stand in 

for, the population in a particular research [62]. It takes off by defining particular groups of 

components, that is, individuals, groups and organisations. The sample is selected from the study 

population that is usually referred to as the “target population or accessible population” [60], [63]. 

The sample selected included that ICT key stakeholder categories included Top Management, 

Middle & Lower management from ICT, Cyber Security, Physical security, Legal, HR and 



42 

 

Training, Finance, Internal Audit/Risk and Procurement departments and ICT Role players in 

eight public organisations. 

3.5.1 Sampling Process 

Sampling is a process of selecting a group of people, events and behaviour with which to conduct 

a study [60]. In this research, non-probabilistic sampling was employed. This is purposive 

sampling which is oriented towards the development of ideological knowledge from 

generalizations of individual cases and population selected from a non-random cross section of 

operational staffs. In the questionnaire, six factors which are also global indicators of ICT Security 

culture were used and modified to fit the public organisation [64]. 

3.5.2 Purposive (Non-Probability) Sampling 

Also known as judgmental sampling, it is referred to as purposeful by [65]. This sampling strategy 

is employed when there is a very large pool of potentially information-rich cases and no obvious 

reason to choose one case over another. Other researchers describe purposive sampling as an 

approach of sampling where a researcher purposefully chooses who should be included in the 

study based on their capability to provide essential data [66],[67]. Therefore, purposive sampling 

was used to select the representative sample from eight public organisations population of interest. 

The justification for selecting this approach was due to the fact that it enables the use of a 

judgmental selection of cases that can preeminently answer the research question(s) as well as 

meet the objectives. 

3.5.3 Sample Size  

In research, for a sample size to be representative of the chosen population, should not be less than 

5% of the population size [68]. However, since the research had a view of obtaining a larger 

sample representation percentage was adopted.  

Two different types of questionnaires were distributed to the eight public organisations in sets of 

a total of 34 questionnaires of both types, which included ICT Security Heads of the companies 

under review to validate the content. The two Questionnaires distributed in eight organisations 

were 272 in total and completed during one of the ICT Security circle sessions and a total of 240 

responses were received of which 16 were spoiled. The remaining 224 responses account for 

82.4.5% response rate. Table 3.2 indicates the demographic distribution and categories of the 

respondents.   
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Table 3.2: Demographic Distribution of Respondents 

No. Categories of 

Companies  

 

Sampling 

Method 

Questionnaire 

1 

Questionnaire 

2 

Sample 

Size 

Totals 

1. Company 1 Non-

probabilistic 

14 18 32 

2. Company 2 Non-

probabilistic 

14 18 32 

3. Company 3 Non-

probabilistic 

13 18 31 

4. Company 4 Non-

probabilistic 

12 16 28 

5. Company 5 Non-

probabilistic 

12 16 28 

6. Company 6 Non-

probabilistic 

11 15 26 

7. Company 7 Non-

probabilistic 

10 14 24 

8. Company 8 Non-

probabilistic 

10 13 23 

9. Totals  96 128 224 

 

3.6 Ethical Considerations  

The researcher sought authorization in writing from the University of Zambia to Public 

organisations respective Chief Executive Offices (CEOs), Managing Directors (MDs)s and 

Director Generals (DGs) Commissioner Generals (CGs) seeking permission for the research data 

collection. Permission for data collection was granted from eight public organisations and letters 

are on record. During this study, a relationship with reference to the letter of approval was first 

established between the researcher and the respondents which created a comfortable environment 

for them to openly and freely participate. During interviews, consent was sought to take notes 

during the response sessions. Respondents were also assured of respect and confidentiality. A 
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covering letter included the statements on the use of data assuring confidentiality and anonymity 

of the respondents. 

3.7 Methods of Data Collection and Instruments Used 

Data collection is defined as the precise and systematic way of collecting information relevant to 

the research sub-problems, using the methods such as interviews, participate observation, 

questionnaire completion, focus group discussion, narratives and case studies or histories through 

the use of quantitative methods. Its major purpose is to verify the research questions and 

hypothesis. The data sources included both primary and secondary data collection which satisfied 

the study objectives.  

3.7.1 Secondary Data Collection 

Secondary data sources included published documents and any recordings that relate to the 

information originally presented previously [57]. The dataset sources included published journals, 

dissertations/thesis, reports, textbooks, dictionary, internet and related articles. These sources were 

used to review related works considering the fact that other documents related to this study were 

written by other authors from various countries. 

3.7.2 Primary Data Collection 

Primary data is that which is collected on the first-hand basis and original [57]. Both structured 

interviews and questionnaires were used as primary data collection instruments that facilitated 

data collection. Questionnaires were administered to the concerned professionals in public 

organisations while the interviews were conducted with the targeted ICT related departments and 

professionals. The targeted population included; ICT key stakeholders and role players from Top 

Management, Middle management, Lower management and others from the public organisation. 

3.7.3 Research Instruments  

The data collection methods and instruments adopted for the mixed approach of qualitative and 

quantitative to achieve the objectives of the study included mailed and self-administered 

questionnaire as well as structured and non-structured interview in all the eight public 

organisations. These implementations were made by the researcher through the guidance of the 

supervisor.  
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3.7.3.1 Questionnaires 

A questionnaire has been defined as any written instrument that presents respondents with a series 

of questions or statements to which they react by writing the answers [69]. Interview-administered 

and self-administered questionnaires were both used in this research. Both questionnaire 

comprised of participant’s bio-data, open and closed-ended statements about management of 

Cyber Security threats by Insiders. Insider threats with its factors were identified from the review 

of the literature in Chapter 2 to inform the questionnaire development. They were used as the most 

dominant themes and were adopted in this study after well-researched existing validation 

measures. It was prudent to make use of these factors in the questionnaires in this research. The 

statements most relevant to the factors which were identified as themes in this quantitative and 

qualitative study were selected from each measure. This created a composite questionnaire with 

91 questions in total including 16 opinionated statements bordering on Organisational ICT 

Security Culture as illustrated in Tables 3.3, 3.4, 3.5, 3.6, and 3.7. 
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Table 3.3: Likert Statements assessing the extent to which internal Cyber/ICT Security controls 

assurance enhances corporate governance 

Themes Questions 

Assessing 

the extent 

to which 

internal 

Cyber/ICT 

Security 

controls 

assurance 

enhances 

corporate 

governance 

i. Your organisation has adopted, implemented and enforced the international ISMS 

standards and framework such as ISO 27001 and COBIT for security. 

ii. Cyber/ICT Security has a risk-based plan that determines the priorities of the 

Cyber/ICT Security activity, consistent with the organization’s goals. 

iii. The Chief Cyber/ICT Security Officer (CISO) ensures that Cyber/ICT Security 

resources are appropriate, sufficient, and effectively deployed to achieve the 

approved plan. 

iv. The Cyber/ICT Security activity assist the company in maintaining effective 

controls by evaluating their effectiveness and efficiency and by promoting 

continuous improvement 

v. Cyber/ICT Security Officers check that internal controls exist and are working 

effectively 

vi. Cyber/ICT Security Officers are alert to the significant risks that might affect 

objectives, operations, or resources. 

vii. Cyber/ICT Security helps in the achievement of the company’s strategic objectives.  

viii. Cyber/ICT Security ensures that there is compliance with laws, regulations, 

policies, procedures, and contracts by the company 

ix. Confidentiality and integrity of financial, strategic, and operational information is 

assured by CISO 

x. Cyber/ICT Security has greatly helped to safeguard assets and minimize loss at our 

organisation 

xi. Cyber/ICT Security carry out ICT risk assessments that has helped Management at 

our Organisation 

xii. Cyber/ICT Security at our organisation issue reports in a useful timely? 

xiii. Cyber/ICT Security staff are given regular in-house awareness and training in 

security practice standards 

xiv. Not all Cyber/ICT Security staff at our Organisation have experience and are 

certified in Cyber/ICT Security profession 

xv. What is the most positive or negative attribute that Cyber/ICT Security Officers 

have exhibited? 
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Table 3.4: Questions assessing the influence of Cyber/ICT Security recommendations on 

corporate governance 

Themes Questions 

assessing the 

influence of 

Cyber/ICT 

Security 

recommenda

tions on 

corporate 

governance 

i. The Cyber/ICT Security activity assess and make appropriate and value 

adding recommendations which are implemented by management on a 

timely basis to improve the organization’s governance processes  

ii. The Chief Cyber/ICT Security Officer (CISO) communicates results to the 

appropriate parties timely for consideration    

iii. Management accepts responsibility for monitoring corrective action on 

vulnerabilities reported by Cyber/ICT Security     

iv. The Cyber/ICT Security executive establishes and maintains a system to 

monitor the disposition of results communicated to management 

v. Cyber/ICT Security have a clear and positive relationship with management 

that allows it to communicate openly and confidently without fear of 

repercussions 

vi. Management views Cyber/ICT Security function as an impediment to 

fulfilling its objective on time 

vii. The Cyber/ICT Security budget includes adequate funds for professional 

development and the planned use of external experts 

viii. The degree of response to Cyber/ICT Security report by senior 

management is satisfactory      

ix. What is it that Cyber/ICT Security officials should do or should not do to 

improve its relevancy at your Organisation? 
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Table 3.5: Likert Statements assessing the independence and objectivity of Cyber/ICT Security 

activity in the organisation as a mechanism of governance 

Themes Questions 

Assessing the 

independence 

and 

objectivity of 

Cyber/ICT 

Security 

activity in the 

organisation 

as a 

mechanism 

of 

governance 

i. The department has a charter approved by the board that gives it its mandate and 

independence with a formally defined purpose, authority, and responsibility of 

the Cyber/ICT Security activity in line with the Mission of Cyber/ICT Security 

ii. Cyber/ICT Security Officers are professionals and competent to act 

independently and objectively in the performance of their work. 

iii. The relationship between Cyber/ICT Security and employees is viable and 

professional     

iv. The Cyber/ICT Security activity is free from interference in determining the 

scope of Cyber/ICT Security, performing work, and communicating results 

v. Cyber/ICT Security Officers have an impartial, unbiased attitude and avoid any 

conflict of interest     

vi. If independence or objectivity is impaired in fact or appearance, the details of the 

impairment are disclosed to appropriate parties 

vii. Cyber/ICT Security Officers provide consulting services relating to operations 

for which they had previous responsibilities   

viii. If Cyber/ICT Security Officers have potential impairments to independence 

or objectivity relating to proposed consulting services, the disclosure is made to 

the engagement client prior to accepting the engagement    

ix. Cyber/ICT Security function sometimes faces interference from management in 

determining its scope and communicating results. 

x. Cyber/ICT Security at our organisation have access to all records and books  

without interference from line managers 

xi. Cyber/ICT Security staff are required to review all departments in the 

organisation 

xii. Cyber/ICT Security Function report at a very senior level in the Organisation  

xiii. Cyber/ICT Security have no personal or professional involvement with or 

allegiance to the asset being protected and maintains an unbiased and impartial 

mindset in regard to all engagements at our organisation 

xiv. Is Cyber/ICT Security function seen and act independently at your company? 

YES or NO. 
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Table 3.6: Questions assessing the insider threats and security activity in the organisation 

Themes Questions 

Assessin

g the 

insider 

threats 

and 

security 

activity 

in the 

organisa

tion 

i. Which category of insider are you the most concerned with as being the most 

detrimental to your organization 

ii. What are you most concerned about as relates to an insider threat? Select all that apply 

iii. Can you place a financial value in U.S. dollars on your organization’s potential loss 

from an insider threat?  

iv. Does your organisation have the ability to prevent/deter an insider incident/attack? 

v. What tools or techniques are you using to prevent/deter insider threats before they 

become an actual incident or attack? 

vi. What Administrative policies & procedures are you using to prevent, detect and mitigate 

actual insider threats incident or attack? Select all that apply. 

vii. Does your ICT /Cyber Security/HR department mandate a screening and underground 

check for prospective employees before they are employed? 

viii. How often do you review the policies and procedure? Select all that apply 

ix. How often do you conduct user awareness? Select all that apply  

x. Who is covered under awareness/training scope?  

xi. What factors do you feel are limiting your ability to prevent/deter an insider 

incident/attack? Select all that apply. 

xii. How effective do you feel your prevention measures are? 

xiii. What tools or techniques do you use to detect insider incidents/attacks? Select all 

that apply. 

xiv. Does your incident response plan has special provisions for incidents involving 

insiders? 

xv. Have you ever experienced an actual insider incident/attack in your organisation? 

xvi. From the actual or estimated start of the incident/attack, how long did it take you to 

detect/mitigate? 

xvii. What do you estimate was the extent of your (worst) loss in U.S. dollars? 

xviii. Does your organisation have an ICT/ Cyber Security policy and procedure which 

are aligned with the corporate strategy? 

xix. Does your organisation have a mandatory Non-Disclosure Agreements (NDA) 

Policy? 

xx. What’s the Policy for user access rights deactivation after termination of contract? 
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Table 3.7: Questions assessing Your Vulnerability to Insider Threats 

Themes Questions 

Assessing 

Your 

Vulnerability 

to Insider 

Threats 

i. Why do you think an insider would attack their own employers? 

ii. What do you think would lead to insider attack in your organisation? 

iii. Which of the indicators has your organisation adequately addressed in 

mitigating insider attacks?  

iv. What information would an adversary target in your organisation? 

v. What systems contain the information that attackers would target? 

vi. Who has access to the critical information and systems? 

vii. How would an adversary target that individual? 

viii. What would be the easiest way to compromise an insider in your 

organisation? 

ix. How would someone extract the information? 

x. What measures or solutions should your ICT use/put in place to prevent 

these attacks?  

xi. What measures or solutions can ICT use to detect these attacks? 

xii. What gaps exist in how you are dealing with insider threats in your 

organisation? 

xiii. What are the highest-priority items/assets to focus on? 

xiv. Does our current budget appropriately address insider threats? 

xv. Should your organisation adjust current resources and budget to address 

insider threats? 

xvi. What would a security roadmap that includes insider threats look like? 

xvii. I attend at least one awareness training in a month on procedures. 

 

Advantages of Questionnaires  

Questionnaires were used due to the following advantages [70], [71]. 

a) An Easier Method - A questionnaire is comparatively an easier method to plan, construct 

and administer. It does not require much technical skill or knowledge. 
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b) Uniformity - It helps in focusing the respondent’s attention on significant items. As it is 

administered, in a written form, its standardized instructions for recording responses ensure 

some uniformity. The questionnaire does not permit variations. 

c) Greater Validity - Questionnaires have some unique merits as regards the validity of the 

information. In methods like interview and observation, the reliability of responses 

depends on the way the investigator has recorded them. In the questionnaire method, the 

responses given by the subjects are available in their own language and version. Therefore, 

it cannot be wrongly interpreted by the researcher. 

d) Repetitive Information - Compared to other methods like interviews or observations, 

using a questionnaire is regarded as more useful and cheap, where the repetitive 

information has to be collected at regular interval.  

e) Wide Coverage - Questionnaires make it possible to make contact with many people who 

could not otherwise be reached. It can cover a large group at the same time. When the 

researcher has to cover the group of respondents who are widely scattered, they can use 

the questionnaire in order to minimize the cost. 

f) Economical - It is an economical way of accumulating information. It is economical both 

for the sender and for the respondent in time, effort and cost. The cost of conducting the 

study with the help of the questionnaire method is very low. By using a questionnaire the 

researcher can only spend on paper printing and postage. There is no need to visit each and 

every respondent personally, hence it does not require a high cost to conduct of the 

research.  

g) Suitable in Special Type of Response - The information about respondents and any secret 

matters can be best obtained through questionnaire methods. For example, information 

about the sexual relationship, marital relationship, secret desires etc. can .be easily 

obtained by ‘keeping the names of the respondents anonymous.  

h) Rapidity - Replies may be received very quickly when using a questionnaire as a means 

of data collection method. In this case, there is no need to visit the respondent personally 

or continue the study over a long period. Therefore in comparison with other methods, the 

mailed questionnaire is the quickest method. 

i) Anonymity - A questionnaire ensures anonymity to its respondents. The respondents have 

high confidence that they will not be identified by anybody for giving a particular view or 

opinion. They feel more comfortable and free to express their view in this method. 
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Disadvantages of Questionnaires  

The following are some of the disadvantages of using a questionnaire for data collection, which 

the researcher was very mindful of [65]; 

a) Questionnaires are standardized so it is not possible to explain any points in the questions 

that participants might misinterpret 

b) Open-ended questions can generate large amounts of data that can take a long time to 

process and Analyse 

c) Respondents may answer superficially especially if the questionnaire takes a long time to 

complete 

d) Respondents may not be willing to answer the questions.  

 

Applicability 

We used questionnaires due to the above advantages and the fact that they were less costly, easy 

to administer, reduced n the potential interviewer biases, convenient, useful for future references 

and allowed the flexibility in time for answering. 

3.7.3.2 Interviews 

Interviews refer to the structured and unstructured verbal communication between the researcher 

and the subject in which information is presented [60]. 

Structured interviews use questionnaires based on a predetermined and standardized or identical 

wet of questions known as interviewer-administered questionnaires. During the interview, each 

question is read out and the response is recorded on a standardized schedule usually with pre-

coded answers [60]. 

Advantages of Interviews; 

The interview was used due to the following advantages [60]: 

a) Permits face to face contacts with the respondents 

b) They usually produce the richest data and new insights 

c) Provide an opportunity to explore topics in depth 

d) Allow the interviewer to experience the effectiveness and the cognitive aspect of the 

responses 
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e) Allow the interviewer to be more flexible in administering interview to a particular 

individual in a particular circumstance 

f) Allow the interviewer to explain and help clarify questions, increasing the likelihood of 

useful responses. 

 

Applicability 

These structured interviews were used to obtain information from the respondents that could easily 

be reached and have a meeting arranged with meanwhile the unstructured interviews were used 

with the view to obtain answers to questions that require respondents to give detailed but yet 

extensive explanations. 

3.8 Methodology Reliability 

Reliability is the degree to which outcomes are consistent over time and a precise depiction of the 

total population under the study and if the results of a study can be reproduced under a similar 

approach, then the research instrument is considered to be reliable [53]. Consequently, in 

warranting the reliability of the data collected in this research, similarly, structured questionnaires 

were administered and sought respectively among Departmental heads, managers, supervisors, 

professionals and role player’s employees from the eight public organisations. This was done to 

ensure dependability in the data collected making the research reliable [53]. 

3.9 Methodological Validity 

Validity is the best available estimate to the truth or falsity of a particular interpretation, 

proposition or decision [71]. It indicates the extent to which the research measures what it purports 

to measure hence indicating how complete the research is through the design and methods adopted 

[72]. The two types of validity known include; internal and external. Internal validity refers to 

whether the study sufficiently describes the phenomenon it sets out to examine, in the ability to 

draw conclusions from observations; while external validity refers to an inference of the pivotal 

connections of the research findings and the extent to which they can be generalized [45], [73]. 

Hence, the validity of the data collected is meant to minimize measurement error, bias, and 

enhance the thoroughness of the research findings and their interpretability.  

This study was therefore externally valid because the findings could only be extended or applied 

to the public organisations within which the study took place. Furthermore, the respondents were 

not pressured in any way to select specific choices among the answers given from the 
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questionnaires. Therefore, the validity of the research was achieved since the findings truly 

represent the phenomenon being claimed to be measured. 

3.10 Data Organisation, Processing, Analysis and Presentation  

3.10.1 Data Organization 

After collecting all the questionnaires, data was organized in order by going through each 

questionnaire checklists, scrutinizing each question and their responses in order of response. This 

helped to eliminate the unusable data, interpretation of unclear answers and identification and 

correction of errors.  

3.10.2 Data Processing  

Processing included the coding and entry were done manually using the Microsoft Excel and was 

further processed, analysed and tabulated using the computer Statistical Packages for Social 

Sciences (SPSS). One researcher conceived suggestions that a detailed study contains features 

such as the systematic collection and interpretation of data including a more clear purpose of 

judgement [53]. They also contended that research should involve a clarification and explanation 

of methods and approaches used to collect data, an argument as to why the results obtained are 

valid, and an explanation of any limitations associated with them [53].  

3.10.3 Data Analysis 

Data analysis refers to the computation of certain measures along with searching for patterns of 

relationship that exist among data – groups [71]. Once the pattern has been identified it is 

interpreted in terms of a social theory or the setting I which it occurred and the qualitative 

researcher moves from the description of the historical event or social setting to a more general 

interpretation of its meaning [74]. In this study, data analysis consisted of the examining, 

categorising, tabulating, testing and combining both the qualitative and quantitative evidence so 

as the address the initials propositions of the study [75]. Frequency distribution, a data analysis 

technique which allows a researcher to get a big picture of the data from the frequency distribution 

was adopted, so as to see how the frequency of specific values are observed and what percentages 

are of similar variables [52].   
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3.10.4 Data Presentation 

Data presentation took the form of histograms, pie charts and graphs. This was achieved using 

Microsoft excel and word for the presentation of the collected results. All collected data from the 

fieldwork was considered as the findings and was analysed accordingly. 

i. Quantitative: This was based on the arithmetical application through the statistical 

analysis, and was presented using the percentages, bar charts and pie charts for simple 

descriptive display of the categorical data with no emphasis on the percentage of a total 

representation by each category. 

ii. Qualitative: This gave the researcher an interpretative character. It helped to get the 

information through the descriptive analysis and to explain the findings in detail relative 

to the existing literature. 

3.11 Limitation  

The limitation to the research was due to the sensitivity of the research topic that some public 

institutions did not approve of the data collection application.  

3.12 Chapter Summary 

This chapter outlined the research approach in which the method and procedures for administering 

the questionnaires, data collection and analysis was also discussed including statistical methods 

namely descriptive statistics. It further discussed the sample size, sampling processes as well as 

the justifications which were employed before considering the data collection approach, 

instruments, methodological reliability and validity of various techniques used in this study. The 

methodology adopted for this research was accomplished by the appropriate research approach, 

design and target population. Furthermore, the approach and tools of data collection employed 

have been discussed thoroughly together with appropriate research procedural reliability and 

validity concerns. 
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CHAPTER FOUR 

FINDINGS AND DATA PRESENTATION 

4.1 Introduction 

The preceding chapter discoursed the following areas; research methodology adopted for this 

study to fulfil the research objectives as set out in chapter one, research approach, research design, 

research population, sample and sampling process and justification. This is significant as it 

provides the basis on which the findings of the research could be generalized and authenticated. 

The findings assist the practitioners, management and workers to entrench an ICT/Cyber Security 

culture. This chapter presents findings of this research. 

4.2 Background to the Findings 

The information that was obtained from respondents during the field research is presented and 

analysed so as to draw conclusions and recommendations for the research. The presentation of 

findings was aimed at meeting the overall objectives of the study which is to an investigation into 

Cyber Security threats posed by insiders: a case of public organisations and to answer the research 

questions.  

4.3 Response Rate 

The total number of questionnaires distributed were 272 (100%) rate. Only 240 (88.2%), 

questionnaires were received of which 16(5.9%) were spoiled, the remaining 32 (11.8%) 

questionnaires were not received and the remaining 224 responses account for 82.5% successful 

response rate as indicated in Fig 4.1.

 

Fig 4.1: Distributed questionnaires and respondent rate 
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Table 4.1: Summary of the sample sizes and response rates 

 

A total of 272 employees from 8 public organisations were drawn from various professionals and 

departments of interest. The drawn samples are as summarized in Table 4.1 were a total of 272 

questionnaires were administered and the overall response was 224 giving us a general response 

rate of 82.4%. 

Fig 4.2 presents the major roles of the respondents whose responsibilities have a direct effect on 

the insider threats. 

 

Fig 4.2: Roles of respondents. 

Types Of Threats 

No. Categories of 

Companies  

Sample size 

totals 

Spoiled plus 

non responsive 

Successful 

Response 

Response 

Rate 

1. Company 1 34 2 32 94.1% 

2. Company 2 34 2 32 94.1% 

3. Company 3 34 3 31 91.2% 

4. Company 4 34 6 28 82.4% 

5. Company 5 34 6 28 82.4% 

6. Company 6 34 8 26 76.5% 

7. Company 7 34 10 24 70.6% 

8. Company 8 34 11 23 67.6% 

9. Totals 272 48 224 82.4% 
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The pie chart in Fig 4.3 shows the common types of threats posed by insiders in the three 

organisations under review. 

 

Fig 4. 3: Types of Insider threats. 

Categories of Insider Actors 

The pie chart in Fig 4.4 show the common categories of insider threat actors in the three 

organisations under review. 

 

Fig 4.4: Categories of insider actors 
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4.4 Interpretation of Findings 

4.4.1 Recognition of the need for ICT/Cyber Security departments in Public Organisations 

4.4.1.1 Availability of Cyber/ICT Security department 

An assessment was carried out to ascertain the current levels of Cyber Security awareness and 

readiness in Zambia Public organisations by means of ICT/Cyber Security department and staff 

establishment. The findings were as shown in the Figs 4.5 and 4.6. 

 

Fig 4.5: Availability of Cyber/ICT Security department and competency of the departmental head. 

4.4.1.2 ICT/Cyber Security Staff Establishment 

 

Fig 4.6: The number of staff in the Cyber/ICT Security department/Section at your organisation 
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The research revealed that only five (5) organisations had a seemingly acceptable number of 

ICT/Cyber Security staff to help mitigate the cyber threats including insiders. However, through 

interviews, the research established that of those organisations who have ICT/Cyber Security staff 

only three (3) had qualified ICT/Cyber Security staff. Further out of the three, only two (2) had an 

average number of staff being between six (6) to ten (10) in total as shown in Fig 4.6, to cover the 

organisations’ security requirements on average. 

4.4.1.3 Executive Management’s Buy-In And Support for the Cyber/ICT Security 

Department 

An assessment was carried out to ascertain the levels of Cyber Security buy-in, support and 

funding by top management, so as to ensure Cyber Security readiness in Zambia Public 

organisations. The findings were as shown in the Figs 4.7, 4.8 and 4.9. 

 

Fig 4.7: Cyber/ICT Security department buy-in and support by the executive management 

The research revealed that only five (5) organisations had average management buy-in and support 

as in Fig 4.7.  

4.4.1.4 Executive Management’s funding of the Cyber/ICT Security Department Projects. 
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were between well and moderately funded as in Fig 4.6. However, through interviews, the research 

established that despite some organisations having executive’s partial support, the departmental 

budgets are never approved as is required of the department, because management feels its 

unnecessary cost. Majority of the few that approved budgets still were only allowed to less than 

10% of the ICT budget as shown in Figs 4.8 and 4.9. Thereby making the management of insider 

Cyber Security threats a night mere. 

 

Fig 4.8: Cyber/ICT Security department funding by the executive management. 
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Fig 4.9: Budget of the ICT, spent on mitigation of insider threats. 

4.4.2 Results Addressing the Research Objectives and Questions  

4.4.2.1 Types of Vulnerabilities That an Insider Can Exploit In Public Organisation. 

In addressing research question one (1), an assessment was carried out to establish the types of 

vulnerabilities in public organisations that can easily be exploited by an insider. The findings were 

as shown in Fig 4.10. The research findings revealed 24 vulnerabilities common among public 

organisations that an insider can exploit and breach data security. With the most common seven 

giving above 70% response being Fraud, exposure of confidentiality, Sabotage, lack of training, 

lack of policies and procedure, technology complexity and lack of insider threat administration. 

These vulnerabilities require immediate attention. However, public organisations have challenges 

meeting the international frameworks and standards because of the high cost of implementing 

them.  
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Fig 4.10: Types of Vulnerabilities identified in public organisations.
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4.4.2.2 Effectiveness of the Current Controls 

In addressing research question two (2), a number of assessments including control analysis 

and verification were carried out to establish the effectiveness of the current controls as it relates 

to insider threat mitigation. The findings were as shown in Fig 4.11 through to Fig 4.19. 

4.4.2.2.1 Insider Attack Experience 

The research findings revealed that all the eight organisations under study have experienced 

cyber security threats by insiders. This ascertained the effectiveness of the current controls 

employed in public organisations to curb and or mitigate insider threats. The statistics are as 

shown in Fig 4.11. 

 

Fig 4.11: Companies suffered insider attacks 
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4.4.2.2.2 Estimated Cost of Loss Due to Insider Attack 

The findings revealed that all the targeted organisations have recorded insider attacks 

incidences with a recorded loss of funds ranging to more than five million dollars (USD 5M). 

The current controls were found to not be effective enough to mitigate insider threats to an 

acceptable level. More than 50% of public organisations investigated, only had partial ICT 

security-related policies and procedures in place. Nonetheless, the documents are not known to 

the role players who are in turn expected to comply in order to ensure data security. Meanwhile, 

about 25% of the organisations were found to not have an ICT/Cyber Security department or 

ICT/Cyber Security specialized staff to effect the security controls. The statistics are as shown 

in Fig 4.12. 

 

Fig 4.12: Insider attack cost 

4.4.2.2.3 Status of the Administrative Policies & Procedures  

The research revealed the common policies and procedures that are used by most public 
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Fig 4.13: Administrative policies & procedures use for insider prevention. 

4.4.2.2.4 Mandatory Screening and Underground Check for Prospective Employees. 

The research revealed that majority (being five out of eight) of the public organisations under 

study, do not have an ICT /Cyber Security and HR screening policy for new employees and 

contractors, before they are employed. This poses a high risk in the management of Cyber 

security threats by insiders. The statistics are as shown in Fig 4.14. 

 

Fig 4.14: Status of organisational mandatory screening and underground check for prospective 
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4.4.2.2.5 Organisation with a Mandatory Non-Disclosure Agreement (NDA) Policy. 

The research revealed that majority (being five out of eight) of the public organisations under 

study, do not have a mandatory NDA policy with deliberate clauses to deter the exiting 

employees or contractors from leaking the organisational information and sabotaging the 

organisation to deter the prospective perpetrators from compromising the security of their 

employers assets. This poses a high risk in the management of Cyber security threats by 

insiders. The statistics are as shown in Fig 4.15. 

 

Fig 4:15 Status of NDA availability in public organisations  
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security threats by insiders. The statistics are as shown in Fig 4.16. 
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Fig 4.16: Status of organisational incident management systems that includes insider threats. 

4.4.2.2.7 Effectiveness of the Current Controls in Addressing Insider Threats. 

The research findings revealed that the current controls employed in public organisations to 

curb and or mitigate insider threats are not effective enough to mitigate the threats to an 

acceptable level. This was supported by the response from the control questions that were set 

to ascertain the claimed effectiveness by the public organisations as shown in Fig 4.17.  

 

Fig 4.17: Effectiveness of the current controls.
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4.4.2.3 ICT/Cyber Security GAP Analysis so as To Propose an Ideal Mitigation Model 

In addressing research question 3, a gap analysis based on ISO 27001:2013 standard was carried out to establish the gaps in the current ICT Security 

controls so as to be able to possibly recommend mitigating measures to insider threats that will be in tandem to the International standard ISO 

27001:2013 that can address the issues in question (i) and (ii) above. The findings were as shown in Fig 4.18, through to Fig 4.22 

4.4.2.3.1 ICT Security Implementation Processes 

 

Fig 4.18: Status of implemented processes 
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4.4.2.3.2 ICT Security Implementation Controls  

 

Fig 4.19: Status of implemented Controls 
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4.4.2.3.3 ICT Security Base Practice Implementation based on ISO27001 Clauses 4 to 10 status 

 

Fig 4.20: ICT security Base practice Implementation based on ISO27001 Clauses 4 to 10 status. 
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4.4.2.3.4  ICT Security Base Practice Implementation Status based on ISO27001 Annexure a Controls. 

 

Fig 4.21: ICT security Base practice Implementation Status based on ISO27001 Annexure A Controls. 
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4.4.2.3.5 Organisational Function Involvement in the management of ICT/Cyber Security. 

The findings from the respondents revealed that there is recognition of ICT/Cyber security in some organisations as evidenced by functional 

involvements shown in Fig 4.22.  However, , despite the efforts noted in some of the public organisations that strive to prevent misuse of the financial, 

personal and confidential information of its clients and employees, the ICT /Cyber Security posture was not convincing, because data is still leaked

 

Fig 4.22 Organisational Function Involvement in the   management of ICT/Cyber Security. 
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4.5 Conclusion of the findings 

An investigation of the Cyber Security threats by insiders established that the current controls in the 

most public organisation are not effective enough to mitigate Cyber Security insider threats, with most 

of them still struggling to establish the departments and workforce for the general ICT/Cyber Security 

that is also expected to take care of the insider cyber threats.  

The research further established that there is luck of Cyber Security awareness and later on 

preparedness in public organisations which is evidenced by the lack of the National Cyber Security 

Policy. Most of the employees have very little knowledge of Cyber Security and its effects on their 

privacy as well as the economic development of Zambia.  

4.6 Chapter Summary 

This this chapter has presented the findings from the participants during the research fieldwork. The 

findings are based on management and workers from the eight selected public organisations. The next 

chapter discusses the findings in detail. It provided the results of the empirical data analysis for the 

study, as well as data presentation as obtained during data collection. This aimed at fulfilling all the 

three research objectives which were looking at investigating the public organisations' Cyber Security 

threats posed by an insider as well as determining the effectiveness of the current controls particularly 

to do with protection against internal Cyber Security threats. 
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CHAPTER FIVE 

DISCUSSIONS OF RESULTS 

5.1 Introduction 

This section discusses the relevance of the findings of the research to the objectives of the study and 

provides answers to the research questions after analysing the results in Chapter 4. This will be 

achieved through triangulation by linking the various evidence from the secondary research presented 

in Chapter 2 to the evidence gathered from the primary research and the research questions. It analyses 

the findings in relation to the existing body of knowledge on the mitigation of cyber threats by 

organisational insiders. With a high focus on what cause insiders to attack their employers, and what 

controls are expected to be in place for mitigation in public organisations. The earlier discussion 

findings with literature were important in determining how this research fits in the body of knowledge 

on the subject matter. It further provides a basis for comparisons on how the research has contributed 

to the filling of the previous missing gaps in the body of knowledge.  This was carried out in line with 

the research objectives and the questions. 

5.2 Recognition of the need for ICT/Cyber Security departments in Public Organisations 

5.2.1 Availability of Cyber/ICT Security departments 

The research revealed that despite the fact that 62.5% of the Public organisations under review has 

established ICT/Cyber Security departments, only 25 % had fully qualified Chief Information Security 

Officers (CISO) with both professional and academic qualifications. A few traces of security being 

headed by a university graduate without ICT/Cyber Security background whatsoever or with just 

several years of experience which amounted to 12.5%.  The other 37.5 % of the public organisations 

had completely not established ICT/Cyber Security departments as indicated in Fig 4.5. However, the 

organisations had functioning IT departments that is specifically offering IT Service Management 

ITSM, hardware and networking services. The only security aspect concerned with the IT department 

was the Endpoint security. 

Based on industrial base practices, the public organisations executive management needs to show 

support and buy-in by establishing the Cyber Security departments with qualified ICT/Cyber Security 
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staff as well as funding the necessary ICT/Cyber Security initiative considering the fact that embracing 

technology is one of Zambia’s focus area as stated in the Seventh National Development plan (7NDP).  

5.2.2 ICT/Cyber Security Staff Establishment 

The research revealed that out of the 62.5% of the Public organisations under review that had 

established ICT/Cyber Security departments, only 25% of the organisations had an average number of 

established and qualified ICT/Cyber Security staff. These were ranging between six (6) to ten (10) 

employees despite the fact that they are unable to manage insider threats due to understaffing. 

Meanwhile, 37.5% had a handful of established and qualifies ICT/Cyber Security employees ranging 

between one (1) to five (5) members.  Just like in the department establishment, the other 37.5 % of 

the public organisations had completely no established ICT/Cyber Security staff.  There was no single 

organisation that had more than ten (10) ICT/Cyber Security staff. However, through interviews, the 

research established that of those organisations who have established ICT/Cyber Security staff only 

about 60% had qualified both professionally and academically ICT/Cyber Security staff as indicated 

in Fig 4.6. Further, the numbers of established staff are not convincing to manage the traditional 

infrastructure perimeter security from external hackers as well as the managing insider’s threats as an 

added assignment. This leaves most of the public organisations vulnerable to insider attacks. 

After getting management support and buy-in, it’s now time for HR to establish the ICT/Cyber 

Security department as well as qualified staff both academically and professionally. These are required 

to carry out the day to day running of the department whose objective is to ensure data confidentiality, 

integrity and availability. 

5.2.3 Executive Management’s Buy-In and Support for the Cyber/ICT Security 

Department 

The research established that 62.5% of the Public organisations under review had average management 

buy-in and support for ICT/Cyber Security department and initiative raging between very well and 

moderately supported, which will later entail management of insider threats.  12.5% of the 

organisations are very well supported whilst 25% are adequately supported with another 25 % being 

moderately supported. In the same vein, just like in the department and staff establishment, the other 
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37.5 % of the public organisations do not have the management buy-in and are not supported indicated 

in Fig 4.7. 

Management is required to demonstrate support and buy-in by approving the ICT/Cyber Security 

related policies, procedures, standards, initiatives and budget. Without Management support, it is 

impossible to effectively manage an ICT Security Department and later on ensure data security. 

5.2.4 Executive Management’s funding of the Cyber/ICT Security Department Projects  

The research established that 62.5% of the Public organisations under review was on average, 

adequately to moderately funded, with just a few traces of poor funding spotted in two (2) 

organisations from the respondents.  In the same vein, just like in the department and staff 

establishment, as well as the management buy-in and support, the other 37.5 % of the public 

organisations do not have the managements buy-in and are not funded as indicated in Fig 4.8. 

The ICT/Cyber Security department and initiative can have the management’s partial support and buy-

in, but if there is no adequate compliance and support for funding, the department cannot function 

because security is quite pricey. This being the simple most reason why management support and buy-

in total is important in the management of ICT/Cyber Security department and initiative. 

5.2.5 The Percentage ICT Budget Currently Spent On Prevention and Detection of 

Insider Incidents/Attacks 

Statistics from management buy-in, support and Funding above gives an indicator of the possibility 

for the public organisations to manage insider threats. Majority of the few that approved budgets still 

were only allowed to spend less than 10% of the ICT budget as indicated in Fig 4.9. Thereby making 

the management of insider Cyber Security threats a night mere. However, through interviews, the 

research established that despite some organisations having executive’s partial support, the 

departmental budgets are never approved as per requirement of the department, because management 

feels its unnecessary cost.  

Looking at the cost of implementing international standards and frameworks like COBIT 5.0 and 

ISO27000, the budgets of less than 5% off the ICT is not enough to suffice for the required Cyber 

Security management later on the Insider security threats. This is evident that public organisations are 
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far from Cyber readiness and need to enhance this call that is emphasised even in the Seventh National 

Development Plan (7NDP). Lack of budget is a serious vulnerability that an insider can exploit and 

leave the organisational data unsecured. This is because even the issue of employing more qualified 

staff, implementation of base practice and well as curbing the perpetrators, all borders on the funding 

through the approved budget.  

5.3 Types of Vulnerabilities That an Insider Can Exploit In Public Organisation 

In addressing research question one (1), the research findings revealed 24 vulnerabilities common 

among public organisations that an insider can exploit and breach data security. These included but 

not limited to; 

i. Fraud or abuse 

ii. Exposure of confidentiality 

iii. Business information leakage 

iv. Compromise of Personally Identified Information (PII) 

v. Loss of competitive advantage 

vi. Sabotage 

vii. Intellectual Property (IP)   Theft 

viii. Compromise of HR information 

ix. Lack of clear communication channels 

x. Lack of comprehensive access control  

xi. Lack of information Classification Policy 

xii. Lack of business continuity Plans 

xiii. Lack of Exit interviews 

xiv. Lack of technology solutions 

xv. Lack of budget 

xvi. Lack of appropriate Policies, procedures and standards 

xvii. Lack of internal qualified and specialized staff  

xviii. Lack of ICT/Cyber Security department establishment 

xix. Lack of Comprehensive Awareness Plan 

xx. Lack of Comprehensive and specialized training  
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xxi. Technology Complexity 

xxii. Lack of administration for insider threats and control 

xxiii. Lack of Executive management support and buy-in for ICT/Cyber Security initiative 

xxiv. Absence of employee screening and background checks. 

The most common nine (9) that rated above 50% according to respondents being Fraud or abuse, 

exposure of confidentiality, Sabotage, lack of training, lack of policies, procedure and standards, 

technology complexity, lack of insider threat administration, lack of executive support and 

compromise of HR information as indicated in Fig 4.10. These are the vulnerabilities that require 

immediate attention as well as full manage.  

5.4 Effectiveness of the Current Controls 

In addressing research question two, a number of assessments including control analysis and 

verification ware carried out.  

5.4.1 Insider Attack Experience and the Estimated Cost of Loss Due to Insider Attack 

The research established that 75% of the Public organisations under review have averagely 

experienced insider attacks before. Whilst 25 % were not sure whether they have experienced the 

insider attacks before or not. However, during the interviews, all the respondents confirmed having 

had experienced the attacks before but could not publicise due to fear of losing customer confidence. 

Therefore, they decided to keep the information with the organisation so as not to lose a competitive 

advantage and reputational risk. This means that insider attacks experience is rated at approximately 

100% as indicated in Fig 4.11. 

About 50% of the organisations reported having suffered losses amounting to USD ninety-nine 

thousand ($99,999) in the past revenue due to insider attacks. Other incidences from various 

organisations amounting to 50% of the organisations have experienced loses amounting between USD 

hundred thousand ($100,000) and USD two hundred and forty nine thousand ($249, 000). Incidences 

with revenue losses amounting between USD 2.5 million to USD 5million was experienced by 12.5 

% of the organisations whiles the highest loss recorded of above USD 5 million was experienced by 
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25% of the organisations as indicated in Fig 4.12. During interviews, it was revealed that the recorded 

costs were just a tip of the iceberg because other loses could not be told. 

This is despite the efforts and executive management support in some of the organisations as well us 

having put in place a few policies, procedures, standards and plan to manage insider threats.  

In one of the control questions, the responders confirmed that the controls put in place have not had 

an impact in the mitigation of the insider threats because there has never been a reduction in the attacks 

whatsoever. They just keep revolving. 

5.4.2 Status of the Administrative Policies & Procedures  

Administrative policies & procedures used in preventing, detecting and mitigating actual insider 

threats incident or attack per company. The research findings as indicated in Fig 4.13, revealed that 

all the public organisations under reveal have at least implemented more than 50% of the insider threat 

administrative policies and procedures as listed below; 

i. ICT Security Policy & Procedures  

ii. Comprehensive NDA Policy 

iii. Employee screening Policy 

iv. Exit Policy /Procedure 

v. Clear Desk Policy 

vi. None of the above 

vii. Awareness Policy & Procedures 

viii. Information Classification Policy 

ix. Role-based access control policy 

x. Acceptable use policy 

xi. Access Control Policy 

However, it was revealed during interviews that these policies and procedure are only known to the 

developers and some they have never even reviewed then whilst others are in draft format and have 

never been approved for ages. The effectiveness of a policy and procedure can only be measured 

through enforcement and awareness with users’ acknowledgement of having read and understood the 
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policy or procedure as well as having attended an awareness session and comprehended the content. 

This is because the users are the role players who are expected to comply with the policies and 

procedures in mitigating insider threats. 

5.4.3  Mandatory Screening and Underground Check For Prospective Employees 

ICT /Cyber Security and HR departments should carry out mandatory screening and underground 

check for prospective employees before they are employed. 

The research revealed that only 25% of the Public organisations under review have on average policy 

to undertake mandatory screening and underground check for prospective employees before they are 

employed. 12.5% was partially adopted whilst 62.5 % have neither implemented nor adopted the 

mandatory screening and underground check for prospective employees before employing them as 

indicated in Fig 4.14.  

This poses a high risk as organisations as they may be rotating the same perpetrators who have been 

fired from one organisation to the other. It is a base practice to adopt mandatory screening and 

underground check for prospective employees for all public organisations.  

5.4.4 Exit Interviews  

Organisation that mandate exit interviews before paying off the benefits of any leaving employees or 

contractors. The research revealed that only 25% of the public organisations under review have on 

average policy to mandate exit interviews before paying off the benefits of any leaving employees or 

contractors. 25% were not sure whilst 62.5 % have neither implemented nor adopted the mandatory 

exit interviews before paying off the benefits of any leaving employees or contractors.  

At the leavers, the interview is when the contractor and employee are reminded of the DNA signed at 

the begging of the contract and asked to sign for reassurance of having understood the contents of the 

policy as well as the consequences punitive actions that can be taken against them should they decide 

to divulge corporate classified information. 

It is a base practice to mandate exit interviews before paying of the benefits of any leaving employees 

or contractors for all public organisations.  
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5.4.5 Mandatory Non-Disclosure Agreement (NDA) Policy with Deliberate Clauses 

An organisation that has a mandatory Non-Disclosure Agreement (NDA) Policy with deliberate 

clauses to deter the exiting employees or contractors from leaking the organisational information and 

sabotaging the organisation. The research established that only 50% of the public organisations under 

review have on average in place, NDA policy with deliberate clauses to deter the exiting employees 

or contractors from leaking the organisational information and sabotaging the organisation. The other 

50 % have do not have the NDA policy in place. However, during interviews, it was discovered that 

only 37.5% have recorded an above average compliance to the policy as indicated in Fig 4.15. Leaving 

62.5% which is the majority without implementing and enforcing compliance with the NDA policy. 

This is a critical vulnerability that an insider can exploit into a high risk to organisational insiders as 

they are aware that they have never signed any legal binding document to deter them from leaking any 

type of information to the outsiders. It is a base practice to adopt and implement a mandatory NDA 

policy for all public organisations.  

5.4.6 System Access Control Policy  

Access control policy for user access rights deactivation after termination of the contract. The research 

established that only 62.5% of the public organisations under review disable user access rights and 

access cards to the premises immediately after termination whilst 25% disable after a couple of hours 

and 12.5% disables after a day. 

However, during interviews, it was discovered that some organisations from the 62.5% category above 

take as long as a 1 month to a year with past user access still active. This is more so especially for the 

senior and executive management as well as the role players with whom it takes time for HR to inform 

the ICT or Security department to disable users. Some examples included employees who have been 

transferred from one department to other, promoted demoted who still maintain the access rights they 

have had from their previous roles. 

This is yet another critical vulnerability that an insider can exploit and cause a high risk to 

organisational data which is supposed to be protected from leaking and ending up in the hands of the 
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unauthorised. It is a base practice to adopt and implement a role-based access control for all public 

organisations in an endeavour to mitigate insider cyber threats.  

5.4.7 Incident Response Plans’ Special Provisions for Insider Related Incidents 

The research established that only 12.5% of the public organisations under review have a formal 

incident response plan with special provision for insider related incidences, whilst 50% have no formal 

incident response plan with special provision for insider related incidences. 37.5 % were not sure.  

However, during interviews, it was revealed that over 75% of the organisations have no incident 

response plan with special provision for insider related incidences in place as indicated in Fig 4.16. 

Just like in the other discussed vulnerabilities, lack of a formal incident response plan with special 

provision for insider related incidences is another critical vulnerability that an insider can exploit and 

cause a high risk to organisational data which is supposed to be protected from leaking. It is also 

difficult for the security personnel to learn from the previous insider incidences, to ensure business 

continuity. CISO’s need to keep a record of all insider related incidences so as to ensure they prevent 

the same from re-occurring. This can only be achieved if the insider incidences are part of the incident 

response plan. It is a base practice to include insider threats in the formal incident response plan with 

for all public organisations in an endeavour to learn from the past incidences and mitigate insider cyber 

threats.  

5.4.8 Effectiveness of the Current Controls in addressing Insider Threats 

The findings above revealed that the current controls in place are not effective enough to mitigate 

threats to an acceptable level. While 62.5% of the respondents from the public organisations under 

review confirmed that their controls are not effective as indicated in Fig 4.17, all the organisations 

have continuously experienced insider attacks with huge revenue losses. The control questions during 

the interview actually reviewed and confirmed that there is a need to readdress the all the controls in 

place if insider threats are to be mitigated to an acceptable level.  More than 50% of public 

organisations investigated, only had partial ICT security-related policies and procedures in place. 

Nonetheless, the documents are not known to the role players who are in turn expected to comply in 
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order to ensure data security. Meanwhile, about 25% of the organisations were found to not have an 

ICT/Cyber Security department or ICT/Cyber Security specialized staff to effect the security controls.  

5.5 ICT/Cyber Security GAP Analysis  

In addressing research question 3,  a gap analysis based on ISO 27001:2013 standard was carried out 

establish the gaps in the current ICT Security controls so as to be able to possibly recommend 

mitigating measures to insider threats that will be in tandem to the International standard ISO 

27001:2013 that can address the issues in question (i) and (ii) above.  

5.5.1 ICT Security Process Implementation 

The findings revealed that Gap analysis of the public organisations under review based on the current 

status of Information Security base practice adoption of the organisations as per ISO 27001:2013, 

compliance levels were below 30% as indicated in Fig 4.18. 

Overall, all the assessed organisations’ results were below the average of the standard compliance 

measure of 100. The current status poses a serious vulnerability to the organisations’ information 

which is supposed to be protected. 

5.5.2 ICT Security Base Practice Implementation based on ISO27001 Clauses 4 to 10 

The findings revealed that Gap analysis of the public organisations under review based on the ISO 

27001 Clause 4 to 10 that includes; 

4. Organization Context 

5. Leadership 

6. Planning 

7. Support 

8. Operation 

9. Performance evaluation 

10. Improvement. 
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All the assessed organisations’ results were below the average of the standard measure as indicated in 

Fig 4.20. The current status poses a serious vulnerability of the organisations’ information and requires 

an immediate attention. 

5.5.3 ICT Security Base Practice Adoption based on ISO27001 Annexure A Controls 

The findings revealed that Gap analysis of the public organisations under review based on the baseline 

assessment for security maturity level based on ISO 27001: Information Security Management System 

(ISMS) Annex A domains that include; 

i. A.5 Information security policies 

ii. A.6 Organization of information security 

iii. A.7 Human resource security 

iv. A.8 Asset management 

v. A.9 Access control 

vi. A.10 Cryptography 

vii. A.11 Physical and environmental security 

viii. A.12 Operations security 

ix. A.13 Communications security 

x. A.14 System acquisition, development and maintenance 

xi. A.15 Supplier relationships 

xii. A.16 Information security incident management 

xiii. A.17 Information security aspects of business continuity management 

xiv. A.18 Compliance. 

Overall, all the assessed organisations’ results of the security controls implemented were below the 

average of the standard compliance measure of 100% as indicated in Fig 4.21. The current status poses 

a serious vulnerability to the organisations' information which is supposed to be protected. 

The assessed organisations have knowledge of the importance of securing organizational data. They 

all have the Cyber/ICT Security Policies that aligns with the organization's corporate objectives and 

also defines security measures. However, these organisations need improvement based on the basic 

required documents of the security departments to address the mitigation of insider threats [5]. These 
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are mandatory documents for a cyber-ready organization in combating insider threats including; 

Cyber/ICT security policies, strategy, business continuity policies, classification of information 

procedure, classification of assets procedure, incidence handling procedure, pre-employment 

screening policies, Leavers interview policies, Comprehensive Non-disclosure agreements, Clear desk 

clear screen policies, Mobile device management policies and information handling and transfer 

policies, user awareness policies among others.  

The assessed organisations are also cognizant of the international ICT security standards and have 

since adopted a number among them being ISO 27001:Information Security Management System 

(ISMS), ISO 9001: Quality Management System (QMS) and ISO 33001 Risk Management 

System(ERM), Control Objective for Information and Related Technologies (COBIT) 5.0, ITIL 

among others. However, compliance has proved to not be adhered too. There is a need for 

enhancements together with consistency in order to address insider threats. The adopted standards 

necessitate some policies, procedures, guidelinesand processes to be formulated, approved and 

distributed to the users so as to ensure compliance which initially has not been the case at the time of 

this study.  

During the baseline assessment, it was evidenced that the access control policies are not fully 

implemented and enforced for compliance purposes, this leaves a doorway to malicious insiders by 

leaving valuable information susceptible to attacks. This, in turn, makes the entire infrastructure 

vulnerable as insiders are able to explore the ANT and TPB for their planned attacks.  

There is no proper alignment of information security and ICT risk management, leaving ICT Risk 

management unclear to the stakeholders. No Risk plan, neither risk registers nor risk treatment plans 

are in place. All these vulnerabilities point to insider threats.  

Information security effectiveness and performance requires an evaluation and redesign of an ISMS 

as so as to comply with the adopted standards and frameworks. 

Some organisations have approved information security policies, but the procedures are not in place. 

ICT/Cyber Security objective has been developed but no Key performance indicator (KPI’s).  
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The few organisations that had adopted the ISO 27001 and or COBIT 5.0, lacked enforcement and 

incorporation of information security controls as required by ISO 27001:2013 in various processes 

which includes architecture, incident management, change management, operations, access 

management, business continuity, human resource, physical security, asset management and project 

management.  

The evaluation of information security performance and the effectiveness of the information security 

management system are not clearly documented or being performed. The Company 1’s current ICT 

security product portfolio covers the minimal ISO 27001:2013 requirements and need to be reviewed. 

These assessments identified gaps in the existing organization ISMS which all points to the fact that 

they are operating in a vulnerable environment to insider threats. The perpetrators may leverage on 

the adverse effect of ANT and the TPB leading to Insider Crimes.  

The above are the identified gaps in the existing policies, procedures and processes in the management 

of ICT security in the organisation leaving it vulnerable to the negative impact of ANT and the TPB 

that leads to Insider Crimes. They provided evidence despite the organization's effort on combating 

external attacks, the enemy is just within. The systems are not secure enough to defend from insider 

threats. Notwithstanding the element of the organisations' effort of securing critical data, the 

environment is vulnerable and requires urgent attention. There is a need for extensive awareness so 

that, as the corporations budgets for systems and put security tools in place, users should be made 

aware so they can help with the prevention and detection of the vulnerabilities. 

5.6 Proposed Mitigating and Countermeasures  

Based on the results, we wish to propose a model of minimum insider mitigation instruments, with the 

behaviour factor addressed in question 1. The proposed model aligns with ISO 27001 and COBIT 5.0 

security requirements, such that should an organisation decide to implement the international 

standards, they will not have to reinvent the wheel. The proposed model is cheap and sustainable for 

the environment considering the high costs of implementing international standards which is currently 

a deterring factor. It adds to the body of knowledge. The steps of measures must be considered in order 

to avert the insider threat with the top being user awareness. They are further presented in a model as 

in Fig 5.1.  
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Fig 5.1: Proposed Insider Mitigation Model with Minimum Instruments 
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1) Executive Management Buy-In: Management Is Required to Demonstrate Support and 

Buy-In by approving the ICT/Cyber Security related policies, procedures, standards, 

initiatives and budget. Without Management support, it is impossible to effectively manage an 

ICT Security Department and later on ensure data security. This is priority number one in 

managing data security. 

2) Establish ICT/Cyber Security Department and Staff: After getting management support 

and buy-in, it’s now time for HR to establish the ICT/Cyber Security department as well as 

qualified staff both academically and professionally. These are required to carry out the day to 

day running of the department whose objective is to ensure data confidentiality, integrity and 

availability. 

3) Relevant Administrative Policies and Procedure Implementation and Regular Reviews: 

When the department, as well as the required and qualified staff, are established, it’s not time 

to formulate policies and procedures, implement and enforce them to ensure compliance. 

4) Comprehensive Access Control: It is required to manage all access to both the systems as 

well as the premises. They must be well structured and monitored with automated rules, and 

for system access, users must be well trained and aware, access should be Role Based and 

strictly monitored. 

5) Pre-Employment Screening: Organisations must adopt mandatory screening and 

underground check for prospective employees before employing them. This is so, to prevent 

organisations from rotating the same perpetrators who have been fired from one organisation 

to the other, as well as those who are naturally known to be bad guys. This necessitates the 

maintenance of the integrity and confidentiality of organisational data, the rule must apply to 

both employees and externally hired personnel. The prospect employees must if possible 

present a certificate of good conduct. 

6) Non- Disclosure Agreements with Spelt Punitive Actions: Employees must sign a secrecy 

agreement known as a Non- Disclosure Agreements (NDA) with well-spelt consequences of 

being found to guilty of a malicious insider. The punitive actions must be very grave enough 
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to deter users from engaging in insider crimes, and users must be made aware on a continuous 

basis.  All contracts for employees, contractors or any business associates must contain 

paragraphs that cover non-disclosure-requirements, non-compete requirements or other 

statements on the confidentiality and integrity of the information that the organisation 

processes and users must be made aware on a continuous basis. 

7) Continuous ICT Security Education and Awareness:  Employees and contractors or any 

business associates must be informed about the rules of ICT/Cyber Security and integrity at 

entry into the their roles and on a continuous basis through trainings (online and face to face) 

broadcasted security tips as well as availability of all relevant documents in a central repository 

that describes the rules for Information Security, and guidelines that users must be made aware 

on a continuous basis. 

8) User Administration / Revocation of Authorizations: There must be a checklist for 

functional changes and retirement of personnel. Logical and physical authorizations are 

withdrawn at the latest on the last working day and hour. This is more so especially for the 

senior and executive management as well as the role players with whom it takes time for HR 

to inform the ICT/Cyber Security department to disable users. Some examples included 

employees who have been transferred from one department to other, promoted demoted who 

still maintain the access rights they have had from their previous roles. 

9) Third Party Contracts: In case of outsourcing the services or activities, there is a need for 

the suppliers and or contractors to be inducted and made aware of the organisational policies 

so as to comply with the stated procedures for data security purposes. 

10) Insider Threat Incidence Management: ICT security incidents must be registered, analysed, 

watched over and reported to the persons in charge as stated the security incident guideline and 

users must be made aware on a continuous basis. This is so as to ensure security personnel can 

learn from the previous insider incidences, to ensure business continuity. CISO’s need to keep 

a record of all insider related incidences so as to ensure they prevent the same from re-

occurring. This can only be achieved if the insider incidences are part of the incident response 

plan.  



91 

 

11) Integration of ICT/Cyber Security Risks into Enterprise Risk Management (ERM): 

ICT/Cyber Security risks are very critical to the success of the organisational operations. It is 

therefore imperative that they must be integrated into the Enterprise Risk Management (ERM) 

so that they are looked at from an entire organisational point of view. 

12) Manage Compliance: ICT/Cyber Security Compliance incorporates all business functions in 

organisations, therefore, it calls for combined and considered efforts from all organisational 

stakeholders. This involves adhering to a wide range of laws, standards, frameworks, policies 

and procedures which are designed to protect the organisation employees and other 

stakeholders. Because of the vast number of guidelines for compliance, it can be easy to be in 

violation, leaving organisations open to penalties and even dissolution. Therefore, having a 

complete and thorough understanding of ICT laws, standards, frameworks, policies and 

procedures is crucial to protecting organisations in the years to come. 

 

5.7 Chapter Summary 

This chapter discussed and analysed the findings of chapter four in details as they relate to the 

objectives in relation to the existing body of knowledge on the subject matter of Insider Cyber threats 

in public organisations.
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CHAPTER SIX 

CONCLUSION AND RECOMMENDATIONS 

6.1 Introduction 

This chapter essentially gives the conclusion and recommendation of the study. The previous chapters 

have expanded on the importance and need of investigating into Cyber Security threats by posed by 

organisational insiders in Zambia’s public organisations. Various literature sources were reviewed 

with a high focus on the challenges of mitigating insider threats.  From the research findings, the 

researcher, directed by the objectives of the study, concludes and recommends the following for the 

purposes of the Cyber Security preparedness to enhance data security in Zambia. 

 

6.2 Chapter Summary 

The overall aim of the study was to investigate into Cyber Security threats posed by insiders and 

enhance insider threat mitigation controls in public organisations focusing on the challenges and 

solutions thereby securing critical data. The research objectives were provided in Chapter one which 

indicated that the literature would be reviewed, followed by data collection, analysis findings and 

discussions. The research synopsis was repeated in this section. 

Chapter Two looked at the background literature and the related studies which meet the objectives by 

comparing and contrasting the previous works of other researchers and provide support for the 

development of a proposed Insider cyber threat mitigation model to reduce the risks associated with 

insider threats to an acceptable level. It discussed a number of factors affecting insider security 

management in public organisations. It highlighted the meaning of ICT/Cyber Security culture in 

organisations, the various indicators to ICT/Cyber Security and how they can be related to the public 

organisations. Numerous challenges were identified from the various literature reviewed. The ultimate 

conclusion of the chapter from the literature reviewed indicated the gaps in the factors and challenges 

to organisational ICT/Cyber Security culture. 

In Chapter Three, the research approach was outlined in which the method and procedures for 

administering the questionnaires, data collection and analysis was also discussed including statistical 
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methods namely descriptive statistics. It further discussed the sample size, sampling processes as well 

as the justifications which were employed before considering the data collection approach, 

instruments, methodological reliability and validity of various techniques used in this study. 

Chapter Four provided the results of the empirical data analysis for the study, as well as data 

presentation as obtained during data collection. This aimed at fulfilling all the three research objectives 

which were looking at investigating the public organisations' Cyber Security threats posed by an 

insider as well as determining the effectiveness of the current controls particularly to do with 

protection against internal Cyber Security threats. 

Chapter five discussed and analysed the findings of chapter four in details as they relate to the 

objectives in relation to the existing body of knowledge on the subject matter of Insider Cyber threats 

in public organisations. 

Finally, the last chapter provides the conclusion and recommendation based on the findings and 

analysis of the research based on the literature review, findings and analysis in line with the objectives 

and research questions for future studies in the same area.  

6.3 Review of Research Objectives  

6.3.1 First Objective 

To establish the types of vulnerabilities in public organisations that can be exploited by insiders. This 

objective was achieved and the study findings have established that there are vulnerabilities that can 

easily be exploited by an insider thereby cause data security breach in public organisations. The 

identified vulnerabilities showed clear linkages of organisational ICT/Cyber Security culture based on 

the research questions. The factors delineated from the study that can be used in effecting a positive 

organisational ICT/Cyber Security culture and they include: 

 Executive management support and support 

 Continuous improvement of ICT/Cyber Security policy and procedure reviews 

 Continuous improvement awareness and training through Corporation values, stakeholder 

involvement 
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 Improved Communication channels 

 ICT/Cyber Security risk management 

 Compliance Management. 

6.3.2 Second Objective  

To establish the effectiveness of the current controls in public organisations in protecting against 

potential Cyber Security threats from insiders. This objective was achieved and the study findings 

established that the current controls in place are not effective enough to mitigate threats to an 

acceptable level. This is due to the fact that, all the organisations have continuously experienced 

insider attacks with huge revenue losses despite having the controls in place. Majority of the public 

organisations investigated only had partial ICT security-related policies and procedures in place. 

Nonetheless, the documents are not known to the role players who are in turn expected to comply in 

order to ensure data security. Meanwhile, about 25% of the organisations were found to not have an 

established ICT/Cyber Security department or ICT/Cyber Security specialized staff in place to effect 

the security controls.  

6.3.3 Third objective 

To propose measures to mitigate insider threats. This objective was achieved and based on the 

findings, we wish to propose a model of minimum insider mitigation instruments, with the behaviour 

factor addressed in question 1. The proposed model aligns with ISO 27001 and COBIT 5.0 security 

requirements, such that should an organisation decide to implement the international standards, they 

will not have to reinvent the wheel. The proposed model is cheap and sustainable for the environment 

considering the high costs of implementing international standards which is currently a deterring 

factor. It adds to the body of knowledge. The steps of measures must be considered in order to avert 

the insider threat with the top being user awareness. These are presented in a model as in Fig 5.1.  
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6.4 Research Conclusion 

The study has provided useful information involving ICT/Cyber Security mitigation in public 

organisations in Zambia. Having developed a literature base from related works done from other 

countries. A questionnaire survey and interviews were conducted with performed statistical analysis to 

arrive at the useful information for both the study and the body of knowledge. 

ICT/Cyber Security departmental and qualified staff establishment is key in the management of insider 

threats, 62.5% of the Public organisations under review has established ICT/Cyber Security 

departments, with only 25 % that had fully qualified Chief Information Security Officers (CISO) with 

both professional and academic qualifications. 

Cyber Security Vulnerability assessment is key to management of insider threats and Cyber Security as 

a whole. The assessment conducted during the research reviewed a number of vulnerabilities that can 

easily be exploited by the perpetrators which can leave the organisational data un-secure. 

ICT/Cyber Security policies and controls are required to be aligned to the organisations' strategic 

objectives so as to enhance controls effectiveness and easy of performance measurement in relation to 

key performance indications (KPI) and compliance. Public Organisation needs to consider minimum 

mitigation measures for insider threats in as a step in the cyber readiness direction, looking at the 

difficulty of modelling human behavior. 

The study made a significant contribution to ICT/Cyber Security management through knowledge on 

the existence of challenges to organisational ICT/Cyber Security culture with respect to insider threats. 

The major challenges highlighted by the research are management to buy-in and support the ICT/Cyber 

Security initiatives because it is perceived as unnecessary expense considering the high cost of 

implementing ISMS. 

Finally, the achievement of best practice of organisational ICT/Cyber Security culture will go a long 

way in helping to model human behavior which is key to the management of insider threats. Up until 

now, the findings from both the secondary and primary research undertaken have shown a thorough 

exploration of the research subject and reasonable conclusions have been made. It is the belief of the 

researcher that the evidence revealed in this work have shown a significant picture of the ICT/Cyber 
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Security readiness and security posture of Zambia as a nation. Therefore, the overall aim which was to 

enhance insider threat mitigation controls in public organisations focusing on the challenges and 

solutions thereby securing critical data of the research was achieved. 

6.5 Recommendations 

The author recommends that Public organisations Executive Management should; 

 

 Adopt the proposed model as a minimum requirement for the mitigation of Cyber Security threat 

by organisational insiders 

 Commit support to ICT/Cyber Security management by approving ICT and ICT security-related 

policies and procedures implementation and compliance on regular reviews 

 Ensure that ICT risks are integrated into the organisational Enterprise Risk Management (ERM) 

program. 

 Ensure ICT security is included in all ICT related projects and developments for security 

compliance purposes 

 Consider adopting an international standard and framework like ISO27001 or COBIT 5 for 

security 

 And lastly, Government should consider implementing a national Cyber Security policy and 

passing a penal law to prosecute insider attackers. 

6.6 Chapter Summary  

This chapter provided the conclusion and recommendation based on the findings and analysis of the 

research based on the literature review, findings and analysis in line with the objectives and research 

questions for future studies in the same area.   
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Appendix II: Letters of authority for data collection from some public organisations  
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Appendix III: Questionnaire No 1 – Survey 

 

 

The University of Zambia 

School of Engineering 

 

 

 

 

An investigation into Cyber Security threats posed by insiders: A case of Public Organisations 

 

 

By Melissa K. Chinyemba (2016145765) 

Master of Engineering – ICT Security 

For further details or any queries, kindly get in touch on 0966 955426 
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Dear Respondent, 

 

I am a student at the University of Zambia in my final stage pursuing a Master of Engineering – ICT 

Security. As partial fulfillment for the award of a Master’s degree, I am conducting a baseline study on: 

“An investigation into Cyber Security threats posed by insiders: A case of Public Organisations” 

You have been purposively sampled to provide information for the topic indicated above. The 

information being collected is purely for academic purposes as such, it will be treated with maximum 

confidentiality. Subsequently, you are not supposed to indicate your name or any personal information 

that can lead to revealing of your identity.  

Your co-operation will be greatly appreciated. 

 

For more information queries in relation to the survey, you may wish to contact the following: 

Research Supervisor: Dr. Jackson Phiri (0966 693 731) 

 

Part A: Bio Data - Please tick in the box as appropriate 

 

1) Sex:  (1) Male    (2) Female 

2) Age in years. 

 (1) 18 – 22   (4) 30 – 34   

 (2) 22 – 26   (5) 34 – 40 

 (3) 26 – 30   (6) 40 and above 

 

3) Marital status    

(1) Single    (4) Separated    
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(2) Married    (5) Divorced  

(3)       Widowed    

 

4) Level of education 

(1) Secondary        (3) University    

(2) College                    (4) others 

5) Line of specialty, please specify……………………………………………………………........ 

6) Professional certifications, please list them: ………………………………………………..... 

………………………………………………………………………………………………….. 

7)  What is your organization’s Primary industry? 

(1) Government Agency/Authority      (4) Health Care 

(2) Telecommucations/ICT           (5) Banking 

(3) Energy/Utility        (6) Higher Institution of learning 

 

8) What is your organization’s size in terms of its overall workforce, including employees and 

outside individuals such as contractors, consultants and interns? 

(1) Fewer than 500                   (3) 1000 – 4999   

(2) 500 - 999                          (4) 5000 & above  

 

9) What is your primary role in the organization? 

1) Security manager/ Director/CSO/CISO 

2) ICT manager/ Director/CIO 

3) Risk Manager/ Director 

4) Compliance officer/ Auditor 

5) ICT Specialist 

6) Human Resources Manager/Officer 

7) Legal professional 

8) ICT Security Analyst /Officer 

9) Help desk agent / technician         

10) System/Database administrator 

11) Finance Manager /Officer  
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12) If others, please specify……………………………………………………….. 

2. Part B: Please tick in the box as appropriate 

1) The Cyber/ICT Security department is functioning under the control of: 

 

1) A Chief security Officer with professional and academic ICT Security qualification 

2) A Chief ICT Security Officer certified in CCISO or CISSP 

3) A college graduate with several years of experience 

4) A university graduate without Cyber/ICT Security background 

 

2) The Head of  Cyber/ICT Security department at your organisation  reports to: 

1) Chief Executive Officer 

2) Cyber/ICT Security committee 

3) Director IT/IS/ICT 

4) IT/IS/ICT Senior Manager 

 

3) The number of staff in the Cyber/ICT Security department/Section at your organisation is: 

1) Between 1 to 5 

2) Between 6 to 10 

3) Between 10 to 15 

4) More than 15 

 

5) Does your Cyber/ICT Security department have a buy-in from the executive/senior 

management?

1) Yes it does 

2) No it doesn’t 

3) Am not sure 

4) None of the above 

 

6) How is your Cyber/ICT Security department supported by the executive/senior management?

1) Very well Supported 

2) Adequately Supported 

3) Moderately Supported 

4) Poorly Supported 

 

7) How is Cyber/ICT Security department funded at your Organisation? 

1) Very well-funded 

2) Adequately funded 

3) Moderately funded 

4) Poorly funded 

8) Staff Establishment   
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Position Approved 

Establishment 

Actual Variance 

CISO/Director ICT Security    

Cyber/ICT Security Senior Manager(s)    

Cyber/ICT Security Manager(s)    

Senior Cyber/ICT Security Officers    

Cyber/ICT Security Officers    

 

Part C: Questionnaire for assessing the extent to which internal Cyber/ICT Security controls 

assurance enhances corporate governance. 

In this part of the questionnaire you are expected to answer by choosing one of the options: 

Code: 1 2 3 4 5 

For: Strongly Disagree Disagree Not Sure Agree Strongly Agree 

 

SN.  1 2 3 4 5 

01 Your organisation has adopted, implemented and enforced the 

international ISMS standards and framework such as ISO 27001 and 

COBIT for security. 

     

02 Cyber/ICT Security has a risk-based plan that determines the priorities of 

the Cyber/ICT Security activity, consistent with the organization’s goals. 

     

03 The Chief Cyber/ICT Security Officer (CISO) ensures that Cyber/ICT 

Security resources are appropriate, sufficient, and effectively deployed to 

achieve the approved plan. 

     

04 The Cyber/ICT Security activity assist the company in maintaining 

effective controls by evaluating their effectiveness and efficiency and by 

promoting continuous improvement 

     

05 Cyber/ICT Security Officers check that internal controls exist and are 

working effectively 

     

06 Cyber/ICT Security Officers are alert to the significant risks that might 

affect objectives, operations, or resources. 
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07 Cyber/ICT Security helps in the achievement of the company’s strategic 

objectives.  

     

08 Cyber/ICT Security ensures that there is compliance with laws, 

regulations, policies, procedures, and contracts by the company 

     

09 Confidentiality and integrity of financial, strategic, and operational 

information is assured by CISO 

     

10 Cyber/ICT Security has greatly helped to safeguard assets and minimize 

loss at our organisation 

     

11 Cyber/ICT Security carry out ICT risk assessments that has helped 

Management at our Organisation 

     

12 Cyber/ICT Security at our organisation issue reports in a useful timely?      

13 Cyber/ICT Security staff are given regular in-house awareness and training 

in security practice standards 

     

14 Not all Cyber/ICT Security staff at our Organisation have experience and 

are certified in Cyber/ICT Security profession 

     

15 What is the most positive or negative attribute that Cyber/ICT Security Officers have exhibited?------

-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------- 

 

Part D: Questionnaires for assessing the influence of Cyber/ICT Security recommendations on 

corporate governance 

This part of the questionnaire you are expected to use the same Likert scale as in part B as follows: 

Code: 1 2 3 4 5 

For: Strongly Disagree Disagree Not Sure Agree Strongly Agree 

 

SN.  1 2 3 4 5 

01 The Cyber/ICT Security activity assess and make appropriate and value 

adding recommendations which are implemented by management on a 

timely basis to improve the organization’s governance processes 
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02 The Chief Cyber/ICT Security Officer (CISO) communicates results to 

the appropriate parties timely for consideration. 

     

03 Management accepts responsibility for monitoring corrective action on 

vulnerabilities reported by Cyber/ICT Security. 

     

04 The Cyber/ICT Security executive establishes and maintains a system to 

monitor the disposition of results communicated to management. 

     

05 Cyber/ICT Security have clear and positive relationship with 

management that allows it to communicate openly and confidently 

without fear of repercussions 

     

06 Management views Cyber/ICT Security function as an impediment to 

fulfilling its objective on time 

     

07 The Cyber/ICT Security budget includes adequate funds for professional 

development and the planned use of external experts. 

     

08 The degree of response to Cyber/ICT Security report by senior 

management is satisfactory 

     

09 What is it that Cyber/ICT Security officials should do or should not do to improve its relevancy at 

your Organisation?----------------------------------------------------------------------------------------------------------------------------------------------

--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------- 

 

Part E: Questionnaire on the independence and objectivity of Cyber/ICT Security activity in the 

organisation as a mechanism of governance.  

The key to filling this section is given below.  Please tick the most appropriate option for you. This 

part of the questionnaire you are expected to use the same Likert scale as in part B as follows: 

Code: 1 2 3 4 5 

For: Strongly Disagree Disagree Not Sure Agree Strongly Agree 

 

SN.  1 2 3 4 5 

01 The department has a charter approved by the board that gives it its 

mandate and independence with a formally defined purpose, authority, 
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and responsibility of the Cyber/ICT Security activity in line with the 

Mission of Cyber/ICT Security 

02 Cyber/ICT Security Officers are professionals and competent to act 

independently and objectively in the performance of their work. 

     

03 The relationship between Cyber/ICT Security and employees is viable and 

professional? 

     

04 The Cyber/ICT Security activity is free from interference in determining 

the scope of Cyber/ICT Security, performing work, and communicating 

results. 

     

05 Cyber/ICT Security Officers have an impartial, unbiased attitude and 

avoid any conflict of interest. 

     

06 If independence or objectivity is impaired in fact or appearance, the 

details of the impairment are disclosed to appropriate parties. 

     

07 Cyber/ICT Security Officers provide consulting services relating to 

operations for which they had previous responsibilities. 

     

08 If Cyber/ICT Security Officers have potential impairments to 

independence or objectivity relating to proposed consulting services, 

disclosure is made to the engagement client prior to accepting the 

engagement 

     

09 Cyber/ICT Security function sometimes faces interference from 

management in determining its scope and communicating results. 

     

10 Cyber/ICT Security at our organisation have access to all records and 

books  without interference from line managers   

     

11 Cyber/ICT Security staff are required to review all departments in the 

organisation 

     

12 Cyber/ICT Security Function report at a very senior level in the 

Organisation 

     

13 Cyber/ICT Security have no personal or professional involvement with or 

allegiance to the asset being protected and maintains an un-biased and 

impartial mindset in regard to all engagements at our organisation 
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14 Is Cyber/ICT Security function seen and act independently at your company?, YES or NO -------------- 

 

Part F: Questionnaire on insider threats and security activity in the organisation 

Please tick in the boxes as appropriate 

 

1) Which category of insider are you the most concerned with as being the most detrimental to your 

organization? Select the best answers. 

   Negligent contractor 

   Negligent employee 

   Unscreened / new employee 

   Malicious contractor 

   Malicious employee 

    A former Employee 

    Disgruntled employee 

    Security-unaware/ employee / Contractor 

Security-uninformed contractor

 

2) What are you most concerned about as relates to an insider threat? Select all that apply. 

    Fraud or abuse 

    Exposure of confidentiality 

    Business information 

    Compromise of Personally PII 

    Loss of competitive advantage 

    Lack of continuity Plans 

    Reputation damage 

    Other: Specify……………… 

 Lack of clear communication   channels 

 Lack comprehensive access control      

Lack of information Classification Policy 

 Sabotage 

 Theft of IP 

 Compromise of HR information 

 Unclearly defined organisation rules 

 

3) Can you place a financial value in U.S. dollars on your organization’s potential loss from an insider 

threat?  

 

1) Under $99,999 

2) $100,000 to $249,000 

3) $250,000 to $499,000 

4) $500,000 to $999,999 

5) $1 to $2.4M 

6) $2.5 to $5M 

7) $5M and above 

8) Unknown/Unsure 
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4) What percentage of your ICT budget are you currently spending for prevention and detection of 

insider incidents/attacks?  

 

1) Less than 5% 

2) 5–7% 

3) 7–10% 

4) More than 10% 

5) Unknown 

5) What do you estimate this percentage might be in the next twelve months?  

 

1) Less than 5% 

2) 5–7% 

3) 7–10% 

4) More than 10% 

5) Unknown 

 

6) Does your organisation have the ability to prevent/deter an insider incident/attack? 

      1) Yes    2) Not Sure       3) No 

 

7) What tools or techniques are you using to prevent/deter insider threats before they become an actual 

incident or attack? 

 Administrative policies & procedures 

 Workforce monitoring   

 Internal controls 

 DLP 

Internal audits 

Whistleblower 

7) Other

 

8) What Administrative policies & procedures are you using to prevent, detect and mitigate actual 

insider threats incident or attack? Select all that apply. 

ICT Security Policy & Procedures 

Comprehensive NDA Policy 

Employee screening Policy 

Exit Policy /Procedure 

Clear Desk Policy 

None of the above 

Other. Specify: …..………... 

Awareness Policy & Procedures 

Information classification Policy 

Role-base access control policy 

Acceptable use policy 

Access Control Policy 
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9) Does your ICT /Cyber Security/HR department mandate a screening and underground check for 

prospective employees before they are employed? 

1) Yes 

2) No 

3) Partially 

4) Not Sure 

 

10) How often do you review the policies and procedure? Select all that apply 

1) Quarterly  

2) Bi-annually 

3) Annually 

 

4) Whenever there is change 

5) Never 

6) There is no need to review 

11) How often do you conduct user awareness? Select all that apply

1) Weekly  

2) Monthly 

7) Whenever there is change 

8) Not sure 

3) Quarterly  

4) Bi-annually 

5) Annually 

6) Never 

12)  Who is covered under awareness/training scope?  

1) Unionized employees only 

2) Management employees only 

3) Computer users only  

4) System administrators 

5) IT/ICT Security staff only  

6) IT/ICT staff only 

7) Everyone 

8) No one

 

13) Do you keep record of the signed acknowledgements from users who have undergone awareness 

and read the security policies as proof of enforcement and delivery?  

1) YES 

2) Not Sure 

3) No 
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14) What factors do you feel are limiting your ability to prevent/deter an insider incident/attack? Select 

all that apply. 

Lack of training 

Other 

Lack of technology solutions 

Lack of budget 

Lack of appropriate policies & procedures 

Lack of internal specialized staff 

Not a priority for my organization 

 

15) To help determine the biggest gaps in your organization, draw up a report card. In the following 

areas, give yourself an “A” if you are addressing that area, an “F” if you are ignoring it:  

Policies 

Procedures 

Comprehensive Awareness 

Comprehensive Training 

 

    Technology 

     Administrative 

     Executive support 

     Employee screening 

16) How effective do you feel your prevention measures are? 

1) Very effective (i.e., we have proven tools/techniques against attack) 

2) Effective (i.e., we are confident we have selected the best tools/techniques but have 

not used them operationally) 

3) Not effective (i.e., we are in the process of re-evaluating our processes) 

4) Not applicable (i.e., we are not concerned about insider threats) 

 

17) What tools or techniques do you use to detect insider incidents/attacks? Select all that apply. 

Internal audits 

Internal network monitoring 

Centralized log management 

SIEM tools 

External network Monitoring 

Data loss prevention/protection 

Monitoring of third parties 

Whistleblower 

Monitoring of employees 

  Other. Specify: …………………………………… 
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18) Does your incident response plan have special provisions for incidents involving insiders? 

1) Yes, we have a formal incident response plan with special provisions for insiders 

2) No, our formal incident response plan does not have special provisions for insiders 

3) No, we have no formal incident response plan  

4) Unknown 

 

19) Have you ever experienced an actual insider incident/attack in your organisation? 

1) Yes   2) Not Sure    3) No 

 

20) If Yes to 19 above, how would you class the type of the insider attack? 

1) Fraud 2) Sabotage  3) IP Theft      4) Other 

 

21) From the actual or estimated start of the incident/attack, how long did it take you to detect/mitigate? 

 

1) Less than an hour  

2) 1 – 8 hours 

3) <1 – 7 days <7-12 months 

 

4) <1 – 4 weeks 

5) <1 – 6 months  

6) More than a year 

7) Unknown/Unsure 

22) What do you estimate was the extent of your (worst) loss in U.S. dollars? 

1) Under $500, 000 

2) $500,001 to $ 1M 

3) <$ 1M to $5M 

4) Over $5M 

5) Unknown / Unsure 

6) None of the above

 

23) Does your organisation have an ICT/ Cyber Security policy and procedure which are aligned to the 

corporate strategy? 

1) Yes      2) Not Sure                3) No 

 

24) Does your organisation have a mandatory Non-Disclosure Agreement (NDA) Policy? 

1) Yes    2) Not Sure   3) No 
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25) Does your organisation mandate exit interviews before paying of the benefits of any leaving 

employees/contractors? 

1) Yes     2) Not Sure    3) No 

 

26) Does the NDA policy have a clause to deter the exiting employees/contractors from leaking the 

organisational information? 

1) Yes     2) Not Sure    3) No 

 

27) Does the NDA policy have a clause to deter the exiting employees from sabotaging the 

organisation?  

1) Yes     2) Not Sure  3) No 

 

28) What’s the Policy for user access rights deactivation after termination of contract? 

1) Immediately 

2) After a couple hours 

3) After a day 

4) After a week or Month 

5) After paying off their dues 

6) Never 
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Part G: Assessing Your Vulnerability to Insider Threats 

1) Why do you think an insider would attack their own employers? 

………………………………………………………………………………………………

……………………………………………………………………………………………… 

2) What do you think would lead to insider attack in your organisation? 

………………………………………………………………………………………………

……………………………………………………………………………………………… 

3) Which of the indicators has your organisation adequately addressed in mitigating insider 

attacks? 

………………………………………………………………………………………….. 

……………………………………………………………………………………………… 

4) What information would an adversary target in your organisation? 

………………………………………………………………………………………………

…………………………………………………………………………………………….. 

5) What systems contain the information that attackers would target? 

………………………………………………………………………………………………

……………………………………………………………………………………………… 

6) Who has access to the critical information and systems? 

………………………………………………………………………………………………

……………………………………………………………………………………………… 

7) How would an adversary target that individual? 

………………………………………………………………………………………………

……………………………………………………………………………………………… 

8) What would be the easiest way to compromise an insider in your organisation? 

………………………………………………………………………………………………

……………………………………………………………………………………………… 

9) How would someone extract the information? 

………………………………………………………………………………………………

…………………………………………………………………………………………… 

10) What measures or solutions should your ICT use/put in place to prevent these attacks? 

………………………………………………………………………………………………

…………………………………………………………………………………………… 
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11) What measures or solutions can ICT use to detect these attacks? ................................... 

…………………………………………………………………………………………… 

12) What gaps exist in how you are dealing with insider threats in your organisation? 

…………………………………………………………………………………………… 

13) What are the highest-priority items/assets to focus on? 

…………………………………………………………………………………………… 

14) Does our current budget appropriately address insider threats? 

……………………………………………………………………………………………… 

15) Should your organisation adjust current resources and budget to address insider threats? 

…………………………………………………………………………………………… 

16) What would a security roadmap that includes insider threats look like? 

……………………………………………………………………………………………… 

 

 

 

 

Thank you so much for contributing positively to this research paper. 

May God richly bless you! 
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Appendix IV: Questionnaire No 2 - Gap Analysis 

 

Statement of Applicability of ISO/IEC 27001:2013 Annex A 

controls 

    

Annex 

A 

referen

ce  

Control title Control description Additional Questions Function 

A.5 Information 

Security 

Policies 

      

A5.1 Management 

direction for 

information 

security 

To provide management direction and 

support for information security in 

accordance with business 

requirements and relevant laws and 

regulations. 

    

A.5.1.1 Policies for 

information 

security 

An information security policy 

document shall be approved by 

management, and published and 

communicated to all employees and 

relevant external parties. 

Does your institution 

have an information 

security policy that has 

been approved by 

management? 

Top 

Managem

ent 

A.5.1.2 Review of the 

policies for 

information 

security 

The information security policy shall be 

reviewed at planned intervals or if 

significant changes occur to ensure its 

continuing suitability, adequacy, and 

effectiveness. 

Does your institution 

review the policy at 

defined intervals to 

encompass significant 

change and monitor for 

compliance? 

Top 

Managem

ent 
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A.6 Organization 

of information 

security 

      

A.6.1 Internal 

Organization 

To manage information security 

within the organization. 

    

A.6.1.1 Information 

security roles 

and 

responsibilities 

Management shall actively support 

security within the organization through 

clear direction, demonstrated 

commitment, explicit assignment, and 

acknowledgement of information 

security responsibilities. 

  Top 

Managem

ent 

A.6.1.2 Segregation of 

duties 

Information security activities shall be 

co-ordinated by representatives from 

different parts of the organization with 

relevant roles and job function. 

Does your information 

security function have the 

authority it needs to 

manage and ensure 

compliance with the 

information security 

program?  

CISO 

A.6.1.3 Contact with 

authorities 

All information security responsibilities 

are clearly defined. 

Does your institution 

have an individual with 

enterprise-wide (campus) 

information security 

responsibility and 

authority written in their 

job description, or 

equivalent? Note: This 

may be the CIO, CISO, 

CSO, or other. 

HR 
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A.6.1.4 Contact with 

special interest 

groups 

A management authorization process for 

new information processing facilities 

shall be defined and implemented. 

Is responsibility clearly 

assigned for all areas of 

the information security 

architecture, compliance, 

processes, and audits?  

CISO 

A.6.1.5 Information 

security in 

project 

management 

Requirements for confidentiality or non-

disclosure agreements reflecting the 

organization's needs for the protection of 

information shall be identified and 

regularly reviewed. 

Is there a formal process 

for having the individual 

with information security 

responsibility assess and 

sign off on appropriate 

hardware, software, and 

services, ensuring they 

follow security policies 

and requirements? 

CISO 

A.6.2 Contact with 

authorities 

Appropriate contacts with relevant 

authorities shall be maintained. 

Does your institution 

maintain relationships 

with local authorities?  

Administr

ation 

A.6.1.7 Contact with 

special interest 

groups 

Appropriate contacts with special 

interest groups or other specialist 

security forums and professional 

associations shall be maintained. 

Does your institution 

participate with local or 

national security groups 

(e.g., REN-ISAC, 

EDUCAUSE, InfraGard, 

Information Systems 

Security Association, 

etc.)? 

IT 

A.6.1.8 Independent 

review of 

information 

security 

The organization's approach to 

managing information security and its 

implementation (i.e. control objectives, 

controls, policies, processes, and 

procedures for information security) 

Does your institution 

have independent security 

reviews completed at 

planned intervals or when 

CISO 
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shall be reviewed independently at 

planned intervals, or when significant 

changes to the security implementation 

occur. 

significant changes to the 

environment occur? 

A6.2 External 

parties 

To maintain the security of 

organization's information and 

information processing facilities that 

are accessed, processed, 

communicated to, or managed by 

external parties. 

    

A.6.2.1 Identification 

of risks related 

to external 

parties 

The risks to the organization's 

information and information processing 

facilities from business processes 

involving external parties shall be 

identified and appropriate controls 

implemented before granting access. 

Does your institution 

have an ICT risk 

management program?  

CISO 

A.6.2.2 Addressing 

security when 

dealing with 

customers 

All identified security requirements shall 

be addressed before giving customers 

access to the organization's information 

or assets. 

Does your institution 

have a process for 

identifying and assessing 

reasonably foreseeable 

internal and external ICT 

risks to the security, 

confidentiality, and/or 

integrity of any 

electronic, paper, or other 

records containing 

sensitive information? 

IT 
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A.6.2.3 Addressing 

security in 

third party 

contracts 

Agreements with third parties involving 

accessing, processing, communicating or 

managing the organization's information 

or information processing facilities, or 

adding products or services to 

information processing facilities shall 

cover all relevant security requirements. 

Does your organization 

conduct routine risk 

assessments to identify 

the key objectives that 

need to be supported by 

your information security 

program?  

Finance 

A.7 Human 

resources 

security 

      

A.7.1 Prior to 

employment 

To ensure that employees, contractors 

and third party users understand their 

responsibilities, and are suitable for 

the roles they are considered for, and 

to reduce the risk of theft, fraud or 

misuse of facilities. 

    

A.7.1.1 Roles and 

responsibilities 

Security roles and responsibilities of 

employees, contractors and third party 

users shall be defined and documented in 

accordance with the organization's 

information security policy. 

Do all individuals 

interacting with 

university systems 

receive information 

security awareness 

training? 

HR 

A.7.1.2 Screening Background verification checks on all 

candidates for employment, contractors, 

and third party users shall be carried out 

in accordance with relevant laws, 

regulations and ethics, and proportional 

to the business requirements, the 

classification of the information to be 

accessed, and the perceived risks. 

Does your institution 

conduct specialized role-

based training?  

HR 
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A.7.1.3 Terms and 

conditions of 

employment 

As part of their contractual obligation, 

employees, contractors and third party 

users shall agree and sign the terms and 

conditions of their employment contract, 

which shall state their and the 

organization's responsibilities for 

information security. 

Do the information 

security programs clearly 

state responsibilities, 

liabilities, and 

consequences?  

HR 

A.7.2 During 

employment 

To ensure that all employees, 

contractors and third party users are 

aware of information security threats 

and concerns, their responsibilities 

and liabilities, and are equipped to 

support organizational security policy 

in the course of their normal work, 

and to reduce the risk of human error. 

    

A.7.2.1 Management 

responsibilities 

Management shall require employees, 

contractors and third party users to apply 

security in accordance with established 

policies and procedures of the 

organization. 

  HR 

A.7.2.2 Information 

security 

awareness, 

education and 

training 

All employees of the organization and, 

where relevant, contractors and third-

party users, shall receive appropriate 

awareness training and regular updates 

in organizational policies and 

procedures, as relevant for their job 

function. 

  Training 

A.7.2.3 Disciplinary 

process 

There shall be a formal disciplinary 

process for employees who have 

committed a security breach. 

  HR 



134 

 

A.7.3 Termination 

or change of 

employment 

To ensure that employees, contractors 

and third party users exit an 

organization or change employment in 

an orderly manner. 

    

A.7.3.1 Termination 

responsibilities 

Responsibilities for performing 

employment termination or change of 

employment shall be clearly defined and 

assigned. 

  HR 

A.7.3.2 Return of 

assets 

All employees, contractors and third 

party users shall return all of the 

organization's assets in their possession 

upon termination of their employment, 

contract or agreement. 

  HR 

A.7.3.3 Removal of 

access rights 

The access rights of all employees, 

contractors and third party users to 

information and information processing 

facilities shall be removed upon 

termination of their employment, 

contract or agreement, or adjusted upon 

change. 

  HR 

A.8 Asset 

Management 

      

A.8.1 Responsibility 

for assets 

To achieve and maintain appropriate 

protection of organizational assets. 

    

A.8.1.1 Inventory of 

assets 

All assets shall be clearly identified and 

an inventory of all important assets 

drawn up and maintained. 

Has your organization 

identified critical 

information assets and the 

functions that rely on 

them?  

CISO 
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A.8.1.2 Ownership of 

assets 

All information and assets associated 

with information processing facilities 

shall be owned by a designated part of 

the organization. 

Does your institution 

classify information to 

indicate the appropriate 

levels of information 

security?  

CISO 

A.8.1.3 Acceptable use 

of assets 

Rules for the acceptable use of 

information and assets associated with 

information processing facilities shall be 

identified, documented, and 

implemented. 

  CISO 

A.8.2 Information 

classification 

To ensure that information receives an 

appropriate level of protection. 

    

A.8.2.1 Classification 

guidelines 

Information shall be classified in terms 

of its value, legal requirements, 

sensitivity and criticality to the 

organization. 

  CISO 

A.8.2.2 Information 

labelling and 

handling 

An appropriate set of procedures for 

information labelling and handling shall 

be developed and implemented in 

accordance with the classification 

scheme adopted by the organization. 

  CISO 

A9 Access 

Control 

      

A9.1 Business 

requirement 

for access 

control 

To control access to information.     

A9.1.1 Access control 

policy 

An access control policy shall be 

established, documented, and reviewed 

  IT 
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based on business and security 

requirements for access. 

A9.2 User access 

management 

To ensure authorized user access and 

to prevent unauthorized access to 

information systems. 

    

A9.2.1 User 

registration 

There shall be a formal user registration 

and de-registration procedure in place 

for granting and revoking access to all 

information systems and services. 

Does your institution 

have an access control 

policy for authorizing and 

revoking access rights to 

information systems?  

IT 

A9.2.2 Privilege 

management 

The allocation and use of privileges shall 

be restricted and controlled. 

Does your institution 

have a process in place for 

granting and revoking 

appropriate user access? 

IT 

A9.2.3 User password 

management 

The allocation of passwords shall be 

controlled through a formal management 

process. 

Does your institution 

have a password 

management program 

that follows current 

security standards?  

IT 

A9.2.4 Review of user 

access rights 

Management shall  review users' access 

rights at regular intervals using a formal 

process. 

Does your institution 

have procedures to 

regularly review users' 

access to ensure only 

needed privileges are 

applied?  

IT 

A9.3 User 

responsibilitie

s 

To prevent unauthorized user access, 

and compromise or theft of 

information and information 

processing facilities. 
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A9.3.1 Password use Users shall be required to follow good 

security practices in the selection and use 

of passwords. 

Does your institution 

employ specific measures 

to secure remote access 

services?  

IT 

A9.3.2 Unattended 

user equipment 

Users shall ensure that unattended 

equipment has appropriate protection. 

Does your institution 

employ technologies to 

block or restrict 

unencrypted sensitive 

information from 

traveling to untrusted 

networks?  

IT 

A9.3.3 Clear desk and 

clear screen 

policy 

A clear desk policy for papers and 

removable storage media and a clear 

screen policy for information processing 

facilities shall be adopted. 

Does your institution 

have mechanisms in place 

to manage digital 

identities (accounts, keys, 

tokens) throughout their 

life cycle, from 

registration through 

termination?  

IT 

A9.4 Network 

access control 

To prevent unauthorized access to 

networked services. 

    

A9.4.1 Policy on use 

of network 

services 

Users shall only be provided with access 

to the services that they have been 

specifically authorized to use. 

Is there a policy in place 

to restrict the sharing of 

passwords? 

IT 

A9.4.2 User 

authentication 

for external 

connections 

Appropriate authentication methods 

shall be used to control access by remote 

users. 

Does your 

institution prohibit use of 

generic accounts with 

privileged access to 

systems? 

IT 
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A9.4.3 Equipment 

identification 

in networks 

Automatic equipment identification 

shall be considered as a means to 

authenticate connections from specific 

locations and equipment. 

Does your institution 

have an authentication 

system in place that 

applies higher levels of 

authentication to protect 

resources with higher 

levels of sensitivity?  

IT 

A9.4.4 Remote 

diagnostic and 

configuration 

port protection 

Physical and logical access to diagnostic 

and configuration ports shall be 

controlled. 

Does your institution 

have an authorization 

system that enforces time 

limits lockout on login 

failure and defaults to 

minimum privileges?  

IT 

A9.4.5 Segregation in 

networks 

Groups of information services, users 

and information systems shall be 

segregated on networks. 

Does your institution 

have standards for 

isolating sensitive data 

and procedures and 

technologies in place to 

protect it from 

unauthorized access and 

tampering? 

IT 

A9.4.6 Network 

connection 

control 

For shared networks, especially those 

extending across the organization's 

boundaries, the capability of users to 

connect to the network shall be 

restricted, in line with the access control 

policy and requirements of the business 

applications (see 11.1). 

Does your institution 

have usage guidance 

established for mobile 

computing devices 

(regardless of ownership) 

that store, process, or 

transmit institutional 

data?  

IT 
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A9.4.7 Network 

routing control 

Routing controls shall be implemented 

for networks to ensure that computer 

connections and information flows do 

not breach the access control policy of 

the business applications. 

Does your institution 

require encryption on 

mobile (i.e., laptops, 

tablets, etc.) computing 

devices? 

IT 

A9.5 Operating 

system access 

control 

To prevent unauthorized access to 

operating systems. 

    

A9.5.1 Secure log-on 

procedures 

Access to operating systems shall be 

controlled by a secure log-on procedure. 

  IT 

A9.5.2 User 

identification 

and 

authentication 

All users shall have a unique identifier 

(user ID) for their personal use only, and 

a suitable authentication technique shall 

be chosen to substantiate the claimed 

identity of a user. 

  IT 

A9.5.3 Password 

management 

system 

Systems for managing passwords shall 

be interactive and shall ensure quality 

passwords. 

  IT 

A9.5.4 Use of system 

utilities 

The use of utility programs that might be 

capable of overriding system and 

application controls shall be restricted 

and tightly controlled. 

  IT 

A9.5.5 Session time-

out 

Inactive sessions shall be shut down after 

a defined period of inactivity. 

  IT 

A9.5.6 Limitation of 

connection 

time 

Restrictions on connection times shall be 

used to provide additional security for 

high-risk applications. 

  IT 

A9.6 Application 

and 

To prevent unauthorized access to 

information held in application 

systems. 
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information 

access control 

A9.6.1 Information 

access 

restriction 

Access to information and application 

system functions by users and support 

personnel shall be restricted in 

accordance with the defined access 

control policy. 

  IT 

A9.6.2 Sensitive 

system 

isolation 

Sensitive systems shall have a dedicated 

(isolated) computing environment. 

  IT 

A9.7 Mobile 

computing 

and 

Teleworking 

To ensure information security when 

using mobile computing and 

teleworking facilities. 

    

A9.7.1 Mobile 

computing and 

communicatio

ns 

A formal policy shall be in place, and 

security measures shall be adopted to 

protect against the risks of using mobile 

computing and communication facilities. 

  CISO 

A9.7.2 Teleworking A policy, operational plans and 

procedures shall be developed and 

implemented for teleworking activities. 

Does your institution 

have a telework policy 

that addresses multifactor 

access and security 

requirements for the end 

point used? 

CISO 

A10 Cryptography       

A10.1 Cryptographic 

controls 

Does your institution use 

appropriate/vetted encryption methods 

to protect sensitive data in transit? 

Does your institution use 

appropriate/vetted 

encryption methods to 

protect sensitive data in 

transit? 

CISO 
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A10.1.1 Policy on the 

use of 

cryptographic 

controls 

A policy on the use of cryptographic 

controls for protection of information 

shall be developed and implemented. 

Do your policies indicate 

when encryption should 

be used (e.g., at rest, in 

transit, with sensitive or 

confidential data, etc.)? 

CISO 

A10.1.2 Key 

management 

A policy on the use, protection and 

lifetime of cryptographic keys shall be 

developed and implemented through 

their whole lifecycle. 

Are standards for key 

management documented 

and employed? 

CISO 

A.11 Physical and 

environmenta

l security 

      

A11.1 Secure areas To prevent unauthorized physical 

access, damage and interference to the 

organization's premises and 

information. 

    

A11.1.1 Physical 

security 

perimeter 

Security perimeters (barriers such as 

walls, card controlled entry gates or 

manned reception desks) shall be used to 

protect areas that contain information 

and information processing facilities. 

Do your institution's data 

centers include controls 

to ensure that only 

authorized parties are 

allowed physical access?  

Administr

ation 

A11.1.2 Physical entry 

controls 

Secure areas shall be protected by 

appropriate entry controls to ensure that 

only authorized personnel are allowed 

access. 

Does your institution 

have preventative 

measures in place to 

protect critical hardware 

and wiring from natural 

and man-made threats? 

Administr

ation 

A11.1.3 Securing 

offices, rooms 

and facilities 

Physical security for offices, rooms, and 

facilities shall be designed and applied 

Does your institution 

have a process for issuing 

keys, codes, and/or cards 

Administr

ation 
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that require appropriate 

authorization and 

background checks for 

access to these sensitive 

facilities? 

A11.1.4 Protecting 

against 

external and 

environmental 

threats 

Physical protection against damage from 

fire, flood, earthquake, explosion, civil 

unrest, and other forms of natural or 

man-made disaster shall be designed and 

applied. 

Does your institution 

follow vendor-

recommended guidance 

for maintaining 

equipment? 

Administr

ation 

A11.1.5 Working in 

secure areas 

Physical protection and guidelines for 

working in secure areas shall be 

designed and applied. 

Does your institution 

have a media-sanitization 

process that is applied to 

equipment prior to 

disposal, reuse, or 

release? 

 

Administr

ation 

A11.1.6 Public access, 

delivery and 

loading areas 

Access points such as delivery and 

loading areas and other points where 

unauthorized persons may enter the 

premises shall be controlled and, if 

possible, isolated from information 

processing facilities to avoid 

unauthorized access. 

Are there processes in 

place to detect the 

unauthorized removal of 

equipment, information, 

or software? 

Administr

ation 

A11.2 Equipment 

security 

To prevent loss, damage, theft or 

compromise of assets and interruption 

to organization's activities. 

    

A11.2.1 Equipment 

siting and 

protection 

Equipment shall be sited and protected to 

reduce the risks from environmental 

Do your institution's data 

centers include controls 

to ensure that only 

Administr

ation 
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threats and hazards, and opportunities 

for unauthorized access. 

authorized parties are 

allowed physical access?  

A11.2.2 Supporting 

utilities 

Equipment shall be protected from 

power failures and other disruptions 

caused by failures in supporting utilities. 

Does your institution 

have preventative 

measures in place to 

protect critical hardware 

and wiring from natural 

and man-made threats? 

Administr

ation 

A11.2.3 Cabling 

security 

Power and telecommunications cabling 

carrying data or supporting information 

services shall be protected from 

interception or damage. 

Does your institution 

have a process for issuing 

keys, codes, and/or cards 

that require appropriate 

authorization and 

background checks for 

access to these sensitive 

facilities? 

Administr

ation 

A11.2.4 Equipment 

maintenance 

Equipment shall be correctly maintained 

to enable its continued availability and 

integrity. 

Does your institution 

follow vendor-

recommended guidance 

for maintaining 

equipment? 

IT 

A11.2.5 Security of 

equipment off-

premises 

Security shall be applied to off-site 

equipment taking into account the 

different risks of working outside the 

organization's premises. 

  IT 

A11.2.6 Secure disposal 

or  

re-use of 

equipment 

All items of equipment containing 

storage media shall be checked to ensure 

that any sensitive data and licensed 

Does your institution 

have a media-sanitization 

process that is applied to 

equipment prior to 

IT 
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software has been removed or securely 

overwritten prior to disposal. 

disposal, reuse, or 

release? 

 

A11.2.7 Removal of 

property 

Equipment, information or software 

shall not be taken off-site without prior 

authorization. 

Are there processes in 

place to detect the 

unauthorized removal of 

equipment, information, 

or software? 

Administr

ation 

A12 Operations 

Security 

      

A12.1 Operational 

procedures 

and 

responsibilitie

s 

To ensure the correct and secure 

operation of information processing 

facilities. 

    

A12.1.1 Documented 

operating 

procedures 

Operating procedures shall be 

documented, maintained, and made 

available to all users who need them. 

Does your institution 

maintain security 

configuration standards 

for information systems 

and applications?  

CISO 

A12.1.2 Change 

management 

Changes to information processing 

facilities and systems shall be controlled. 

Are changes to 

information systems 

tested, authorized, and 

reported? 

CISO 

A12.1.3 Segregation of 

duties 

Duties and areas of responsibility shall 

be segregated to reduce opportunities for 

unauthorized or unintentional 

modification or misuse of the 

organization's assets. 

Are duties sufficiently 

segregated to ensure 

unintentional or 

unauthorized 

modification of 

information is detected?  

CISO 
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A12.1.4 Separation of 

development, 

test and 

operational 

facilities 

Development, test and operational 

facilities shall be separated to reduce the 

risks of unauthorized access or changes 

to the operational system. 

Are production systems 

separated from other 

stages of the development 

life cycle? 

CISO 

A12.2 Protection 

against 

malicious and 

mobile code  

To protect the integrity of software 

and information. 

    

A12.2.1 Controls 

against 

malicious code 

Detection, prevention, and recovery 

controls to protect against malicious 

code and appropriate user awareness 

procedures shall be implemented. 

Are methods used to 

detect, quarantine, and 

eradicate known 

malicious code on 

information systems 

including workstations, 

servers, and mobile 

computing devices?  

IT 

A12.2.2 Controls 

against mobile 

code 

Where the use of mobile code is 

authorized, the configuration shall 

ensure that the authorized mobile code 

operates according to a clearly defined 

security policy, and unauthorized mobile 

code shall be prevented from executing. 

Are methods used to 

detect and eradicate 

known malicious code 

transported by electronic 

mail, the web, or 

removable media? 

IT 

A12.3 Back-up To maintain the integrity and 

availability of information and 

information processing facilities. 

    

A12.3.1 Information 

back-up 

Back-up copies of information and 

software shall be taken and tested 

regularly in accordance with the agreed 

backup policy. 

Is your data backup 

process frequency 

consistent with the 

IT 
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availability requirements 

of your organization?  

A12.4 Monitoring  To detect unauthorized information 

processing activities. 

    

A12.4.1 Audit logging Audit logs recording user activities, 

exceptions, and information security 

events shall be produced and kept for an 

agreed period to assist in future 

investigations and access control 

monitoring. 

Does your institution 

regularly review 

administrative and 

operative access to audit 

logs? 

IT 

A12.4.2 Monitoring 

system use 

Procedures for monitoring use of 

information processing facilities shall be 

established and the results of the 

monitoring activities reviewed regularly. 

Are file-integrity 

monitoring tools used to 

alert personnel to 

unauthorized 

modification of critical 

system files, 

configuration files, or 

content files and to 

configure the software to 

perform critical file 

comparisons at least 

weekly? 

IT 

A12.4.3 Protection of 

log information 

Logging facilities and log information 

shall be protected against tampering and 

unauthorized access. 

Are steps taken to secure 

log data to prevent 

unauthorized access and 

tampering? 

IT 

A12.4.4 Administrator 

and operator 

logs 

System administrator and system 

operator activities shall be logged. 

Does your institution 

have a process for 

routinely monitoring logs 

IT 
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to detect unauthorized 

and anomalous activities? 

A12.4.5 Fault logging Faults shall be logged, analysed, and 

appropriate action taken. 

Does your institution 

record your log reviews 

(recertification/attestatio

n)? 

IT 

A12.4.6 Clock 

synchronizatio

n 

The clocks of all relevant information 

processing systems within an 

organization or security domain shall be 

synchronized with an agreed accurate 

time source. 

Does your institution 

have a process to ensure 

synchronization of 

system clocks with an 

authoritative source (e.g., 

via NTP) on a periodic 

basis commensurate with 

the potential risks?  

IT 

A12.5 Control of 

operational 

software 

      

A12.5.1 Installation of 

software 

on operational 

systems 

Procedures shall be implemented to 

control the installation of software on 

operational systems. 

Are security-related 

activities such as 

hardware configuration 

changes, software 

configuration changes, 

access attempts, and 

authorization and 

privilege assignments 

automatically logged?  

CISO 

A12.6 Technical 

vulnerability 

management 
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A12.6.1 Management 

of technical 

vulnerabilities 

Information about technical 

vulnerabilities of information systems 

being used shall be obtained in a timely 

fashion, the organization’s exposure to 

such vulnerabilities evaluated and 

appropriate measures taken to address 

the associated risk. 

  CISO 

A12.6.2 Restrictions on 

software 

installation 

Rules governing the installation of 

software by users shall be established 

and implemented. 

  CISO 

A12.7 Information 

systems audit 

considerations 

      

A12.7.1 Information 

systems 

audit controls 

Audit requirements and activities 

involving verification of operational 

systems shall be carefully planned and 

agreed to minimize disruptions to 

business processes. 

Are file-integrity 

monitoring tools used to 

alert personnel to 

unauthorized 

modification of critical 

system files, 

configuration files, or 

content files and to 

configure the software to 

perform critical file 

comparisons at least 

weekly? 

CISO 

A12.8 Third party 

service 

delivery 

management 

To implement and maintain the 

appropriate level of information 

security and service delivery in line 

with third party service delivery 

agreements. 
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A12.8.1 Service 

Delivery 

It shall be ensured that the security 

controls, service definitions, and 

delivery levels included in the third party 

service delivery agreement are 

implemented, operated, and maintained 

by the third party. 

  CISO 

A12.8.2 Monitoring and 

review of third 

party services 

The services, reports and records 

provided by the third party shall be 

regularly monitored and reviewed, and 

audits shall be carried out regularly. 

  CISO 

A12.8.3 Managing 

changes to 

third party 

services 

Changes to the provision of services, 

including maintaining and improving 

existing information security policies, 

procedures and controls, shall be 

managed, taking account of the 

criticality of business systems and 

processes involved and re-assessment of 

risks. 

  CISO 

A12.9 System 

planning and 

acceptance 

To minimize the risk of systems 

failure. 

    

A12.9.1 Capacity 

management 

The use of resources shall be monitored, 

tuned, and projections made of future 

capacity requirements to ensure the 

required system performance. 

Are security-related 

activities such as 

hardware configuration 

changes, software 

configuration changes, 

access attempts, and 

authorization and 

privilege assignments 

automatically logged?  

IT 
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A12.9.2 System 

acceptance 

Acceptance criteria for new information 

systems, upgrades, and new versions 

shall be established and suitable tests of 

the system's) carried out during 

development and prior to acceptance. 

  IT 

A13 Communicati

ons Security 

      

A13.1 Network 

security 

management 

To ensure the protection of 

information in networks and the 

protection of the supporting 

infrastructure. 

    

A13.1.1 Network 

controls 

Networks shall be adequately managed 

and controlled, in order to be protected 

from threats, and to maintain security for 

the systems and applications using the 

network, including information in 

transit. 

Are Internet-accessible 

servers protected by more 

than one security layer 

(firewalls, network IDS, 

host IDS, application 

IDS)?  

IT 

A13.1.2 Security of 

network 

services 

Security features, service levels, and 

management requirements of all network 

services shall be identified and included 

in any network services agreement, 

whether these services are provided in-

house or outsourced. 

Does your institution 

have a segmented 

network architecture to 

provide different levels of 

security based on the 

information's 

classification? 

IT 

A13.2 Media 

handling 

To prevent unauthorized disclosure, 

modification, removal or destruction 

of assets, and interruption to business 

activities. 
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A13.2.1 Management 

of removable 

media 

There shall be procedures in place for the 

management of removable media. 

Are controls in place to 

protect, track, and report 

status of media that has 

been removed from 

secure organization sites?  

Administr

ation 

A13.2.2 Disposal of 

media 

Media shall be disposed of securely and 

safely when no longer required, using 

formal procedures. 

  Administr

ation 

A13.2.3 Information 

handling 

procedures  

Procedures for the handling and storage 

of information shall be established to 

protect this information from 

unauthorized disclosure or misuse. 

  Administr

ation 

A13.2.4 Security of 

system 

documentation 

System documentation shall be protected 

against unauthorized access.  

  IT 

A123.3 Exchange of 

information/E

lectronic 

Transfer 

To maintain the security of 

information and software exchanged 

within an organization and with any 

external entity. 

    

A13.3.1 Information 

exchange 

policies and 

procedures 

Formal exchange policies, procedures, 

and controls shall be in place to protect 

the exchange of information through the 

use of all types of communication 

facilities. 

  CISO 

A13.3.2 Exchange 

agreements 

Agreements shall be established for the 

exchange of information and software 

between the organization and external 

parties. 

  CISO 
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A13.3.3 Physical media 

in transit 

Media containing information shall be 

protected against unauthorized access, 

misuse or corruption during 

transportation beyond an organization's 

physical boundaries. 

  Administr

ation 

A13.3.4 Electronic 

messaging 

Information involved in electronic 

messaging shall be appropriately 

protected. 

Does your institution 

have a process for posture 

checking, such as current 

antivirus software, 

firewall enabled, OS 

patch level, etc., of 

devices as they connect to 

your network? 

CISO 

A13.3.5 Business 

information 

systems 

Policies and procedures shall be 

developed and implemented to protect 

information associated with the 

interconnection of business information 

systems. 

  CISO 

A13.4 Electronic 

commerce 

services 

To ensure the security of electronic 

commerce services, and their secure 

use. 

    

A13.4.1 Electronic 

commerce  

Information involved in electronic 

commerce passing over public networks 

shall be protected from fraudulent 

activity, contract dispute, and 

unauthorized disclosure and 

modification. 

Does your institution 

have a process in place to 

ensure data related to 

electronic commerce (e-

commerce) traversing 

public networks is 

protected from fraudulent 

activity, unauthorized 

IT 
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disclosure, or 

modification? 

A13.4.2 On-line 

transactions 

Information involved in on-line 

transactions shall be protected to prevent 

incomplete transmission, mis-routing, 

unauthorized message alteration, 

unauthorized disclosure, unauthorized 

message duplication or replay. 

  IT 

A13.4.3 Publicly 

available 

information 

The integrity of information being made 

available on a publicly available system 

shall be protected to prevent 

unauthorized modification. 

  IT 

A14 Information 

systems 

acquisition, 

development 

and 

maintenance 

      

A14.1 Security 

requirements 

of information 

systems 

To ensure that security is an integral 

part of information systems. 

    

A14.1.1 Security 

requirements 

analysis and 

specification 

Statements of business requirements for 

new information systems, or 

enhancements to existing information 

systems shall specify the requirements 

for security controls. 

The information security 

related requirements shall 

be included in the 

requirements for new 

information systems or 

CISO 



154 

 

enhancements to existing 

information systems. 

A14.1.2 Securing 

application 

services on 

public 

networks 

Information involved in application 

services passing over public networks 

shall be protected from fraudulent 

activity, contract dispute and 

unauthorized disclosure and 

modification. 

  CISO 

A14.1.3 Protecting 

application 

services 

transactions 

In Progress Information involved in 

application service transactions shall be 

protected to prevent incomplete 

transmission, misrouting, unauthorized 

message alteration, unauthorized 

disclosure, unauthorized message 

duplication or replay. 

  CISO 

A14.2 Security in 

development 

and support 

processes 

To maintain the security of 

application system software and 

information. 

    

A14.2.1 Secure 

Development 

Policy 

Rules for the development of software 

and systems shall be established and 

applied to developments within the 

organization. 

  S/W 

A14.2.2 System Change 

control 

procedures 

The implementation of changes shall be 

controlled by the use of formal change 

control procedures. 

  S/W 

A14.2.3 Technical 

review of 

applications 

When operating systems are changed, 

business critical applications shall be 

reviewed and tested to ensure there is no 

  IT 
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after operating 

system changes 

adverse impact on organizational 

operations or security. 

A14.2.4 Restrictions on 

changes to 

software 

packages 

Modifications to software packages shall 

be discouraged, limited to necessary 

changes, and all changes shall be strictly 

controlled. 

  IT 

A14.2.5 Secure system 

engineering 

principles 

Principles for engineering secure 

systems shall be established, 

documented, maintained and applied to 

any information system implementation 

efforts. 

  IT 

A14.2.6 Secure 

development 

environment 

Organisations shall establish and 

appropriately protect secure 

development environments for system 

development and integration efforts that 

cover the entire system development 

lifecycle. 

  IT 

A14.2.7 Information 

leakage 

Opportunities for information leakage 

shall be prevented. 

  IT 

A14.2.8 Outsourced 

software 

development 

Outsourced software development shall 

be supervised and monitored by the 

organization. 

  S/W 

A14.2.9 System 

security testing 

Testing of security functionality shall be 

carried out during development. 

  S/W 

A14.2.1

0 

System 

acceptance 

testing 

Acceptance testing programs and related 

criteria shall be established for new 

information systems, upgrades and new 

versions. 

  S/W 
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A14.2 Correct 

processing in 

applications 

To prevent errors, loss, unauthorized 

modification or misuse of information 

in application. 

    

A14.2.1 Input data 

validation 

Data input to applications shall be 

validated to ensure that this data is 

correct and appropriate. 

  S/W 

14.2.2 Control of 

internal 

processing 

Validation checks shall be incorporated 

into applications to detect any corruption 

of information through processing errors 

or deliberate acts. 

  S/W 

14.2.3 Message 

integrity 

Requirements for ensuring authenticity 

and protecting message integrity in 

applications shall be identified, and 

appropriate controls identified and 

implemented. 

  S/W 

14.2.4 Output data 

validation 

Data output from an application shall be 

validated to ensure that the processing of 

stored information is correct and 

appropriate to the circumstances. 

  S/W 

A14.3 Security of 

system files 

/test Data 

To ensure the security of system files     

A14.3.1 Control of 

operational 

software 

There shall be procedures in place to 

control the installation of software on 

operational systems 

  IT 

A14.3.2 Protection of 

system test 

data 

Test data shall be selected carefully, and 

protected and controlled. 

Test data shall be selected 

carefully, protected and 

controlled. 

S/W 
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A14.3.3 Access control 

to program 

source code 

Access to program source code shall be 

restricted. 

  S/W 

A14.6 Technical 

Vulnerability 

Management 

To reduce risks resulting from 

exploitation of published technical 

vulnerabilities. 

    

A14.6.1 Control of 

technical 

vulnerabilities 

Timely information about technical 

vulnerabilities of information systems 

being used shall be obtained, the 

organization's exposure to such 

vulnerabilities evaluated, and 

appropriate measures taken to address 

the associated risk. 

  IT 

A15 Supplier 

Security 

      

A15.1 Reporting 

information 

security 

events and 

weaknesses 

To ensure information security events 

and weaknesses associated with 

information systems are 

communicated in a manner allowing 

timely corrective action to be taken. 

    

A15.1.1 Monitoring and 

review 

of supplier 

services 

Does your institution specify security 

requirements in contracts with external 

entities (third party) before granting 

access to sensitive institutional 

information assets? 

  Procureme

nt 

A15.1.2 Managing 

changes to 

supplier 

services 

Changes to the provision of services by 

suppliers, including maintaining and 

improving existing information security 

policies, procedures and controls, shall 

be managed, taking account of the 

  Procureme

nt 
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criticality of business information, 

systems and processes involved and 

reassessment of risks. 

A15.1.3 Reporting 

information 

security events 

Does your institution specify security 

requirements in contracts with external 

entities (third party) before granting 

access to sensitive institutional 

information assets? 

  Procureme

nt 

A15.1.4 Reporting 

security 

weaknesses 

Are requirements addressed and 

remediated prior to granting access to 

data, assets, and information systems? 

  Procureme

nt 

A15.1.5 Third party 

service 

delivery 

management 

Do agreements for external information 

system services specify appropriate 

security requirements?  

  Procureme

nt 

    Does your institution have a process in 

place for assessing that external 

information system providers comply 

with appropriate security requirements? 

  Procureme

nt 

    Is external information system services 

provider compliance with security 

controls monitored?  

  Procureme

nt 

    Are external information system service 

agreements executed and routinely 

reviewed to ensure security requirements 

are current?  

  Procureme

nt 

A16 Information 

security 
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incident 

management 

A16.1 Reporting 

information 

security 

events and 

weaknesses 

To ensure information security events 

and weaknesses associated with 

information systems are 

communicated in a manner allowing 

timely corrective action to be taken. 

    

A16.1.1 Responsibilitie

s and 

procedures 

Management responsibilities and 

procedures shall be established to ensure 

a quick, effective and orderly response to 

information security incidents. 

Are incident-handling 

procedures in place to 

report and respond to 

security events 

throughout the incident 

life cycle, including the 

definition of roles and 

responsibilities? 

CISO 

A16.1.2 Reporting 

information 

security events 

Information security events shall be 

reported through appropriate 

management channels as quickly as 

possible. 

Are incident-handling 

procedures in place to 

report and respond to 

security events 

throughout the incident 

life cycle, including the 

definition of roles and 

responsibilities? 

CISO 

A16.1.3 Reporting 

security 

weaknesses 

All employees, contractors and third 

party users of information systems and 

services shall be required to note and 

report any observed or suspected 

security weaknesses in systems or 

services. 

Are your incident 

response staff aware of 

legal or compliance 

requirements surrounding 

evidence collection? 

CISO 
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A16.1.4 Assessment of 

and 

decision on 

information 

security events 

Information security events shall be 

assessed and it shall be decided if they 

are to be classified as information 

security incidents. 

  CISO 

A16.2 Management 

of information 

security 

incidents and 

improvements 

To ensure a consistent and effective 

approach is applied to the 

management of information security 

incidents. 

    

A16.2.1 Responsibilitie

s and 

procedures  

Management responsibilities and 

procedures shall be established to ensure 

a quick, effective and orderly response to 

information security incidents. 

  CISO 

A16.2.2 Learning from 

information 

security 

incidents  

There shall be mechanisms in place to 

enable the types, volumes, and costs of 

information security incidents to be 

quantified and monitored. 

  CISO 

A16.2.3 Collection of 

evidence 

Where a follow-up action against a 

person or organization after an 

information security incident involves 

legal action (either civil or criminal), 

evidence shall be collected, retained, and 

presented to conform to the rules for 

evidence laid down in the relevant 

jurisdiction(s). 

  CISO 

A17 Business 

continuity 

management 
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A17.1 Information 

security 

aspects of 

business 

continuity 

management 

To counteract interruptions to 

business activities and to protect 

critical business processes from the 

effects of major failures of 

information systems or disasters and 

to ensure their timely resumption. 

    

A17.1.1 Business 

continuity 

planning 

framework 

A single framework of business 

continuity plans shall be maintained to 

ensure all plans are consistent, to 

consistently address information 

security requirements, and to identify 

priorities for testing and maintenance. 

The organization shall 

determine its 

requirements for 

information security and 

the continuity of 

information security 

management in adverse 

situations, e.g. during a 

crisis or disaster. 

CISO 

A17.1.2 Developing 

and 

implementing 

continuity 

plans including 

information 

security 

Plans shall be developed and 

implemented to maintain or restore 

operations and ensure availability of 

information at the required level and in 

the required time scales following 

interruption to, or failure of, critical 

business processes. 

Does your institution 

have a documented 

business continuity plan 

for information 

technology that is based 

on a business impact 

analysis, is periodically 

tested, and has been 

reviewed and approved 

by senior staff or the 

board of trustees? 

CISO 

A17.1.3 Implementing 

information 

security 

continuity 

The organization shall establish, 

document, implement and maintain 

processes, procedures and controls to 

ensure the required level of continuity 

  CISO 
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for information security during an 

adverse situation. 

A17.1.4 Including 

information 

security in the 

business 

continuity 

management 

process 

A managed process shall be developed 

and maintained for business continuity 

throughout the organization that 

addresses the information security 

requirements needed for the 

organization's business continuity. 

  CISO 

A17.1.5 Business 

continuity and 

risk analysis 

Events that can cause interruptions to 

business processes shall be identified, 

along with the probability and impact of 

such interruptions and their 

consequences for information security. 

  CISO 

A17.1.6 Testing, 

maintaining 

and re-

assessing 

business 

continuity 

plans 

Business continuity plans shall be tested 

and updated regularly to ensure that they 

are up to date and effective. 

  CISO 

A17.1.7 Verify, review 

and 

evaluate 

information 

security 

continuity 

The organization shall verify the 

established and implemented 

information security continuity controls 

at regular intervals in order to ensure that 

they are valid and effective during 

adverse situations. 

  CISO 

A17.2 Redundancies       
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A17.2.1 Availability of 

information 

processing 

facilities 

Information processing facilities shall be 

implemented with redundancy sufficient 

to meet availability requirements. 

  CISO 

A18 Compliance       

A18.1 Compliance 

with legal 

requirements 

To avoid breaches of any law, 

statutory, regulatory or contractual 

obligations, and of any security 

requirements. 

    

A18.1.1 Identification 

of applicable 

legislation  and 

contractual 

requirements 

All relevant statutory, regulatory and 

contractual requirements and the 

organization's approach to meet these 

requirements shall be explicitly defined, 

documented, and kept up to date for each 

information system and the organization. 

Does your institution 

have a records 

management or data 

governance policy that 

addresses the life cycle of 

both paper and electronic 

records at your 

institution? 

Finance 

A18.1.2 Intellectual 

property rights 

(IPR) 

Appropriate procedures shall be 

implemented to ensure compliance with 

legislative, regulatory, and contractual 

requirements on the use of material in 

respect of which there may be 

intellectual property rights and on the 

use of proprietary software products. 

Does your institution 

have an enforceable data 

protection policy that 

covers personally 

identifiable information 

(PII)? 

IT 

A18.1.3 Protection of 

organizational 

records 

Important records shall be protected 

from loss, destruction and falsification, 

in accordance with statutory, regulatory, 

contractual, and business requirements. 

  IT 

A18.1.4 Data protection 

and privacy of 

Data protection and privacy shall be 

ensured as required in relevant 

Does your institution 

have an Acceptable Use 

Finance 
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personal 

information 

legislation, regulations, and, if 

applicable, contractual clauses. 

Policy that defines 

misuse? 

A18.1.5 Prevention of 

misuse of 

information 

processing 

facilities 

Users shall be deterred from using 

information processing facilities for 

unauthorized purposes. 

  Administr

ation 

A18.1.6 Regulation of 

cryptographic 

controls 

Cryptographic controls shall be used in 

compliance with all relevant agreements, 

laws, and regulations. 

Does your institution 

provide guidance for the 

community on export 

control laws? 

IT 

A18.2 Compliance 

with security 

policies and 

standards, 

and technical 

compliance 

To ensure compliance of systems with 

organizational security policies and 

standards 

    

A18.2.1 Independent 

review of 

information 

security 

The organization’s approach to 

managing information security and its 

implementation (i.e. control objectives, 

controls, policies, processes and 

procedures for information security) 

shall be reviewed independently at 

planned intervals or when significant 

changes occur. 

Are standard operating 

procedures periodically 

evaluated for compliance 

with your organization's 

security policies, 

standards, and 

procedures? 

Top 

Managem

ent 

A18.2.2 Compliance 

with security 

policies and 

standards 

Managers shall ensure that all security 

procedures within their area of 

responsibility are carried out correctly to 

achieve compliance with security 

policies and standards. 

Are standard operating 

procedures periodically 

evaluated for compliance 

with your organization's 

security policies, 

Top 

Managem

ent 
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standards, and 

procedures? 

A18.2.3 Technical 

compliance 

checking 

Information systems shall be regularly 

checked for compliance with security 

implementation standards. 

Does your institution 

perform periodic 

application and network 

layer vulnerability testing 

or penetration testing 

against critical 

information systems? 

IT 

A18.3 Information 

system audit 

considerations 

To maximize the effectiveness of and 

to minimize interference to/from the 

information systems audit process. 

    

A18.3.1 Information 

systems audit 

controls 

Audit requirements and activities 

involving checks on operational systems 

shall be planned carefully and agreed to 

minimize the risk of disruptions to 

business processes. 

Are you performing 

independent audits on 

information systems to 

identify strengths and 

weaknesses? 

IT 

A18.3.2 Protection of 

information 

systems audit 

tools 

Access to information systems audit 

tools shall be protected to prevent any 

possible misuse or compromise. 

Are audit tools properly 

separated from 

development and 

operational system 

environments to prevent 

any misuse or 

compromise? 

IT 

     

     

Legend      

Count Status Code Meaning     

159 D Control is documented and implemented   
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0 MD  Control is implemented and process 

must be documented to ensure 

repeatability of process and mitigate the 

risks.  

  

0 RD Control is not comply with standards and 

it must be redesigned to comply with 

standards 

  

0 PNP Process is not in place / not 

implemented. 

(Required Control is neither documented 

nor implemented) 

  

0 NA (Not 

Applicable) 

Control is not applicable for the 

company as per the business 

  

159         

 

 


